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Princeton University says database containing donor, alumni info breached

therecord.media

Information including names, email addresses, telephone numbers, and home and business addresses is stored on the database,
in addition to donation information.

Full renewal of state and local cyber grants program passes in House

therecord.media

The PILLAR Act, which would renew federal cybersecurity grants to state and local governments for 10 years, passed by voice
vote in the House.

Logitech discloses data breach after Clop claims

therecord.media

The filing comes one week after the Clop cybercriminal organization claimed it stole information from Logitech through a zero-
day vulnerability in Oracle’s E-Business Suite tool.

Pennsylvania attorney general says SSNs stolen during August ransomware attack

therecord.media

Social Security numbers and medical information were among the data stolen in an August breach of the networks of
Pennsylvania's attorney general, officials said.

MI5 warns of Chinese spies using LinkedIn to gain intel on lawmakers

therecord.media

The alert identifies two specific LinkedIn profiles, featuring fake personas, that are being used by China’s Ministry of State
Security in an attempt to build relationships in Westminster and gain intelligence.
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Airline data broker to stop selling individuals’ travel records to government agencies

therecord.media

News that the Airlines Reporting Corporation (ARC) will shut down its controversial Travel Intelligence Program (TIP) surfaced in
a letter ARC CEO Lauri Reishus sent to a bipartisan group of lawmakers on Tuesday.
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New Android malware can capture private messages, researchers warn Flock Safety cameras used to monitor protesters, rights group finds

therecord.media therecord.media
The malware can monitor everything displayed on a phone in real time — including contacts, full message threads and the Police departments across the country searched records from Flock Safety's network of automated license plate reader cameras
content of encrypted chats — by accessing data after it has been decrypted by legitimate apps. hundreds of times to track protest activity, researchers found.

Please be advised that the following resources and materials are for informational purposes only. The opinions and views expressed in these materials are the opinions of the designated authors and do not reflect the opinions or views of the Commonwealth of Massachusetts, the Executive Office of
Technology Services and Security, and/or the Enterprise Risk Management Office, (the Commonwealth). The information posted on this website includes hypertext links or pointers to information created and maintained by other public and/or private organizations. These links and pointers are provided solely

for the information and convenience of the user. By selecting a link to an outside website, the user is subject to the privacy, copyright, security, and information quality policies of that website. The Commonwealth is not responsible for transmissions users receive from linked websites.
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