
Week of November 24, 2025

Cybersecurity Headlines

Digital Threat Landscape
Cybercrimes, Scams, Threats, Vulnerabilities and Incidents

Municipal emergency warning service offline after hackers steal user data
therecord.media

An emergency warning service used by municipalities across the U.S. was taken down in recent weeks by hackers who also stole 
information on the system's users.

$262 million stolen in account takeover fraud schemes this year, FBI says ahead of holiday season
therecord.media

The law enforcement agency said they have received more than 5,100 complaints about Account Takeover (ATO) fraud since 
January and have tallied losses exceeding $262 million.

At least 35,000 impacted by Dartmouth College breach through Oracle EBS campaign
therecord.media

More than 35,000 people across multiple states had information stolen by hackers who attacked Dartmouth College during a 
campaign against a popular line of software from Oracle.

Industry Updates
Legislation, Business, Privacy, Updates, Related Technologies

Is Your Android TV Streaming Box Part of a Botnet?
krebsonsecurity.com

On the surface, the Superbox media streaming devices for sale at retailers like BestBuy and Walmart may seem like a steal: They 
offer unlimited access to more than 2,200 pay-per-view and streaming ...

California law regulating web browsers could have national data privacy impact, experts say
therecord.media

Tech companies may universally offer an opt-out capability required by California law as a way to avoid having multiple versions 
of browsers and ask questions about residency.

House Energy and Commerce Committee unveils new draft children’s online safety bill
therecord.media

Instead of a duty of care, the KOSA draft includes language saying that platforms must establish and maintain “reasonable 
policies, practices, and procedures” that address harms to minors, including threats of physical violence, sexual exploitation a…

CISA Warns of Active Spyware Campaigns Hijacking High-Value Signal and WhatsApp Users - The Hacker
News
thehackernews.com

U.S. CISA exposes how commercial spyware and RATs hijack Signal, WhatsApp and Android devices to spy on high-ranking 
officials.

https://therecord.media/emergency-warning-service-offline
https://therecord.media/emergency-warning-service-offline
https://therecord.media/millions-in-account-takeover-fbi-warns-ahead-of-holidays
https://therecord.media/millions-in-account-takeover-fbi-warns-ahead-of-holidays
https://therecord.media/dartmouth-data-breach-thousands
https://therecord.media/dartmouth-data-breach-thousands
https://krebsonsecurity.com/2025/11/is-your-android-tv-streaming-box-part-of-a-botnet/
https://therecord.media/california-web-browser-law-national-implications
https://therecord.media/california-web-browser-law-national-implications
https://therecord.media/house-commttee-unveils-new-kosa-bill
https://therecord.media/house-commttee-unveils-new-kosa-bill
https://thehackernews.com/2025/11/cisa-warns-of-active-spyware-campaigns.html
https://thehackernews.com/2025/11/cisa-warns-of-active-spyware-campaigns.html


Hackers exploit 3D design software to target game developers, animators
therecord.media

Russia-linked hackers are exploiting 3D design tools to infect animators, game developers and visual effects studios with 
information-stealing malware, according to new research.
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