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NASPO and NASCIO Release Joint Report on Al in Public Procurement - NASCIO
WWW.Nascio.org

Lexington, KY, Tuesday, October 15, 2024 — The National Association of State Procurement Officials (NASPO) and the National Association of State Chief Information Officers (NASCIO) are pleased to announce the release of their joint publication,
Al-Po...

Iranian Cyber Actors Access Critical Infrastructure Networks

www.nsa.gov

FORT MEADE, Md. — The National Security Agency (NSA) is joining the Federal Bureau of Investigation (FBI) and the Cybersecurity and Infrastructure Security Agency (CISA) in releasing a

NSA joins FB1 and IS
IRANIAN CYBER ACTORS’ BRUTE FORCE AND
CREDENTIAL ACCESS ACTIVITY COMPROMISES
CRITICAL INFRASTRUCTURE ORGANIZATIONS

CYBERSECURITY ADVISORY

Verified Influencer Accounts Are Being Hijacked to Spread Scams and Malicious Software | Federal Bureau of Investigation

www.fbi.gov

The FBI Atlanta Division is warning the public that verified social media accounts are being hijacked by cybercriminals for the purposes of spreading scams and malicious software.

CISA and FBI Release Product Security Bad Practices for Public Comment

Www.cisa.gov

Catalog enumerates exceptionally risky practices and provides recommendations for software manufacturers to build software that is secure by design

Cybercrimes, Scams & Incidents Industry News

Headlines related to cybercrimes and scams including international cybersecurity news and high-profile incidents like Headlines collected from across the cybersecurity industry related to legislation, business, and big tech

ransomware and malware attacks

The Rise of the Chief Al Officer

Beware: Fake Google Meet Pages Deliver Infostealers in Ongoing ClickFix Campaign www.govexec.com
thehackemews.com In the year since the White House required agencies to name a CAIO, the people holding those positions have been
Threat actors are leveraging fake Google Meet web pages as part of an ongoing malware campaign dubbed ClickFix to responsible for many efforts and innovations that draw on advances in artificial intelligence.

deliver infostealers targeting Windows and macOS systems.

"This tactic involves displaying fake error messages in web browsers to deceive users into copying and executing a given
malicious PowerShell code, finally infecting their systems," French cybersecurity company Sekoia said in a
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Boston Children’s Health Physicians confirms September data breach Intelligence bill would elevate ransomware to a terrorist threat

therecord.media cyberscoop.com

BCHP — which helps pair children with more than 300 doctors through 60 regional offices in New York and Connecticut Amid a rash of ransomware attacks, the Senate Intelligence Committee wants to treat the phenomenon like terrorism.
— said intruders took patient data from its network in early September.

What is the cost of a data breach?
US disables Anonymous Sudan infrastructure linked to DDoS attack spree www.csoonline.com

www.cybersecuritydive.com The cost of a data breach is not easy to define, but as more and more organizations fall victim to attacks and exposures,

Authorities unsealed charges alleging two Sudanese nationals ran the hacktivist group, linked to major attacks against the financial repercussions are becoming clearer.
Microsoft and others.

Please be advised that the following resources and materials are for informational purposes only. The opinions and views expressed in these materials are the opinions of the designated authors and do not reflect the opinions or views of the Commonwealth of Massachusetts, the Executive
Office of Technology Services and Security, and/or the Enterprise Risk Management Office, (the Commonwealth). The information posted on this website includes hypertext links or pointers to information created and maintained by other public and/or private organizations. These links and
pointers are provided solely for the information and convenience of the user. By selecting a link to an outside website, the user is subject to the privacy, copyright, security, and information quality policies of that website. The Commonwealth is not responsible for transmissions users receive from

linked websites.
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