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Discord says 70,000 users had government IDs exposed in third-party breach

therecord.media

The social media platform Discord said about 70,000 users had their government IDs stolen by cybercriminals, as the company
sought to dispel claims by the purported hackers of a larger breach.

CLOP-Linked Hackers Breach Dozens of Organizations Through Oracle Software Flaw - The Hacker News
thehackernews.com
Dozens of organizations may have been impacted following the zero-day exploitation of a security flaw in Oracle's E-Business

Suite (EBS) software since August 9, 2025, Google Threat Intelligence Group (GTIG) and Mandiant said in a new report
released...

New ClayRat Spyware Targets Android Users via Fake WhatsApp and TikTok Apps - The Hacker News

thehackernews.com

ClayRat Android spyware uses fake apps and Telegram to steal data and spread via contacts.

¥ Weekly Recap: Oracle 0-Day, BitLocker Bypass, VMScape, WhatsApp Worm & More - The Hacker News

thehackernews.com

Your weekly snapshot of cyber chaos: from Oracle 0-Day exploits to fresh spyware, phishing kits, and ransomware twists—
here's what's shaping security

Jaguar Land Rover to restart production following cyberattack

therecord.media

After halting global production last month, Jaguar Land Rover says it will restart operations and provide financial support to
some of its suppliers.

Russia is at ‘hybrid war’ with Europe, warns EU chief, calling for members ‘to take it very seriously’
therecord.media
Russia is behind a campaign of cyberattacks, sabotage and provocation across Europe, according to the president of the

European Commission, who warned on Wednesday morning: “It is time to call it by its name. This is hybrid warfare, and we
have to take it very seriously.”
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LockBit, Qilin, and DragonForce Join Forces to Dominate the Ransomware Ecosystem

thehackernews.com

Three prominent ransomware groups DragonForce, LockBit, and Qilin have announced a new strategic ransomware alliance,
once underscoring continued shifts in the cyber threat landscape.

FBI, UK gov't urge orgs to patch Oracle E-Business vuln after alleged Clop campaign

therecord.media

Oracle issued a security alert this weekend urging customers to patch a vulnerability currently being exploited by
cybercriminals.

ShinyHunters Wage Broad Corporate Extortion Spree

krebsonsecurity.com

A cybercriminal group that used voice phishing attacks to siphon more than a billion records from Salesforce customers
earlier this year has launched a website that threatens to publish data stolen from dozens of Fortune 500 firms if they refuse
to pay a ransom. The group also claimed responsibility for a recent breach involving Discord user data, and for stealing
terabytes of sensitive files...

Russian hackers turn to Al as old tactics fail, Ukrainian CERT says

therecord.media

Russian hackers are now using Al not only to write phishing messages but also to generate malicious code itself.

California enacts law giving consumers ability to universally opt out of data sharing
therecord.media

California Gov. Gavin Newsom on Wednesday signed a bill which requires web browsers to make it easier for Californians to
opt-out of allowing third parties to sell their data.

Germany will not support 'Chat Control' message scanning in the EU
therecord.media
German officials on Wednesday said they will vote against a European Union proposal to allow the scanning of private

messages even on end-to-end encrypted messaging platforms, signaling that the bloc will not have the votes to move
forward with a controversial measure known as Chat Control.

Renewal of cyber information-sharing law must mind the gap, senator says

therecord.media

Companies that are still sharing threat information with the government despite the lapse of the law known as CISA 2015
should be protected retroactively when Congress revives that authority, Sen. Gary Peters says.
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