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Cybersecurity Headlines

Digital Threat Landscape
Cybercrimes, Scams, Threats, Vulnerabilities and Incidents

Jaguar Land Rover Hit by Cyberattack That Roils Production
www.msn.com

Jaguar Land Rover said a cyberattack has “severely disrupted” its retail and production activities, dealing another 
blow to the UK automaker that’s suffered from higher US tariffs.

The Ongoing Fallout from a Breach at AI Chatbot Maker Salesloft
krebsonsecurity.com

The recent mass-theft of authentication tokens from Salesloft, whose AI chatbot is used by a broad swath of 
corporate America to convert customer interaction into Salesforce leads, has left many companies racing to 
invalidate the stolen credentials before hackers can exploit them...

Ransomware Attack on Pennsylvania AG Impacts Civil Cases
www.govtech.com

The state attorney general’s office confirmed a “cyber incident” in August that has left some staff and 
prosecutors unable to access archived emails, files and internal systems.

Industry Updates
Legislation, Business, Privacy, Updates, Related Technologies

Disney agrees to $10 million settlement for collecting data from children
therecord.media

The Federal Trade Commission (FTC) announced Disney has agreed to pay $10 million to settle allegations that it 
collected personal data from children watching YouTube videos without parental notification or consent.

Iowa State University Offers Cybersecurity Certificate
www.govtech.com

Available this fall, a new online undergraduate certificate in cybersecurity from Iowa State University was 
developed with input from the state's Cybersecurity Advisory Council and various community colleges.

Nebraska JSOC Enables State to Be Security Force Multiplier
www.govtech.com

The state’s cybersecurity work, through its Joint Security Operations Center, involves a network of people 
working with different entities to enhance and harden the overall security posture.

Maine CISO Nathan Willigar Takes Microsoft Cybersecurity Job
www.govtech.com

Willigar has worked for the state for more than a decade, and has helped boost cybersecurity defenses among 
various agencies. His new job at Microsoft will reflect his public-sector experience.
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Greenville, Texas, Utility Payments Return After Cyber Attack
www.govtech.com

GEUS, the city-owned utility, has restored its online bill payment system after a cyber attack. The ransomware 
incident, identified Aug. 5, impacted this and other systems for about a month.

Pennsylvania State Police Warn About Tech Support Scams
www.govtech.com

(TNS) — Pennsylvania State Police are alerting the public of scams involving individuals claiming to be from 
computer tech support. Individuals are receiving an increased number of these types ...

WhatsApp, Apple warn of highly targeted attacks with zero-day vulnerability
therecord.media

WhatsApp on Friday announced it patched a zero-day vulnerability it believes was used to launch sophisticated 
attacks against specific individuals.

Delaware Picks a Familiar Face to Lead State Cybersecurity
www.govtech.com

The Delaware Department of Technology and Information has promoted a leader in enterprise security 
operations to the top cybersecurity role in the state. A longtime exec, he previously held it on ...

Please be advised that the following resources and materials are for informational purposes only. The opinions and views expressed in these materials are the opinions of the designated authors and do not reflect the opinions or views of the Commonwealth of

Massachusetts, the Executive Office of Technology Services and Security, and/or the Enterprise Risk Management Office, (the Commonwealth).  The information posted on this website includes hypertext links or pointers to information created and maintained by other

public and/or private organizations. These links and pointers are provided solely for the information and convenience of the user. By selecting a link to an outside website, the user is subject to the privacy, copyright, security, and information quality policies of that website. The

Commonwealth is not responsible for transmissions users receive from linked websites.

 
 

External Quick links

 AIScoop  BleepingComputer  Cisco Talos Intelligence Group  CSO Online

 CyberScoop  Cybersecurity Dive  Cyware  CyberWire

 FedScoop  Government Executive  Government Technology  ISACA

 ISSA International  Krebs on Security  MITRE ATT&CK®  NASCIO

 Schneier on Security  SC Media  StateScoop  The Hacker News

 The Record

https://www.govtech.com/security/greenville-texas-utility-payments-return-after-cyber-attack
https://www.govtech.com/security/greenville-texas-utility-payments-return-after-cyber-attack
https://www.govtech.com/public-safety/pennsylvania-state-police-warn-about-tech-support-scams
https://www.govtech.com/public-safety/pennsylvania-state-police-warn-about-tech-support-scams
https://therecord.media/whatsapp-apple-zero-day-targeted-attacks
https://www.govtech.com/workforce/delaware-picks-a-familiar-face-to-lead-state-cybersecurity
https://www.govtech.com/workforce/delaware-picks-a-familiar-face-to-lead-state-cybersecurity
https://aiscoop.com/
https://www.bleepingcomputer.com/
https://www.talosintelligence.com/
https://www.csoonline.com/
https://cyberscoop.com/
https://www.cybersecuritydive.com/
https://cyware.com/category/breaches-and-incidents-news
https://www.thecyberwire.com/
https://fedscoop.com/
https://www.govexec.com/
https://www.govtech.com/
https://www.isaca.org/resources/news-and-trends#sort=%40searchdate%20descending&layout=card
https://www.issa.org/news/
https://krebsonsecurity.com/
https://medium.com/mitre-attack
https://www.nascio.org/
https://www.schneier.com/
https://www.scmagazine.com/
https://statescoop.com/
https://thehackernews.com/
https://therecord.media/

