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Cybersecurity Headlines

Digital Threat Landscape
Cybercrimes, Scams, Threats, Vulnerabilities and Incidents

⚡ Weekly Recap: Bootkit Malware, AI-Powered Attacks, Supply Chain Breaches, Zero-Days &
More - The Hacker News
thehackernews.com

Your weekly strategic brief on the cyber threat landscape. Uncover the deeper patterns behind attacks, from 
bootkit malware to legal actions and regul

Self-Replicating Worm Hits 180+ Software Packages – Krebs on Security
krebsonsecurity.com

At least 187 code packages made available through the JavaScript repository NPM have been infected with a 
self-replicating worm that steals credentials from developers and publishes those secrets ...

Pennsylvania AG Confirms Cyber Attack by ‘Malicious Actor’
www.govtech.com

The state Office of Attorney General confirmed a cyber attack that encrypted files in an attempt to seek a 
ransom was behind website, email and phone outages last month. The office has not paid ...

Industry Updates
Legislation, Business, Privacy, Updates, Related Technologies

Time to Get Ready for Cybersecurity Awareness Month
www.govtech.com

October is Cybersecurity Awareness Month, and some groups in the public sector have already announced plans 
to address a range of topics, including password protection, phishing and social media ...

IRS Warns Against Getting Tax Advice From Social Media
www.govtech.com

The service is cautioning taxpayers to be wary of advice found on social media, warning that many self-
proclaimed tax experts are actually promoting scams that could result in financial penalties.

State Cyber Workforce Development Gets $3.3M Federal Push
www.govtech.com

From Arizona to Maine, 17 projects will join the National Institute of Standards and Technology’s RAMPS 
initiative, to strengthen local pipelines of cybersecurity talent. A lack of personnel ...
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Hackers steal hotel guests’ payment data in new AI-driven campaign
therecord.media

A hacker group known as RevengeHotels is using artificial intelligence to boost its attacks on hotels in Brazil and 
elsewhere, researchers found.

Gucci, Balenciaga and Alexander McQueen hacked in cyber-attack - BBC
www.bbc.com

Cyber criminals have stolen the private details of potentially millions of Balenciaga, Gucci and Alexander 
McQueen customers in an attack. The stolen data includes names, email addresses, phone ...

Jaguar Land Rover says cyberattack shutdown to last 'at least' another week
therecord.media

Jaguar Land Rover (JLR) announced on Tuesday that its global operations would remain shuttered until at least 
September 24 as the company continues to grapple with the impact of a cyberattack discovered earlier this 
month.

Judge rejects Meta attempt to overturn Flo privacy verdict
therecord.media

A California federal judge on Monday rejected a bid by Meta to overturn a jury verdict finding the tech giant 
liable for using a period tracking tool to illegally obtain sensitive reproductive health data from millions of 
women.

After Cyber Attack, St. Paul, Minn., Restores Public Internet
www.govtech.com

Online access has been restored at city libraries and recreation centers, following a full system shutdown in the 
wake of a July ransomware attack. Safeguards include segmentation and simplified logins.

Cleveland Public Library Recovers Nearly $400K Lost in Scam
www.govtech.com

The library was targeted in 2024 by someone pretending to be a vendor, according to an audit. Since the 
incident, vendor verification measures have been instituted, and cybersecurity training for ...
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