Cybersecurity Headlines

Digital Threat Landscape

Cybercrimes, Scams, Threats, Vulnerabilities and Incidents

Industry Updates

Legislation, Business, Privacy, Updates, Related Technologies

Cyber Incidents Take Off: Europe’s Airports Join a Growing List

www.govtech.com

From water systems to the electric grid, critical infrastructure has been under threat for decades. But 2025 cyber
attacks against airports are different. Here's why.

Feds Tie 'Scattered Spider’ Duo to $115M in Ransoms

krebsonsecurity.com

U.S. prosecutors last week levied criminal hacking charges against 19-year-old U.K. national Thalha Jubair for
allegedly being a core member of Scattered Spider, a prolific cybercrime group blamed ...

Phishing Remains Persistent Threat in K-12 Cybersecurity

www.govtech.com

The education sector has seen a swift rise in cybersecurity incidents since 2024, but training, awareness and tools
can help ease incidents and response time.

Jaguar Land Rover extends shutdown again following cyberattack

therecord.media

Jaguar Land Rover (JLR) announced on Tuesday that its global operations will remain shuttered until at least next
month in the latest delay to hit the manufacturer as it continues to deal with a cyberattack.

Secret Service says it disrupted illicit cellular network threatening UN conference
therecord.media
The Secret Service said it discovered a secret communications network of more than 100,000 SIM cards and 300

servers capable of carrying out "nefarious” attacks in the New York City area as leaders convened for the U.N.
General Assembly.
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Senators introduce bill directing FTC to establish standards for protecting consumers’ neural data

therecord.media

Sens. Chuck Schumer (D-NY), Maria Cantwell (D-WA) and Ed Markey (D-MA) intend for the bill to guard against
commercial entities collecting, selling or mixing together individuals’ brain signals in ways that can shape their
decisions, emotions or what...

South Carolina Al, Cyber Initiatives Reshape Services

www.govtech.com

Artificial intelligence pilots, application modernization and stronger cyber defenses are reshaping how residents
connect with government, CIO Nathan Hogue said. An Al-powered virtual assistant will debut next week.

MS-ISAC Cybersecurity Network Moves to Paid Membership Model

www.govtech.com

With federal funding ending Sept. 30, the Multi-State Information Sharing and Analysis Center will shift to a tiered,
fee-based model for state, local, tribal and territorial government members.
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Federal Government Issues Emergency Cybersecurity Directive

www.govtech.com

CISA has issued a cybersecurity emergency directive that instructs federal agencies to identify and mitigate Cisco
firewall vulnerabilities, most likely to be targeted by the ArcaneDoor threat actor.

Ransomware gang known for government attacks claims Maryland transit incident
therecord.media

Maryland's statewide transit agency confirmed that a previously disclosed cyberattack exposed an unknown amount
of data. A highly active cybercrime gang reportedly claimed the incident.
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