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DHS Announces $279.9 million in Grant Funding for the Fiscal Year 2024 State and Local Cybersecurity Grant Program | Homeland Security

www.dhs.gov
Home.land The Department of Homeland Security announced the availability of $279.9 million in grant funding for the Fiscal Year (FY) 2024 State and Local Cybersecurity Grant Program (SLCGP).

Security

NSA Jointly Releases Guidance for Mitigating Active Directory Compromises
WWW.Nsa.gov
The National Security Agency (NSA) joins the Australian Signals Directorate’s Australian Cyber Security Centre (ASD ACSC) and others in releasing the Cybersecurity Technical Report (CTR), “Detecting

MITIGATING ACTIVE
DIRECTORY ATTACKS

CYBERSECURITY TECHNICAL REPORT

Two Russian Nationals Charged in Connection with Operating Billion Dollar Money Laundering Services
www justice.gov

The Justice Department today announced actions coordinated with the Department of State, Department of the Treasury, and other federal and international law enforcement partners to combat Russian money laundering operations. The actions involved the ...

Cybercrimes, Scams & Incidents Industry News

Headlines related to cybercrimes and scams including international cybersecurity news and high-profile incidents like ransomware and Headlines collected from across the cybersecurity industry related to legislation, business, and big tech

malware attacks

Al regulation talks heat up among U.S. policymakers | TechTarget

Critical doomsday Linux bug is CUPS-based vulnerability www.techtarget.com
www.theregister.com Congressional hearings this week focused on Al regulation are weighing potential approaches such as establishing a licensing regime
Quick fix: Remove cups-browsed, block UDP port 631 for Al systems.

FBI's Carahsoft raid comes amid allegations of price-fixing MFA adoption is catching up but is not quite there

www.csoonline.com

www.govexec.com

The leading IT reseller is in the middle of an ongoing False Claims Act case involving multiple vendors. While 90% of organizations believe multifactor authentication is an effective identity security tool, only 5% said it covers every

employee and app.


https://www.dhs.gov/news/2024/09/23/dhs-announces-2799-million-grant-funding-fiscal-year-2024-state-and-local
https://www.dhs.gov/news/2024/09/23/dhs-announces-2799-million-grant-funding-fiscal-year-2024-state-and-local
https://www.nsa.gov/Press-Room/Press-Releases-Statements/Press-Release-View/Article/3917556/nsa-jointly-releases-guidance-for-mitigating-active-directory-compromises/
https://www.nsa.gov/Press-Room/Press-Releases-Statements/Press-Release-View/Article/3917556/nsa-jointly-releases-guidance-for-mitigating-active-directory-compromises/
https://www.justice.gov/opa/pr/two-russian-nationals-charged-connection-operating-billion-dollar-money-laundering-1
https://www.theregister.com/2024/09/26/unauthenticated_rce_bug_linux/
https://www.theregister.com/2024/09/26/unauthenticated_rce_bug_linux/
https://www.govexec.com/technology/2024/09/fbis-carahsoft-raid-comes-amid-allegations-price-fixing/399823/?oref=ge-featured-river-top
https://www.govexec.com/technology/2024/09/fbis-carahsoft-raid-comes-amid-allegations-price-fixing/399823/?oref=ge-featured-river-top
https://www.techtarget.com/searchcio/news/366551987/AI-regulation-talks-heat-up-among-US-policymakers?utm_campaign=20240925_Fears+grow+about+big+tech+guiding+U.S.+AI+policy&amp%3butm_medium=email&amp%3butm_source=MDN&amp%3basrc=EM_MDN_302749657&amp%3bbt_ee=uyp8FK6Y3QkmnT3sb1JuQnbDQrFtz4XQ/QR8Ixkbxkf2uW5IxwLxpCgYp1rFw0hp&amp%3bbt_ts=1727273143168
https://www.techtarget.com/searchcio/news/366551987/AI-regulation-talks-heat-up-among-US-policymakers?utm_campaign=20240925_Fears+grow+about+big+tech+guiding+U.S.+AI+policy&amp%3butm_medium=email&amp%3butm_source=MDN&amp%3basrc=EM_MDN_302749657&amp%3bbt_ee=uyp8FK6Y3QkmnT3sb1JuQnbDQrFtz4XQ/QR8Ixkbxkf2uW5IxwLxpCgYp1rFw0hp&amp%3bbt_ts=1727273143168
https://www.csoonline.com/article/3535222/mfa-adoption-is-catching-up-but-is-not-quite-there.html?utm_campaign=editorial&utm_medium=cso&utm_source=browseralert
https://www.csoonline.com/article/3535222/mfa-adoption-is-catching-up-but-is-not-quite-there.html?utm_campaign=editorial&utm_medium=cso&utm_source=browseralert

U.S. Indicts 2 Top Russian Hackers, Sanctions Cryptex

krebsonsecurity.com

The United States today unveiled sanctions and indictments against the alleged proprietor of Joker's Stash, a now-defunct
cybercrime store that peddled tens of millions of payment cards stolen in some of the largest data breaches of the past decade. la

Timeshare Owner? The Mexican Drug Cartels Want You

krebsonsecurity.com

The FBI is warning timeshare owners to be wary of a prevalent telemarketing scam involving a violent Mexican drug cartel that tries
to trick people into believing someone wants to buy their property.

House panel moves bill that adds Al systems to National Vulnerability Database

cyberscoop.com

The Al Incident Reporting and Security Enhancement Act would put NIST in charge of setting up a vulnerability reporting process for
Al systems.

Chinese Hackers Infiltrate U.S. Internet Providers in Cyber Espionage Campaign

thehackernews.com

Chinese hackers breach US internet providers, targeting sensitive data and critical infrastructure.

Kia dealer portal flaw could let attackers hack millions of cars

www.bleepingcomputer.com
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