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Nevada Websites Remain Down, Recovery Hub Offers Updates

www.govtech.com

Two weeks after Nevada shuttered all state offices following a network cybersecurity incident, the recovery process
is still underway, with updates provided by a new webpage. Some state websites remain unavailable.

Cyberattacks against schools driven by a rise in student hackers, ICO warns | The Record from
Recorded Future News

therecord.media

Cyberattacks against schools driven by a rise in student hackers, ICO warns The U.K.'s Information Commissioner's

Office (ICO) warned on Thursday that student hackers motivated by dares are driving an increasing number of
cyberattacks and data breach...

Magento

Adobe Commerce Flaw CVE-2025-54236 Lets Hackers Take Over Customer Accounts - The Hacker
News

thehackernews.com

Adobe Commerce CVE-2025-54236 allows account takeover; hotfix and WAF deployed to block attacks.

18 Popular Code Packages Hacked, Rigged to Steal Crypto

krebsonsecurity.com

At least 18 popular JavaScript code packages that are collectively downloaded more than two billion times each
week were briefly compromised with malicious software today, after a developer ...
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States Struggle to Fill K-12 Cybersecurity Gaps Left by Federal Cuts

www.govtech.com

A recent report by the Consortium for School Networking found that lawmakers in a handful of states have
considered a total of 18 bills in 2025 to address K-12 cybersecurity needs.

Long Beach Workshops to Teach Residents Al, Cybersecurity

www.govtech.com

The city’s series will offer community members training about Al, data privacy, and other digital skills through hands-
on learning opportunities. The first workshop is scheduled to be held Oct. 8.

California legislature passes bill forcing web browsers to let consumers automatically opt out of
data sharing - therecord.media

therecord.media

Gov. Gavin Newsom vetoed an earlier version of the bill that also would have applied to mobile operating systems.

North Dakota CISO Highlights Whole-of-State Security Approach

www.govtech.com

North Dakota's cybersecurity strategy, overseen by its new CISO, involves elevating the security posture of public
entities across the state — a method that is enhanced by its statewide network.
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Bulletproof Host Stark Industries Evades EU Sanctions
krebsonsecurity.com
In May 2025, the European Union levied financial sanctions on the owners of Stark Industries Solutions Ltd., a

bulletproof hosting provider that materialized two weeks before Russia invaded Ukraine and quickly became a top
source of Kremlin-linked cyberattacks and disinformation campaigns.

Cyberattack on Jaguar Land Rover threatens to hit British economic growth
therecord.media
The disruption caused by a cyberattack on Jaguar Land Rover (JLR) risks damaging Britain’s economic growth and

highlights how the government's hands-off approach to cybersecurity regulation is potentially leading to more
serious incidents, according to experts.

How Government Can Create Digital Doorways to Public Benefits

www.govtech.com

The experience of accessing public benefits online can vary greatly and is shaped both by a state’s digital identity
management approach and the applicant's experiences, according to a report released Tuesday.

Microsoft Patch Tuesday, September 2025 Edition
krebsonsecurity.com
Microsoft Corp. today issued security updates to fix more than 80 vulnerabilities in its Windows operating systems

and software. There are no known “zero-day” or actively exploited vulnerabilities in this month’s bundle from
Redmond, which nevertheless includes patches for 13 flaws that earned Microsoft's most-dire “critical” label...

Cyber Resilience: The Underappreciated Side Of Deterrence
www.forbes.com
In July, the U.S. Senate Armed Services Committee added language to the draft "Fiscal Year 2026 National Defense

Authorization Act" requiring the Pentagon to develop "a strategy to reestablish a credible deterrence against
cyberattacks targeting American critical infrastructure using the full spectrum of military operations.”
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