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OUTDATED SOFTWARE AND OPERATING SYSTEMS GAN MAKE YOUR SYSTEM VULNERABLE TO GYBERATTAGKS
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BEST PRACTICES FOR SOFTWARE UPDATES

f) ~. {eep your system hardware, software and operating system up-to-date
:, ° Updates often contain important security components which protect your system from
) viruses and hackers.

@KBBD automatic software updates enabled whenever possible

This will ensure that software updates are installed as quickly as possible.

||=2|| )Never install unknown or unsolicited software on your computer
SPAMJ Always visit vendor sites directly rather than clicking on advertisements or email links.

Anti-Malware Protection
Install the latest version of anti-malware protection. Routinely run a complete scan
of your system to check for any malware infections.
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Always keep the desktop firewall ON.

Rvoid software updates while using untrusted networks.

FOR MORE INFORMATION VISIT MASSDEP CYBERSECURITY PAGE
UPCOMING WEBINAR ON CYBERSECURITY REGISTER HERE



https://www.mass.gov/service-details/cybersecurity-advisory-for-public-water-suppliers
https://register.gotowebinar.com/register/3323968100790793996

