
820,861
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2024-1 2-Jan-24 Winchester Savings Bank Banks & Credit Unions 16 No No No No Yes

2024-2 2-Jan-24
Rockland Trust Company - Rockland, 

MA
Banks & Credit Unions 1 No No Yes No No

2024-3 2-Jan-24
American Express Travel Related 

Services Company, Inc
Retail 1 No No No No Yes

2024-4 2-Jan-24
Massachusetts Department of 

Transportation
State Government 1 Yes No No No No

2024-5 2-Jan-24 UniBank for Savings Banks & Credit Unions 3 No No Yes Yes No
2024-6 2-Jan-24 Centennial Bank Banks & Credit Unions 7 No No Yes No No
2024-7 3-Jan-24 Bank of America Banks & Credit Unions 1 Yes No Yes Yes Yes

2024-8 3-Jan-24
Plumbers & Fitters Local Union 295 

Health & Welfare Fund
Other 3 Yes No No No No

2024-9 4-Jan-24
Housing Authority of the County of 

San
Bernardino

Other 9 Yes No No No No

2024-10 4-Jan-24 Jackson National Insurance Company Insurance Company 1 No No Yes No No

2024-11 4-Jan-24 Brigham and Womens Hospital Health Care 1 No Yes No No No
2024-12 4-Jan-24 CINQ CARE Inc. Health Care 1 Yes No Yes No No
2024-13 4-Jan-24 Cintra Software & Services, Inc. Technology 2 Yes No No No No
2024-14 5-Jan-24 Rhoades Levy Law Group P.C. Other 3 Yes No No No No

Data Breach Notification Report
The total number of breaches affecting residents:
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2024-15 5-Jan-24 Buckley King LPA Other 343 Yes Yes Yes Yes No
2024-16 5-Jan-24 Cooper Aerobics Enterprises, Inc Health Care 269 Yes Yes Yes No Yes
2024-17 5-Jan-24 Quaker Window Products Co. Manufacturing 4 Yes No No No No
2024-18 5-Jan-24 TD Bank N.A. Banks & Credit Unions 2 Yes No Yes No Yes

2024-19 5-Jan-24 Toyota Financial Services
Financial Services 

Company
109 No No Yes No No

2024-20 5-Jan-24 Fincantieri Marine Group, LLC Manufacturing 10 Yes Yes No No No

2024-21 5-Jan-24
Woodsville Guaranty

Savings Bank
Banks & Credit Unions 263 Yes No Yes No No

2024-22 5-Jan-24 Gold Medal Bakery Other 7 Yes No Yes No No
2024-23 5-Jan-24 Equitrans Midstream Corporation Other 1 Yes No No No No
2024-24 5-Jan-24 Musick, Peeler Garrett LLP Other 1 Yes No No No No
2024-25 5-Jan-24  BJs Wholesale Club, Inc. Retail 5 Yes Yes No No No
2024-26 5-Jan-24 Medjet and Medjet Assist Other 11 Yes No No No No
2024-27 5-Jan-24 Watertown Savings Bank Banks & Credit Unions 1 No No No No Yes
2024-28 5-Jan-24 Watertown Savings Bank Banks & Credit Unions 8 No No No No Yes
2024-29 5-Jan-24 Watertown Savings Bank Banks & Credit Unions 1 No No No No Yes

2024-30 8-Jan-24
American Express Travel Related 

Services Company, Inc. 
Retail 6 No No No No Yes

2024-31 8-Jan-24
American Express Travel Related 

Services Company, Inc. 
Retail 2 No No No No Yes



820,861

 Breach 
Number

Date 
Reported
 To OCA

Reporting Organization Name
Reporting 

Organization 
Type

MA 
Residents 
Affected

SSN 
Breached

Medical
Records

Breached

Financial
 Account
Breached

Drivers 
Licenses 

Breached

Credit/Debit 
Numbers 
Breached

Data Breach Notification Report
The total number of breaches affecting residents:

2024-32 8-Jan-24 Butte School District Educational 3 Yes No Yes No No
2024-33 8-Jan-24 Attronica Computers, Inc. Technology 1 Yes No No No No

2024-34 8-Jan-24
Tax & Business Solutions, CPA & Co., 

LLC 
Financial Services 

Company
2 Yes No Yes No No

2024-35 9-Jan-24 Rosies Place Not-For-Profit 522 Yes No Yes Yes No

2024-36 9-Jan-24
The Chronicle of Higher Education, 

Inc. 
Other 1 No No Yes No No

2024-37 9-Jan-24 Villager Construction Inc. Other 3 Yes No Yes Yes No
2024-38 9-Jan-24 Athletic Trainer System Educational 4 Yes Yes No No No

2024-39 9-Jan-24
Psychological Holdings, PLLC and 

Senior PsychCare 
Health Care 11 Yes Yes No No No

2024-40 9-Jan-24 Capital Formation Group, Inc. 
Financial Services 

Company
111 Yes Yes Yes Yes No

2024-41 9-Jan-24 One Stop Financial Services 
Financial Services 

Company
4 Yes No No No No

2024-42 10-Jan-24 TBM Consulting Group, Inc. Commercial 1 Yes No No Yes No

2024-43 10-Jan-24
American Express Travel Related 

Services Company, Inc. 
Retail 3 No No No No Yes

2024-44 10-Jan-24 Mutual One Bank Banks & Credit Unions 1 No No No No Yes
2024-45 10-Jan-24 Montgomery County, Ohio Governent 1 Yes No No No No
2024-46 10-Jan-24 Mutual One Bank Banks & Credit Unions 1 No No No No Yes
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2024-47 10-Jan-24 Mutual One Bank Banks & Credit Unions 1 No No No No Yes

2024-48 10-Jan-24 Raymond James Financial 
Financial Services 

Company
1 No No Yes No No

2024-49 10-Jan-24 Salem Five Cents Savings Bank Banks & Credit Unions 9 No No No No Yes

2024-50 10-Jan-24
Indigo Sky Casino and Resort and 

Outpost Casino 
Hospitality Industry 1 Yes Yes No Yes No

2024-51 10-Jan-24 Engle Printing & Publishing Co., Inc. Manufacturing 1 Yes No No No No

2024-52 10-Jan-24
Massachusetts Department of 

Transportation
State Government 1 Yes No No No No

2024-53 10-Jan-24 Mutual One Bank Banks & Credit Unions 1 No No No No Yes
2024-54 10-Jan-24 Mutual One Bank Banks & Credit Unions 1 No No No No Yes
2024-55 10-Jan-24 Mutual One Bank Banks & Credit Unions 1 No No No No Yes

2024-56 10-Jan-24 Premium Mortgage Corporation 
Financial Services 

Company
34 Yes No Yes No Yes

2024-57 10-Jan-24 Marvel Consultants, Inc. Other 10 Yes No No No No
2024-58 11-Jan-24 Way Finders Inc. Not-For-Profit 9 Yes No No Yes No

2024-59 11-Jan-24
American Express Travel Related 

Services Company, Inc. 
Retail 436 No No No No Yes

2024-60 11-Jan-24 Cape Cod Five Banks & Credit Unions 2 No No Yes No No
2024-61 11-Jan-24 Music Institute of Chicago Not-For-Profit 3 Yes No No No No
2024-62 11-Jan-24 Vector Other 2 Yes No No No No
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2024-63 11-Jan-24
Arrowhead Regional Computing 

Consortium 
Financial Services 

Company
48 Yes No No No No

2024-64 11-Jan-24 The Village Bank Banks & Credit Unions 2 No No No No Yes

2024-65 11-Jan-24 Jennings Road Management Corp. 
Financial Services 

Company
1 Yes No No Yes No

2024-66 11-Jan-24 Golf & Ski Warehouse, Inc. Retail 24 Yes No No No No
2024-67 11-Jan-24 American Meat Companies Other 2 No No No Yes No
2024-68 11-Jan-24 Alpha Supported Living Services Not-For-Profit 1 Yes No No No No

2024-69 12-Jan-24 Ameriprise Financial, Inc. 
Financial Services 

Company
1 Yes No Yes No No

2024-70 12-Jan-24 Carnegie Mellon University Educational 370 Yes No No No No
2024-71 12-Jan-24 The Village Bank Banks & Credit Unions 1 No No No No Yes

2024-72 12-Jan-24 Nautic Partners, LLC 
Financial Services 

Company
526 Yes Yes No Yes No

2024-73 12-Jan-24
Rocky Mountain University of Health 

Professions 
Educational 17 Yes Yes No Yes No

2024-74 12-Jan-24
Southeastern Othopaedic Specialists, 

PC
Medical 7 No Yes No No No

2024-75 12-Jan-24 UKG Other 14 Yes No Yes No No
2024-76 12-Jan-24 APT Foundation, Inc. Health Care 1 Yes No No No No
2024-77 12-Jan-24 McClean Hospital Health Care 1 No Yes No No No
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2024-78 12-Jan-24 Hair Club for Men, Ltd., Inc Other 6 Yes Yes Yes Yes No
2024-79 12-Jan-24 Singing River Health System Health Care 117 Yes Yes No No No

2024-80 14-Jan-24
Hampton-Newport News Community 

Services Board 
Health Care 13 Yes Yes No Yes No

2024-81 15-Jan-24 Academy Mortgage Corporation 
Financial Services 

Company
5,354 Yes No No No No

2024-82 15-Jan-24 CAMICO Mutual Insurance Company Insurance Company 1 Yes Yes No Yes No

2024-83 15-Jan-24 TD Bank N.A
Financial Services 

Company
2 Yes Yes No No Yes

2024-84 16-Jan-24 Unitransfer USA, Inc. 
Financial Services 

Company
2,828 Yes No No Yes No

2024-85 16-Jan-24 Sharonview Federal Credit Union Banks & Credit Unions 7 Yes No No No No
2024-86 16-Jan-24 Seymour Midwest Commercial 1 Yes No No No No
2024-87 16-Jan-24 Devon Bank Banks & Credit Unions 1 Yes No No No No
2024-88 16-Jan-24 City of Wilton Manors Local Government 2 Yes No No No No
2024-89 17-Jan-24 Rockland Trust Company Banks & Credit Unions 1 No No Yes No No
2024-90 17-Jan-24 Rockland Trust Company Banks & Credit Unions 1 No No Yes No No
2024-91 17-Jan-24 Salem Five Cents Savings Bank Banks & Credit Unions 16 No No No No Yes
2024-92 17-Jan-24 Mutual One Bank Banks & Credit Unions 1 No No No No Yes

2024-93 17-Jan-24
Neurosurgical Associates of New 

Jersey
Health Care 37 Yes Yes Yes No No
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2024-94 17-Jan-24 easternbank
2024-95 17-Jan-24 St Marys Credit Union Banks & Credit Unions 1 No No No No Yes
2024-96 17-Jan-24 St Marys Credit Union Banks & Credit Unions 1 No No No No Yes
2024-97 17-Jan-24 St Marys Credit Union Banks & Credit Unions 2 No No No No Yes
2024-98 17-Jan-24 Oak View Group Other 1,737 Yes No No No No

2024-99 17-Jan-24 Arden Claims Service LLC 
Financial Services 

Company
59 Yes No No No No

2024-100 18-Jan-24 Walker, Inc. Health Care 827 Yes Yes No No No

2024-101 18-Jan-24 Metropolitan Area Planning Council Local Government 285 Yes No No Yes No

2024-102 18-Jan-24 The Village Bank Banks & Credit Unions 8 No No No No Yes

2024-103 18-Jan-24 ELO CPAs & Advisors 
Financial Services 

Company
4 Yes No Yes No No

2024-104 18-Jan-24 Rohtstein Corp. Manufacturing 33 Yes No No No No

2024-105 18-Jan-24 The Professional Alternative Technology 37 Yes No No No No

2024-106 18-Jan-24 Wells Fargo Bank, N.A
Financial Services 

Company
1 No Yes No No No
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2024-107 18-Jan-24 Savers Bank Banks & Credit Unions 7 No No No No Yes

2024-108 18-Jan-24 Postmeds, Inc. Health Care 7 Yes No No No No

2024-109 18-Jan-24 Savers Bank Banks & Credit Unions 17 No No No No Yes

2024-110 18-Jan-24 Ascendum Machinery, Inc. Retail 3 Yes No No No No

2024-111 18-Jan-24 Bry-Air, Inc. Manufacturing 1 Yes No No No No

2024-112 18-Jan-24 Umpqua Community College Educational 8 Yes No No No No

2024-113 18-Jan-24
Fora Financial LLC (Supplemental for 

Data Breach # 29305)
Financial Services 

Company
44 Yes No No No No

2024-114 19-Jan-24 Bottega Veneta Inc. Retail 1 No No No No Yes

2024-115 19-Jan-24 The Wladis Law Firm Other 9 Yes No Yes Yes No

2024-116 19-Jan-24 Ashford, Inc. Hospitality Industry 844 Yes No No No No



820,861

 Breach 
Number

Date 
Reported
 To OCA

Reporting Organization Name
Reporting 

Organization 
Type

MA 
Residents 
Affected

SSN 
Breached

Medical
Records

Breached

Financial
 Account
Breached

Drivers 
Licenses 

Breached

Credit/Debit 
Numbers 
Breached

Data Breach Notification Report
The total number of breaches affecting residents:

2024-117 19-Jan-24 Foundation Building Materials, LLC Other 319 Yes Yes Yes Yes Yes

2024-118 19-Jan-24 First Mid Bancshares 
Financial Services 

Company
5 Yes No Yes No No

2024-119 19-Jan-24 Aria Care Partners Health Care 14 Yes No No No No

2024-120 19-Jan-24
National Right to Work Legal Defense 

and Education Foundation, Inc., 
Not-For-Profit 1 Yes No No No No

2024-121 22-Jan-24 WealthVest Marketing, Inc. Other 1 Yes No No No No

2024-122 22-Jan-24 The Village Bank Banks & Credit Unions 1 No No Yes No No

2024-123 22-Jan-24 Drazin & Warshaw Other 1 Yes No No No No

2024-124 22-Jan-24 South Shore Bank Banks & Credit Unions 1 Yes No No No No

2024-125 22-Jan-24 Zephyr Ventilation Manufacturing 20 No No No No Yes

2024-126 22-Jan-24 Koki Holdings America Manufacturing 3 Yes No No No No
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2024-127 22-Jan-24 Enterprise Bank & Trust Company
Financial Services 

Company
855 No No Yes No No

2024-128 22-Jan-24 AHS Management Company, Inc. Health Care 3 Yes Yes Yes Yes No

2024-129 23-Jan-24 Rockland Trust Company Banks & Credit Unions 1 No No Yes No No

2024-130 23-Jan-24 Columbus Life Insurance Company Insurance Company 117 Yes No No No No

2024-131 23-Jan-24 Lafayette Life Insurance Company Insurance Company 1 Yes No No No No

2024-132 23-Jan-24 First Financial Security, Inc. Insurance Company 1129 Yes No No No No

2024-133 23-Jan-24 The Village Bank Banks & Credit Unions 11 No No Yes No No

2024-134 23-Jan-24
Hutchison Soeder LLC doing business 
as Hutchison Whitehead Tax Services

Financial Services 
Company

2 Yes No Yes Yes No

2024-135 23-Jan-24 Full Circle Electronics US LLC Other 2 Yes No No No No

2024-136 23-Jan-24 Latham Centers, Inc. Health Care 89 Yes No No No No
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2024-137 23-Jan-24
Des Moines Orthopaedic Surgeons, 

P.C.
Health Care 1 Yes Yes No Yes Yes

2024-138 23-Jan-24 Above Lending
Financial Services 

Company
1 No No Yes No No

2024-139 23-Jan-24 Kahua, Inc. Technology 1 Yes No No No No

2024-140 24-Jan-24 Lee Bank
Financial Services 

Company
1 No No Yes No No

2024-141 24-Jan-24 National Womens Law Center Not-for-profit 1 Yes No Yes No No

2024-142 24-Jan-24 Lee Bank
Financial Services 

Company
1 No No Yes No No

2024-143 24-Jan-24 Gerber Life Insurance Co. Insurance Company 27 Yes No No No No

2024-144 24-Jan-24 Coastal Hospice & Palliative Care Health Care 3 Yes Yes No No No

2024-145 24-Jan-24 SAVERS BANK Other 2 No No No No Yes

2024-146 24-Jan-24 Rachas, Inc. and Chuze Fitness Entertainment 2 Yes No No No No
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2024-147 24-Jan-24
Greylock McKinnon Associates 

(Supplemental for Data Breach # 
30500)

Other 2 Yes No No No No

2024-148 24-Jan-24 PHASTAR, Inc. Commercial 8 Yes No Yes No No

2024-149 24-Jan-24 United States Medical Supply Health Care 3 No Yes No No No

2024-150 24-Jan-24
Navigation Financial Advisors, Inc. 

(“Navigation Financial”)
Financial Services 

Company
5 Yes No Yes Yes No

2024-151 24-Jan-24 Covanta Holding Corporation Other 1 Yes No No No No

2024-152 24-Jan-24 Lee Bank
Financial Services 

Company
1 No No Yes No No

2024-153 24-Jan-24
CR Pharmacy Services, Inc. and 

CarePro Services 
Health Care 10 Yes Yes Yes Yes Yes

2024-154 25-Jan-24
Marian Village Corporation, and/ 
Marywood Nursing Care Center 

("Marywood")
Health Care 2 No No No No No

2024-155 25-Jan-24 Bake N Joy Foods, Inc. Retail 2,445 No No No No Yes
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2024-156 25-Jan-24 M&T Bank
Financial Services 

Company
161 Yes Yes No No No

2024-157 25-Jan-24 Froneberger & Leviloff  
Financial Services 

Company
1 Yes No No No No

2024-158 25-Jan-24
Curtainwall Design and Consulting, 

Inc.
Other 4 Yes No No Yes No

2024-159 25-Jan-24 Mutual One Bank
Financial Services 

Company
1 No No No No Yes

2024-160 25-Jan-24 Mutual One Bank
Financial Services 

Company
1 No No No No Yes

2024-161 25-Jan-24 Michael Allen Company Health Care 2 Yes No No No No

2024-162 25-Jan-24 GC Services Commercial 11 Yes No No No No

2024-163 26-Jan-24 Village of Skokie Local Government 3 Yes No Yes No No

2024-164 26-Jan-24
The Prudential Insurance Company of 

America
Insurance Company 1 Yes No No No No

2024-165 26-Jan-24 Comcast Cable Communications LLC Telecommunications 30 Yes No No Yes No
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2024-166 26-Jan-24 InHealth Technologies Health Care 186 Yes Yes No No No

2024-167 26-Jan-24 Ortho Development Corporation Manufacturing 1 Yes No No No No

2024-168 26-Jan-24
Unified Operations Virginia LP on 

behalf of Mid-Atlantic Women’s Care
Health Care 14 Yes Yes No No No

2024-169 26-Jan-24
Nabholz Construction Company 
Employee Welfare Health Plan

Health Care 1 Yes Yes No No No

2024-170 26-Jan-24 PostWorks New York, LLC Other 11 Yes No No No No

2024-171 26-Jan-24 Yesway Retail 26 Yes No No No No

2024-172 26-Jan-24 Keenan & Associates (“Keenan”) Other 981 Yes Yes No Yes No

2024-173 26-Jan-24 The Wladis Law Firm Other 9 Yes No Yes Yes No

2024-174 27-Jan-24 University of Florida Health Care 1 No Yes No No No

2024-175 27-Jan-24 Complete Care Health Network Health Care 58 Yes Yes No No No
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2024-176 29-Jan-24 South Shore Bank Banks & Credit Unions 2 No No No No No

2024-177 29-Jan-24 Mutual One Bank
Financial Services 

Company
1 No No Yes No Yes

2024-178 29-Jan-24 Clark Hill
Financial Services 

Company
6 Yes No Yes No Yes

2024-179 29-Jan-24 Timex Group USA, Inc. Manufacturing 113 Yes No No No No

2024-180 29-Jan-24 The 1911 Trust Company, LLC
Financial Services 

Company
15 Yes No No No No

2024-181 30-Jan-24 William Jewell College Educational 5 Yes No No No No

2024-182 30-Jan-24 Texas Wesleyan University Educational 7 Yes Yes Yes Yes No

2024-183 30-Jan-24
Rockland Trust Company - Rockland, 

MA
Banks & Credit Unions 1 No No No No Yes

2024-184 30-Jan-24 St Marys Credit Union Banks & Credit Unions 5 No No No No Yes

2024-185 30-Jan-24 Gravestar, Inc. Commercial 12 Yes No No No No
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2024-186 30-Jan-24 ElGuindy, Meyer & Koegel, APC Other 2 Yes No No No No

2024-187 30-Jan-24
Rockland Trust Company - Rockland, 

MA
Banks & Credit Unions 1 Yes No No No No

2024-188 30-Jan-24 South Shore Bank Banks & Credit Unions 3 Yes No No Yes No

2024-189 31-Jan-24 GC Services Commercial 42 Yes No Yes No No

2024-190 31-Jan-24 Eagle Bank Banks & Credit Unions 1 No No No No Yes

2024-191 31-Jan-24
Northern Middlesex Regional 

Emergency Communication Center
Local Government 35 Yes No No Yes No

2024-192 31-Jan-24 Encore Bank Banks & Credit Unions 1 Yes No Yes Yes No

2024-193 31-Jan-24 Amherst College Educational 4 Yes No No No No

2024-194 31-Jan-24 Cape Cod Five Banks & Credit Unions 1 No No No Yes No

2024-195 31-Jan-24 GEICO Corporation Insurance Company 196 Yes Yes No Yes Yes
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2024-196 31-Jan-24 Sam Tell and Son Inc. Other 2 Yes No Yes Yes No

2024-197 31-Jan-24 Emmanuel College Educational 48,037 Yes Yes Yes Yes Yes

2024-198 31-Jan-24 Sirius Federal, LLC Technology 3 Yes No Yes No No

2024-199 31-Jan-24 J.D. Gilmour
Financial Services 

Company
5 Yes Yes No No No

2024-200 31-Jan-24 Knight Barry Title, Inc. Other 58 Yes No Yes Yes No

2024-201 31-Jan-24
Washington National Insurance 

Company
Insurance Company 15 Yes No No No No

2024-202 31-Jan-24 Bankers Life and Casualty Company Insurance Company 152 Yes No No No No

2024-203 31-Jan-24 Prestige Care, Inc. Health Care 6 Yes No No No Yes

2024-204 01-Feb-24 Medical Eye Services, Inc. Insurance Company 14 Yes Yes No No No

2024-205 01-Feb-24
National Board of Osteopathic 

Medical Examiners
Not-for-profit 12 Yes Yes Yes No No
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2024-206 01-Feb-24
 American Express Travel Related 

Services Company, Inc
Retail 1 No No Yes No Yes

2024-207 01-Feb-24 Concord Music Group, Inc. Entertainment 126 Yes No Yes No No

2024-208 01-Feb-24 Crago, Inc. d/b/a PrintingCenterUSA Retail 73 No No No No Yes

2024-209 01-Feb-24
 American Express Travel Related 

Services Company, Inc. 
Retail 41 No No No No Yes

2024-210 01-Feb-24

Third party incident reported by 
American Express Travel Related 

Services Company, Inc. and /or its 
Affiliates  (“AXP”)

Retail 414 No No No No Yes

2024-211 01-Feb-24 Michigan Catholic Conference Not-for-profit 16 Yes No No No No

2024-212 02-Feb-24 Heller Industries Manufacturing 1 Yes No No No No

2024-213 02-Feb-24
Prudential Insurance Company of 

America
Insurance Company 1 Yes Yes No No No

2024-214 02-Feb-24 StepStone Private Wealth, LLC Banks & Credit Unions 4 No No Yes No No
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2024-215 02-Feb-24 Watertown Savings Bank Banks & Credit Unions 4 No No No No Yes

2024-216 02-Feb-24

Mississippi Children’s Home Society, 
CARES Center, Inc., Mississippi 

Children’s Home Services, Inc., d.b.a. 
Canopy Children’s Solutions

Not-for-profit 2 No Yes No No No

2024-217 02-Feb-24
Massachusetts Executive Office of 

Health and Human Services 
State Government 1 Yes No No No No

2024-218 02-Feb-24 Wilde Wealth Management Group
Financial Services 

Company
2 Yes No Yes Yes No

2024-219 02-Feb-24 First Financial Security Inc.
Financial Services 

Company
1,129 No No Yes No No

2024-220 02-Feb-24
Bank of America, N.A. (“Bank of 

America”) 
Banks & Credit Unions 2,105 Yes No Yes No No

2024-221 02-Feb-24 Jacobson & Company Other 3 Yes No No No No

2024-222 03-Feb-24
Sage Home Loans Corporation f/k/a 

Lenox Financial Mortgage Corporation 
d/b/a Weslend Financial (“Lenox”)

Financial Services 
Company

544 Yes No Yes Yes No
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2024-223 03-Feb-24 HopSkipDrive, Inc. Other 242 Yes Yes No Yes No

2024-224 04-Feb-24 National Advisors Holdings, Inc.
Financial Services 

Company
763 Yes No Yes Yes No

2024-225 05-Feb-24 State Street 
Financial Services 

Company
702 Yes No Yes Yes No

2024-226 05-Feb-24 JPMorgan Chase Bank, N.A. Banks & Credit Unions 1 No No Yes No Yes

2024-227 05-Feb-24
Vail Summit Orthopaedics & 

Neurosurgery, LLC
Health Care 2 Yes Yes No No No

2024-228 05-Feb-24
ExamOne (a Quest Diagnostics 

Company)
Commercial 1 Yes Yes No Yes No

2024-229 05-Feb-24 Mutual One Bank Banks & Credit Unions 1 No No No No Yes

2024-230 05-Feb-24 Jaquith Industries, Inc. Manufacturing 1 Yes No No No No

2024-231 05-Feb-24 Mutual One Bank Banks & Credit Unions 1 No Yes No No Yes

2024-232 05-Feb-24  The UPS Store, Inc. Retail 15 Yes Yes Yes Yes Yes
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2024-233 05-Feb-24 FirstBank Puerto Rico Banks & Credit Unions 3 Yes No Yes No No

2024-234 06-Feb-24
American Alarm & Communications 

Inc.
Technology 655 Yes No Yes Yes No

2024-235 06-Feb-24 Arch Capital Services LLC Insurance Company 120 Yes No No No No

2024-236 06-Feb-24 Verizon Communications Inc. Telecommunications 3,251 Yes No No No No

2024-237 06-Feb-24
Massachusetts Mutual Life Insurance 

Company 
Insurance Company 11 Yes Yes Yes No No

2024-238 06-Feb-24 McNeill Baur PLLC Other 4 Yes No No No No

2024-239 06-Feb-24  Nucar Toyota of Norwood Retail 1 No No No Yes No

2024-240 06-Feb-24 Bayer Heritage Federal Credit Union Banks & Credit Unions 22 Yes No Yes No No

2024-241 06-Feb-24 Krystal BioTech, Inc. Commercial 71 Yes No Yes Yes No

2024-242 06-Feb-24 The Sheffield Group and Sheffield Risk Insurance Company 2 Yes No No No No
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2024-243 06-Feb-24 INTEGRIS Health Not-for-profit 547 Yes No No No No

2024-244 07-Feb-24 CohnReznick LLP
Financial Services 

Company
4 Yes No No Yes No

2024-245 07-Feb-24 Lineage, Inc Other 180 Yes Yes No No No

2024-246 07-Feb-24 Capital One Bank Banks & Credit Unions 1 Yes No Yes No Yes

2024-247 07-Feb-24 State Street Corporation
Financial Services 

Company
8 Yes Yes No No No

2024-248 07-Feb-24
The Northwestern Mutual Life 

Insurance Company
Financial Services 

Company
31 No No No No No

2024-249 07-Feb-24 Goldman Sachs Bank USA 
Financial Services 

Company
12 No No Yes No Yes

2024-250 07-Feb-24 Transportation Federal Credit Union Banks & Credit Unions 37 Yes No Yes Yes Yes

2024-251 07-Feb-24 Software Systems, Inc Other 1 Yes No No No No

2024-252 08-Feb-24 City of Clemson South Carolina Local Government 2 Yes Yes No Yes No
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2024-253 08-Feb-24
Sun Life Assurance Company of 

Canada
Insurance Company 1 Yes No No No No

2024-254 08-Feb-24 The Village Bank Banks & Credit Unions 1 No No No No Yes

2024-255 08-Feb-24 The Village Bank Banks & Credit Unions 2 No No No No Yes

2024-256 08-Feb-24 Mayo Clinic Health Care 2 No Yes No No No

2024-257 08-Feb-24 International Shoppes, LLC Retail 355 Yes No Yes Yes No

2024-258 08-Feb-24
Brigham and Women's Faulkner 

Hospital
Health Care 1 No Yes No No No

2024-259 08-Feb-24 St Marys Credit Union Banks & Credit Unions 1 No No No No Yes

2024-260 08-Feb-24
 American Express Travel Related 

Services Company, Inc.
Other 1 No No No No Yes

2024-261 08-Feb-24 Multi-Fineline Electronix, Inc. Manufacturing 12 Yes No Yes No No

2024-262 08-Feb-24
TGG Limited Partnership d/b/a The 

Green Company
Other 56 Yes No No No No
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2024-263 08-Feb-24 St Marys Credit Union Banks & Credit Unions 1 No No No No Yes

2024-264 08-Feb-24 Finzer Roller Inc. Manufacturing 10 Yes No No Yes No

2024-265 08-Feb-24 Mutual One Bank 
Financial Services 

Company
1 No No No No Yes

2024-266 09-Feb-24
Perry Johnson & Associates, Inc. 

(PJ&A)
Other 39,064 Yes Yes No No No

2024-267 09-Feb-24 Salem Five Bank Banks & Credit Unions 1 No No No No Yes

2024-268 09-Feb-24 National Nail Corp Manufacturing 5 Yes No No Yes No

2024-269 09-Feb-24 Salem Five Bank Banks & Credit Unions 1 No No No No Yes

2024-270 09-Feb-24 JPMorgan Chase Bank, N.A. Banks & Credit Unions 154 No No Yes No No

2024-271 09-Feb-24
Privilege Underwriters Reciprocal 

Exchange/Privilege Underwriters Inc. 
("PURE Insurance")

Insurance Company 8 No No No Yes No

2024-272 09-Feb-24 Macfarlane Ferguson & McMullen Other 81 Yes No No Yes No
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2024-273 09-Feb-24 Albertsons Companies, Inc. Retail 18 Yes No No No No

2024-274 10-Feb-24 Trinity Universal Insurance Company Insurance Company 48 Yes Yes Yes Yes No

2024-275 10-Feb-24 Signature Performance, Inc. Health Care 9 Yes No No Yes No

2024-276 11-Feb-24 Tax Technologies, Inc. Technology 1 Yes No No No No

2024-277 11-Feb-24 Estes Express Lines Commercial 62 Yes No No No No

2024-278 12-Feb-24 AGC America, Inc. Manufacturing 41 Yes No Yes Yes Yes

2024-279 12-Feb-24 Coleman Professional Services Inc. Health Care 7 Yes Yes Yes Yes No

2024-280 12-Feb-24 Dawson James Securities, Inc. 
Financial Services 

Company
64 Yes No Yes Yes No

2024-281 12-Feb-24
Columbus Aesthetic and Plastic 

Surgery
Health Care 1 No No No Yes No

2024-282 13-Feb-24 LXP Industrial Trust
Financial Services 

Company
1 Yes No No No No
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2024-283 13-Feb-24 Lee Bank
Financial Services 

Company
1 No No Yes No No

2024-284 13-Feb-24 The Metraflex Company Manufacturing 2 Yes No No No No

2024-285 09-Feb-14 Science Systems and Applications, Inc Other 6 Yes No No No No

2024-286 12-Feb-14 May Institute Other 9,414 No Yes No No No

2024-287 14-Feb-24
Rockland Trust Company - Rockland, 

MA
Banks & Credit Unions 1 No No Yes No Yes

2024-288 14-Feb-24 Willis North America Inc. Other 108 Yes Yes No No No

2024-289 14-Feb-24 Brigham and Women's Hospital Health Care 1 No Yes No No No

2024-290 14-Feb-24 County of Cumberland Local Government 4 Yes No No No No

2024-291 14-Feb-24 Mutual One Bank
Financial Services 

Company
1 No No No No Yes

2024-292 15-Feb-24 Morphic Therapeutics Inc. Other 5 Yes No No Yes Yes
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2024-293 15-Feb-24 Main Street Bank State Government 1 No No No No Yes

2024-294 15-Feb-24 Main Street Bank Local Government 1 No No No No Yes

2024-295 15-Feb-24 Dobson Technologies Other 1 Yes No Yes Yes No

2024-296 15-Feb-24 Virginia Farm Bureau Other 91 Yes Yes Yes Yes No

2024-297 15-Feb-24 Planet Home Lending LLC Other 2,142 Yes No Yes Yes Yes

2024-298 15-Feb-24 Mutual One Bank
Financial Services 

Company
1 No No No No Yes

2024-299 15-Feb-24
Deli Management Inc. dba: Jason's 

Deli
Hospitality Industry 1 No No No No No

2024-300 15-Feb-24 North Hill Health Care 4,468 Yes Yes Yes Yes No

2024-301 15-Feb-24 Urban Resources Institute Not-for-profit 5 Yes No No No No

2024-302 16-Feb-24 Center for Urban Community Services Other 8 Yes No Yes Yes No
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2024-303 16-Feb-24 CUSO Financial Services, LP Other 11 Yes No No No No

2024-304 16-Feb-24 Big Y Foods, Inc. Retail 4,759 No No No No Yes

2024-305 16-Feb-24 Eastern Bank Local Government 479 No No No No Yes

2024-306 16-Feb-24
The Northwestern Mutual Life 

Insurance Company
Financial Services 

Company
475 No No No No No

2024-307 16-Feb-24 Prince George’s County Public Schools Educational 49 Yes Yes Yes Yes No

2024-308 16-Feb-24 Crossroads for Women Not-for-profit 283 Yes Yes No No No

2024-309 16-Feb-24 The Village Bank Banks & Credit Unions 2 No No No No No

2024-310 16-Feb-24 Wells Fargo Clearing Services, LLC
Financial Services 

Company
1 No No Yes No No

2024-311 16-Feb-24 SAVERS BANK Other 1 No No No No Yes

2024-312 16-Feb-24 Shorehill Capital LLC
Financial Services 

Company
1 Yes No No No No
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2024-313 16-Feb-24 Davlyn Investments Other 4 Yes No No No No

2024-314 16-Feb-24 Superior Communications, Inc. Telecommunications 1 Yes No Yes Yes Yes

2024-315 16-Feb-24 Hospice of Huntington Health Care 2 Yes Yes No No No

2024-316 16-Feb-24 Orbus Visual Communications, LLC Retail 16 No No No No Yes

2024-317 16-Feb-24 Hospice of Huntington Health Care 2 Yes Yes No No No

2024-318 16-Feb-24 Golden Corral Corporation Hospitality Industry 22 Yes No Yes No No

2024-319 19-Feb-24 Edelstein and Company LLP Other 1 Yes No Yes No No

2024-320 20-Feb-24 Pond & Company Other 4 No No No Yes No

2024-321 20-Feb-24 Good Counsel Inc Other 4 No No Yes No No

2024-322 20-Feb-24 Aquent LLC Commercial 1 Yes Yes Yes No No
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2024-323 20-Feb-24 Frederic W. Cook and Co., Inc. Other 11 Yes No No No No

2024-324 20-Feb-24 Brazee & Huban, CPA
Financial Services 

Company
746 Yes No Yes No Yes

2024-325 20-Feb-24 Tax Favored Benefits
Financial Services 

Company
17 Yes No Yes No No

2024-326 20-Feb-24 FBinsure, LLC Other 19 Yes No No Yes No

2024-327 20-Feb-24 Victor Gedris Other 2 Yes No Yes No No

2024-328 20-Feb-24 T.Y. Lin International Group Ltd. Commercial 26 Yes No Yes Yes No

2024-329 21-Feb-24 SAVERS BANK Other 1 No No No No Yes

2024-330 21-Feb-24 Kennedy-Donovan Center Not-for-profit 121 Yes Yes No No No

2024-331 21-Feb-24 EdisonLearning, Inc. Educational 36 Yes No No No No

2024-332 22-Feb-24 GC Services Commercial 59 Yes No Yes No No
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2024-333 22-Feb-24 Textio, Inc. Technology 4 Yes No No No No

2024-334 22-Feb-24 Walmart Inc. Retail 3 Yes No No Yes No

2024-335 14-Feb-24 Romer Debbas, LLP Other 2 Yes No No Yes No

2024-336 22-Feb-24
Capula Investment Management US 

LP
Financial Services 

Company
1 Yes No No No No

2024-337 22-Feb-24 SAVERS BANK Other 1 No No No No Yes

2024-338 22-Feb-24 Davidson Hotel Company LLC Hospitality Industry 1 No No No No Yes

2024-339 22-Feb-24 Intercept Pharmaceuticals, Inc. Other 31 Yes Yes Yes Yes No

2024-340 22-Feb-24 Mortgage Contracting Services LLC Other 22 Yes No No No No

2024-341 22-Feb-24 Vulcan Industries Manufacturing 1 Yes No No No No

2024-342 22-Feb-24 NVNA and Hospice Health Care 34 No No Yes No No
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2024-343 22-Feb-24 DCO Energy, LLC Manufacturing 1 Yes No No No No

2024-344 22-Feb-24 U-Haul International, Inc. Other 1,130 No No No Yes No

2024-345 23-Feb-24
Fairway Independent Mortgage 

Corporation
Financial Services 

Company
430 Yes No Yes Yes Yes

2024-346 23-Feb-24 Air Methods Health Care 2 Yes Yes No No No

2024-347 23-Feb-24
Albert, Righter & Tittmann Architects, 

Inc.
Other 36 Yes No No No No

2024-348 23-Feb-24 Insomniac Games Entertainment 15 Yes No Yes Yes Yes

2024-349 23-Feb-24 Eagle Bank Banks & Credit Unions 2 No No No No Yes

2024-350 23-Feb-24 The Village Bank Banks & Credit Unions 1 No No No No Yes

2024-351 23-Feb-24
Greylock McKinnon Associates 

(Supplemental for Data Breach # 
30500)

Other 2 Yes No No No No

2024-352 23-Feb-24
Crossroads Equipment Lease & 

Finance, LLC
Financial Services 

Company
16 Yes No Yes Yes Yes
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2024-353 23-Feb-24 J.W. Cole Financial, Inc.
Financial Services 

Company
1 Yes No Yes Yes No

2024-354 23-Feb-24 Bacon-Universal Holdings, LLC Other 1 Yes No No No No

2024-355 23-Feb-24 loanDepot.com, LLC
Financial Services 

Company
406,849 Yes No Yes No Yes

2024-356 23-Feb-24 Advarra, Inc. Health Care 121 Yes No Yes Yes No

2024-357 23-Feb-24 Carlos G Otis Health Care Center, inc.  Health Care 4 No No Yes No No

2024-358 23-Feb-24 UNITE HERE Other 32,964 Yes No Yes Yes No

2024-359 23-Feb-24 medQ, Inc. Technology 1 Yes Yes Yes Yes No

2024-360 24-Feb-24
Farmers Property and Casualty 

Insurance Company
Insurance Company 3 No No No Yes No

2024-361 24-Feb-24 NewGen Administrative Services, LLC Health Care 13 Yes Yes Yes Yes Yes

2024-362 24-Feb-24
Scurry County Hospital District dba 

Cogdell Memorial Hospital
Health Care 16 Yes Yes No Yes No
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2024-363 25-Feb-24 Community Memorial Healthcare, Inc. Health Care 6 Yes Yes No No No

2024-364 26-Feb-24

Third party incident reported by 
American Express Travel Related 

Services Company, Inc. and /or its 
Affiliates  (“AXP”)

Other 1 No No No No Yes

2024-365 26-Feb-24 Bay Area Anesthesia, LLC (“BAA”) Health Care 11 Yes No No No No

2024-366 26-Feb-24

Third party incident reported by 
American Express Travel Related 

Services Company, Inc. and /or its 
Affiliates (“AXP”)

Retail 2 No No No No Yes

2024-367 26-Feb-24

Third party incident reported by 
American Express Travel Related 

Services Company, Inc. and /or its 
Affiliates (“AXP”)

Retail 1 No No No No Yes

2024-368 26-Feb-24 Mutual One Bank Banks & Credit Unions 1 No No No No Yes

2024-369 26-Feb-24 Mutual One Bank Banks & Credit Unions 1 No No No No Yes
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2024-370 26-Feb-24 Mutual One Bank Banks & Credit Unions 1 No No No No Yes

2024-371 26-Feb-24 Public Health Management Corp. Not-for-profit 64 Yes Yes Yes Yes No

2024-372 26-Feb-24

Third party incident reported by 
American Express Travel Related 

Services Company, Inc. and /or its 
Affiliates (“AXP”)

Retail 24 No No No No Yes

2024-373 26-Feb-24 Woonsocket Education Department Educational 20 Yes No No No No

2024-374 26-Feb-24

 Third party incident reported by 
American Express Travel Related 

Services Company, Inc. and /or its 
Affiliates  (“AXP”)

Retail 4 No No No No Yes

2024-375 27-Feb-24
First Hartford Bancshares, Inc. DBA 

First National Bank of Hartford
Financial Services 

Company
2 Yes No Yes No No

2024-376 27-Feb-24

Third party incident reported by 
American Express Travel Related 

Services Company, Inc. and /or its 
Affiliates  (“AXP”

Other 1 No No No No Yes
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2024-377 27-Feb-24

 Third party incident reported by 
American Express Travel Related 

Services Company, Inc. and /or its 
Affiliates  (“AXP”)

Retail 360 No No No No Yes

2024-378 27-Feb-24 Bank of America Banks & Credit Unions 1 Yes No No No No

2024-379 27-Feb-24 Citrin Cooperman Advisors LLC Other 355 Yes No Yes Yes No

2024-380 27-Feb-24
Empire Parent, LLC; Empire Auto 

Parts, LLC 
Other 5 Yes No No No No

2024-381 27-Feb-24 KV Federal Credit Union Banks & Credit Unions 44 Yes No No Yes No

2024-382 27-Feb-24 Cambridge Trust Company Banks & Credit Unions 3 Yes No Yes Yes No

2024-383 27-Feb-24 Superior Performers, LLC Insurance Company 14 Yes No No No No

2024-384 27-Feb-24
Young Conaway Stargatt & Taylor, LLP 

on behalf of IronNet, Inc.
Other 2 Yes No No No No

2024-385 27-Feb-24 Minuteman Senior Services Not-for-profit 54 Yes No Yes No No
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2024-386 28-Feb-24 Veolia North America, Inc. Other 5 Yes No Yes Yes Yes

2024-387 28-Feb-24 Divvies LLC Other 1 Yes No No No No

2024-388 28-Feb-24 Kutchins, Robbins & Diamond, Ltd.
Financial Services 

Company
22 Yes No Yes No No

2024-389 28-Feb-24 Brigham and Women's Hospital Health Care 1 No Yes No No No

2024-390 28-Feb-24 Aspen Dental Management, Inc. Health Care 1,682 Yes Yes No Yes No

2024-391 28-Feb-24 PGAL, Inc. Other 5 Yes No No No No

2024-392 28-Feb-24 City of Nashua School District  Educational 769 Yes No Yes Yes No

2024-393 28-Feb-24 Houser LLP Other 10,541 Yes Yes Yes Yes Yes

2024-394 28-Feb-24 Institute of Food Technologists Not-for-profit 6 Yes No Yes No No

2024-395 28-Feb-24 STRATAGEN SYSTEMS, INC. Technology 1 Yes No Yes No No
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2024-396 29-Feb-24 Red Tortoise, LLC
Financial Services 

Company
2 Yes No Yes No No

2024-397 29-Feb-24
Medical Management Resource 

Group, L.L.C., d.b.a. American Vision 
Partners (“MMRG”)

Health Care 807 Yes Yes Yes Yes No

2024-398 26-Feb-24 MA Department of Public Health State Government 2 Yes No No No No

2024-399 29-Feb-24 Roku, Inc. Technology 9 Yes No No No No

2024-400 29-Feb-24 Icetro America Retail 2 Yes Yes Yes Yes Yes

2024-401 29-Feb-24 B Capital Group
Financial Services 

Company
31 Yes No No No Yes

2024-402 29-Feb-24 Greensboro College Educational 165 Yes No Yes Yes No

2024-403 29-Feb-24 Bradford-Scott Data, LLC Technology 2,634 Yes No Yes No Yes

2024-404 29-Feb-24 PCTEL, Inc. Technology 3 Yes No No No No
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2024-405 29-Feb-24 Altice USA Telecommunications 10 Yes No No No No

2024-406 29-Feb-24
Washington County Hospital and 

Nursing Home 
Health Care 1 Yes Yes No No No

2024-407 29-Feb-24 TAG Urgent Care Support Services LLC Health Care 1,140 Yes Yes No Yes No

2024-408 29-Feb-24  First Bank of the Lake Banks & Credit Unions 5 Yes No No No No

2024-409 29-Feb-24 Brady Martz & Associates PC
Financial Services 

Company
35 Yes Yes Yes Yes Yes

2024-410 29-Feb-24 Baesman Group, Inc. Other 1,524 No No No No No

2024-411 29-Feb-24 Renton School District Educational 10 Yes No No No No

2024-412 29-Feb-24
Northgate Environmental 

Management, Inc.
Commercial 1 Yes No No No No

2024-413 01-Mar-24 Whitley Penn
Financial Services 

Company
0 Yes No Yes Yes No

2024-414 01-Mar-24 Lowry Financial Services
Financial Services 

Company
1 Yes No No No No



820,861

 Breach 
Number

Date 
Reported
 To OCA

Reporting Organization Name
Reporting 

Organization 
Type

MA 
Residents 
Affected

SSN 
Breached

Medical
Records

Breached

Financial
 Account
Breached

Drivers 
Licenses 

Breached

Credit/Debit 
Numbers 
Breached

Data Breach Notification Report
The total number of breaches affecting residents:

2024-415 01-Mar-24 Landmark Admin, LLC Technology 1 Yes No No No No

2024-416 01-Mar-24 Prospect Medical Holdings, Inc. Health Care 4,958 Yes Yes No Yes No

2024-417 01-Mar-24
Pella Windows & Doors of Oklahoma 

(doing business as “The Womble 
Company”)

Retail 2 No No Yes No No

2024-418 01-Mar-24 Mutual One Bank Banks & Credit Unions 1 No No No No Yes

2024-419 01-Mar-24 Mutual One Bank Banks & Credit Unions 1 No No No No Yes

2024-420 01-Mar-24 Mutual One Bank Banks & Credit Unions 1 No No No No Yes

2024-421 01-Mar-24 Town of Bourne Town Administrator Local Government 1 Yes No No No No

2024-422 01-Mar-24
National Association of Home Builders 

("NAHB")
Other 16 Yes No Yes No No

2024-423 01-Mar-24 Arsenault and Cline CPAs Inc.
Financial Services 

Company
343 Yes No Yes Yes Yes

2024-424 29-Feb-24
The Northwestern Mutual Life 

Insurance Company
Financial Services 

Company
1,470 No No No No No
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2024-425 01-Mar-24 Raymond James Financial 
Financial Services 

Company
1 No No No No No

2024-426 01-Mar-24 Syndax Pharmaceuticals Other 4 Yes No No No No

2024-427 01-Mar-24 Jaguar Health Inc Commercial 1 Yes No No No No

2024-428 01-Mar-24
Fidelity Investments Life Insurance 

Company & Empire Fidelity 
Investments Life Insurance Company

Insurance Company 2,418 Yes No Yes No No

2024-429 01-Mar-24 RCI, LLC ("RCI"") Hospitality Industry 76 Yes No No Yes No

2024-430 01-Mar-24 Bi-State Development Local Government 5 Yes Yes No No No

2024-431 01-Mar-24 Virgin Hotels North America, LLC Hospitality Industry 7 Yes No No No No

2024-432 01-Mar-24 Yakima Valley Radiology PC Health Care 102 Yes Yes No No No

2024-433 01-Mar-24
Alliance Solutions Group, LLC (dba 

TalentLaunch)
Other 515 Yes No Yes Yes Yes

2024-434 01-Mar-24 TTM Technologies Technology 147 Yes Yes Yes Yes No
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2024-435 01-Mar-24 Elemetal, LLC Other 200 Yes No Yes Yes No

2024-436 02-Mar-24 Western National Group Other 2 Yes No No No No

2024-437 02-Mar-24 Spaulding Clinical Research, LLC Other 1 Yes No No No No

2024-438 02-Mar-24 Muscatine Power and Water Other 14 Yes No Yes Yes No

2024-439 04-Mar-24 Jeff Wyler Automotive Family, Inc. Retail 58 Yes Yes Yes Yes Yes

2024-440 04-Mar-24 Carle Foundation Hospital Health Care 1 Yes Yes No No No

2024-441 04-Mar-24 CVE North America, Inc. Other 8 Yes No No No No

2024-442 04-Mar-24 Harvey Construction Corporation Other 8 Yes No No No No

2024-443 04-Mar-24 Robinson & Cole LLP Other 73 Yes No Yes No No

2024-444 05-Mar-24 Woodruff-Sawyer & Co. Insurance Company 44 No No No Yes No
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2024-445 05-Mar-24 St Marys Credit Union Banks & Credit Unions 1 No No No No Yes

2024-446 05-Mar-24 South Shore Bank Banks & Credit Unions 1 No No No No Yes

2024-447 05-Mar-24 Eckert Seamans Attorneys at Law Other 4 Yes No No Yes No

2024-448 05-Mar-24 CAIRE Inc. Manufacturing 5 Yes No No No No

2024-449 05-Mar-24 Bethany Congregational Church Not-for-profit 8 Yes No Yes Yes No

2024-450 05-Mar-24
Northeast Orthopedics and Sports 

Medicine, PLLC
Health Care 213 Yes Yes Yes Yes Yes

2024-451 06-Mar-24 JPMorgan Chase Bank, N.A. Banks & Credit Unions 48 No No Yes No Yes

2024-452 06-Mar-24
The Prudential Insurance Company of 

America
Insurance Company 1 Yes No Yes No No

2024-453 06-Mar-24 Bluestone Bank Banks & Credit Unions 1 No No Yes No No

2024-454 06-Mar-24 Main Street Bank
Financial Services 

Company
1 No No No No Yes
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2024-455 06-Mar-24 Decatur Independent School District Educational 1 Yes No No No No

2024-456 06-Mar-24
Classic Residence Management 

Limited Partnership d/b/a Vi Senior 
Living (“Vi”)

Health Care 158 Yes Yes Yes No No

2024-457 07-Mar-24 Shah Dixit & Associates P.C. Commercial 2,730 Yes No Yes Yes No

2024-458 07-Mar-24 The Village Bank Banks & Credit Unions 1 No No No No Yes

2024-459 07-Mar-24 EquiLend Holdings, LLC (“EquiLend”)
Financial Services 

Company
3 Yes No No No No

2024-460 07-Mar-24 Charles Schwab & Co., Inc.
Financial Services 

Company
1 Yes No Yes Yes No

2024-461 08-Mar-24 Fidelity Brokerage Services LLC
Financial Services 

Company
1 Yes No Yes No No

2024-462 08-Mar-24 Southeast Vermont Transit, Inc. Other 19 Yes No No Yes No

2024-463 08-Mar-24 Wrentham  Cooperative Bank Banks & Credit Unions 8 No No No No Yes

2024-464 08-Mar-24
Massachusetts College of Art and 

Design
State Government 8 Yes No No No No
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2024-465 08-Mar-24 Century Federal Credit Union Banks & Credit Unions 17 Yes No Yes No No

2024-466 08-Mar-24 MyLong IO, INC. d/b/a Opus Match Technology 3 Yes No No No No

2024-467 08-Mar-24
PG Publishing Company (Pittsburgh 

Post-Gazette)
Other 4 Yes No Yes Yes No

2024-468 09-Mar-24 Skokie School District #69 Educational 1 Yes No No No No

2024-469 11-Mar-24 Cooley Dickinson Hospital Health Care 1 No No Yes No No

2024-470 11-Mar-24 NALS Apartment Homes LLC Commercial 15 Yes No No Yes No

2024-471 11-Mar-24 Stanford University Educational 98 Yes Yes No Yes No

2024-472 11-Mar-24 Taft Stettinius & Hollister LLP Other 5 Yes No No No No

2024-473 11-Mar-24
Four Seasons Service & Sales, Inc. 

(“Four Seasons”)
Other 4 No No No No Yes

2024-474 11-Mar-24 Grow Financial Federal Credit Union Banks & Credit Unions 4 Yes No Yes No No
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2024-475 11-Mar-24 Smith College Educational 5 Yes No No Yes No

2024-476 11-Mar-24 The Woodson Center Not-for-profit 1 No No Yes No No

2024-477 12-Mar-24 R1 RCM Inc. Health Care 3 Yes No No No No

2024-478 12-Mar-24 Eagle Bank Banks & Credit Unions 1 No No No No Yes

2024-479 12-Mar-24 Hendry Regional Medical Center Health Care 20 Yes Yes No No No

2024-480 12-Mar-24 The Village Bank Banks & Credit Unions 1 No No No Yes Yes

2024-481 12-Mar-24 The Village Bank Banks & Credit Unions 1 No No No No No

2024-482 12-Mar-24 The Village Bank Banks & Credit Unions 10 No No No Yes No

2024-483 12-Mar-24 The Village Bank Banks & Credit Unions 1 No No No No No

2024-484 12-Mar-24 Main Street Bank
Financial Services 

Company
1 No No No No Yes
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2024-485 12-Mar-24 Mutual One Bank Banks & Credit Unions 1 No No No No Yes

2024-486 12-Mar-24 Mutual One Bank Banks & Credit Unions 1 No No No No Yes

2024-487 12-Mar-24 Mutual One Bank Banks & Credit Unions 1 No No No No Yes

2024-488 12-Mar-24 Mutual One Bank Banks & Credit Unions 1 No No No No Yes

2024-489 12-Mar-24 Broadview Federal Credit Union Banks & Credit Unions 6 Yes Yes No No No

2024-490 13-Mar-24 Gerson Lehrman Group, Inc. Commercial 6,760 Yes No Yes No No

2024-491 13-Mar-24 Eagle Bank Banks & Credit Unions 1 No No No No Yes

2024-492 13-Mar-24
Teachers Insurance and Annuity 
Association of America ("TIAA")

Financial Services 
Company

1 No No Yes No No

2024-493 13-Mar-24 Brown & Stromecki Agency, Inc. 
Financial Services 

Company
1 No No No Yes No

2024-494 13-Mar-24 Teleflora Other 243 Yes No No No Yes
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2024-495 13-Mar-24
Precision Tune Auto Care, Inc. 

(“PTAC”)
Other 346 Yes No No No No

2024-496 13-Mar-24 Brown University Educational 1 No No Yes No No

2024-497 13-Mar-24
WERCS d/b/a Wyoming Financial 

Group
Other 1 Yes No No No No

2024-498 13-Mar-24 MSI United States Not-for-profit 7 No No Yes No No

2024-499 13-Mar-24
ExamOne (a Quest Diagnostics 

Company)
Commercial 1 No No No Yes No

2024-500 14-Mar-24 Rudman & Winchell LLC Other 194 Yes No Yes Yes No

2024-501 14-Mar-24 St Marys Credit Union Banks & Credit Unions 1 No No No No Yes

2024-502 14-Mar-24 Port City Air, Inc. Other 4 Yes No No No No

2024-503 14-Mar-24 Lee Bank
Financial Services 

Company
1 No No Yes No No

2024-504 14-Mar-24 Lee Bank
Financial Services 

Company
1 No No Yes No No



820,861

 Breach 
Number

Date 
Reported
 To OCA

Reporting Organization Name
Reporting 

Organization 
Type

MA 
Residents 
Affected

SSN 
Breached

Medical
Records

Breached

Financial
 Account
Breached

Drivers 
Licenses 

Breached

Credit/Debit 
Numbers 
Breached

Data Breach Notification Report
The total number of breaches affecting residents:

2024-505 14-Mar-24
MA Dept. of Unemployment 

Assistance
State Government 1 Yes No No Yes No

2024-506 15-Mar-24 ACR Electronics, Inc. Other 5 Yes Yes Yes Yes No

2024-507 15-Mar-24 CCM Health Health Care 102 Yes Yes Yes No No

2024-508 15-Mar-24 The Biltmore Company, LLC Retail 104 No No No No Yes

2024-509 15-Mar-24 Nations Direct Mortgage, LLC
Financial Services 

Company
257 Yes No No No No

2024-510 15-Mar-24 The Village Bank Banks & Credit Unions 1 No No Yes No No

2024-511 15-Mar-24
National Cable Communications LLC 

d/b/a Ampersand
Commercial 50 Yes No Yes No Yes

2024-512 15-Mar-24 The Village Bank Banks & Credit Unions 2 No No Yes No No

2024-513 15-Mar-24 Martin's Inc Other 3 Yes No No No No

2024-514 15-Mar-24
Department of Developmental 

Services 
State Government 500 No No No No No
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2024-515 15-Mar-24 Facey Goss & McPhee P.C. Other 408 Yes No Yes Yes Yes

2024-516 15-Mar-24 Integreon Global, Inc. Manufacturing 1 Yes No No No No

2024-517 15-Mar-24 Alliance College Ready Public Schools Educational 27 Yes Yes No Yes No

2024-518 15-Mar-24 Eland Energy, Inc. and affiliates Other 41 Yes No No No No

2024-519 15-Mar-24 Newton Public Schools Educational 2 Yes Yes Yes Yes Yes

2024-520 16-Mar-24 Double Eagle Natural Resources, LP Other 20 Yes No No No No

2024-521 16-Mar-24 Sanville & Company
Financial Services 

Company
5 Yes No Yes No No

2024-522 18-Mar-24 Johnson Matthey, Inc. Manufacturing 525 Yes No No No No

2024-523 18-Mar-24 Arx Capital, LLC Other 2 Yes No Yes No No

2024-524 18-Mar-24 Westerbeke Corporation Manufacturing 62 Yes No No No No
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2024-525 18-Mar-24 Mutual One Bank
Financial Services 

Company
1 No No No No Yes

2024-526 18-Mar-24 Main Street Bank
Financial Services 

Company
2 No No No No Yes

2024-527 18-Mar-24 Mutual One Bank
Financial Services 

Company
1 No No No No Yes

2024-528 18-Mar-24 Bethel School District Educational 4 Yes No No No No

2024-529 18-Mar-24 Weirton Medical Center Health Care 3 Yes Yes No No No

2024-530 18-Mar-24 Citizens Bank of West Virginia Banks & Credit Unions 8 Yes No Yes Yes No

2024-531 18-Mar-24 Top Gun Technology Technology 1 Yes No No No No

2024-532 18-Mar-24
The Variable Annuity Life Insurance 

Company
Insurance Company 1 No No Yes No No

2024-533 19-Mar-24 Valley Oaks Health Health Care 7 Yes Yes No No No

2024-534 19-Mar-24 St. Mary’s Catholic High School Educational 3 Yes Yes Yes No No
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2024-535 19-Mar-24 Eastside Union School District Educational 1 Yes No No No No

2024-536 19-Mar-24
Rockland Trust Company - Rockland, 

MA
Banks & Credit Unions 1 Yes No Yes Yes No

2024-537 19-Mar-24 Allianz Life of North America Insurance Company 1 Yes No No Yes No

2024-538 19-Mar-24 Winchester Hospital Health Care 1 Yes Yes No No No

2024-539 19-Mar-24 The Van Winkle Law Firm Other 1 Yes No Yes Yes No

2024-540 19-Mar-24 Plymouth Tube Company Manufacturing 3 Yes No No Yes No

2024-541 19-Mar-24 Fiduciary Outsourcing, LLC Other 100 Yes No No No No

2024-542 19-Mar-24
McMillan, Pazdan, Smith Architecture 

(“MPS”)
Other 1 Yes Yes Yes Yes Yes

2024-543 19-Mar-24 Schuster Company Other 15 Yes No No Yes No

2024-544 19-Mar-24 Lawrence Technological University Educational 2 Yes Yes No No No
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2024-545 20-Mar-24 BioLife Plasma Services, L.P. Other 370 No No No No No

2024-546 20-Mar-24 Eagle Bank Banks & Credit Unions 2 No No No No Yes

2024-547 20-Mar-24 Brigham & Women's Hospital Health Care 1 No Yes No No No

2024-548 20-Mar-24
Massachusetts Department of 

Transportation, Registry of Motor 
Vehicles

State Government 600 No No No Yes No

2024-549 20-Mar-24 The Village Bank Banks & Credit Unions 1 No No No No Yes

2024-550 20-Mar-24 The Village Bank Banks & Credit Unions 3 No No No No Yes

2024-551 20-Mar-24
North Carolina Housing Finance 

Agency
State Government 1 Yes No No No No

2024-552 20-Mar-24 The Village Bank Banks & Credit Unions 1 No No No No Yes

2024-553 20-Mar-24  Douglas County Libraries Local Government 1 Yes No No No No

2024-554 20-Mar-24 City of Jacksonville Beach, Florida Local Government 135 Yes No No No No
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2024-555 20-Mar-24
St. Mary's Healthcare System for 

Children, Inc.
Health Care 14 Yes No No No No

2024-556 21-Mar-24 Monmouth College Educational 73 Yes Yes Yes Yes No

2024-557 21-Mar-24
New England Science and Sailing 

Foundation, Inc. dba NESS
Not-for-profit 4 No No Yes No No

2024-558 21-Mar-24 LL Funds, LLC
Financial Services 

Company
1 Yes No No Yes No

2024-559 21-Mar-24 Needleman Management Other 1 Yes No No No No

2024-560 21-Mar-24
Massachusetts Mutual Life Insurance 

Company ("MassMutual")
Insurance Company 1,092 Yes No No No No

2024-561 21-Mar-24 NEJ Inc. Other 1 Yes No No No No

2024-562 21-Mar-24 Gnome, Inc. dba Gnome Landscapes Commercial 6 Yes No No No No

2024-563 21-Mar-24 The Pifer Group Commercial 2 Yes No Yes No No

2024-564 21-Mar-24 TittmannWeix LLP Commercial 5 Yes No Yes No No
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2024-565 21-Mar-24

Select Education Group (including 
Institute of Technology, National 

Holistic Institute, Bauman College, 
Fremont University, and Arch USA) 

collectively, "SEG” or the “Company”)

Educational 34 Yes No Yes No No

2024-566 21-Mar-24 Mutual One Bank
Financial Services 

Company
1 No No No No Yes

2024-567 21-Mar-24
Progressive Properties of Greenville, 

LLC
Commercial 1 No No Yes Yes No

2024-568 21-Mar-24 Mutual One Bank
Financial Services 

Company
1 No No No No Yes

2024-569 21-Mar-24 Mutual One Bank
Financial Services 

Company
1 No No No No Yes

2024-570 21-Mar-24 Eastern Bank Banks & Credit Unions 128 No No No No Yes

2024-571 21-Mar-24 SAVERS BANK Other 2 No No No No Yes

2024-572 21-Mar-24 SAVERS BANK Other 1 No No No No Yes
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2024-573 21-Mar-24 UBS Financial Services Inc. Banks & Credit Unions 1 No No Yes No No

2024-574 22-Mar-24 Jennings Road Management Corp. Other 31 No No No No Yes

2024-575 22-Mar-24 JPMorgan Chase Bank, N.A.
Financial Services 

Company
1 No No Yes No No

2024-576 22-Mar-24 Tocci Building Corporation Other 75 Yes No No No No

2024-577 22-Mar-24
KTU&A Planning & Landscape 

Architecture 
Commercial 1 Yes No No No No

2024-578 22-Mar-24 St Marys Credit Union Banks & Credit Unions 1 No No No No Yes

2024-579 22-Mar-24 First Bank Banks & Credit Unions 25 No No Yes No No

2024-580 22-Mar-24 Lewis and Clark College Educational 455 Yes Yes Yes No No

2024-581 22-Mar-24 GardaWorld Cash U.S. Other 1,136 Yes Yes No Yes No

2024-582 22-Mar-24 Mutual One Bank Banks & Credit Unions 1 No No No No Yes
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2024-583 22-Mar-24 Health Plan Intermediaries Holdings
Financial Services 

Company
30 Yes Yes No No No

2024-584 22-Mar-24 Haven Technologies Technology 6 Yes No No No No

2024-585 22-Mar-24
I.A.T.S.E. Staff Retirement and 

National Pension Funds
Not-for-profit 145 Yes No No No No

2024-586 22-Mar-24 Cypress Capital Group, Inc. Banks & Credit Unions 2 Yes No No No No

2024-587 22-Mar-24 White Oak Partners
Financial Services 

Company
4 Yes No No No No

2024-588 22-Mar-24
Southwest Boston Senior Services, Inc. 

dba Ethos
Not-for-profit 13,437 Yes Yes No Yes No

2024-589 22-Mar-24 Homeaglow, Inc. Hospitality Industry 23 Yes No No No No

2024-590 23-Mar-24 Simpson Strong-Tie Co. Inc. Manufacturing 32 Yes No No No No

2024-591 25-Mar-24 Pembina County Memorial Hospital Health Care 8 Yes Yes No No No

2024-592 25-Mar-24 International Gourmet Foods, Inc. Retail 1 Yes No No Yes No
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2024-593 25-Mar-24 Mutual One Bank
Financial Services 

Company
1 No No No No Yes

2024-594 25-Mar-24 Main Street Bank Banks & Credit Unions 2 No No No No Yes

2024-595 25-Mar-24 Main Street Bank Banks & Credit Unions 2 No No No No Yes

2024-596 25-Mar-24 BodyHealth, LLC Retail 40 No No No No Yes

2024-597 26-Mar-24 SouthStar Bank, S.S.B. Banks & Credit Unions 2 Yes No Yes No Yes

2024-598 26-Mar-24 Barings LLC
Financial Services 

Company
219 Yes No No No No

2024-599 26-Mar-24 Baccarat SA Retail 1 Yes No No No No

2024-600 26-Mar-24 Winston Plywood & Veneer LLC Manufacturing 1 Yes Yes No Yes Yes

2024-601 26-Mar-24 The Alamo Insurance Group, Inc. Insurance Company 10 Yes No No Yes No

2024-602 26-Mar-24 Wrentham Cooperative Bank Banks & Credit Unions 1 No No No No Yes
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2024-603 26-Mar-24 Wrentham Cooperative Bank Banks & Credit Unions 1 No No No No Yes

2024-604 26-Mar-24 Affinity Health Services Health Care 57 Yes Yes No Yes No

2024-605 26-Mar-24
National Industrial Hemp Council of 

America
Other 2 Yes No No Yes No

2024-606 26-Mar-24 Sycamore Rehabilitation Services, Inc. Banks & Credit Unions 2 Yes No No No No

2024-607 26-Mar-24 Village of Hoffman Estates Local Government 1 Yes No No Yes No

2024-608 27-Mar-24 Sierra Lobo, Inc. Other 1 Yes No No Yes No

2024-609 28-Mar-24 Capital One
Financial Services 

Company
2 No No No No Yes

2024-610 28-Mar-24 Advanced Project Solutions, LLP Other 4 Yes No No Yes No

2024-611 28-Mar-24 M&D Capital Premier Billing LLC Other 132 Yes Yes Yes No Yes

2024-612 28-Mar-24 St Marys Credit Union Banks & Credit Unions 1 No No No No Yes
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2024-613 28-Mar-24 Main Street Bank Banks & Credit Unions 1 No No No No Yes

2024-614 28-Mar-24 Main Street Bank Banks & Credit Unions 1 No No No No Yes

2024-615 28-Mar-24 Eckert Seamans Attorneys at Law State Government 0 Yes No No No No

2024-616 28-Mar-24 Skanska USA Inc. Other 2 No No Yes No No

2024-617 28-Mar-24
Brigham & Women’s Physician 

Organization, Inc.
Health Care 6 No Yes No No No

2024-618 28-Mar-24 MountainOne Bank
Financial Services 

Company
5 Yes No No Yes No

2024-619 28-Mar-24 Wyndemere Senior Care LLC Health Care 8 Yes Yes No No No

2024-620 29-Mar-24 The Woodlands Methodist Church Not-for-profit 3 Yes No No No No

2024-621 29-Mar-24 The Village Bank Banks & Credit Unions 1 No No No No Yes

2024-622 29-Mar-24 Sanford Pierson Thone & Strean, PLC Other 4 Yes No Yes Yes No
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2024-623 29-Mar-24 Katsky Korins LLP Other 18 Yes Yes Yes No Yes

2024-624 29-Mar-24
The Global Atlantic Financial Group 

LLC
Insurance Company 4 Yes No No No No

2024-625 29-Mar-24
Prudential Insurance Company of 

America
Insurance Company 686 Yes No No Yes No

2024-626 29-Mar-24
Catholic Charities CYO of The 
Archdiocese of San Francisco 

Not-for-profit 1 Yes No No No No

2024-627 29-Mar-24 Ridge Vineyards Retail 7 Yes No No Yes No

2024-628 29-Mar-24 Massachusetts General Hospital Health Care 1 Yes No No No No

2024-629 29-Mar-24 Benefit Management Corp.
Financial Services 

Company
8 Yes No Yes No No

2024-630 29-Mar-24 Grote Enterprises, LLC Other 1 Yes No No No No

2024-631 27-Mar-24 KeyBank N.A. Banks & Credit Unions 2 No No Yes No No

2024-632 29-Mar-24 Newman Ferrara LLP Other 1 Yes Yes Yes Yes Yes
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2024-633 29-Mar-24 Mutual One Bank Banks & Credit Unions 1 No No No No Yes

2024-634 29-Mar-24 Great Hearts America dba GH America Not-for-profit 3 Yes No No No No

2024-635 29-Mar-24
The Spanish Speaking Unity Council of 

Alameda County
Not-for-profit 2 Yes No No No No

2024-636 30-Mar-24
Northern Virginia Oral, Maxillofacial & 

Implant Surgery
Health Care 3 Yes Yes No Yes No

2024-637 30-Mar-24 Corinth Coca-Cola Bottling Works, Inc. Commercial 1 Yes No No No No

2024-638 30-Mar-24
Advanced Care Hospital of Southern 

New Mexico
Health Care 1 Yes Yes No Yes No

2024-639 30-Mar-24
Denver Regional Rehabilitation 

Hospital
Health Care 1 Yes Yes No Yes No

2024-640 30-Mar-24 Ernest Health Health Care 2 Yes No No No No

2024-641 30-Mar-24
Greenwood Regional Rehabilitation 

Hospital
Health Care 1 Yes Yes No No No

2024-642 30-Mar-24
Lafayette Regional Rehabilitation 

Hospital
Health Care 1 Yes Yes No Yes No
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2024-643 30-Mar-24
Mountain Valley Regional 

Rehabilitation Hospital
Health Care 1 Yes Yes No Yes No

2024-644 30-Mar-24
Northern Colorado Rehabilitation 

Hospital
Health Care 1 Yes Yes No Yes No

2024-645 30-Mar-24
Northern Idaho Advanced Care 

Hospital
Health Care 1 Yes Yes No Yes No

2024-646 30-Mar-24 Northern Utah Rehabilitation Hospital Health Care 1 Yes Yes No Yes No

2024-647 30-Mar-24
Rehabilitation Hospital of Southern 

California, LLC
Health Care 2 Yes Yes No Yes No

2024-648 30-Mar-24
Rehabilitation Hospital of Southern 

New Mexico
Health Care 1 Yes Yes No Yes No

2024-649 30-Mar-24
Rehabilitation Hospital of the 

Northwest
Health Care 2 Yes Yes No Yes No

2024-650 30-Mar-24 Summa Rehab Hospital Health Care 1 Yes Yes No Yes No

2024-651 30-Mar-24
Trustpoint Rehabilitation Hospital of 

Lubbock
Health Care 1 Yes Yes No Yes No

2024-652 01-Apr-24 Bartlett Dairy, Inc. Commercial 12 Yes No No Yes No
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2024-653 01-Apr-24 Ace Hardware Corporation Retail 9 Yes No Yes No No

2024-654 01-Apr-24 Fashion Food LLC Retail 14 Yes No Yes No No

2024-655 01-Apr-24
George & George Attorneys at Law, 

LLC
Other 145 Yes No No Yes No

2024-656 01-Apr-24 U S #1364 Federal Credit Union
Financial Services 

Company
3 Yes No Yes No No

2024-657 01-Apr-24 Town of Boylston Local Government 0 Yes No No No No

2024-658 01-Apr-24 Detroit Symphony Orchestra Entertainment 67 Yes No Yes Yes No

2024-659 01-Apr-24 Tri Delta Not-for-profit 2 Yes No No No No

2024-660 02-Apr-24 Continental Bank Banks & Credit Unions 9 Yes No No Yes No

2024-661 02-Apr-24 HALO Branded Solutions Other 83 Yes No No No No

2024-662 02-Apr-24 The Elephant Sanctuary in Tennessee Not-for-profit 2 No No Yes No No
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2024-663 02-Apr-24 Groton Public Schools Educational 2 Yes No No No No

2024-664 02-Apr-24
Rockland Trust Company - Rockland, 

MA
Banks & Credit Unions 1 No No Yes No No

2024-665 02-Apr-24 The Elephant Sanctuary in Tennessee Not-for-profit 2 No No Yes No No

2024-666 02-Apr-24 The Elephant Sanctuary in Tennessee Not-for-profit 2 No No Yes No No

2024-667 02-Apr-24 Haverford Township, PA Local Government 35 Yes No No Yes No

2024-668 02-Apr-24 Blackburn College Educational 4 Yes No No No No

2024-669 02-Apr-24 Mutual One Bank
Financial Services 

Company
1 No No No No Yes

2024-670 02-Apr-24 Main Street Bank Banks & Credit Unions 1 No No No No Yes

2024-671 02-Apr-24 Campbell Killin Brittan & Ray LLC Commercial 13 Yes No Yes No No

2024-672 03-Apr-24 On Q Financial
Financial Services 

Company
312 Yes No No No No
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2024-673 03-Apr-24 City of Hope Health Care 1,066 Yes Yes No Yes No

2024-674 03-Apr-24 Bliss Manufacturing Company, Inc. Manufacturing 15 Yes No Yes No No

2024-675 03-Apr-24 Read to a Child, Inc. Not-for-profit 3 Yes No Yes No No

2024-676 03-Apr-24 Mutual One Bank
Financial Services 

Company
1 No No No No Yes

2024-677 03-Apr-24 Mutual One Bank
Financial Services 

Company
1 No No No No Yes

2024-678 03-Apr-24
Gloucester County Improvement 

Authority
Local Government 2 Yes Yes No Yes No

2024-679 03-Apr-24 Clackamas Community College Educational 6 Yes No No No No

2024-680 03-Apr-24 Original Footwear Co. Manufacturing 1 Yes No No No No

2024-681 28-Mar-24 Forbright Bank Banks & Credit Unions 30 Yes No Yes No No

2024-682 28-Mar-24 Bank of America Banks & Credit Unions 2 Yes No Yes No No
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2024-683 12-Mar-24 Bank of America Banks & Credit Unions 1 Yes No Yes No No

2024-684 04-Apr-24 York County School of Technology Educational 15 Yes Yes No Yes No

2024-685 04-Apr-24
Cattaraugus-Allegany Board of 
Cooperative Education Services

Educational 3 Yes No No No No

2024-686 04-Apr-24 Alan Ritchey, Inc. Other 208 Yes No Yes Yes No

2024-687 04-Apr-24 Tri-City Healthcare District Health Care 11 Yes No No No No

2024-688 04-Apr-24 The Bernstein Companies Other 4 Yes No Yes Yes No

2024-689 04-Apr-24 American Farmland Trust Not-for-profit 83 Yes No Yes Yes Yes

2024-690 04-Apr-24 Wells Fargo Bank, N.A.
Financial Services 

Company
2 No No Yes No No

2024-691 04-Apr-24
Pacific Guardian Life Insurance 

Company, Limited
Other 181 Yes No Yes No No

2024-692 05-Apr-24 AJC International, Inc. (“AJC”) Other 1 Yes No No No No
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2024-693 05-Apr-24 Southwest Binding & Laminating Co. Other 4 Yes No No No No

2024-694 05-Apr-24 All Things Media LLC Telecommunications 1 Yes No No No No

2024-695 05-Apr-24 Tiegerman Educational 1 Yes No No No No

2024-696 05-Apr-24 Organized Living Manufacturing 1 Yes Yes Yes Yes No

2024-697 05-Apr-24 Watertown Savings Bank Banks & Credit Unions 12 No No No No Yes

2024-698 05-Apr-24 Tandym Group LLC Other 110 Yes No Yes No No

2024-699 05-Apr-24 Walmart Inc. Retail 13 Yes No Yes No No

2024-700 06-Apr-24 Island Ambulatory Surgery Center, LLC Health Care 4 No Yes No No No

2024-701 08-Apr-24 Platt Builders Commercial 222 Yes No Yes Yes No

2024-702 08-Apr-24
Group Health Cooperative of South 

Central Wisconsin
Health Care 931 Yes No No No No
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2024-703 08-Apr-24 Richard Kritzman EA
Financial Services 

Company
26 Yes No Yes No No

2024-704 08-Apr-24 EBlock Corp. (“EBlock”) Other 1 Yes No No Yes No

2024-705 09-Apr-24
Rockland Trust Company - Rockland, 

MA
Banks & Credit Unions 1 No No No No No

2024-706 09-Apr-24 Mutual One Bank Banks & Credit Unions 1 No No No Yes Yes

2024-707 09-Apr-24 Mutual One Bank Banks & Credit Unions 1 No No No No Yes

2024-708 09-Apr-24 Mutual One Bank Banks & Credit Unions 1 No No No No Yes

2024-709 09-Apr-24 Mutual One Bank Banks & Credit Unions 1 No No No No Yes

2024-710 09-Apr-24 The University of Alabama Educational 3 Yes No No No No

2024-711 09-Apr-24 Oceaneering International, Inc. Technology 6 Yes No No No No

2024-712 09-Apr-24 Bristol Bay Construction Holdings Other 22 Yes No No No No



820,861

 Breach 
Number

Date 
Reported
 To OCA

Reporting Organization Name
Reporting 

Organization 
Type

MA 
Residents 
Affected

SSN 
Breached

Medical
Records

Breached

Financial
 Account
Breached

Drivers 
Licenses 

Breached

Credit/Debit 
Numbers 
Breached

Data Breach Notification Report
The total number of breaches affecting residents:

2024-713 09-Apr-24
The Epilepsy Foundation of Metro 

New York
Health Care 3 Yes Yes No Yes No

2024-714 09-Apr-24 Metropolitan Life Insurance Company Insurance Company 365 Yes No No No No

2024-715 09-Apr-24 The Lawrence Firm Other 6 Yes No No No No

2024-716 10-Apr-24 AT&T Inc. Telecommunications 161,272 Yes No No No No

2024-717 10-Apr-24
President and Fellows of Harvard 

College
Not-for-profit 2 Yes No No No No

2024-718 10-Apr-24 The Village Bank Banks & Credit Unions 2 No No No No Yes

2024-719 10-Apr-24 Brigham and Women's Hospital Health Care 1 No Yes No No No

2024-720 10-Apr-24 St Marys Credit Union Banks & Credit Unions 1 No No No No Yes

2024-721 10-Apr-24 Tasteful Selections, LLC Commercial 1 Yes No Yes Yes No

2024-722 11-Apr-24 Frank Olean Center Not-for-profit 9 Yes Yes Yes Yes No
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2024-723 11-Apr-24 Eagle Bank Banks & Credit Unions 2 No No No No Yes

2024-724 11-Apr-24 Hapy Bear Surgery Center Health Care 1 Yes Yes No No No

2024-725 11-Apr-24 wrentham cooperative bank Banks & Credit Unions 1 No No No No Yes

2024-726 11-Apr-24 Mutual One Bank Banks & Credit Unions 1 No No No No Yes

2024-727 11-Apr-24 Veeva Systems Inc. Other 5 Yes No No No No

2024-728 11-Apr-24 Mutual One Bank Banks & Credit Unions 1 No No No No Yes

2024-729 11-Apr-24 Mutual One Bank Banks & Credit Unions 1 No No No No Yes

2024-730 11-Apr-24 Gawthrop Greenwood, PC Other 1 No No No Yes No

2024-731 11-Apr-24
Massachusetts Dept. of 

Unemployment Assistance
State Government 1 Yes No No Yes No

2024-732 12-Apr-24 Delphinus Engineering, Inc.  Other 7 Yes No No No No
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2024-733 12-Apr-24 Butler University Educational 8 Yes No No No No

2024-734 12-Apr-24
The Harris Center for Mental Health 

and IDD
Health Care 18 Yes Yes Yes Yes No

2024-735 12-Apr-24 Goddard Systems, LLC Other 43 Yes No Yes No No

2024-736 13-Apr-24 Citrus Connection Commercial 2 Yes No No No No

2024-737 15-Apr-24 JPMorgan Chase Bank, N.A. 
Financial Services 

Company
1 No No Yes No No

2024-738 15-Apr-24 Solterra Academy Educational 2 No No No No No

2024-739 15-Apr-24
W.P Malone, Inc. d/b/ AllCare 

Pharmacy
Health Care 2 Yes Yes No No Yes

2024-740 15-Apr-24
United Seating and Mobility, L.L.C., 

d/b/a Numotion
Health Care 46 Yes No No Yes No

2024-741 16-Apr-24 Visionary Integration Professionals Technology 37 Yes No No Yes Yes

2024-742 16-Apr-24
The Roman Catholic Diocese of 

Phoenix
Other 51 Yes No No No No
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2024-743 16-Apr-24 St Marys Credit Union Banks & Credit Unions 1 No No No No Yes

2024-744 16-Apr-24
Transamerica Life Insurance Company 

(“TLIC”)
Financial Services 

Company
451 Yes No No No No

2024-745 16-Apr-24 Tharanco Group, Inc. Retail 3 Yes No No No No

2024-746 16-Apr-24 The Village Bank Banks & Credit Unions 1 No No No No Yes

2024-747 16-Apr-24 The Village Bank Banks & Credit Unions 1 No No No No Yes

2024-748 16-Apr-24 Mike Ferry Organization Commercial 1 Yes No No No No

2024-749 16-Apr-24 Main Street Bank
Financial Services 

Company
0 No No No No Yes

2024-750 16-Apr-24 DES Architects and Engineers Other 4 Yes No Yes No No

2024-751 17-Apr-24 Capitol Credit Union Banks & Credit Unions 2 No No Yes No No

2024-752 17-Apr-24 Cocoon Inc. Other 3 Yes No Yes Yes No
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2024-753 17-Apr-24 Cherry Street Services, Inc. Health Care 7 Yes Yes Yes No No

2024-754 17-Apr-24 Mutual One Bank Banks & Credit Unions 1 No No No No Yes

2024-755 17-Apr-24 Mutual One Bank Banks & Credit Unions 1 No No No No Yes

2024-756 17-Apr-24 Mutual One Bank Banks & Credit Unions 1 No No No No Yes

2024-757 17-Apr-24 Mutual One Bank
Financial Services 

Company
1 No No No No Yes

2024-758 17-Apr-24 Carl Buddig and Company Commercial 1 No No No Yes No

2024-759 17-Apr-24 Blue Chip Financial Corp.
Financial Services 

Company
1 No No No Yes No

2024-760 17-Apr-24 Atlanta Technical College Educational 3 Yes No No No No

2024-761 17-Apr-24 Intuit, Inc. Technology 1 Yes No Yes Yes No

2024-762 17-Apr-24 Sage Garden Natural Medicine LLC Health Care 3 No No No No Yes
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2024-763 17-Apr-24 Citizens Property Insurance Corp State Government 10 Yes No No No No

2024-764 17-Apr-24
  GreenWaste Recovery, LLC d/b/a 

GreenWaste
Other 2 Yes No Yes Yes Yes

2024-765 18-Apr-24 Cape Cod Hospital Health Care 1 No No Yes Yes Yes

2024-766 18-Apr-24
Point32Health - Harvard Pilgrim  

Health Care
Insurance Company 1 Yes No No No No

2024-767 18-Apr-24 Mutual One Bank
Financial Services 

Company
1 No No No No Yes

2024-768 18-Apr-24 Delta T LLC Manufacturing 2 Yes No No No No

2024-769 18-Apr-24
Sandra S. Baranowski Tax Preparation 

Services
Financial Services 

Company
2 Yes No Yes No No

2024-770 19-Apr-24 J.B. Poindexter & Co., Inc. Manufacturing 1 Yes No No Yes No

2024-771 19-Apr-24 Kisco Senior Living, LLC Other 50 Yes No Yes Yes No

2024-772 19-Apr-24 Eastern Bank Banks & Credit Unions 178 No No No No Yes
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2024-773 19-Apr-24 Green Mountain Valley School Educational 2 No No Yes No No

2024-774 19-Apr-24 Wells Fargo Bank, N.A.
Financial Services 

Company
1 No No Yes No No

2024-775 19-Apr-24 Brandeis University Educational 1 Yes No No No No

2024-776 19-Apr-24 Gallo & Iacovangelo, LLP Other 1 Yes No No Yes No

2024-777 19-Apr-24 Dedham Savings Banks & Credit Unions 28 No No No No Yes

2024-778 19-Apr-24 Green Diamond Resource Company Other 44 Yes No Yes Yes No

2024-779 19-Apr-24 Vericast Digital Corp. Commercial 21 Yes Yes No No No

2024-780 19-Apr-24 Chicago District Golf Association Other 0 No No Yes No No

2024-781 19-Apr-24 Centennial Bank
Financial Services 

Company
1,956 Yes No Yes Yes Yes

2024-782 19-Apr-24 Valley Mountain Regional Center Not-for-profit 26 Yes No No Yes No
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2024-783 20-Apr-24 Avalon Trust
Financial Services 

Company
6 Yes No Yes No No

2024-784 20-Apr-24 Cohen & Gresser LLP Retail 3 Yes No Yes Yes Yes

2024-785 20-Apr-24 OrthopedicsNY, LLP Health Care 2 Yes No No No No

2024-786 20-Apr-24 Butler, Lavanceau, & Sober, LLC
Financial Services 

Company
13 Yes Yes No Yes No

2024-787 22-Apr-24 Amerlux LLC Manufacturing 2 Yes No Yes No No

2024-788 22-Apr-24 Bluebonnet Trails Community Services Health Care 4 Yes Yes No Yes No

2024-789 23-Apr-24
Blackstone Valley Community Health 

Center
Health Care 488 Yes No No Yes No

2024-790 23-Apr-24 WRA Architects, Inc. Other 1 Yes No No Yes No

2024-791 23-Apr-24
Rockland Trust Company - Rockland, 

MA
Banks & Credit Unions 1 No No Yes No No

2024-792 23-Apr-24
Rockland Trust Company - Rockland, 

MA
Banks & Credit Unions 1 No No Yes No No
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2024-793 23-Apr-24 SMRT Architects & Engineering Commercial 34 Yes No Yes No No

2024-794 23-Apr-24 Buffalo Public Schools Educational 9 Yes No No No No

2024-795 23-Apr-24 Regulator Marine, Inc. Manufacturing 8 Yes No No No No

2024-796 23-Apr-24 Biggs Cardosa Associates, Inc. Other 1 Yes No No No No

2024-797 23-Apr-24 Paul Stuart Inc. Retail 1 Yes Yes Yes Yes Yes

2024-798 23-Apr-24 Evans and Woulfe Accounting Inc.
Financial Services 

Company
1 Yes No Yes No No

2024-799 24-Apr-24 Lamont Hanley & Associates
Financial Services 

Company
226 Yes Yes Yes No No

2024-800 24-Apr-24
The Lincoln National Life Insurance 

Company
Financial Services 

Company
1 Yes No No No No

2024-801 24-Apr-24 Mutual One Bank Banks & Credit Unions 1 No No No No Yes

2024-802 24-Apr-24 William H. Brewer and Co
Financial Services 

Company
9 Yes No No No No
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2024-803 24-Apr-24
First National Bank of Michigan 

(“FNBM”)
Financial Services 

Company
5 No No Yes No No

2024-804 24-Apr-24 Camino Nuevo Charter Academy Educational 10 Yes No Yes No No

2024-805 24-Apr-24 Mutual One Bank
Financial Services 

Company
1 No No No No Yes

2024-806 24-Apr-24 Mutual One Bank
Financial Services 

Company
1 No No No No Yes

2024-807 24-Apr-24 Synergy Hotel Inc Hospitality Industry 6 Yes No No Yes No

2024-808 24-Apr-24 Mutual One Bank
Financial Services 

Company
1 No No No No Yes

2024-809 24-Apr-24 Asbury Automotive Group Retail 21 Yes No No No No

2024-810 25-Apr-24
Moffitt Cancer Center and Research 

Institute
Health Care 44 Yes No No No No

2024-811 25-Apr-24
Massachusetts Mutual Life Insurance 

Company ("MassMutual")
Financial Services 

Company
1 Yes No No No No

2024-812 25-Apr-24 North American Signs Manufacturing 1 Yes No No No No
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2024-813 25-Apr-24 Tonneson & Company, PC
Financial Services 

Company
116 Yes No No No No

2024-814 25-Apr-24
DATAIR Employee Benefit Systems, 

Inc.
Other 14 Yes No No No No

2024-815 25-Apr-24 Valley Veterinary Clinic, LLC Retail 238 No No No No Yes

2024-816 25-Apr-24
The Lincoln National Life Insurance 

Company
Insurance Company 1 Yes No No No No

2024-817 25-Apr-24 Qosina Corp. Other 1 Yes No No No No

2024-818 25-Apr-24 Integral Federal Inc. Technology 16 Yes No Yes No No

2024-819 25-Apr-24 Francis Howell School District Educational 1 Yes No Yes No No

2024-820 25-Apr-24
Falcon Healthcare, Inc. d/b/a Interim 

Healthcare of Lubbock Texas
Health Care 19 Yes No No Yes No

2024-821 26-Apr-24 CoVerica, Inc. Insurance Company 2 Yes Yes Yes Yes Yes

2024-822 26-Apr-24
Massachusetts Mutual Life Insurance 

Company ("MassMutual")
Financial Services 

Company
309 Yes Yes No No No
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2024-823 26-Apr-24 Meyer Unkovic & Scott LLP Other 0 Yes No No No No

2024-824 26-Apr-24 OrthoConnecticut PLLC Health Care 252 Yes Yes No No No

2024-825 26-Apr-24  Brown Paindiris & Scott, LLP Other 6 Yes No Yes Yes No


