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2024 Data Breach Notification Report

COMMONWEALTH OF MASSACHUSETTS

Office of Consumer Affairs and Business Regulation
501 Boylston 5t Ste. 5100 Boston, MA 02116

YVONNE HAO

SECRETARY OF ECONOMIC

DEVELOPMENT

LAYLA D’EMILIA

UNDERSECRETARY
The total number of breaches affecting residents: 2,283,049
Breach Date Reporting MA SSN Medical Financial Drivers Credit/Debit
Reported Reporting Organization Name Organization Residents Records Account Licenses Numbers
Number Breached
To OCA Type Affected Breached Breached Breached Breached
2024-1 | 02-Jan-24 Winchester Savings Bank Banks & Credit Unions 16 No No No No Yes
Rockland Trust C - Rockland
2024-2 | 02-Jan-24 ockiand frus :\)/ln;pany ockiand, Banks & Credit Unions 1 No No Yes No No
A i E T | Rel
2024-3 | 02-Jan-24 | American Express Trave| Related Retail 1 No No No No Yes
Services Company, Inc
2024-4 | 02-Jan-24 Massachusetts Depfartment of State Government 1 Yes No No No No
Transportation
2024-5 | 2-Jan-24 UniBank for Savings Banks & Credit Unions 3 No No Yes Yes No
2024-6 | 2-Jan-24 Centennial Bank Banks & Credit Unions 7 No No Yes No No
2024-7 | 3-Jan-24 Bank of America Banks & Credit Unions 1 Yes No Yes Yes Yes
Plumbers & Fitters Local Union 295
2024-8 | 3-Jan-24 | T mPers S TIHers rocalFnion Other 3 Yes No No No No
Health & Welfare Fund
Housing Authority of the County of
2024-9 | 4-Jan-24 San Other 9 Yes No No No No
Bernardino
2024-10 | 4-Jan-24 | Jackson National Insurance Company Insurance Company 1 No No Yes No No
2024-11 | 4-Jan-24 Brigham and Womens Hospital Health Care 1 No Yes No No No
2024-12 | 4-Jan-24 CINQ CARE Inc. Health Care 1 Yes No Yes No No
2024-13 | 4-Jan-24 Cintra Software & Services, Inc. Technology 2 Yes No No No No
2024-14 | 5-Jan-24 Rhoades Levy Law Group P.C. Other 3 Yes No No No No
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The total number of breaches affecting residents: 2,283,049
Breach Date Reporting MA SSN Medical Financial Drivers Credit/Debit
Reported Reporting Organization Name Organization Residents Records Account Licenses Numbers
Number Breached
To OCA Type Affected Breached Breached Breached Breached
2024-15 | 5-Jan-24 Buckley King LPA Other 343 Yes Yes Yes Yes No
2024-16 | 5-Jan-24 Cooper Aerobics Enterprises, Inc Health Care 269 Yes Yes Yes No Yes
2024-17 | 5-Jan-24 Quaker Window Products Co. Manufacturing 4 Yes No No No No
2024-18 | 5-Jan-24 TD Bank N.A. Banks & Credit Unions 2 Yes No Yes No Yes
= alServi
2024-19 | 5-Jan-24 Toyota Financial Services inancial Services 180 No No Yes No No
Company
2024-20 | 5-Jan-24 Fincantieri Marine Group, LLC Manufacturing 10 Yes Yes No No No
Woodsville G t
2024-21 | 5-Jan-24 0 S\_” = Henanty Banks & Credit Unions 263 Yes No Yes No No
Savings Bank
2024-22 | 5-Jan-24 Gold Medal Bakery Other 7 Yes No Yes No No
2024-23 | 5-Jan-24 Equitrans Midstream Corporation Other 1 Yes No No No No
2024-24 | 5-Jan-24 Musick, Peeler Garrett LLP Other 1 Yes No No No No
2024-25 | 5-Jan-24 BJs Wholesale Club, Inc. Retail 5 Yes Yes No No No
2024-26 | 5-Jan-24 Medjet and Medjet Assist Other 11 Yes No No No No
2024-27 | 5-Jan-24 Watertown Savings Bank Banks & Credit Unions 1 No No No No Yes
2024-28 | 5-Jan-24 Watertown Savings Bank Banks & Credit Unions 8 No No No No Yes
2024-29 | 5-Jan-24 Watertown Savings Bank Banks & Credit Unions 1 No No No No Yes
2024-30 | 8-Jan-24 Amerlcan. Express Travel Related Retail 6 No No No No Yes
Services Company, Inc.
Ameri E T | Rel
2024-31 | 8-Jan-24 merican Express Travel Related Retail 2 No No No No Yes
Services Company, Inc.
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Number Breached
To OCA Type Affected Breached Breached Breached Breached
2024-32 | 8-Jan-24 Butte School District Educational 3 Yes No Yes No No
2024-33 | 8-Jan-24 Attronica Computers, Inc. Technology 1 Yes No No No No
2024-34 | 8-Jan-24 Tax & Business Solutions, CPA & Co., Financial Services 5 Yes No Yes No No
LLC Company
2024-35 | 9-Jan-24 Rosies Place Not-For-Profit 522 Yes No Yes Yes No
The Chronicle of Higher Educati
2024-36 | 9-Jan-24 e Lhronicle olnclg er kducation, Other 1 No No Yes No No
2024-37 | 9-Jan-24 Villager Construction Inc. Other 3 Yes No Yes Yes No
2024-38 | 9-Jan-24 Athletic Trainer System Educational 4 Yes Yes No No No
Psychological Holdings, PLLC and
2024-39 | 9-Jan-24 SYEIS oglc.a OIGNES an Health Care 11 Yes Yes No No No
Senior PsychCare
Fi ial Servi
2024-40 | 9-Jan-24 Capital Formation Group, Inc. inanciat >ervices 111 Yes Yes Yes Yes No
Company
Fi ial Servi
2024-41 | 9-Jan-24 One Stop Financial Services inancial Services 4 Yes No No No No
Company
2024-42 | 10-Jan-24 TBM Consulting Group, Inc. Commercial 1 Yes No No Yes No
Ameri E T | Related
2024-43 | 10-Jan-24 UL S TRl e Retail 3 No No No No Yes
Services Company, Inc.
2024-44 | 10-Jan-24 Mutual One Bank Banks & Credit Unions 1 No No No No Yes
2024-45 | 10-Jan-24 Montgomery County, Ohio Governent 1 Yes No No No No
2024-46 | 10-Jan-24 Mutual One Bank Banks & Credit Unions 1 No No No No Yes
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2024-47 | 10-Jan-24 Mutual One Bank Banks & Credit Unions 1 No No No No Yes
= I Servi
2024-48 | 10-Jan-24 Raymond James Financial inanciat >services 1 No No Yes No No
Company
2024-49 | 10-Jan-24 Salem Five Cents Savings Bank Banks & Credit Unions 9 No No No No Yes
Indigo Sky Casi dR tand
2024-50 | 10-Jan-24 | O8O Ky LasinoandResortan Hospitality Industry 1 Yes Yes No Yes No
Outpost Casino
2024-51 | 10-Jan-24 | Engle Printing & Publishing Co., Inc. Manufacturing 1 Yes No No No No
2024-52 | 10-Jan-24 Massachusetts Depfartment of State Government 1 Yes No No No No
Transportation
2024-53 | 10-Jan-24 Mutual One Bank Banks & Credit Unions 1 No No No No Yes
2024-54 | 10-Jan-24 Mutual One Bank Banks & Credit Unions 1 No No No No Yes
2024-55 | 10-Jan-24 Mutual One Bank Banks & Credit Unions 1 No No No No Yes
= 1 Servi
2024-56 | 10-Jan-24 Premium Mortgage Corporation inanciat >ervices 34 Yes No Yes No Yes
Company
2024-57 | 10-Jan-24 Marvel Consultants, Inc. Other 10 Yes No No No No
2024-58 | 11-Jan-24 Way Finders Inc. Not-For-Profit 9 Yes No No Yes No
Ameri E T | Related
2024-59 | 11-Jan-24 UL S TRl e Retail 436 No No No No Yes
Services Company, Inc.
2024-60 | 11-Jan-24 Cape Cod Five Banks & Credit Unions 2 No No Yes No No
2024-61 | 11-Jan-24 Music Institute of Chicago Not-For-Profit 3 Yes No No No No
2024-62 | 11-Jan-24 Vector Other 2 Yes No No No No
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Number Breached
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2024-63 | 11-1an-24 Arrowhead ReglorTaI Computing Financial Services 48 Yes No No No No
Consortium Company
2024-64 | 11-Jan-24 The Village Bank Banks & Credit Unions 2 No No No No Yes
Financial Services
2024-65 | 11-Jan-24 Jennings Road Management Corp. 1 Yes No No Yes No
Company
2024-66 | 11-Jan-24 Golf & Ski Warehouse, Inc. Retail 24 Yes No No No No
2024-67 | 11-Jan-24 American Meat Companies Other 2 No No No Yes No
2024-68 | 11-Jan-24 Alpha Supported Living Services Not-For-Profit 1 Yes No No No No
= i Servi
2024-69 | 12-Jan-24 Ameriprise Financial, Inc. inancial Services 1 Yes No Yes No No
Company
2024-70 | 12-Jan-24 Carnegie Mellon University Educational 370 Yes No No No No
2024-71 | 12-Jan-24 The Village Bank Banks & Credit Unions 1 No No No No Yes
2024-72 | 12-Jan-24 Nautic Partners, LLC Financial Services 526 Yes Yes No Yes No
Company
Rocky Mountain Uni ity of Health
2024-73 | 12-Jan-24 | "OCKY viountain University ot Hea Educational 17 Yes Yes No Yes No
Professions
Southeastern Oth dic Specialists,
2024-74 | 12-Jan-24 | >OUtNEeSEM ;Cpae IC Specialists Medical 7 No Yes No No No
2024-75 | 12-Jan-24 UKG Other 14 Yes No Yes No No
2024-76 | 12-Jan-24 APT Foundation, Inc. Health Care 1 Yes No No No No
2024-77 | 12-Jan-24 McClean Hospital Health Care 1 No Yes No No No
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Number Breached
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2024-78 | 12-Jan-24 Hair Club for Men, Ltd., Inc Other 179 Yes Yes Yes Yes No
2024-79 | 12-Jan-24 Singing River Health System Health Care 181 Yes Yes No No No
H ton-N tN C it
2024-80 | 14-Jan-24 | 0 ProNTREWPOTE TREWs Fommunity Health Care 13 Yes Yes No Yes No
Services Board
Fi ial Servi
2024-81 | 15-Jan-24 Academy Mortgage Corporation inancial Services 5,354 Yes No No No No
Company
2024-82 | 15-Jan-24 | CAMICO Mutual Insurance Company Insurance Company 1 Yes Yes No Yes No
= ol -
2024-83 | 15-Jan-24 TD Bank N.A inancial Services 2 Yes Yes No No Yes
Company
Fi ial Servi
2024-84 | 16-Jan-24 Unitransfer USA, Inc. inanciat services 2,828 Yes No No Yes No
Company
2024-85 | 16-Jan-24 Sharonview Federal Credit Union Banks & Credit Unions 7 Yes No No No No
2024-86 | 16-Jan-24 Seymour Midwest Commercial 1 Yes No No No No
2024-87 | 16-Jan-24 Devon Bank Banks & Credit Unions 1 Yes No No No No
2024-88 | 16-Jan-24 City of Wilton Manors Local Government 2 Yes No No No No
2024-89 | 17-Jan-24 Rockland Trust Company Banks & Credit Unions 1 No No Yes No No
2024-90 | 17-Jan-24 Rockland Trust Company Banks & Credit Unions 1 No No Yes No No
2024-91 | 17-Jan-24 Salem Five Cents Savings Bank Banks & Credit Unions 16 No No No No Yes
2024-92 | 17-Jan-24 Mutual One Bank Banks & Credit Unions 1 No No No No Yes
N ical A iat fN
2024-93 | 17-Jan-24 eurosurglcajerss:/ua es of Tew Health Care 37 Yes Yes Yes No No
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Number Breached
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2024-94 | 17-Jan-24 easternbank
2024-95 | 17-Jan-24 St Marys Credit Union Banks & Credit Unions 1 No No No No Yes
2024-96 | 17-Jan-24 St Marys Credit Union Banks & Credit Unions 1 No No No No Yes
2024-97 | 17-Jan-24 St Marys Credit Union Banks & Credit Unions 2 No No No No Yes
2024-98 | 17-Jan-24 Oak View Group Other 1,737 Yes No No No No
= ol -
2024-99 | 17-Jan-24 Arden Claims Service LLC inancial Services 448 Yes No No No No
Company
2024-100( 18-Jan-24 Walker, Inc. Health Care 827 Yes Yes No No No
2024-101( 18-Jan-24 | Metropolitan Area Planning Council Local Government 285 Yes No No Yes No
2024-102| 18-Jan-24 The Village Bank Banks & Credit Unions 8 No No No No Yes
= ol -
2024-103| 18-Jan-24 ELO CPAs & Advisors inancial Services 4 Yes No Yes No No
Company
2024-104| 18-Jan-24 Rohtstein Corp. Manufacturing 33 Yes No No No No
2024-105( 18-Jan-24 The Professional Alternative Technology 37 Yes No No No No
Fi ial Servi
2024-106| 18-Jan-24 Wells Fargo Bank, N.A inanciat >ervices 1 No Yes No No No
Company
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To OCA Type Affected Breached Breached Breached Breached
2024-107| 18-Jan-24 Savers Bank Banks & Credit Unions 7 No No No No Yes
2024-108| 18-Jan-24 Postmeds, Inc. Health Care 7 Yes No No No No
2024-109( 18-Jan-24 Savers Bank Banks & Credit Unions 17 No No No No Yes
2024-110| 18-Jan-24 Ascendum Machinery, Inc. Retail 3 Yes No No No No
2024-111( 18-Jan-24 Bry-Air, Inc. Manufacturing 1 Yes No No No No
2024-112| 18-Jan-24 Umpqgua Community College Educational 8 Yes No No No No
F Fi ial LL I | fi Fi ial i
2024-113| 18-Jan-24 ora Financial LLC (Supplemental for inancial Services 44 Yes No No No No
Data Breach # 29305) Company
2024-114| 19-Jan-24 Bottega Veneta Inc. Retail 1 No No No No Yes
2024-115( 19-Jan-24 The Wladis Law Firm Other 9 Yes No Yes Yes No
2024-116| 19-Jan-24 Ashford, Inc. Hospitality Industry 844 Yes No No No No
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2024-117| 19-Jan-24 Foundation Building Materials, LLC Other 319 Yes Yes Yes Yes Yes
Fi ial Servi
2024-118| 19-Jan-24 First Mid Bancshares nanciat services 5 Yes No Yes No No
Company
2024-119( 19-Jan-24 Aria Care Partners Health Care 14 Yes No No No No
National Right to Work Legal Def
2024-120| 19-Jan-24 | o ona Mgt to Hork hegal berense Not-For-Profit 1 Yes No No No No
and Education Foundation, Inc.,

2024-121( 22-Jan-24 WealthVest Marketing, Inc. Other 1 Yes No No No No
2024-122| 22-Jan-24 The Village Bank Banks & Credit Unions 1 No No Yes No No
2024-123| 22-Jan-24 Drazin & Warshaw Other 1 Yes No No No No
2024-124| 22-Jan-24 South Shore Bank Banks & Credit Unions 1 Yes No No No No
2024-125( 22-Jan-24 Zephyr Ventilation Manufacturing 20 No No No No Yes
2024-126| 22-Jan-24 Koki Holdings America Manufacturing 3 Yes No No No No
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Fi ial Servi
2024-127| 22-Jan-24 | Enterprise Bank & Trust Company inancial Services 855 No No Yes No No

Company
2024-128| 22-Jan-24 AHS Management Company, Inc. Health Care 3 Yes Yes Yes Yes No
2024-129( 23-Jan-24 Rockland Trust Company Banks & Credit Unions 1 No No Yes No No
2024-130( 23-Jan-24 Columbus Life Insurance Company Insurance Company 117 Yes No No No No
2024-131| 23-Jan-24 Lafayette Life Insurance Company Insurance Company 1 Yes No No No No
2024-132| 23-Jan-24 First Financial Security, Inc. Insurance Company 1129 Yes No No No No
2024-133( 23-Jan-24 The Village Bank Banks & Credit Unions 11 No No Yes No No
2024-134! 23-1an-24 Hutchiso'n Soede‘r LLC doing busin‘ess Financial Services 5 Yes No Yes Yes No

as Hutchison Whitehead Tax Services Company
2024-135( 23-Jan-24 Full Circle Electronics US LLC Other 2 Yes No No No No
2024-136| 23-Jan-24 Latham Centers, Inc. Health Care 89 Yes No No No No
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Des Moines Orthopaedic Surgeons,
2024-137( 23-Jan-24 p Cp & Health Care 1 Yes Yes No Yes Yes
Financial Services
2024-138| 23-Jan-24 Above Lending 1 No No Yes No No
Company
2024-139( 23-Jan-24 Kahua, Inc. Technology 1 Yes No No No No
Fi ial Servi
2024-140| 24-Jan-24 Lee Bank nanciat services 1 No No Yes No No
Company
2024-141( 24-Jan-24 National Womens Law Center Not-for-profit 1 Yes No Yes No No
Financial Services
2024-142| 24-Jan-24 Lee Bank 1 No No Yes No No
Company
2024-143( 24-Jan-24 Gerber Life Insurance Co. Insurance Company 27 Yes No No No No
2024-144| 24-)Jan-24 Coastal Hospice & Palliative Care Health Care 3 Yes Yes No No No
2024-145| 24-Jan-24 SAVERS BANK Other 2 No No No No Yes
2024-146| 24-Jan-24 Rachas, Inc. and Chuze Fitness Entertainment 2 Yes No No No No
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Breach Date Reporting MA SSN Medical Financial Drivers Credit/Debit
Number Reported Reporting Organization Name Organization Residents Breached Records Account Licenses Numbers
To OCA Type Affected Breached Breached Breached Breached
Greylock McKinnon Associates
2024-147( 24-Jan-24 (Supplemental for Data Breach # Other 787 Yes No No No No
30500)

2024-148| 24-Jan-24 PHASTAR, Inc. Commercial 8 Yes No Yes No No
2024-149( 24-Jan-24 United States Medical Supply Health Care 3 No Yes No No No
2024-150| 24-13n-24 Navigel\ltion‘Finz':mcia‘I Advi.so”rs, Inc. Financial Services c Yes No Yes Yes No

(“Navigation Financial”) Company
2024-151( 24-Jan-24 Covanta Holding Corporation Other 1 Yes No No No No

Fi ial Servi
2024-152| 24-Jan-24 Lee Bank nanciat services 1 No No Yes No No

Company

CR Ph Services, Inc. and
2024-153| 24-Jan-24 gy e, fis. el Health Care 10 Yes Yes Yes Yes Yes
CarePro Services
Marian Village Corporation, and/
2024-154| 25-Jan-24 Marywood Nursing Care Center Health Care 2 No No No No No
("Marywood")

2024-155( 25-Jan-24 Bake N Joy Foods, Inc. Retail 2,445 No No No No Yes
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Fi ial Servi
2024-156| 25-Jan-24 M&T Bank nancial Services 161 Yes Yes No No No
Company
Financial Services
2024-157( 25-Jan-24 Froneberger & Leviloff 1 Yes No No No No
Company
Curtainwall Design and Consultin
2024-158| 25-Jan-24 |§c & Other 4 Yes No No Yes No
Financial Services
2024-159( 25-Jan-24 Mutual One Bank 1 No No No No Yes
Company
Financial Services
2024-160| 25-Jan-24 Mutual One Bank 1 No No No No Yes
Company
2024-161( 25-Jan-24 Michael Allen Company Health Care 2 Yes No No No No
2024-162| 25-Jan-24 GC Services Commercial 11 Yes No No No No
2024-163( 26-Jan-24 Village of Skokie Local Government 4 Yes No Yes No No
The Prudential Insurance Company of
2024-164| 26-Jan-24 ) pany Insurance Company 1 Yes No No No No
America
2024-165( 26-Jan-24 | Comcast Cable Communications LLC Telecommunications 30 Yes No No Yes No




WWAW. IMia55.J ov/oca

COMMONWEALTH OF MASSACHUSETTS

Office of Consumer Affairs and Business Regulation
501 Boylston 5t Ste. 5100 Boston, MA 02116
(617) 973-8787

MAURA HEALEY YVONNE HAO
GOVERNOR SECRETARY OF ECONOMIC
DEVELOPMENT
KIMBERLEY DRISCOLL
LIEUTENANT GOVERNOR g
2024 Data Breach Notification Report hﬁ;é&&gg%:}
The total number of breaches affecting residents: 2,283,049
Breach Date Reporting MA SSN Medical Financial Drivers Credit/Debit
Reported Reporting Organization Name Organization Residents Records Account Licenses Numbers
Number Breached
To OCA Type Affected Breached Breached Breached Breached

2024-166| 26-Jan-24 InHealth Technologies Health Care 186 Yes Yes No No No
2024-167| 26-Jan-24 Ortho Development Corporation Manufacturing 1 Yes No No No No

Unified O tions Virginia LP
2024-168( 26-Jan-24 nime F)era |on§ 'rginia , on Health Care 14 Yes Yes No No No

behalf of Mid-Atlantic Women'’s Care

Nabholz Construction Compan

2024-169( 26-Jan-24 —_— Health Care 1 Yes Yes No No No
Employee Welfare Health Plan

2024-170| 26-Jan-24 PostWorks New York, LLC Other 11 Yes No No No No
2024-171| 26-Jan-24 Yesway Retail 26 Yes No No No No
2024-172| 26-Jan-24 Keenan & Associates (“Keenan”) Other 1,294 Yes Yes No Yes No
2024-173| 26-Jan-24 The Wladis Law Firm Other 9 Yes No Yes Yes No
2024-174| 27-)Jan-24 University of Florida Health Care 1 No Yes No No No
2024-175| 27-Jan-24 Complete Care Health Network Health Care 58 Yes Yes No No No
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2024-176| 29-Jan-24 South Shore Bank Banks & Credit Unions 2 No No No No No
Financial Services
2024-177| 29-Jan-24 Mutual One Bank 1 No No Yes No Yes
Company
Financial Services
2024-178| 29-Jan-24 Clark Hill 6 Yes No Yes No Yes
Company
2024-179| 29-Jan-24 Timex Group USA, Inc. Manufacturing 113 Yes No No No No
Financial Services
2024-180( 29-Jan-24 The 1911 Trust Company, LLC 15 Yes No No No No
Company
2024-181( 30-Jan-24 William Jewell College Educational 5 Yes No No No No
2024-182| 30-Jan-24 Texas Wesleyan University Educational 7 Yes Yes Yes Yes No
Rockland Trust Company - Rockland, . .
2024-183( 30-Jan-24 MAp v Banks & Credit Unions 1 No No No No Yes
2024-184| 30-Jan-24 St Marys Credit Union Banks & Credit Unions 5 No No No No Yes
2024-185| 30-Jan-24 Gravestar, Inc. Commercial 12 Yes No No No No
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2024-186| 30-Jan-24 ElGuindy, Meyer & Koegel, APC Other 2 Yes No No No No
Rockland Trust C - Rockland,
2024-187| 30-Jan-24 | occand irus :An;pa”y OcKIaNG | Banks & Credit Unions 1 Yes No No No No
2024-188| 30-Jan-24 South Shore Bank Banks & Credit Unions 3 Yes No No Yes No
2024-189( 31-Jan-24 GC Services Commercial 42 Yes No Yes No No
2024-190| 31-Jan-24 Eagle Bank Banks & Credit Unions 1 No No No No Yes
Northern Middlesex Regional
2024-191( 31-Jan-24 . e Local Government 35 Yes No No Yes No
Emergency Communication Center
2024-192| 31-Jan-24 Encore Bank Banks & Credit Unions 1 Yes No Yes Yes No
2024-193| 31-Jan-24 Amherst College Educational 4 Yes No No No No
2024-194| 31-Jan-24 Cape Cod Five Banks & Credit Unions 1 No No No Yes No
2024-195| 31-Jan-24 GEICO Corporation Insurance Company 196 Yes Yes No Yes Yes
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2024-196| 31-Jan-24 Sam Tell and Son Inc. Other 2 Yes No Yes Yes No
2024-197| 31-Jan-24 Emmanuel College Educational 48,037 Yes Yes Yes Yes Yes
2024-198| 31-Jan-24 Sirius Federal, LLC Technology 3 Yes No Yes No No
Fi ial Servi
2024-199| 31-Jan-24 1.D. Gilmour nancial Services 5 Yes Yes No No No
Company
2024-200( 31-Jan-24 Knight Barry Title, Inc. Other 58 Yes No Yes Yes No
Washington National Insurance
2024-201( 31-Jan-24 & Insurance Company 15 Yes No No No No
Company
2024-202| 31-Jan-24 | Bankers Life and Casualty Company Insurance Company 152 Yes No No No No
2024-203| 31-Jan-24 Prestige Care, Inc. Health Care 6 Yes No No No Yes
2024-204( 01-Feb-24 Medical Eye Services, Inc. Insurance Company 14 Yes Yes No No No
National Board of Osteopathic
2024-205| 01-Feb-24 . . B Not-for-profit 12 Yes Yes Yes No No
Medical Examiners
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A i E T | Related
2024-206| 01-Feb-24 merican Express Travel Relate Retail 1 No No Yes No Yes
Services Company, Inc
2024-207| 01-Feb-24 Concord Music Group, Inc. Entertainment 126 Yes No Yes No No
2024-208( 01-Feb-24 | Crago, Inc. d/b/a PrintingCenterUSA Retail 73 No No No No Yes
A i E T | Related
2024-209| 01-Feb-24 merican Express Trave: Helate Retail 41 No No No No Yes
Services Company, Inc.
Third party incident reported by
Ameri E T | Related
2024-210| 01-Feb-24 merican txpress Travel Relate Retail 414 No No No No Yes
Services Company, Inc. and /or its
Affiliates (“AXP”)
2024-211( 01-Feb-24 Michigan Catholic Conference Not-for-profit 16 Yes No No No No
2024-212| 02-Feb-24 Heller Industries Manufacturing 1 Yes No No No No
Prudential Insurance Company of
2024-213| 02-Feb-24 _ pany Insurance Company 1 Yes Yes No No No
America
2024-214( 02-Feb-24 StepStone Private Wealth, LLC Banks & Credit Unions 4 No No Yes No No
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2024-215( 02-Feb-24 Watertown Savings Bank Banks & Credit Unions 4 No No No No Yes
Mississippi Children’s Home Society,
CARES Center, Inc., Mississippi .
2024-216| 02-Feb-24 | o> ~ENLEn NG, MISSISSIPPI Not-for-profit 8 No Yes No No No
Children’s Home Services, Inc., d.b.a.
Canopy Children’s Solutions
M husetts E tive Office of
2024-217| 02-Feb-24 | oo achUsElts ExecUtve FTice o State Government 1 Yes No No No No
Health and Human Services
Fi ial Servi
2024-218| 02-Feb-24 | Wilde Wealth Management Group inanciat >services 2 Yes No Yes Yes No
Company
Fi ial Servi
2024-219| 02-Feb-24 First Financial Security Inc. inancial Services 1,129 No No Yes No No
Company
Bank of A ica, N.A. (“Bank of
2024-220( 02-Feb-24 anxo merlcaf ” ("Bank o Banks & Credit Unions 2,105 Yes No Yes No No
America”)
2024-221| 02-Feb-24 Jacobson & Company Other 3 Yes No No No No
Sage Home Loans Corporation f/k/a Financial Services
2024-222| 03-Feb-24 |Lenox Financial Mortgage Corporation 621 Yes No Yes Yes No
ik " Company
d/b/a Weslend Financial (“Lenox”)
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2024-223( 03-Feb-24 HopSkipDrive, Inc. Other 242 Yes Yes No Yes No

Fi ial Servi
2024-224( 04-Feb-24 National Advisors Holdings, Inc. inanciat >services 807 Yes No Yes Yes No

Company

Financial Services

2024-225( 05-Feb-24 State Street 702 Yes No Yes Yes No
Company
2024-226( 05-Feb-24 JPMorgan Chase Bank, N.A. Banks & Credit Unions 1 No No Yes No Yes
Vail i h i
2024-227| 05-Feb-24 ail Summit Orthopaedics & Health Care 2 Yes Yes No No No
Neurosurgery, LLC
E o t Di ti
2024-228| 05-Feb-24 xamOne (a Quest Diagnostics Commercial 1 Yes Yes No Yes No
Company)

2024-229( 05-Feb-24 Mutual One Bank Banks & Credit Unions 1 No No No No Yes
2024-230( 05-Feb-24 Jaquith Industries, Inc. Manufacturing 1 Yes No No No No
2024-231( 05-Feb-24 Mutual One Bank Banks & Credit Unions 1 No Yes No No Yes
2024-232| 05-Feb-24 The UPS Store, Inc. Retail 15 Yes Yes Yes Yes Yes
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2024-233( 05-Feb-24 FirstBank Puerto Rico Banks & Credit Unions 3 Yes No Yes No No

American Alarm & Communications
2024-234| 06-Feb-24 Inc Technology 655 Yes No Yes Yes No
2024-235| 06-Feb-24 Arch Capital Services LLC Insurance Company 120 Yes No No No No
2024-236| 06-Feb-24 Verizon Communications Inc. Telecommunications 3,251 Yes No No No No

Massachusetts Mutual Life Insurance
2024-237| 06-Feb-24 Insurance Company 11 Yes Yes Yes No No

Company

2024-238| 06-Feb-24 McNeill Baur PLLC Other 4 Yes No No No No
2024-239| 06-Feb-24 Nucar Toyota of Norwood Retail 1 No No No Yes No
2024-240| 06-Feb-24 | Bayer Heritage Federal Credit Union | Banks & Credit Unions 25 Yes No Yes No No
2024-241( 06-Feb-24 Krystal BioTech, Inc. Commercial 71 Yes No Yes Yes No
2024-242| 06-Feb-24 | The Sheffield Group and Sheffield Risk| Insurance Company 2 Yes No No No No
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2024-243( 06-Feb-24 INTEGRIS Health Not-for-profit 547 Yes No No No No
= I Servi
2024-244| 07-Feb-24 CohnReznick LLP nanciat services 4 Yes No No Yes No
Company
2024-245( 07-Feb-24 Lineage, Inc Other 180 Yes Yes No No No
2024-246( 07-Feb-24 Capital One Bank Banks & Credit Unions 1 Yes No Yes No Yes
Financial Services
2024-247| 07-Feb-24 State Street Corporation 8 Yes Yes No No No
Company
2024-248| 07-Feb-24 The Northwestern Mutual Life Financial Services 31 No No No No No
Insurance Company Company
Financial Services
2024-249( 07-Feb-24 Goldman Sachs Bank USA 12 No No Yes No Yes
Company
2024-250| 07-Feb-24 | Transportation Federal Credit Union | Banks & Credit Unions 37 Yes No Yes Yes Yes
2024-251| 07-Feb-24 Software Systems, Inc Other 1 Yes No No No No
2024-252| 08-Feb-24 City of Clemson South Carolina Local Government 2 Yes Yes No Yes No
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Sun Life Assurance Company of

2024-253| 08-Feb-24 pay Insurance Company 1 Yes No No No No
Canada

2024-254( 08-Feb-24 The Village Bank Banks & Credit Unions 1 No No No No Yes
2024-255( 08-Feb-24 The Village Bank Banks & Credit Unions 2 No No No No Yes
2024-256( 08-Feb-24 Mayo Clinic Health Care 2 No Yes No No No
2024-257| 08-Feb-24 International Shoppes, LLC Retail 355 Yes No Yes Yes No

Brigh dw 's Faulk
2024-258| 08-Feb-24 righam an omen > raufkner Health Care 1 No Yes No No No

Hospital

2024-259( 08-Feb-24 St Marys Credit Union Banks & Credit Unions 1 No No No No Yes

A i E T | Related
2024-260| 08-Feb-24 merican Express frave! Refate Other 1 No No No No Yes

Services Company, Inc.
2024-261( 08-Feb-24 Multi-Fineline Electronix, Inc. Manufacturing 12 Yes No Yes No No
TGG Limited Part hip d/b/a Th
2024-262| 08-Feb-24 imited Partnership d/b/a The Other 56 Yes No No No No
Green Company
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2024-263| 08-Feb-24 St Marys Credit Union Banks & Credit Unions 1 No No No No Yes
2024-264| 08-Feb-24 Finzer Roller Inc. Manufacturing 10 Yes No No Yes No
Fi ial Servi
2024-265| 08-Feb-24 Mutual One Bank nanciat >ervices 1 No No No No Yes
Company

P Joh & A iates, Inc.

2024-266| 09-Feb-24 | ' C''Y-ONNSON & AsSociates, I Other 39,064 Yes Yes No No No
(PJ&A)

2024-267| 09-Feb-24 Salem Five Bank Banks & Credit Unions 1 No No No No Yes
2024-268| 09-Feb-24 National Nail Corp Manufacturing 5 Yes No No Yes No
2024-269( 09-Feb-24 Salem Five Bank Banks & Credit Unions 1 No No No No Yes
2024-270( 09-Feb-24 JPMorgan Chase Bank, N.A. Banks & Credit Unions 154 No No Yes No No

Privilege Underwriters Reciprocal
2024-271| 09-Feb-24 | Exchange/Privilege Underwriters Inc. Insurance Company 8 No No No Yes No

("PURE Insurance")

2024-272| 09-Feb-24 Macfarlane Ferguson & McMullen Other 81 Yes No No Yes No
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2024-273| 09-Feb-24 Albertsons Companies, Inc. Retail 18 Yes No No No No
2024-274| 10-Feb-24 | Trinity Universal Insurance Company Insurance Company 48 Yes Yes Yes Yes No
2024-275( 10-Feb-24 Signature Performance, Inc. Health Care 9 Yes No No Yes No
2024-276| 11-Feb-24 Tax Technologies, Inc. Technology 1 Yes No No No No
2024-277| 11-Feb-24 Estes Express Lines Commercial 62 Yes No No No No
2024-278| 12-Feb-24 AGC America, Inc. Manufacturing 41 Yes No Yes Yes Yes
2024-279| 12-Feb-24 | Coleman Professional Services Inc. Health Care 7 Yes Yes Yes Yes No

Financial Services
2024-280( 12-Feb-24 Dawson James Securities, Inc. 64 Yes No Yes Yes No

Company
Columbus Aesthetic and Plastic
2024-281( 12-Feb-24 Health Care 1 No No No Yes No
Surgery

Financial Services

2024-282| 13-Feb-24 LXP Industrial Trust 1 Yes No No No No
Company
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Fi ial Servi
2024-283| 13-Feb-24 Lee Bank nancial Services 1 No No Yes No No
Company
2024-284( 13-Feb-24 The Metraflex Company Manufacturing 2 Yes No No No No
2024-285( 09-Feb-14 | Science Systems and Applications, Inc Other 6 Yes No No No No
2024-286( 12-Feb-14 May Institute Other 11,334 No Yes No No No
Rockland Trust C - Rockland,
2024-287| 14-Feb-24 | oo and WS :An;pa”y o8NS 1 Banks & Credit Unions 1 No No Yes No Yes
2024-288| 14-Feb-24 Willis North America Inc. Other 108 Yes Yes No No No
2024-289( 14-Feb-24 Brigham and Women's Hospital Health Care 1 No Yes No No No
2024-290( 14-Feb-24 County of Cumberland Local Government 4 Yes No No No No
Financial Services
2024-291( 14-Feb-24 Mutual One Bank 1 No No No No Yes
Company
2024-292| 15-Feb-24 Morphic Therapeutics Inc. Other 5 Yes No No Yes Yes
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2024-293( 15-Feb-24 Main Street Bank State Government 1 No No No No Yes
2024-294( 15-Feb-24 Main Street Bank Local Government 1 No No No No Yes
2024-295( 15-Feb-24 Dobson Technologies Other 1 Yes No Yes Yes No
2024-296( 15-Feb-24 Virginia Farm Bureau Other 91 Yes Yes Yes Yes No
2024-297| 15-Feb-24 Planet Home Lending LLC Other 2,142 Yes No Yes Yes Yes
Financial Services
2024-298( 15-Feb-24 Mutual One Bank 1 No No No No Yes
Company
Deli Management Inc. dba: Jason's
2024-299| 15-Feb-24 & Deli Hospitality Industry 1 No No No No No
2024-300( 15-Feb-24 North Hill Health Care 4,468 Yes Yes Yes Yes No
2024-301 15-Feb-24 Urban Resources Institute Not-for-profit 5 Yes No No No No
2024-302| 16-Feb-24 | Center for Urban Community Services Other 45 Yes No Yes Yes No
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2024-303| 16-Feb-24 CUSO Financial Services, LP Other 11 Yes No No No No
2024-304| 16-Feb-24 Big Y Foods, Inc. Retail 4,759 No No No No Yes
2024-305( 16-Feb-24 Eastern Bank Local Government 479 No No No No Yes
2024-306| 16-Feb-24 The Northwestern Mutual Life Financial Services 475 No No No No No
Insurance Company Company
2024-307| 16-Feb-24 | Prince George’s County Public Schools Educational 49 Yes Yes Yes Yes No
2024-308| 16-Feb-24 Crossroads for Women Not-for-profit 283 Yes Yes No No No
2024-309| 16-Feb-24 The Village Bank Banks & Credit Unions 2 No No No No No
Financial Services
2024-310( 16-Feb-24 Wells Fargo Clearing Services, LLC 1 No No Yes No No
Company
2024-311| 16-Feb-24 SAVERS BANK Other 1 No No No No Yes
Fi ial Servi
2024-312| 16-Feb-24 Shorehill Capital LLC inanciat >services 1 Yes No No No No
Company
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2024-313( 16-Feb-24 Davlyn Investments Other 4 Yes No No No No
2024-314| 16-Feb-24 Superior Communications, Inc. Telecommunications 1 Yes No Yes Yes Yes
2024-315| 16-Feb-24 Hospice of Huntington Health Care 2 Yes Yes No No No
2024-316| 16-Feb-24 | Orbus Visual Communications, LLC Retail 16 No No No No Yes
2024-317( 16-Feb-24 Hospice of Huntington Health Care 2 Yes Yes No No No
2024-318| 16-Feb-24 Golden Corral Corporation Hospitality Industry 22 Yes No Yes No No
2024-319( 19-Feb-24 Edelstein and Company LLP Other 1 Yes No Yes No No
2024-320( 20-Feb-24 Pond & Company Other 4 No No No Yes No
2024-321( 20-Feb-24 Good Counsel Inc Other 4 No No Yes No No
2024-322| 20-Feb-24 Aguent LLC Commercial 1 Yes Yes Yes No No
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2024-323| 20-Feb-24 Frederic W. Cook and Co., Inc. Other 11 Yes No No No No
Fi ial Servi
2024-324( 20-Feb-24 Brazee & Huban, CPA inanciat services 746 Yes No Yes No Yes
Company
Fi ial Servi
2024-325| 20-Feb-24 Tax Favored Benefits nancial Services 17 Yes No Yes No No
Company
2024-326| 20-Feb-24 FBinsure, LLC Other 19 Yes No No Yes No
2024-327( 20-Feb-24 Victor Gedris Other 2 Yes No Yes No No
2024-328| 20-Feb-24 T.Y. Lin International Group Ltd. Commercial 26 Yes No Yes Yes No
2024-329| 21-Feb-24 SAVERS BANK Other 1 No No No No Yes
2024-330( 21-Feb-24 Kennedy-Donovan Center Not-for-profit 121 Yes Yes No No No
2024-331( 21-Feb-24 EdisonLearning, Inc. Educational 36 Yes No No No No
2024-332( 22-Feb-24 GC Services Commercial 59 Yes No Yes No No
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2024-333( 22-Feb-24 Textio, Inc. Technology 4 Yes No No No No
2024-334( 22-Feb-24 Walmart Inc. Retail 3 Yes No No Yes No
2024-335( 14-Feb-24 Romer Debbas, LLP Other 2 Yes No No Yes No
5024-336| 22-Feb-24 Capula Investment Management US Financial Services 1 Ves No No No No
LP Company
2024-337( 22-Feb-24 SAVERS BANK Other 1 No No No No Yes
2024-338| 22-Feb-24 Davidson Hotel Company LLC Hospitality Industry 1 No No No No Yes
2024-339( 22-Feb-24 Intercept Pharmaceuticals, Inc. Other 31 Yes Yes Yes Yes No
2024-340( 22-Feb-24 Mortgage Contracting Services LLC Other 22 Yes No No No No
2024-341| 22-Feb-24 Vulcan Industries Manufacturing 1 Yes No No No No
2024-342( 22-Feb-24 NVNA and Hospice Health Care 34 No No Yes No No
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2024-343( 22-Feb-24 DCO Energy, LLC Manufacturing 1 Yes No No No No
2024-344( 22-Feb-24 U-Haul International, Inc. Other 1,130 No No No Yes No

Fai Ind dent Mort Fi ial Servi
2024-345| 23-Feb-24 | o oy naependent Mortgage nanciat >ervices 430 Yes No Yes Yes Yes

Corporation Company
2024-346| 23-Feb-24 Air Methods Health Care 2 Yes Yes No No No
Albert, Righter & Titt Architects,

2024-347| 23-Feb-24 | - BT Inlc mann ATCTtects Other 36 Yes No No No No
2024-348| 23-Feb-24 Insomniac Games Entertainment 15 Yes No Yes Yes Yes
2024-349( 23-Feb-24 Eagle Bank Banks & Credit Unions 2 No No No No Yes
2024-350( 23-Feb-24 The Village Bank Banks & Credit Unions 1 No No No No Yes

Greylock McKinnon Associates
2024-351( 23-Feb-24 (Supplemental for Data Breach # Other 787 Yes No No No No

30500)
2024-352| 23-Feb-24 Crossroadsf Equipment Lease & Financial Services 17 Yes No Yes Ves Ves
Finance, LLC Company
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2024 Data Breach Notification Report MEDERSEERETARY
The total number of breaches affecting residents: 2,283,049
Breach Date Reporting MA SSN Medical Financial Drivers Credit/Debit
Number Reported Reporting Organization Name Organization Residents Breached Records Account Licenses Numbers
To OCA Type Affected Breached Breached Breached Breached
Fi ial Servi
2024-353| 23-Feb-24 J.W. Cole Financial, Inc. nanciat Services 1 Yes No Yes Yes No
Company
2024-354( 23-Feb-24 Bacon-Universal Holdings, LLC Other 1 Yes No No No No
Financial Services
2024-355( 23-Feb-24 loanDepot.com, LLC 406,849 Yes No Yes No Yes
Company
2024-356( 23-Feb-24 Advarra, Inc. Health Care 121 Yes No Yes Yes No
2024-357| 23-Feb-24 | Carlos G Otis Health Care Center, inc. Health Care 4 No No Yes No No
2024-358| 23-Feb-24 UNITE HERE Other 32,964 Yes No Yes Yes No
2024-359| 23-Feb-24 medQ, Inc. Technology 2 Yes Yes Yes Yes No
F P t dC It
2024-360( 24-Feb-24 armers Froperty anc Lasualty Insurance Company 3 No No No Yes No
Insurance Company
2024-361| 24-Feb-24 | NewGen Administrative Services, LLC Health Care 13 Yes Yes Yes Yes Yes
S C tyH ital District db
2024-362| 24-Feb-24 eurry Lounty osp! al vis r.|c @ Health Care 16 Yes Yes No Yes No
Cogdell Memorial Hospital
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DEVELOPMENT

LAYLA D’EMILIA

2024 Data Breach Notification Report MEDERSEERETARY
The total number of breaches affecting residents: 2,283,049
Breach Date Reporting MA SSN Medical Financial Drivers Credit/Debit
Number Reported Reporting Organization Name Organization Residents Breached Records Account Licenses Numbers
To OCA Type Affected Breached Breached Breached Breached
2024-363| 25-Feb-24 [ Community Memorial Healthcare, Inc. Health Care 6 Yes Yes No No No
Third party incident reported by
Ameri E T | Related
2024-364| 26-Feb-24 merican txpress Travel Relate Other 1 No No No No Yes
Services Company, Inc. and /or its
Affiliates (“AXP”)
2024-365| 26-Feb-24 Bay Area Anesthesia, LLC (“BAA”) Health Care 11 Yes No No No No
Third party incident reported by
Ameri E T | Related
2024-366| 26-Feb-24 | e can Express fraveirerate Retail 2 No No No No Yes
Services Company, Inc. and /or its
Affiliates (“AXP”)
Third party incident reported by
Ameri E T | Related
2024-367| 26-Feb-24 LI S TR bl Retail 1 No No No No Yes
Services Company, Inc. and /or its
Affiliates (“AXP”)
2024-368| 26-Feb-24 Mutual One Bank Banks & Credit Unions 1 No No No No Yes
2024-369| 26-Feb-24 Mutual One Bank Banks & Credit Unions 1 No No No No Yes
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2024 Data Breach Notification Report MEDERSEERETARY
The total number of breaches affecting residents: 2,283,049
Breach Date Reporting MA SSN Medical Financial Drivers Credit/Debit
Number Reported Reporting Organization Name Organization Residents Breached Records Account Licenses Numbers
To OCA Type Affected Breached Breached Breached Breached
2024-370( 26-Feb-24 Mutual One Bank Banks & Credit Unions 1 No No No No Yes
2024-371| 26-Feb-24 Public Health Management Corp. Not-for-profit 64 Yes Yes Yes Yes No
Third party incident reported by
Ameri E T | Related
2024-372| 26-Feb-24 merican txpress Travel Relate Retail 24 No No No No Yes
Services Company, Inc. and /or its
Affiliates (“AXP”)
2024-373| 26-Feb-24 | Woonsocket Education Department Educational 20 Yes No No No No
Third party incident reported by
Ameri E T | Related
2024-374| 26-Feb-24 merican txpress Travel Relate Retail 4 No No No No Yes
Services Company, Inc. and /or its
Affiliates (“AXP”)
2024-375| 27-Feb-24 Firs.t Hartfc?rd Bancshares, Inc. DBA Financial Services 5 Yes No Yes No No
First National Bank of Hartford Company
Third party incident reported by
Ameri E T | Related
2024-376| 27-Feb-24 merican txpress Travel Relate Other 1 No No No No Yes
Services Company, Inc. and /or its
Affiliates (“AXP”
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KIMBERLEY DRISCOLL
LIEUTENANT GOVERNOR LAYLA D'EMILIA
2024 Data Breach Notification Report MEDERSEERETARY
The total number of breaches affecting residents: 2,283,049
Breach Date Reporting MA SSN Medical Financial Drivers Credit/Debit
Number Reported Reporting Organization Name Organization Residents Breached Records Account Licenses Numbers
To OCA Type Affected Breached Breached Breached Breached

Third party incident reported by

Ameri E T | Related
2024-377| 27-Feb-24 | [ crican EXpress iravel ieiate Retail 360 No No No No Yes

Services Company, Inc. and /or its

Affiliates (“AXP”)

2024-378| 27-Feb-24 Bank of America Banks & Credit Unions 1 Yes No No No No
2024-379| 27-Feb-24 Citrin Cooperman Advisors LLC Other 355 Yes No Yes Yes No

Empire P t, LLC; Empire Aut
2024-380| 27-Feb-24 | - PIre Farent Bk, Empire AUto Other 5 Yes No No No No

Parts, LLC
2024-381( 27-Feb-24 KV Federal Credit Union Banks & Credit Unions 44 Yes No No Yes No
2024-382( 27-Feb-24 Cambridge Trust Company Banks & Credit Unions 3 Yes No Yes Yes No
2024-383| 27-Feb-24 Superior Performers, LLC Insurance Company 14 Yes No No No No
Y C St tt & Taylor, LLP
2024-384| 27-Feb-24 | 018 -onaway stargait & 1ayior, Other 2 Yes No No No No
on behalf of IronNet, Inc.

2024-385( 27-Feb-24 Minuteman Senior Services Not-for-profit 54 Yes No Yes No No
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2024 Data Breach Notification Report MEDERSEERETARY
The total number of breaches affecting residents: 2,283,049
Breach Date Reporting MA SSN Medical Financial Drivers Credit/Debit
Number Reported Reporting Organization Name Organization Residents Breached Records Account Licenses Numbers
To OCA Type Affected Breached Breached Breached Breached
2024-386| 28-Feb-24 Veolia North America, Inc. Other 5 Yes No Yes Yes Yes
2024-387| 28-Feb-24 Divvies LLC Other 1 Yes No No No No
Fi ial Servi
2024-388| 28-Feb-24 Kutchins, Robbins & Diamond, Ltd. inanciat services 22 Yes No Yes No No
Company
2024-389| 28-Feb-24 Brigham and Women's Hospital Health Care 1 No Yes No No No
2024-390( 28-Feb-24 Aspen Dental Management, Inc. Health Care 1,682 Yes Yes No Yes No
2024-391( 28-Feb-24 PGAL, Inc. Other 5 Yes No No No No
2024-392( 28-Feb-24 City of Nashua School District Educational 769 Yes No Yes Yes No
2024-393| 28-Feb-24 Houser LLP Other 10,630 Yes Yes Yes Yes Yes
2024-394| 28-Feb-24 Institute of Food Technologists Not-for-profit 6 Yes No Yes No No
2024-395( 28-Feb-24 STRATAGEN SYSTEMS, INC. Technology 1 Yes No Yes No No
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2024 Data Breach Notification Report UNDERSEERETARY
The total number of breaches affecting residents: 2,283,049
Breach Date Reporting MA SSN Medical Financial Drivers Credit/Debit
Number Reported Reporting Organization Name Organization Residents Breached Records Account Licenses Numbers
To OCA Type Affected Breached Breached Breached Breached
= | Servi
2024-396( 29-Feb-24 Red Tortoise, LLC inanciat >services 2 Yes No Yes No No
Company
Medical Management Resource
2024-397| 29-Feb-24 | Group, L.L.C., d.b.a. American Vision Health Care 807 Yes Yes Yes Yes No
Partners (“MMRG”)
2024-398| 26-Feb-24 MA Department of Public Health State Government 2 Yes No No No No
2024-399| 29-Feb-24 Roku, Inc. Technology 9 Yes No No No No
2024-400( 29-Feb-24 Icetro America Retail 2 Yes Yes Yes Yes Yes
Financial Services
2024-401( 29-Feb-24 B Capital Group 31 Yes No No No Yes
Company
2024-402| 29-Feb-24 Greensboro College Educational 165 Yes No Yes Yes No
2024-403| 29-Feb-24 Bradford-Scott Data, LLC Technology 2,642 Yes No Yes No Yes
2024-404( 29-Feb-24 PCTEL, Inc. Technology 3 Yes No No No No
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2024 Data Breach Notification Report MEDERSEERETARY
The total number of breaches affecting residents: 2,283,049
Breach Date Reporting MA SSN Medical Financial Drivers Credit/Debit
Number Reported Reporting Organization Name Organization Residents Breached Records Account Licenses Numbers
To OCA Type Affected Breached Breached Breached Breached
2024-405( 29-Feb-24 Altice USA Telecommunications 10 Yes No No No No
Washington County Hospital and
2024-406( 29-Feb-24 g ) y P Health Care 2 Yes Yes No No No
Nursing Home
2024-407| 29-Feb-24 | TAG Urgent Care Support Services LLC Health Care 1,140 Yes Yes No Yes No
2024-408| 29-Feb-24 First Bank of the Lake Banks & Credit Unions 5 Yes No No No No
Financial Services
2024-409( 29-Feb-24 Brady Martz & Associates PC 35 Yes Yes Yes Yes Yes
Company
2024-410( 29-Feb-24 Baesman Group, Inc. Other 1,524 No No No No No
2024-411( 29-Feb-24 Renton School District Educational 10 Yes No No No No
Northgate Envi tal
2024-412( 29-Feb-24 orthgate Environmenta Commercial 1 Yes No No No No
Management, Inc.
Financial Services
2024-413| 01-Mar-24 Whitley Penn 0 Yes No Yes Yes No
Company
Financial Services
2024-414| 01-Mar-24 Lowry Financial Services 1 Yes No No No No
Company
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The total number of breaches affecting residents: 2,283,049
Breach Date Reporting MA SSN Medical Financial Drivers Credit/Debit
Reported Reporting Organization Name Organization Residents Records Account Licenses Numbers
Number Breached
To OCA Type Affected Breached Breached Breached Breached
2024-415( 01-Mar-24 Landmark Admin, LLC Technology 1 Yes No No No No
2024-416| 01-Mar-24 Prospect Medical Holdings, Inc. Health Care 4,958 Yes Yes No Yes No
Pella Windows & Doors of Oklahoma
2024-417| 01-Mar-24 (doing business as “The Womble Retail 2 No No Yes No No
Company”)
2024-418| 01-Mar-24 Mutual One Bank Banks & Credit Unions 1 No No No No Yes
2024-419| 01-Mar-24 Mutual One Bank Banks & Credit Unions 1 No No No No Yes
2024-420| 01-Mar-24 Mutual One Bank Banks & Credit Unions 1 No No No No Yes
2024-421| 01-Mar-24 | Town of Bourne Town Administrator Local Government 2,982 Yes No No No No
Nati A iati fH Build
2024-422( 01-Mar-24 ationa SSOCI? on O" ome Bullders Other 16 Yes No Yes No No
("NAHB")
Fi ial Servi
2024-423| 01-Mar-24 | Arsenault and Cline CPAs Inc. nancial Services 343 Yes No Yes Yes Yes
Company
2024-424] 29-Feb-24 The Northwestern Mutual Life Financial Services 1,289 No No No No No
Insurance Company Company
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2024 Data Breach Notification Report hﬁ;é&&gg%:}
The total number of breaches affecting residents: 2,283,049
Breach Date Reporting MA SSN Medical Financial Drivers Credit/Debit
Reported Reporting Organization Name Organization Residents Records Account Licenses Numbers
Number Breached
To OCA Type Affected Breached Breached Breached Breached
Fi ial Servi
2024-425| 01-Mar-24 Raymond James Financial inancial Services 1 No No No No No
Company
2024-426| 01-Mar-24 Syndax Pharmaceuticals Other 4 Yes No No No No
2024-427| 01-Mar-24 Jaguar Health Inc Commercial 1 Yes No No No No
Fidelity Investments Life Insurance
2024-428| 01-Mar-24 Company & Empire Fidelity Insurance Company 2,528 Yes No Yes No No
Investments Life Insurance Company
2024-429( 01-Mar-24 RCI, LLC ("RCI"") Hospitality Industry 76 Yes No No Yes No
2024-430| 01-Mar-24 Bi-State Development Local Government 8 Yes Yes No No No
2024-431| 01-Mar-24 Virgin Hotels North America, LLC Hospitality Industry 7 Yes No No No No
2024-432| 01-Mar-24 Yakima Valley Radiology PC Health Care 102 Yes Yes No No No
Alliance Solutions Group, LLC (dba
2024-433( 01-Mar-24 e ( Other 515 Yes No Yes Yes Yes
TalentLaunch)
2024-434( 01-Mar-24 TTM Technologies Technology 147 Yes Yes Yes Yes No
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2024 Data Breach Notification Report MEDERSEERETARY
The total number of breaches affecting residents: 2,283,049
Breach Date Reporting MA SSN Medical Financial Drivers Credit/Debit
Number Reported Reporting Organization Name Organization Residents Breached Records Account Licenses Numbers
To OCA Type Affected Breached Breached Breached Breached
2024-435( 01-Mar-24 Elemetal, LLC Other 200 Yes No Yes Yes No
2024-436| 02-Mar-24 Western National Group Other 2 Yes No No No No
2024-437| 02-Mar-24 Spaulding Clinical Research, LLC Other 1 Yes No No No No
2024-438| 02-Mar-24 Muscatine Power and Water Other 14 Yes No Yes Yes No
2024-439( 04-Mar-24 | Jeff Wyler Automotive Family, Inc. Retail 58 Yes Yes Yes Yes Yes
2024-440( 04-Mar-24 Carle Foundation Hospital Health Care 1 Yes Yes No No No
2024-441| 04-Mar-24 CVE North America, Inc. Other 8 Yes No No No No
2024-442| 04-Mar-24 Harvey Construction Corporation Other 8 Yes No No No No
2024-443( 04-Mar-24 Robinson & Cole LLP Other 73 Yes No Yes No No
2024-444| 05-Mar-24 Woodruff-Sawyer & Co. Insurance Company 63 No No No Yes No
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2024 Data Breach Notification Report MEDERSEERETARY
The total number of breaches affecting residents: 2,283,049
Breach Date Reporting MA SSN Medical Financial Drivers Credit/Debit
Number Reported Reporting Organization Name Organization Residents Breached Records Account Licenses Numbers
To OCA Type Affected Breached Breached Breached Breached
2024-445( 05-Mar-24 St Marys Credit Union Banks & Credit Unions 1 No No No No Yes
2024-446| 05-Mar-24 South Shore Bank Banks & Credit Unions 1 No No No No Yes
2024-447| 05-Mar-24 Eckert Seamans Attorneys at Law Other 4 Yes No No Yes No
2024-448| 05-Mar-24 CAIRE Inc. Manufacturing 5 Yes No No No No
2024-449( 05-Mar-24 Bethany Congregational Church Not-for-profit 8 Yes No Yes Yes No
Northeast Orthopedi d Sport
2024-450( 05-Mar-24 ortheast & . <')pe IcS anc sports Health Care 213 Yes Yes Yes Yes Yes
Medicine, PLLC
2024-451| 06-Mar-24 JPMorgan Chase Bank, N.A. Banks & Credit Unions 48 No No Yes No Yes
The Prudential Insurance Company of
2024-452| 06-Mar-24 ) pany Insurance Company 1 Yes No Yes No No
America
2024-453| 06-Mar-24 Bluestone Bank Banks & Credit Unions 1 No No Yes No No
Financial Services
2024-454| 06-Mar-24 Main Street Bank 1 No No No No Yes
Company
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2024 Data Breach Notification Report hﬁ;é&&gggﬁ?
The total number of breaches affecting residents: 2,283,049
Breach Date Reporting MA SSN Medical Financial Drivers Credit/Debit
Reported Reporting Organization Name Organization Residents Records Account Licenses Numbers
Number Breached
To OCA Type Affected Breached Breached Breached Breached
2024-455( 06-Mar-24 | Decatur Independent School District Educational 1 Yes No No No No
Classic Residence Management
2024-456( 06-Mar-24 | Limited Partnership d/b/a Vi Senior Health Care 158 Yes Yes Yes No No
Living (“Vi”)
2024-457| 07-Mar-24 Shah Dixit & Associates P.C. Commercial 2,730 Yes No Yes Yes No
2024-458| 07-Mar-24 The Village Bank Banks & Credit Unions 1 No No No No Yes
Financial Services
2024-459( 07-Mar-24 | EquiLend Holdings, LLC (“EquiLend”) 3 Yes No No No No
Company
Fi ial Servi
2024-460| 07-Mar-24 Charles Schwab & Co., Inc. inanciat services 1 Yes No Yes Yes No
Company
Financial Services
2024-461| 08-Mar-24 Fidelity Brokerage Services LLC 1 Yes No Yes No No
Company
2024-462 | 08-Mar-24 Southeast Vermont Transit, Inc. Other 19 Yes No No Yes No
2024-463| 08-Mar-24 Wrentham Cooperative Bank Banks & Credit Unions 8 No No No No Yes
M husetts Coll f Art and
2024-464| 08-Mar-24 assachuse Dsesci)g:ge orArtan State Government 8 Yes No No No No
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2024 Data Breach Notification Report MEDERSEERETARY
The total number of breaches affecting residents: 2,283,049
Breach Date Reporting MA SSN Medical Financial Drivers Credit/Debit
Number Reported Reporting Organization Name Organization Residents Breached Records Account Licenses Numbers
To OCA Type Affected Breached Breached Breached Breached

2024-465| 08-Mar-24 Century Federal Credit Union Banks & Credit Unions 17 Yes No Yes No No
2024-466( 08-Mar-24 | Mylong 10O, INC. d/b/a Opus Match Technology 3 Yes No No No No

PG Publishing Company (Pittsburgh
2024-467| 08-Mar-24 g Company ( 3 Other 4 Yes No Yes Yes No

Post-Gazette)

2024-468| 09-Mar-24 Skokie School District #69 Educational 1 Yes No No No No
2024-469( 11-Mar-24 Cooley Dickinson Hospital Health Care 1 No No Yes No No
2024-470| 11-Mar-24 NALS Apartment Homes LLC Commercial 15 Yes No No Yes No
2024-471( 11-Mar-24 Stanford University Educational 98 Yes Yes No Yes No
2024-472| 11-Mar-24 Taft Stettinius & Hollister LLP Other 14 Yes No No No No

F i les, Inc.
2024-473| 11-Mar-24 | FOUFSeasons Service & Sales, Inc Other 4 No No No No Yes

(“Four Seasons”)

2024-474| 11-Mar-24 | Grow Financial Federal Credit Union | Banks & Credit Unions 4 Yes No Yes No No
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2024 Data Breach Notification Report MEDERSEERETARY
The total number of breaches affecting residents: 2,283,049
Breach Date Reporting MA SSN Medical Financial Drivers Credit/Debit
Number Reported Reporting Organization Name Organization Residents Breached Records Account Licenses Numbers
To OCA Type Affected Breached Breached Breached Breached
2024-475( 11-Mar-24 Smith College Educational 5 Yes No No Yes No
2024-476| 11-Mar-24 The Woodson Center Not-for-profit 1 No No Yes No No
2024-477| 12-Mar-24 R1 RCM Inc. Health Care 3 Yes No No No No
2024-478| 12-Mar-24 Eagle Bank Banks & Credit Unions 1 No No No No Yes
2024-479( 12-Mar-24 Hendry Regional Medical Center Health Care 20 Yes Yes No No No
2024-480( 12-Mar-24 The Village Bank Banks & Credit Unions 1 No No No Yes Yes
2024-481( 12-Mar-24 The Village Bank Banks & Credit Unions 1 No No No No No
2024-482| 12-Mar-24 The Village Bank Banks & Credit Unions 10 No No No Yes No
2024-483| 12-Mar-24 The Village Bank Banks & Credit Unions 1 No No No No No
Financial Services
2024-484( 12-Mar-24 Main Street Bank 1 No No No No Yes
Company
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2024 Data Breach Notification Report MEDERSEERETARY
The total number of breaches affecting residents: 2,283,049
Breach Date Reporting MA SSN Medical Financial Drivers Credit/Debit
Number Reported Reporting Organization Name Organization Residents Breached Records Account Licenses Numbers
To OCA Type Affected Breached Breached Breached Breached
2024-485( 12-Mar-24 Mutual One Bank Banks & Credit Unions 1 No No No No Yes
2024-486( 12-Mar-24 Mutual One Bank Banks & Credit Unions 1 No No No No Yes
2024-487| 12-Mar-24 Mutual One Bank Banks & Credit Unions 1 No No No No Yes
2024-488| 12-Mar-24 Mutual One Bank Banks & Credit Unions 1 No No No No Yes
2024-489( 12-Mar-24 Broadview Federal Credit Union Banks & Credit Unions 6 Yes Yes No No No
2024-490( 13-Mar-24 Gerson Lehrman Group, Inc. Commercial 6,760 Yes No Yes No No
2024-491( 13-Mar-24 Eagle Bank Banks & Credit Unions 1 No No No No Yes
2024-492| 13-Mar-24 Teach.ersf Insurance z?nd {-I\nnui:cly Financial Services 17,908 No No Yes No No
Association of America ("TIAA") Company
Financial Services
2024-493| 13-Mar-24 Brown & Stromecki Agency, Inc. 1 No No No Yes No
Company
2024-494( 13-Mar-24 Teleflora Other 243 Yes No No No Yes
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2024 Data Breach Notification Report MEDERSEERETARY
The total number of breaches affecting residents: 2,283,049
Breach Date Reporting MA SSN Medical Financial Drivers Credit/Debit
Number Reported Reporting Organization Name Organization Residents Breached Records Account Licenses Numbers
To OCA Type Affected Breached Breached Breached Breached
Precision Tune Auto Care, Inc.
2024-495( 13-Mar-24 " " Other 346 Yes No No No No
(“PTAC”)
2024-496| 13-Mar-24 Brown University Educational 1 No No Yes No No
WERCS d/b/a Wyoming Financial
2024-497| 13-Mar-24 /b/a Wyoming Other 1 Yes No No No No
Group
2024-498| 13-Mar-24 MSI United States Not-for-profit 7 No No Yes No No
£ Di -
2024-499| 13-Mar-24 xamOne (a Quest Diagnostics Commercial 1 No No No Yes No
Company)
2024-500( 14-Mar-24 Rudman & Winchell LLC Other 194 Yes No Yes Yes No
2024-501( 14-Mar-24 St Marys Credit Union Banks & Credit Unions 1 No No No No Yes
2024-502| 14-Mar-24 Port City Air, Inc. Other 4 Yes No No No No
Financial Services
2024-503( 14-Mar-24 Lee Bank 1 No No Yes No No
Company
Financial Services
2024-504| 14-Mar-24 Lee Bank 1 No No Yes No No
Company
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To OCA Type Affected Breached Breached Breached Breached
MA Dept. of Unemployment
2024-505( 14-Mar-24 » ) P State Government 1 Yes No No Yes No
Assistance
2024-506| 15-Mar-24 ACR Electronics, Inc. Other 5 Yes Yes Yes Yes No
2024-507| 15-Mar-24 CCM Health Health Care 105 Yes Yes Yes No No
2024-508| 15-Mar-24 The Biltmore Company, LLC Retail 104 No No No No Yes
Financial Services
2024-509( 15-Mar-24 Nations Direct Mortgage, LLC 257 Yes No No No No
Company
2024-510( 15-Mar-24 The Village Bank Banks & Credit Unions 1 No No Yes No No
National Cable Communications LLC
2024-511( 15-Mar-24 Commercial 50 Yes No Yes No Yes
d/b/a Ampersand
2024-512| 15-Mar-24 The Village Bank Banks & Credit Unions 2 No No Yes No No
2024-513( 15-Mar-24 Martin's Inc Other 3 Yes No No No No
D t tof D I tal
2024-514| 15-Mar-24 epar mens;)rvicee\;e opmenta State Government 500 No No No No No
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The total number of breaches affecting residents: 2,283,049
Breach Date Reporting MA SSN Medical Financial Drivers Credit/Debit
Number Reported Reporting Organization Name Organization Residents Breached Records Account Licenses Numbers
To OCA Type Affected Breached Breached Breached Breached
2024-515( 15-Mar-24 Facey Goss & McPhee P.C. Other 408 Yes No Yes Yes Yes
2024-516| 15-Mar-24 Integreon Global, Inc. Manufacturing 1 Yes No No No No
2024-517( 15-Mar-24 | Alliance College Ready Public Schools Educational 27 Yes Yes No Yes No
2024-518| 15-Mar-24 Eland Energy, Inc. and affiliates Other 41 Yes No No No No
2024-519( 15-Mar-24 Newton Public Schools Educational 2 Yes Yes Yes Yes Yes
2024-520( 16-Mar-24 | Double Eagle Natural Resources, LP Other 20 Yes No No No No
Financial Services
2024-521( 16-Mar-24 Sanville & Company 5 Yes No Yes No No
Company
2024-522| 18-Mar-24 Johnson Matthey, Inc. Manufacturing 525 Yes No No No No
2024-523( 18-Mar-24 Arx Capital, LLC Other 2 Yes No Yes No No
2024-524| 18-Mar-24 Westerbeke Corporation Manufacturing 62 Yes No No No No
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2024 Data Breach Notification Report MEDERSEERETARY
The total number of breaches affecting residents: 2,283,049
Breach Date Reporting MA SSN Medical Financial Drivers Credit/Debit
Number Reported Reporting Organization Name Organization Residents Breached Records Account Licenses Numbers
To OCA Type Affected Breached Breached Breached Breached
Financial Services
2024-525( 18-Mar-24 Mutual One Bank 1 No No No No Yes
Company
Fi ial Servi
2024-526| 18-Mar-24 Main Street Bank inanciat >services 2 No No No No Yes
Company
Financial Services
2024-527( 18-Mar-24 Mutual One Bank 1 No No No No Yes
Company
2024-528| 18-Mar-24 Bethel School District Educational 4 Yes No No No No
2024-529( 18-Mar-24 Weirton Medical Center Health Care 3 Yes Yes No No No
2024-530( 18-Mar-24 Citizens Bank of West Virginia Banks & Credit Unions 8 Yes No Yes Yes No
2024-531( 18-Mar-24 Top Gun Technology Technology 1 Yes No No No No
The Variable Annuity Life Insurance
2024-532| 18-Mar-24 Y Insurance Company 1 No No Yes No No
Company
2024-533( 19-Mar-24 Valley Oaks Health Health Care 7 Yes Yes No No No
2024-534( 19-Mar-24 St. Mary’s Catholic High School Educational 3 Yes Yes Yes No No
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Breach Date Reporting MA SSN Medical Financial Drivers Credit/Debit
Number Reported Reporting Organization Name Organization Residents Breached Records Account Licenses Numbers
To OCA Type Affected Breached Breached Breached Breached
2024-535( 19-Mar-24 Eastside Union School District Educational 1 Yes No No No No
Rockland Trust Company - Rockland
2024-536| 19-Mar-24 MAp Y " | Banks & Credit Unions 1 Yes No Yes Yes No
2024-537( 19-Mar-24 Allianz Life of North America Insurance Company 1 Yes No No Yes No
2024-538| 19-Mar-24 Winchester Hospital Health Care 1 Yes Yes No No No
2024-539( 19-Mar-24 The Van Winkle Law Firm Other 1 Yes No Yes Yes No
2024-540( 19-Mar-24 Plymouth Tube Company Manufacturing 3 Yes No No Yes No
2024-541( 19-Mar-24 Fiduciary Outsourcing, LLC Other 100 Yes No No No No
McMiillan, Pazdan, Smith Architecture
2024-542| 19-Mar-24 /T o~ Other 1 Yes Yes Yes Yes Yes
(“MPS”)
2024-543( 19-Mar-24 Schuster Company Other 15 Yes No No Yes No
2024-544| 19-Mar-24 | Lawrence Technological University Educational 2 Yes Yes No No No
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The total number of breaches affecting residents: 2,283,049
Breach Date Reporting MA SSN Medical Financial Drivers Credit/Debit
Reported Reporting Organization Name Organization Residents Records Account Licenses Numbers
Number Breached
To OCA Type Affected Breached Breached Breached Breached
2024-545(| 20-Mar-24 BioLife Plasma Services, L.P. Other 370 No No No No No
2024-546| 20-Mar-24 Eagle Bank Banks & Credit Unions 2 No No No No Yes
2024-547( 20-Mar-24 Brigham & Women's Hospital Health Care 1 No Yes No No No
Massachusetts Department of
2024-548| 20-Mar-24 | Transportation, Registry of Motor State Government 600 No No No Yes No
Vehicles
2024-549( 20-Mar-24 The Village Bank Banks & Credit Unions 1 No No No No Yes
2024-550( 20-Mar-24 The Village Bank Banks & Credit Unions 3 No No No No Yes
North Carolina Housing Fi
2024-551( 20-Mar-24 USRI AL State Government 1 Yes No No No No
Agency
2024-552| 20-Mar-24 The Village Bank Banks & Credit Unions 1 No No No No Yes
2024-553| 20-Mar-24 Douglas County Libraries Local Government 1 Yes No No No No
2024-554( 20-Mar-24 City of Jacksonville Beach, Florida Local Government 135 Yes No No No No
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St. Mary's Healthcare System for
2024-555( 20-Mar-24 ) Health Care 14 Yes No No No No
Children, Inc.
2024-556( 21-Mar-24 Monmouth College Educational 73 Yes Yes Yes Yes No
New England Science and Sailing .
2024-557| 21-Mar-24 Not-for-profit 4 No No Yes No No
Foundation, Inc. dba NESS P
Fi ial Servi
2024-558| 21-Mar-24 LL Funds, LLC nanciat services 1 Yes No No Yes No
Company
2024-559( 21-Mar-24 Needleman Management Other 1 Yes No No No No
Massachusetts Mutual Life Insurance
2024-560( 21-Mar-24 " " Insurance Company 1,092 Yes No No No No
Company ("MassMutual")

2024-561( 21-Mar-24 NEJ Inc. Other 1 Yes No No No No
2024-562| 21-Mar-24 | Gnome, Inc. dba Gnome Landscapes Commercial 6 Yes No No No No
2024-563( 21-Mar-24 The Pifer Group Commercial 2 Yes No Yes No No
2024-564| 21-Mar-24 TittmannWeix LLP Commercial 5 Yes No Yes No No
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Breach Date Reporting MA SSN Medical Financial Drivers Credit/Debit
Number Reported Reporting Organization Name Organization Residents Breached Records Account Licenses Numbers
To OCA Type Affected Breached Breached Breached Breached
Select Education Group (including
Institute of Technology, National
2024-565( 21-Mar-24 | Holistic Institute, Bauman College, Educational 34 Yes No Yes No No
Fremont University, and Arch USA)
collectively, "SEG” or the “Company”)
Fi ial Servi
2024-566( 21-Mar-24 Mutual One Bank inanciat >ervices 1 No No No No Yes
Company
Progressive Properties of Greenville, .
2024-567| 21-Mar-24 LLC Commercial 1 No No Yes Yes No
Financial Services
2024-568| 21-Mar-24 Mutual One Bank 1 No No No No Yes
Company
Financial Services
2024-569( 21-Mar-24 Mutual One Bank 1 No No No No Yes
Company
2024-570( 21-Mar-24 Eastern Bank Banks & Credit Unions 128 No No No No Yes
2024-571| 21-Mar-24 SAVERS BANK Other 2 No No No No Yes
2024-572| 21-Mar-24 SAVERS BANK Other 1 No No No No Yes
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To OCA Type Affected Breached Breached Breached Breached
2024-573| 21-Mar-24 UBS Financial Services Inc. Banks & Credit Unions 1 No No Yes No No
2024-574| 22-Mar-24 | Jennings Road Management Corp. Other 31 No No No No Yes
Financial Services
2024-575( 22-Mar-24 JPMorgan Chase Bank, N.A. 1 No No Yes No No
Company
2024-576| 22-Mar-24 Tocci Building Corporation Other 75 Yes No No No No
KTU&A PI ing & Land
2024-577| 22-Mar-24 S s Commercial 1 Yes No No No No
Architecture
2024-578| 22-Mar-24 St Marys Credit Union Banks & Credit Unions 1 No No No No Yes
2024-579| 22-Mar-24 First Bank Banks & Credit Unions 25 No No Yes No No
2024-580( 22-Mar-24 Lewis and Clark College Educational 455 Yes Yes Yes No No
2024-581| 22-Mar-24 GardaWorld Cash U.S. Other 1,136 Yes Yes No Yes No
2024-582( 22-Mar-24 Mutual One Bank Banks & Credit Unions 1 No No No No Yes
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To OCA Type Affected Breached Breached Breached Breached
Financial Services
2024-583(| 22-Mar-24 | Health Plan Intermediaries Holdings 30 Yes Yes No No No
Company
2024-584( 22-Mar-24 Haven Technologies Technology 6 Yes No No No No
I.A.T.S.E. Staff Retirement and
2024-585( 22-Mar-24 . . Not-for-profit 145 Yes No No No No
National Pension Funds
2024-586| 22-Mar-24 Cypress Capital Group, Inc. Banks & Credit Unions 2 Yes No No No No
Fi ial Servi
2024-587| 22-Mar-24 White Oak Partners nancial Services 4 Yes No No No No
Company
Southwest Boston Senior Services, Inc.
2024-588| 22-Mar-24 ’ Not-for-profit 13,437 Yes Yes No Yes No
dba Ethos
2024-589( 22-Mar-24 Homeaglow, Inc. Hospitality Industry 23 Yes No No No No
2024-590( 23-Mar-24 Simpson Strong-Tie Co. Inc. Manufacturing 32 Yes No No No No
2024-591( 25-Mar-24 | Pembina County Memorial Hospital Health Care 8 Yes Yes No No No
2024-592| 25-Mar-24 International Gourmet Foods, Inc. Retail 1 Yes No No Yes No
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To OCA Type Affected Breached Breached Breached Breached
Financial Services
2024-593( 25-Mar-24 Mutual One Bank 1 No No No No Yes
Company
2024-594( 25-Mar-24 Main Street Bank Banks & Credit Unions 2 No No No No Yes
2024-595( 25-Mar-24 Main Street Bank Banks & Credit Unions 2 No No No No Yes
2024-596( 25-Mar-24 BodyHealth, LLC Retail 40 No No No No Yes
2024-597| 26-Mar-24 SouthStar Bank, S.S.B. Banks & Credit Unions 2 Yes No Yes No Yes
Fi ial Servi
2024-598| 26-Mar-24 Barings LLC inanciat >services 219 Yes No No No No
Company
2024-599( 26-Mar-24 Baccarat SA Retail 1 Yes No No No No
2024-600( 26-Mar-24 Winston Plywood & Veneer LLC Manufacturing 1 Yes Yes No Yes Yes
2024-601(| 26-Mar-24 The Alamo Insurance Group, Inc. Insurance Company 10 Yes No No Yes No
2024-602| 26-Mar-24 Wrentham Cooperative Bank Banks & Credit Unions 1 No No No No Yes
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Number Reported Reporting Organization Name Organization Residents Breached Records Account Licenses Numbers
To OCA Type Affected Breached Breached Breached Breached
2024-603| 26-Mar-24 Wrentham Cooperative Bank Banks & Credit Unions 1 No No No No Yes
2024-604| 26-Mar-24 Affinity Health Services Health Care 57 Yes Yes No Yes No
National Industrial H C il of
2024-605| 26-Mar-24 | o -onal inaustriatiemp touncio Other 2 Yes No No Yes No
America

2024-606| 26-Mar-24 | Sycamore Rehabilitation Services, Inc.| Banks & Credit Unions 2 Yes No No No No
2024-607| 26-Mar-24 Village of Hoffman Estates Local Government 1 Yes No No Yes No
2024-608| 27-Mar-24 Sierra Lobo, Inc. Other 1 Yes No No Yes No

Financial Services
2024-609( 28-Mar-24 Capital One 2 No No No No Yes

Company

2024-610( 28-Mar-24 Advanced Project Solutions, LLP Other 4 Yes No No Yes No
2024-611( 28-Mar-24 M&D Capital Premier Billing LLC Other 132 Yes Yes Yes No Yes
2024-612| 28-Mar-24 St Marys Credit Union Banks & Credit Unions 1 No No No No Yes
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2024-613( 28-Mar-24 Main Street Bank Banks & Credit Unions 1 No No No No Yes
2024-614| 28-Mar-24 Main Street Bank Banks & Credit Unions 1 No No No No Yes
2024-615( 28-Mar-24 Eckert Seamans Attorneys at Law State Government 0 Yes No No No No
2024-616| 28-Mar-24 Skanska USA Inc. Other 2 No No Yes No No
Brigh & W ’s Physici
2024-617| 28-Mar-24 VAT & BRI TS Health Care 6 No Yes No No No
Organization, Inc.
Fi ial Servi
2024-618| 28-Mar-24 MountainOne Bank inanciat >services 5 Yes No No Yes No
Company
2024-619( 28-Mar-24 Wyndemere Senior Care LLC Health Care 8 Yes Yes No No No
2024-620( 29-Mar-24 | The Woodlands Methodist Church Not-for-profit 3 Yes No No No No
2024-621( 29-Mar-24 The Village Bank Banks & Credit Unions 1 No No No No Yes
2024-622| 29-Mar-24 | Sanford Pierson Thone & Strean, PLC Other 4 Yes No Yes Yes No
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2024-623| 29-Mar-24 Katsky Korins LLP Other 18 Yes Yes Yes No Yes
The Global Atlantic Fi ial G
2024-624| 29-Mar-24 € bloba anLLIfZ inancial larolip Insurance Company 4 Yes No No No No
Prudential Insurance Company of
2024-625(| 29-Mar-24 . e Insurance Company 65,052 Yes No No Yes No
America
Catholic Charities CYO of Th
2024-626| 29-Mar-24 @ O_IC artties ° . € Not-for-profit 18 Yes No No No No
Archdiocese of San Francisco
2024-627| 29-Mar-24 Ridge Vineyards Retail 7 Yes No No Yes No
2024-628| 29-Mar-24 Massachusetts General Hospital Health Care 1 Yes No No No No
Financial Services
2024-629( 29-Mar-24 Benefit Management Corp. 8 Yes No Yes No No
Company
2024-630| 29-Mar-24 Grote Enterprises, LLC Other 1 Yes No No No No
2024-631( 27-Mar-24 KeyBank N.A. Banks & Credit Unions 2 No No Yes No No
2024-632| 29-Mar-24 Newman Ferrara LLP Other 8 Yes Yes Yes Yes Yes
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2024-633| 29-Mar-24 Mutual One Bank Banks & Credit Unions 1 No No No No Yes
2024-634| 29-Mar-24 | Great Hearts America dba GH America Not-for-profit 3 Yes No No No No
The Spanish Speaking Unity Council of
2024-635( 29-Mar-24 ? F g v Not-for-profit 2 Yes No No No No
Alameda County
Northern Virginia Oral, Maxillofacial &
2024-636| 30-Mar-24 orthern virginia Lral, Maxflotacia Health Care 3 Yes Yes No Yes No
Implant Surgery
2024-637| 30-Mar-24 | Corinth Coca-Cola Bottling Works, Inc. Commercial 1 Yes No No No No
Ad d Care Hospital of South
2024-638| 30-Mar-24 vanced tare ospl.a of >outhern Health Care 1 Yes Yes No Yes No
New Mexico
Denver Regional Rehabilitation
2024-639( 30-Mar-24 E ) Health Care 1 Yes Yes No Yes No
Hospital
2024-640( 30-Mar-24 Ernest Health Health Care 2 Yes No No No No
G d Regional Rehabilitati
2024-641| 30-Mar-24 | — conooa feglonal Rehablitation Health Care 1 Yes Yes No No No
Hospital
Lafayette Regional Rehabilitati
2024-642| 30-Mar-24 arayette eﬁlgsr;tale abriitation Health Care 1 Yes Yes No Yes No
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Mountain Valley Regional
2024-643| 30-Mar-24 ) PR Health Care 1 Yes Yes No Yes No
Rehabilitation Hospital
Northern Colorado Rehabilitati
2024-644( 30-Mar-24 orthern tolora 9 ehabilitation Health Care 1 Yes Yes No Yes No
Hospital
Northern Idaho Advanced Care
2024-645( 30-Mar-24 ) Health Care 1 Yes Yes No Yes No
Hospital
2024-646| 30-Mar-24 | Northern Utah Rehabilitation Hospital Health Care 1 Yes Yes No Yes No
Rehabilitation Hospital of h
2024-647( 30-Mar-24 ehabi |tat|on' osplta of Southern Health Care 2 Yes Yes No Yes No
California, LLC
Rehabilitation Hospital of South
2024-648| 30-Mar-24 ehabilitation OSpl,a of >outhern Health Care 1 Yes Yes No Yes No
New Mexico
Rehabilitation Hospital of the
2024-649( 30-Mar-24 ? Health Care 2 Yes Yes No Yes No
Northwest
2024-650( 30-Mar-24 Summa Rehab Hospital Health Care 1 Yes Yes No Yes No
Trustpoint Rehabilitation Hospital of
2024-651( 30-Mar-24 ? » Health Care 1 Yes Yes No Yes No
Lubbock
2024-652| 01-Apr-24 Bartlett Dairy, Inc. Commercial 12 Yes No No Yes No
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2024-653( 01-Apr-24 Ace Hardware Corporation Retail 9 Yes No Yes No No
2024-654( 01-Apr-24 Fashion Food LLC Retail 14 Yes No Yes No No
A L
2024-655| 01-Apr-24 | €°TEE & Georgchttomeys WL Other 145 Yes No No Yes No
Financial Services
2024-656( 01-Apr-24 U S #1364 Federal Credit Union 3 Yes No Yes No No
Company
2024-657| 01-Apr-24 Town of Boylston Local Government 0 Yes No No No No
2024-658( 01-Apr-24 Detroit Symphony Orchestra Entertainment 67 Yes No Yes Yes No
2024-659( 01-Apr-24 Tri Delta Not-for-profit 2 Yes No No No No
2024-660( 02-Apr-24 Continental Bank Banks & Credit Unions 9 Yes No No Yes No
2024-661| 02-Apr-24 HALO Branded Solutions Other 83 Yes No No No No
2024-662| 02-Apr-24 | The Elephant Sanctuary in Tennessee Not-for-profit 2 No No Yes No No
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2024-663| 02-Apr-24 Groton Public Schools Educational 2 Yes No No No No
Rockland Trust C - Rockland
2024-664( 02-Apr-24 ockiand frus :\)/ln;pany ockiand, Banks & Credit Unions 1 No No Yes No No
2024-665( 02-Apr-24 | The Elephant Sanctuary in Tennessee Not-for-profit 2 No No Yes No No
2024-666| 02-Apr-24 | The Elephant Sanctuary in Tennessee Not-for-profit 2 No No Yes No No
2024-667| 02-Apr-24 Haverford Township, PA Local Government 35 Yes No No Yes No
2024-668| 02-Apr-24 Blackburn College Educational 4 Yes No No No No
Financial Services
2024-669| 02-Apr-24 Mutual One Bank 1 No No No No Yes
Company
2024-670( 02-Apr-24 Main Street Bank Banks & Credit Unions 1 No No No No Yes
2024-671( 02-Apr-24 Campbell Killin Brittan & Ray LLC Commercial 13 Yes No Yes No No
Financial Services
2024-672| 03-Apr-24 On Q Financial 312 Yes No No No No
Company
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2024-673| 03-Apr-24 City of Hope Health Care 1,066 Yes Yes No Yes No
2024-674| 03-Apr-24 Bliss Manufacturing Company, Inc. Manufacturing 15 Yes No Yes No No
2024-675| 03-Apr-24 Read to a Child, Inc. Not-for-profit 3 Yes No Yes No No

Fi ial Servi
2024-676|( 03-Apr-24 Mutual One Bank inanciat >ervices 1 No No No No Yes

Company

Financial Services

2024-677| 03-Apr-24 Mutual One Bank 1 No No No No Yes
Company
Gloucester County Improvement
2024-678| 03-Apr-24 . Local Government 2 Yes Yes No Yes No
Authority

2024-679| 03-Apr-24 Clackamas Community College Educational 6 Yes No No No No
2024-680( 03-Apr-24 Original Footwear Co. Manufacturing 1 Yes No No No No
2024-681( 28-Mar-24 Forbright Bank Banks & Credit Unions 30 Yes No Yes No No
2024-682| 28-Mar-24 Bank of America Banks & Credit Unions 2 Yes No Yes No No
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2024-683| 12-Mar-24 Bank of America Banks & Credit Unions 1 Yes No Yes No No
2024-684( 04-Apr-24 York County School of Technology Educational 15 Yes Yes No Yes No

Cattaraugus-Allegany Board of
2024-685| 04-Apr-24 5 L Educational 3 Yes No No No No

Cooperative Education Services
2024-686( 04-Apr-24 Alan Ritchey, Inc. Other 208 Yes No Yes Yes No
2024-687| 04-Apr-24 Tri-City Healthcare District Health Care 63 Yes No No No No
2024-688| 04-Apr-24 The Bernstein Companies Other 4 Yes No Yes Yes No
2024-689( 04-Apr-24 American Farmland Trust Not-for-profit 83 Yes No Yes Yes Yes

Financial Services
2024-690( 04-Apr-24 Wells Fargo Bank, N.A. 2 No No Yes No No
Company

Pacific Guardian Life Insurance

2024-691| 04-Apr-24 . Other 181 Yes No Yes No No
Company, Limited

2024-692| 05-Apr-24 AJC International, Inc. (“AJC”) Other 1 Yes No No No No
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2024-693| 05-Apr-24 | Southwest Binding & Laminating Co. Other 4 Yes No No No No
2024-694( 05-Apr-24 All Things Media LLC Telecommunications 1 Yes No No No No
2024-695| 05-Apr-24 Tiegerman Educational 1 Yes No No No No
2024-696( 05-Apr-24 Organized Living Manufacturing 1 Yes Yes Yes Yes No
2024-697| 05-Apr-24 Watertown Savings Bank Banks & Credit Unions 12 No No No No Yes
2024-698( 05-Apr-24 Tandym Group LLC Other 110 Yes No Yes No No
2024-699| 05-Apr-24 Walmart Inc. Retail 13 Yes No Yes No No
2024-700(| 06-Apr-24 [lIsland Ambulatory Surgery Center, LLC Health Care 4 No Yes No No No
2024-701( 08-Apr-24 Platt Builders Commercial 222 Yes No Yes Yes No
G Health C ti f South
2024-702( 08-Apr-24 rotip fea oopera |v'e or>ou Health Care 931 Yes No No No No
Central Wisconsin
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To OCA Type Affected Breached Breached Breached Breached
Financial Services
2024-703| 08-Apr-24 Richard Kritzman EA 26 Yes No Yes No No
Company
2024-704| 08-Apr-24 EBlock Corp. (“EBlock”) Other 1 Yes No No Yes No
Rockl T - Rockl
2024-705| 09-Apr-24 | ROCKland Trust C:An;pa”y ockland, | ks & Credit Unions 1 No No No No No
2024-706( 09-Apr-24 Mutual One Bank Banks & Credit Unions 1 No No No Yes Yes
2024-707| 09-Apr-24 Mutual One Bank Banks & Credit Unions 1 No No No No Yes
2024-708 | 09-Apr-24 Mutual One Bank Banks & Credit Unions 1 No No No No Yes
2024-709( 09-Apr-24 Mutual One Bank Banks & Credit Unions 1 No No No No Yes
2024-710( 09-Apr-24 The University of Alabama Educational 3 Yes No No No No
2024-711| 09-Apr-24 Oceaneering International, Inc. Technology 6 Yes No No No No
2024-712| 09-Apr-24 Bristol Bay Construction Holdings Other 22 Yes No No No No
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The Epilepsy Foundation of Metro
2024-713( 09-Apr-24 P Health Care 3 Yes Yes No Yes No
New York
2024-714| 09-Apr-24 | Metropolitan Life Insurance Company Insurance Company 365 Yes No No No No
2024-715| 09-Apr-24 The Lawrence Firm Other 6 Yes No No No No
2024-716( 10-Apr-24 AT&T Inc. Telecommunications 161,272 Yes No No No No
President and Fellows of Harvard
2024-717| 10-Apr-24 Not-for-profit 2 Yes No No No No
College
2024-718| 10-Apr-24 The Village Bank Banks & Credit Unions 2 No No No No Yes
2024-719( 10-Apr-24 Brigham and Women's Hospital Health Care 1 No Yes No No No
2024-720( 10-Apr-24 St Marys Credit Union Banks & Credit Unions 1 No No No No Yes
2024-721( 10-Apr-24 Tasteful Selections, LLC Commercial 1 Yes No Yes Yes No
2024-722( 11-Apr-24 Frank Olean Center Not-for-profit 9 Yes Yes Yes Yes No
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2024-723| 11-Apr-24 Eagle Bank Banks & Credit Unions 2 No No No No Yes
2024-724( 11-Apr-24 Hapy Bear Surgery Center Health Care 1 Yes Yes No No No
2024-725( 11-Apr-24 wrentham cooperative bank Banks & Credit Unions 1 No No No No Yes
2024-726( 11-Apr-24 Mutual One Bank Banks & Credit Unions 1 No No No No Yes
2024-727| 11-Apr-24 Veeva Systems Inc. Other 5 Yes No No No No
2024-728| 11-Apr-24 Mutual One Bank Banks & Credit Unions 1 No No No No Yes
2024-729| 11-Apr-24 Mutual One Bank Banks & Credit Unions 1 No No No No Yes
2024-730( 11-Apr-24 Gawthrop Greenwood, PC Other 5 No No No Yes No
Massachusetts Dept. of
2024-731| 11-Apr-24 .p State Government 1 Yes No No Yes No
Unemployment Assistance
2024-732( 12-Apr-24 Delphinus Engineering, Inc. Other 7 Yes No No No No
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2024-733| 12-Apr-24 Butler University Educational 8 Yes No No No No

The Harris Center for Mental Health
2024-734( 12-Apr-24 © Harris Lenter tor Viental riea Health Care 18 Yes Yes Yes Yes No

and IDD
2024-735( 12-Apr-24 Goddard Systems, LLC Other 43 Yes No Yes No No
2024-736( 13-Apr-24 Citrus Connection Commercial 2 Yes No No No No
Financial Services
2024-737| 15-Apr-24 JPMorgan Chase Bank, N.A. 1 No No Yes No No
Company
2024-738| 15-Apr-24 Solterra Academy Educational 2 No No No No No
W.P Malone, Inc. d/b/ AllCare
2024-739| 15-Apr-24 /b Health Care 2 Yes Yes No No Yes
Pharmacy

United Seating and Mobility, L.L.C.

2024-740( 15-Apr-24 & . ¥ ’ Health Care 9,289 Yes No No Yes No
d/b/a Numotion
2024-741| 16-Apr-24 | Visionary Integration Professionals Technology 37 Yes No No Yes Yes
The R Catholic Di f

2024-742| 16-Apr-24 € omanp:oezi'xc locese 0 Other 51 Yes No No No No
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2024-743| 16-Apr-24 St Marys Credit Union Banks & Credit Unions 1 No No No No Yes
Transamerica Life Insurance Company Financial Services
2024-744( 16-Apr-24 w— 451 Yes No No No No
(“TLic”) Company
2024-745| 16-Apr-24 Tharanco Group, Inc. Retail 3 Yes No No No No
2024-746( 16-Apr-24 The Village Bank Banks & Credit Unions 1 No No No No Yes
2024-747| 16-Apr-24 The Village Bank Banks & Credit Unions 1 No No No No Yes
2024-748| 16-Apr-24 Mike Ferry Organization Commercial 1 Yes No No No No
Financial Services
2024-749| 16-Apr-24 Main Street Bank 0 No No No No Yes
Company
2024-750( 16-Apr-24 DES Architects and Engineers Other 4 Yes No Yes No No
2024-751| 17-Apr-24 Capitol Credit Union Banks & Credit Unions 2 No No Yes No No
2024-752| 17-Apr-24 Cocoon Inc. Other 3 Yes No Yes Yes No
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2024-753( 17-Apr-24 Cherry Street Services, Inc. Health Care 7 Yes Yes Yes No No
2024-754( 17-Apr-24 Mutual One Bank Banks & Credit Unions 1 No No No No Yes
2024-755| 17-Apr-24 Mutual One Bank Banks & Credit Unions 1 No No No No Yes
2024-756( 17-Apr-24 Mutual One Bank Banks & Credit Unions 1 No No No No Yes
Financial Services
2024-757| 17-Apr-24 Mutual One Bank 1 No No No No Yes
Company
2024-758( 17-Apr-24 Carl Buddig and Company Commercial 1 No No No Yes No
Financial Services
2024-759| 17-Apr-24 Blue Chip Financial Corp. 1 No No No Yes No
Company
2024-760( 17-Apr-24 Atlanta Technical College Educational 3 Yes No No No No
2024-761| 17-Apr-24 Intuit, Inc. Technology 1 Yes No Yes Yes No
2024-762| 17-Apr-24 | Sage Garden Natural Medicine LLC Health Care 3 No No No No Yes
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Breach Date Reporting MA SSN Medical Financial Drivers Credit/Debit
Number Reported Reporting Organization Name Organization Residents Breached Records Account Licenses Numbers
To OCA Type Affected Breached Breached Breached Breached
2024-763| 17-Apr-24 Citizens Property Insurance Corp State Government 10 Yes No No No No
G Waste R LLCd/b
2024-764( 17-Apr-24 reenivaste necovery, /b/a Other 2 Yes No Yes Yes Yes
GreenWaste
2024-765( 18-Apr-24 Cape Cod Hospital Health Care 1 No No Yes Yes Yes
Point32Health - Harvard Pilgrim
2024-766( 18-Apr-24 8 Insurance Company 1 Yes No No No No
Health Care

Fi ial Servi

2024-767| 18-Apr-24 Mutual One Bank nancial Services 1 No No No No Yes
Company

2024-768| 18-Apr-24 Delta T LLC Manufacturing 2 Yes No No No No

Sandra S. Baranowski Tax Preparation Financial Services

2024-769| 18-Apr-24 . P 2 Yes No Yes No No
Services Company

2024-770( 19-Apr-24 J.B. Poindexter & Co., Inc. Manufacturing 1 Yes No No Yes No

2024-771| 19-Apr-24 Kisco Senior Living, LLC Other 50 Yes No Yes Yes No

2024-772|( 19-Apr-24 Eastern Bank Banks & Credit Unions 178 No No No No Yes
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2024-773| 19-Apr-24 Green Mountain Valley School Educational 2 No No Yes No No
Financial Services
2024-774| 19-Apr-24 Wells Fargo Bank, N.A. 1 No No Yes No No
Company
2024-775| 19-Apr-24 Brandeis University Educational 1 Yes No No No No
2024-776|( 19-Apr-24 Gallo & lacovangelo, LLP Other 1 Yes No No Yes No
2024-777| 19-Apr-24 Dedham Savings Banks & Credit Unions 28 No No No No Yes
2024-778| 19-Apr-24 | Green Diamond Resource Company Other 44 Yes No Yes Yes No
2024-779| 19-Apr-24 Vericast Digital Corp. Commercial 21 Yes Yes No No No
2024-780( 19-Apr-24 Chicago District Golf Association Other 5 No No Yes No No
Financial Services
2024-781| 19-Apr-24 Centennial Bank 1,956 Yes No Yes Yes Yes
Company
2024-782| 19-Apr-24 Valley Mountain Regional Center Not-for-profit 26 Yes No No Yes No
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Fi ial Servi
2024-783| 20-Apr-24 Avalon Trust nancial Services 6 Yes No Yes No No
Company
2024-784( 20-Apr-24 Cohen & Gresser LLP Retail 3 Yes No Yes Yes Yes
2024-785| 20-Apr-24 OrthopedicsNY, LLP Health Care 1,378 Yes No No No No
Financial Services
2024-786( 20-Apr-24 Butler, Lavanceau, & Sober, LLC 13 Yes Yes No Yes No
Company
2024-787| 22-Apr-24 Amerlux LLC Manufacturing 2 Yes No Yes No No
2024-788| 22-Apr-24 [Bluebonnet Trails Community Services Health Care 4 Yes Yes No Yes No
Blackstone Valley Community Health
2024-789| 23-Apr-24 Y Y Health Care 488 Yes No No Yes No
Center
2024-790( 23-Apr-24 WRA Architects, Inc. Other 1 Yes No No Yes No
Rockland Trust Company - Rockland,
2024-791| 23-Apr-24 MAp y Banks & Credit Unions 1 No No Yes No No
Rockland Trust C - Rockland
2024-792| 23-Apr-24 ockiand frus :\)/ln;pany ockiand, Banks & Credit Unions 1 No No Yes No No




COMMONWEALTH OF MASSACHUSETTS

Office of Consumer Affairs and Business Regulation

501 Boylston 5t Ste. 5100 Boston, MA 02116
(617)973-8787
WwWw._mass gov/oca

MAURA HEALEY YVONNE HAO
GOVERNOR SECRETARY OF ECONOMIC
DEVELOPMENT
KIMBERLEY DRISCOLL
LIEUTENANT GOVERNOR LAYLA D’EMILIA
2024 Data Breach Notification Report MEDERSEERETARY
The total number of breaches affecting residents: 2,283,049
Breach Date Reporting MA SSN Medical Financial Drivers Credit/Debit
Number Reported Reporting Organization Name Organization Residents Breached Records Account Licenses Numbers
To OCA Type Affected Breached Breached Breached Breached
2024-793| 23-Apr-24 SMRT Architects & Engineering Commercial 34 Yes No Yes No No
2024-794| 23-Apr-24 Buffalo Public Schools Educational 9 Yes No No No No
2024-795| 23-Apr-24 Regulator Marine, Inc. Manufacturing 8 Yes No No No No
2024-796( 23-Apr-24 Biggs Cardosa Associates, Inc. Other 1 Yes No No No No
2024-797| 23-Apr-24 Paul Stuart Inc. Retail 1 Yes Yes Yes Yes Yes
Financial Services
2024-798| 23-Apr-24 Evans and Woulfe Accounting Inc. 1 Yes No Yes No No
Company
Financial Services
2024-799| 24-Apr-24 Lamont Hanley & Associates 254 Yes Yes Yes No No
Company
The Lincoln National Life Insurance Financial Services
2024-800( 24-Apr-24 1 Yes No No No No
Company Company
2024-801| 24-Apr-24 Mutual One Bank Banks & Credit Unions 1 No No No No Yes
Fi ial Servi
2024-802( 24-Apr-24 William H. Brewer and Co inanciat >services 9 Yes No No No No
Company
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Number Reported Reporting Organization Name Organization Residents Breached Records Account Licenses Numbers
To OCA Type Affected Breached Breached Breached Breached
2024-803| 24-Apr-24 First Nationfl Bank”of Michigan Financial Services 5 No No Yes No No
(“FNBM”) Company
2024-804( 24-Apr-24 Camino Nuevo Charter Academy Educational 10 Yes No Yes No No
= 2l Servi
2024-805| 24-Apr-24 Mutual One Bank nancial Services 1 No No No No Yes
Company
Fi ial Servi
2024-806( 24-Apr-24 Mutual One Bank inanciat >ervices 1 No No No No Yes
Company
2024-807| 24-Apr-24 Synergy Hotel Inc Hospitality Industry 6 Yes No No Yes No
Fi ial Servi
2024-808( 24-Apr-24 Mutual One Bank inanciat >services 1 No No No No Yes
Company
2024-809| 24-Apr-24 Asbury Automotive Group Retail 21 Yes No No No No
Moffitt C Cent dR h
2024-810( 25-Apr-24 OfftE Lancer e.n erandresearc Health Care 44 Yes No No No No
Institute
2024-811| 25-Apr-24 Massachusetts I\Illlutual Life Ins"urance Financial Services 1 Yes No No No No
Company ("MassMutual") Company
2024-812( 25-Apr-24 North American Signs Manufacturing 1 Yes No No No No
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Financial Services
2024-813| 25-Apr-24 Tonneson & Company, PC 116 Yes No No No No
Company

DATAIR Empl B fit Syst
2024-814| 25-Apr-24 mp OVT:C enetit systems, Other 14 Yes No No No No
2024-815( 25-Apr-24 Valley Veterinary Clinic, LLC Retail 238 No No No No Yes

The Lincoln National Life Insurance
2024-816( 25-Apr-24 Insurance Company 1 Yes No No No No

Company

2024-817| 25-Apr-24 Qosina Corp. Other 1 Yes No No No No
2024-818( 25-Apr-24 Integral Federal Inc. Technology 16 Yes No Yes No No
2024-819( 25-Apr-24 Francis Howell School District Educational 1 Yes No Yes No No

Fal Health Inc. d/b/a Interi
2024-820( 25-Apr-24 alcon Healthcare, Inc. d/b/a Interim Health Care 19 Yes No No Yes No

Healthcare of Lubbock Texas
2024-821| 26-Apr-24 CoVerica, Inc. Insurance Company 2 Yes Yes Yes Yes Yes
2024-822| 26-Apr-24 Massachusetts I\I/IIutuaI Life Ins"urance Financial Services 309 Yes Yes No No No
Company ("MassMutual") Company
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2024-823| 26-Apr-24 Meyer Unkovic & Scott LLP Other 0 Yes No No No No
2024-824( 26-Apr-24 OrthoConnecticut PLLC Health Care 371 Yes Yes No No No
2024-825| 26-Apr-24 Brown Paindiris & Scott, LLP Other 253 Yes No Yes Yes No
PCHP Medical Services O izati
2024-826( 26-Apr-24 edica eLrC/I;ces reanization Health Care 1 Yes No No No No
2024-827| 26-Apr-24 Onelocal Bank Banks & Credit Unions 1 Yes No Yes No No
Financial Business and Consumer
2024-828| 26-Apr-24 . Other 54,703 Yes Yes No Yes No
Solutions, Inc.
2024-829| 26-Apr-24 The Lagunitas Brewing Company Manufacturing 24 Yes Yes No Yes No
AthleteTrax, LLC providing notice on
2024-830( 26-Apr-24 ! P & Technology 318 No No No No Yes
behalf of its affected customers
2024-831| 26-Apr-24 Amerit Fleet Services Other 16 Yes Yes Yes Yes No
2024-832| 27-Apr-24 Sanchez Daniels Hoffman, LLP Other 2 Yes No No No No
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Number Reported Reporting Organization Name Organization Residents Breached Records Account Licenses Numbers
To OCA Type Affected Breached Breached Breached Breached
2024-833( 27-Apr-24 | Designed Receivable Solutions, Inc. Other 362 Yes Yes No Yes No
Fi ial Servi
2024-834( 28-Apr-24 J.P Morgan inanciat >services 3,942 Yes No Yes No No
Company
2024-835( 29-Apr-24 | Formosa Plastics Corporation, U.S.A. Manufacturing 5 Yes No No Yes No
Ind dent | Adjust f
2024-836( 29-Apr-24 naepencen nsuran'ce Justers o Other 1 No No Yes No No
North Carolina Inc
D h H M
2024-837| 29-Apr-24 | Graves, Dous er;y'c earon & Moody Other 1 Yes No No No No
2024-838| 29-Apr-24 GDI Services Inc. Other 1 Yes No Yes No No
2024-839( 29-Apr-24 WELBRO Building Corporation Other 1 Yes No No No No
2024-840( 29-Apr-24 Liberty University Educational 52 Yes Yes No No No
2024-841( 29-Apr-24 The Philadelphia Inquirer, PBC Other 502 Yes Yes Yes Yes No
2024-842( 29-Apr-24 Mana Products, Inc. Manufacturing 8 Yes No Yes No No
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2024 Data Breach Notification Report MEDERSEERETARY
The total number of breaches affecting residents: 2,283,049
Breach Date Reporting MA SSN Medical Financial Drivers Credit/Debit
Number Reported Reporting Organization Name Organization Residents Breached Records Account Licenses Numbers
To OCA Type Affected Breached Breached Breached Breached
2024-843| 29-Apr-24 George F. Young, Inc. Other 1 Yes Yes Yes Yes No
2024-844( 29-Apr-24 Bousquet Holstein PLLC Commercial 104 Yes No Yes Yes Yes
2024-845| 30-Apr-24 Worthen Industries, Inc. Manufacturing 207 Yes Yes No No No
Financial Services
2024-846( 30-Apr-24 Quincy Credit Union 30,000 Yes No Yes No Yes
Company
2024-847| 30-Apr-24 Southcoast Physicians Group Inc Health Care 1 Yes No Yes No No
2024-848( 30-Apr-24 Associated Wholesale Grocers Other 19 Yes No No No No
2024-849| 30-Apr-24 Continuum Health Alliance, LLC Health Care 118 No Yes No No No
Financial Services
2024-850( 30-Apr-24 OE Federal Credit Union 71 Yes No Yes Yes Yes
Company
2024-851| 01-May-24 St. Marys Cement U.S. LLC Commercial 2 Yes No No No No
Financial Services
2024-852( 01-May-24 Lane Gorman Trubitt, LLC 6 Yes No No No No
Company
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2024 Data Breach Notification Report MEDERSEERETARY
The total number of breaches affecting residents: 2,283,049
Breach Date Reporting MA SSN Medical Financial Drivers Credit/Debit
Number Reported Reporting Organization Name Organization Residents Breached Records Account Licenses Numbers
To OCA Type Affected Breached Breached Breached Breached
2024-853| 01-May-24 | Panda Restaurant Group, Inc. (PRG) Hospitality Industry 444 Yes No Yes Yes No
M h tts Dept. of
2024-854( 01-May-24 355achUsetts e.p © State Government 3 Yes No No No No
Unemployment Assistance
2024-855( 01-May-24 | Metropolitan Life Insurance Company Insurance Company 14 Yes No No No No
2024-856( 01-May-24 Virginia Union University Educational 459 Yes No No Yes No
Joseph Vita, Investment Advisor Financial Services
2024-857| 01-May-24 P , 36 Yes No Yes Yes No
Representative Company
2024-858| 01-May-24 Intuit Inc. Technology 5 Yes No Yes Yes No
Financial Services
2024-859(| 01-May-24 Enterprise Bancorp, Inc. 10 Yes No No No No
Company

2024-860( 01-May-24 Daniel Murphy Scholarship Fund Not-for-profit 4 No No Yes No No
2024-861| 01-May-24 Sun Taiyang Co., Ltd. Retail 11 Yes No Yes Yes Yes
2024-862( 01-May-24 Hair Zone, Inc. Retail 42 Yes No Yes Yes Yes
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KIMBERLEY DRISCOLL
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2024 Data Breach Notification Report MEDERSEERETARY
The total number of breaches affecting residents: 2,283,049
Breach Date Reporting MA SSN Medical Financial Drivers Credit/Debit
Number Reported Reporting Organization Name Organization Residents Breached Records Account Licenses Numbers
To OCA Type Affected Breached Breached Breached Breached
2024-863| 01-May-24 Beauty Essence, Inc. Retail 12 Yes No No Yes No
2024-864| 02-May-24 Catholic Diocese of Cleveland Not-for-profit 6 Yes No No No No
2024-865( 02-May-24 ClearVision Optical Manufacturing 3 Yes No No No No
2024-866| 02-May-24 Inteplast Group Manufacturing 125 Yes No No No No
Fi ial Servi
2024-867| 02-May-24 Mutual One Bank nancial Services 1 No No No No Yes
Company
Fi ial Servi
2024-868| 02-May-24 Mutual One Bank inanciat >services 1 No No No No Yes
Company
Financial Services
2024-869| 02-May-24 Mutual One Bank 1 No No No No Yes
Company
Fi ial Servi
2024-870( 02-May-24 Mutual One Bank inanciat >ervices 1 No No No No Yes
Company
Financial Services
2024-871| 02-May-24 Mutual One Bank 0 No No No No Yes
Company
Financial Services
2024-872| 02-May-24 Mutual One Bank 1 No No No No Yes
Company
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The total number of breaches affecting residents: 2,283,049
Breach Date Reporting MA SSN Medical Financial Drivers Credit/Debit
Number Reported Reporting Organization Name Organization Residents Breached Records Account Licenses Numbers
To OCA Type Affected Breached Breached Breached Breached
Financial Services
2024-873| 02-May-24 Mutual One Bank 1 No No No No Yes
Company
2024-874( 02-May-24 Notions Marketing Corporation Commercial 1 Yes No No No No
NY Firefighters Bravest Federal Credit
2024-875| 02-May-24 & Union Banks & Credit Unions 3 No No Yes No No
2024-876| 03-May-24 R. J. Grondin & Sons, Inc. Other 3 Yes No Yes Yes No
2024-877| 03-May-24 Mass. Department of Revenue State Government 1 No No Yes No No
2024-878| 03-May-24 Watertown Savings Bank Banks & Credit Unions 3 No No No No Yes
2024-879( 03-May-24 Community First Credit Union Banks & Credit Unions 36 Yes No Yes No Yes
Directive C ication Syst
2024-880( 03-May-24 rective omml:rcnca ion Systems, Other 61 Yes No Yes No Yes
2024-881| 03-May-24 Electric Mirror LLC Retail 5 Yes No Yes No No
2024-882| 03-May-24 Electric Mirror LLC Retail 5 Yes No Yes No No
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The total number of breaches affecting residents: 2,283,049
Breach Date Reporting MA SSN Medical Financial Drivers Credit/Debit
Number Reported Reporting Organization Name Organization Residents Breached Records Account Licenses Numbers
To OCA Type Affected Breached Breached Breached Breached
2024-883| 04-May-24 VeriSource Services, Inc. Commercial 19,850 Yes No No No No
2024-884( 06-May-24 Le Vian Corporation Retail 12 Yes No No Yes No
2024-885| 06-May-24 CrossCountry Consulting Commercial 1 No No Yes No No
2024-886| 06-May-24 South Dakota State University Educational 1 No No No No No
2024-887( 06-May-24 Kaempfer Crowell LLC Other 1 Yes No No No No
H R C ts, LLC d/b
2024-888| 06-May-24 uman Resource oncep. > /b/a Other 7 Yes Yes Yes No No
HRC Total Solutions
2024-889| 07-May-24 BRHPAN Il — Georgia, LLC Commercial 2 Yes No No No No
Financial Services
2024-890( 07-May-24 | Retirement & Wealth Strategies, LLC 1 Yes No No No No
Company
2024-891| 07-May-24 Crest Insurance Group Insurance Company 1 No No No Yes No
2024-892( 07-May-24 Surety HR Other 1 No No Yes No No
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Number Breached
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2024-893( 07-May-24 Evolution Payroll Services Commercial 2 Yes No No No No
2024-894| 07-May-24 CAl Technologies Technology 3 Yes No Yes No No
2024-895| 07-May-24 Varo Bank, N.A. Banks & Credit Unions 56 No No Yes No No
2024-896| 07-May-24 St Marys Credit Union Banks & Credit Unions 1 No No No No Yes
2024-897| 07-May-24 DTN Management Co. Other 7 Yes No No No No
2024-898| 08-May-24 Denver Academy Educational 1 Yes Yes Yes Yes No
2024-899| 08-May-24 Withdrawn Withdrawn 0 No No No No No
2024-900( 08-May-24 Canatal Steel USA inc. Manufacturing 2 Yes No No Yes No
2024-901( 08-May-24 Recology Inc. ("Recology") Other 23 Yes No Yes No No
Financial Services
2024-902| 08-May-24 | Wells Fargo Clearing Services, LLC Company 6 No No Yes No No
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The total number of breaches affecting residents: 2,283,049
Breach Date Reporting MA SSN Medical Financial Drivers Credit/Debit
Number Reported Reporting Organization Name Organization Residents Breached Records Account Licenses Numbers
To OCA Type Affected Breached Breached Breached Breached

Aizer Health; F/K/A Ezras Choilim

2024-903 | 08-May-24 /K Health Care 3 Yes Yes No Yes Yes
Health Center, Inc.
2024-904| 08-May-24 [ Worldwide Clinical Trials Holdings, Inc. Other 10 Yes No No No No
2024-905| 08-May-24 American International College Educational 8,736 Yes No Yes Yes Yes
Craft Beer Company GP (including its

bsidiaries Duvel Moortgat USA, Ltd.,
2024-906 | 08-May-24 | SP>'c1aries DUvel Voortea Other 14 Yes Yes Yes Yes Yes

Boulevard Brewing Company, and

Brewery Ommegang, Ltd.)
2024-907| 08-May-24 John R. Wood, Inc. Commercial 1 Yes No Yes Yes Yes
2024-908| 08-May-24 First Bankers Trust Company Banks & Credit Unions 2 No No Yes No No
2024-909| 08-May-24 Service Filtration Corporation Manufacturing 1 Yes No No No No
Fi ial Servi
2024-910( 08-May-24 Water Street Capital Inc. inanciat >services 6 Yes No Yes Yes No
Company

2024-911( 08-May-24 Bodyartforms LLC Retail 368 No No No No Yes
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The total number of breaches affecting residents: 2,283,049
Breach Date Reporting MA SSN Medical Financial Drivers Credit/Debit
Number Reported Reporting Organization Name Organization Residents Breached Records Account Licenses Numbers
To OCA Type Affected Breached Breached Breached Breached
2024-912| 08-May-24 | The Dufresne Spencer Group, LLC Retail 29 Yes No Yes Yes No
2024-913| 09-May-24 [ Merchants Benefit Administration Insurance Company 13 Yes No No No No
2024-914| 09-May-24 Ultrafab, Inc. Manufacturing 1 Yes No No Yes No
Financial Services
2024-915( 09-May-24 The Vanguard Group, Inc. 3 No No Yes No No
Company
Financial Services
2024-916| 09-May-24 Wells Fargo Bank, N.A. 1 No No Yes No Yes
Company
Financial Services
2024-917| 09-May-24 | Central Virginia Federal Credit Union 8 Yes No No No No
Company
2024-918( 10-May-24 Ohio Lottery State Government 152 Yes No Yes No No
Allianz Global Risks U.S. Insurance
2024-919( 10-May-24 Commercial 180 Yes Yes Yes Yes No
Company
2024-920( 10-May-24 BerryDunn Health Care 2,321 Yes Yes No No No
2024-921( 10-May-24 Fundera Manufacturing 60 Yes No No Yes No
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The total number of breaches affecting residents: 2,283,049
Breach Date Reporting MA SSN Medical Financial Drivers Credit/Debit
Number Reported Reporting Organization Name Organization Residents Breached Records Account Licenses Numbers
To OCA Type Affected Breached Breached Breached Breached
2024-922| 10-May-24 Eastern Bank Banks & Credit Unions 114 No No No No Yes
2024-923( 10-May-24 WebTPA Employer Services LLC Other 37,012 No No No No No
2024-924| 10-May-24 | Division of Occupational Licensure State Government 1 No No No No No
Financial Services
2024-925( 10-May-24 Pantana Accounting and Tax 7 Yes No No No No
Company
2024-926( 10-May-24 | Sysmex America, Inc., (“Sysmex”) Health Care 30 Yes No Yes Yes Yes
2024-927( 10-May-24 Bottom Line Not-for-profit 13 Yes No No No No
2024-928( 10-May-24 Carolina Beverage Group, LLC Manufacturing 1 Yes No No No No
2024-929( 10-May-24 British Airways Plc Other 32 No No No No No
2024-930( 10-May-24 Changelab Solutions Not-for-profit 10 Yes No Yes Yes No
2024-931( 11-May-24 FEl.com, Inc. dba FEI Systems Technology 1 Yes No No No No
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The total number of breaches affecting residents: 2,283,049
Breach Date Reporting MA SSN Medical Financial Drivers Credit/Debit
Number Reported Reporting Organization Name Organization Residents Breached Records Account Licenses Numbers
To OCA Type Affected Breached Breached Breached Breached
2024-932| 13-May-24| Simmons Perrine Moyer Bergman Other 2 Yes No Yes No No
2024-933( 13-May-24 Great Bay Distributors, Inc. Other 2 Yes No No No No
2024-934| 13-May-24 Lewis Brothers Bakeries, Inc. Retail 2 Yes No No No No
2024-935( 13-May-24 Bridgeway Center, Inc. Health Care 16 Yes Yes No Yes No
Rockland Trust C - Rockland
2024-936| 14-May-24 ockiand frus :\)/ln;pany ockiand, Banks & Credit Unions 1 No No No No No
2024-937| 14-May-24 Webb Landscape, Inc. Commercial 1 Yes No No No No
2024-938( 14-May-24 True Homes, LLC Commercial 20 Yes No Yes Yes No
2024-939( 14-May-24 Nissan North America (NNA) Manufacturing 152 Yes No No Yes No
Financial Services
2024-940( 15-May-24 Centreville Bank 13 Yes No No No No
Company
2024-941| 15-May-24 The Edlong Corporation Technology 0 Yes No No No No
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The total number of breaches affecting residents: 2,283,049
Breach Date Reporting MA SSN Medical Financial Drivers Credit/Debit
Reported Reporting Organization Name Organization Residents Records Account Licenses Numbers
Number Breached
To OCA Type Affected Breached Breached Breached Breached
C d Public Schools and C d-
2024-942 | 15-May-24 | ~ONCOre FUDIC SENOOIS and Loncor Educational 1,422 Yes No No No No
Carlisle Regional School District
Chicago Fire Football Holdings, LLC,
2024-943| 15-May-24 Other 3 Yes No Yes No No
Y d/b/a Chicago Fire Football Club
Northeast Rehabilitation Hospital
2024-944| 15-May-24 | Network, 70 Butler Street , Salem , NH Health Care 1 No No No No No
03079
2024-945( 15-May-24 Anders Group, LLC Commercial 31 Yes No Yes Yes No
2024-946| 15-May-24 The Lash Group, LLC Health Care 4 No No No No No
2024-947( 15-May-24 The Lash Group, LLC Health Care 90 No No No No No
2024-948| 15-May-24 Jones & Beach Engineers, Inc. Other 3 Yes No Yes No No
2024-949( 16-May-24 YC Holdings LLC Other 4 Yes No Yes No No
2024-950( 16-May-24 Bozeman Private Hangars LLC Other 1 Yes No Yes No No
2024-951( 16-May-24 Big Sky Investment Holdings, LLC Other 3 Yes No Yes No No
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The total number of breaches affecting residents: 2,283,049
Breach Date Reporting MA SSN Medical Financial Drivers Credit/Debit
Number Reported Reporting Organization Name Organization Residents Breached Records Account Licenses Numbers
To OCA Type Affected Breached Breached Breached Breached
2024-952| 16-May-24 The Lash Group, LLC Health Care 43 No No No No No
Beaver Run Resort & Conference
2024-953| 17-May-24 - Hospitality Industry 12 Yes No Yes Yes No
Riverdale Mental Health d/b
2024-954| 17-May-24 iverdale Mental Health d/b/a Health Care 1 Yes No No No No
Mosaic Mental Health
Financial Services
2024-955( 17-May-24 Interactive Brokers LLC 145 Yes No Yes Yes No
Company
2024-956( 17-May-24 Department of Revenue State Government 3 No No Yes No Yes
2024-957| 17-May-24 National Storage Affiliates Other 2 No No No Yes No
Financial Services
2024-958( 17-May-24 TD Bank N.A. 1 Yes No Yes No Yes
Company
2024-959( 17-May-24 The Lash Group, LLC Health Care 30,485 No No No No No
Mental Health Center of North Central
2024-960( 17-May-24 Health Care 1 Yes Yes No Yes Yes
Alabama, Inc.
Financial Services
2024-961( 17-May-24 Steelhead Partners, LLC 1 Yes No No No No
Company
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To OCA Type Affected Breached Breached Breached Breached
Central Catholic High School of
2024-962| 17-May-24 entral Lathallc High >chool o Educational 414 Yes Yes Yes Yes No
Lawrence Inc.
2024-963| 17-May-24 Oxford Global Resources, LLC Other 482 Yes No No No No
2024-964| 17-May-24 Brockton Area Multi Services, Inc. Health Care 12,055 Yes Yes Yes Yes Yes
2024-965( 17-May-24 [Sutter Hill Management Company, LLC Other 6 Yes No No Yes No
2024-966| 17-May-24 OmniVision Technologies, Inc. Other 12 Yes No No Yes No
2024-967| 17-May-24 Tandym Group, LLC Other 1 Yes No Yes No No
2024-968| 20-May-24 City of Clarksville, Tennessee Local Government 2 Yes No No No No
2024-969( 20-May-24 The Lash Group, LLC Health Care 27 No No No No No
2024-970( 20-May-24 The Lash Group, LLC Health Care 11 No No No No No
2024-971( 20-May-24 The Lash Group, LLC Health Care 1,323 No No No No No
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Breach Date Reporting MA SSN Medical Financial Drivers Credit/Debit
Number Reported Reporting Organization Name Organization Residents Breached Records Account Licenses Numbers
To OCA Type Affected Breached Breached Breached Breached
2024-972| 20-May-24 The Lash Group, LLC Health Care 8 No No No No No
Rockland Trust C - Rockland,
2024-973| 21-May-24 | ocana irus :An;pa”y OKIaNS | Banks & Credit Unions 1 No No Yes Yes No
2024-974| 21-May-24 Brigham & Women’s Hospital Health Care 1 No Yes No Yes No
2024-975( 21-May-24 Cambrex Corporation Manufacturing 291 Yes Yes Yes Yes Yes
2024-976| 21-May-24 The Lash Group, LLC Health Care 584 No No No No No
2024-977| 21-May-24 Walgreen Co. Retail 5 No No Yes No Yes
2024-978| 21-May-24 McLean Hospital Health Care 9 Yes Yes No Yes No
2024-979( 21-May-24 Statewide Aquastore, Inc. Other 1 No No No Yes No
M h tts Dept. of
2024-980( 21-May-24 355acnUSetts e.p © State Government 1 Yes No No Yes No
Unemployment Assistance
2024-981( 21-May-24 The Lash Group, LLC Health Care 57 No No No No No
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Breach Date Reporting MA SSN Medical Financial Drivers Credit/Debit
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To OCA Type Affected Breached Breached Breached Breached

2024-982| 21-May-24 Boston Children's Hospital Health Care 1 Yes No Yes No No
2024-983( 21-May-24 Phillips Screw Company Other 82 Yes Yes Yes Yes No

Fi ial Servi
2024-984| 22-May-24 Daniel E. Fitzgerald, CPA inanciat >ervices 3 Yes No Yes No No

Company
2024-985( 22-May-24 Oradell Animal Hospital, Inc. Other 5 Yes No Yes No No
Fl | Engi d Seals and
2024-986( 22-May-24 exaseal Engineered sea’s an Manufacturing 2 Yes No Yes No No
Systems, LLC

Fi ial Servi

2024-987| 22-May-24 Smith Affiliated Capital nancial Services 2 No No Yes No No
Company
2024-988| 22-May-24 Victoria Eye Center Health Care 4 Yes Yes No No No
2024-989( 22-May-24 The Lash Group, LLC Health Care 108 No No No No No
Association of California School
2024-990( 22-May-24 . Not-for-profit 30 Yes No Yes No Yes
Administrators
Lab Local No. 754 Joint B fit

2024-991| 22-May-24 | —orere e Flj’n i oint Senet Other 31 Yes Yes Yes No No
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The total number of breaches affecting residents: 2,283,049
Breach Date Reporting MA SSN Medical Financial Drivers Credit/Debit
Number Reported Reporting Organization Name Organization Residents Breached Records Account Licenses Numbers
To OCA Type Affected Breached Breached Breached Breached
2024-992| 22-May-24 Trionfo Solutions, LLC Commercial 823 Yes No No No No
2024-993| 22-May-24 The Lash Group, LLC Health Care 36,626 No No No No No
2024-994( 22-May-24 Ewing Marion Kauffman Educational 1 Yes No No No No
2024-995| 23-May-24 Texas Panhandle Centers Not-for-profit 4 Yes Yes No Yes No
Fi ial Servi
2024-996( 23-May-24 Bank of America inanciat >services 12 Yes No No No No
Company
Financial Services
2024-997| 23-May-24 Pentegra Services, Inc. 10 Yes No No No No
Company
2024-998| 23-May-24 Teach.ersf Insurance z?nd {-I\nnui:cly Financial Services 1 No No Yes No No
Association of America ("TIAA") Company
2024-999( 23-May-24 The Lash Group, LLC Health Care 586 No No No No No
2024-
1000 23-May-24 The Lash Group, LLC Health Care 475 No No No No No
2024- . . .
1001 23-May-24 Wrentham Cooperative Bank Banks & Credit Unions 1 No No No No Yes
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Breach Date Reporting MA SSN Medical Financial Drivers Credit/Debit
Number Reported Reporting Organization Name Organization Residents Breached Records Account Licenses Numbers
To OCA Type Affected Breached Breached Breached Breached

2024- Fi ial Servi

23-May-24 Stresser & Associates, P.C. inanciat >services 3 Yes No Yes No No
1002 Company
2024- , . .
1003 23-May-24 Byline Bank Banks & Credit Unions 14 Yes No No No No
2024- . .
1004 23-May-24 Ally Bank Banks & Credit Unions 1 Yes No Yes No No
2024-
1005 23-May-24 The Lash Group, LLC Health Care 89 No No No No No
2024- Executive Office of Health and Human

23-May-24 . . L State Government 1 Yes Yes No No No
1006 Services, Office of Medicaid
2024- . .
1007 23-May-24 Lester and Rosalie Anixter Center Health Care 2 No No Yes No No
2024- Fi ial Servi

23-May-24 EFS Advisors LLC inanciat >services 11 Yes No Yes Yes No
1008 Company
2024- Affiliated Dermatologists &

23-May-24 . : Health Care 703 Yes Yes No Yes No
1009 Dermatologic Surgeons P.A.
2024- . .
1010 23-May-24 The Peddie School Educational 85 Yes No No No No
2024- . .
1011 23-May-24 CVB, Inc. dba Malouf Companies Retail 1 Yes No Yes No No
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2024-
1012 24-May-24 LivaNova USA, Inc. Health Care 1,375 Yes No Yes No No
2024- o
1013 24-May-24 Sree Hotels, LLC Hospitality Industry 8 Yes No No No No
2024- ) Financial Services

24-May-24 First Bank of Alabama 1 Yes No No No No
1014 Company
2024- The University of Chicago Medical

24-May-24 v : Health Care 48 Yes Yes Yes Yes Yes
1015 Center
2024- .
1016 24-May-24 A&A Services d/b/a Sav-Rx Health Care 5,905 Yes No No No No
2024-
1017 24-May-24 The Lash Group, LLC Health Care 1,919 No No No No No
2024-
1018 24-May-24 The Lash Group, LLC Health Care 238 No No No No No
2024-
1019 24-May-24 Mary H. Makhlou, DMD, MS, PA Health Care 2 No Yes No No No
2024- )
1020 24-May-24 WD & Associates Other 656 Yes No No No No
2024- . .
1021 24-May-24 Quality Enclosures, Inc. Manufacturing 2 Yes No No Yes No
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2024-
1022 24-May-24 Ferry Joseph, P.A. Other 3 Yes No No No No
2024- Hypertension-Nephrology Associates,

24-May-24 | P G Health Care 16 Yes Yes No No No
1023 P.C.
2024- . . . .
1024 24-May-24 Webber International University Educational 40 Yes No No Yes No
2024- - .
1025 24-May-24 Taft Stettinius & Hollister LLP Other 1 Yes No No No No
2024-
1026 24-May-24 Newton Centre Dental Health Care 1,005 Yes Yes Yes Yes No
2024- . . . .
1027 24-May-24 University of Pennsylvania Educational 5 Yes No No No No
2024-
1028 24-May-24 Robert H. Peterson DD.S PC Health Care 2 Yes Yes No No No
2024- TRC Staffing Services, Inc. d/b/a TRC

24-May-24 affing Services, Inc. d/b/a Other 640 Yes No No No No
1029 Talent Solutions
2024-
1030 28-May-24 The Lash Group, LLC Health Care 6,798 No No No No No
2024-
1031 28-May-24 The Lash Group, LLC Health Care 427 No No No No No
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2024- Toshiba America Busi Soluti

28-May-24 oshiba America BUSIness SoIUtions, Other 228 Yes No No No No
1032 Inc.
2024- . . .
1033 28-May-24 Primo Medical Group Inc. Manufacturing 1 No No Yes No No
2024- Financial Services

28-May-24 Itron Inc 9 Yes No No No No
1034 Company
2024- o
1035 28-May-24 Onteora Club Hospitality Industry 1 Yes No No Yes No
2024- . .. .
1036 28-May-24 Icelandic Provisions Retail 2 Yes No No Yes No
2024- . .
1037 28-May-24 R3 Education Inc. Educational 128 Yes Yes Yes Yes No
2024-
1038 28-May-24 The Lash Group, LLC Health Care 5,491 No No No No No
2024-
1039 29-May-24 W43 Owner, L.P. Other 1 Yes No Yes Yes No
2024- . . . .
1040 29-May-24 | Nan Ya Plastics Corporation America Manufacturing 2 Yes No No No No
2024- - .
1041 29-May-24 Viridi Parente Manufacturing 4 Yes No Yes Yes No
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The total number of breaches affecting residents: 2,283,049

Breach Date Reporting MA SSN Medical Financial Drivers Credit/Debit

Reported Reporting Organization Name Organization Residents Records Account Licenses Numbers

Number Breached
To OCA Type Affected Breached Breached Breached Breached

2024-
1042 29-May-24 | Fross Zelnick Lehrman & Zissu, P.C. Other 22 Yes No Yes No No
2024- . . .
1043 29-May-24 NSi Industries, LLC Manufacturing 1 Yes No No No No
2024- . .
1044 29-May-24 Connecticut College Educational 11,538 Yes Yes Yes Yes Yes
2024- South Florida Behavioral Health

29-May-24 | >OUth rloridabenavioratiea Health Care 15 Yes Yes No No No
1045 Network
2024- .
1046 30-May-24 Lakeview Health Systems, LLC Health Care 113 Yes Yes No No No
2024- WRNN-TV A iates Limited

30-May-24 >s0cid .es imite Telecommunications 9 Yes No No No No
1047 Partnership
5024 Gastroenterology Associates of
1048 30-May-24 | Central Florida, P.A. dba Center for Health Care 36 Yes No Yes No No

Digestive Health

2024- . . . .
1049 30-May-24 Millennium Travel Nursing Commercial 7 Yes No Yes No No
2024- .
1050 30-May-24 Biltmore Farms, LLC Other 1 No No No No Yes
2024-
1051 30-May-24 The Lash Group, LLC Health Care 1 No No No No No
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2024-
1052 30-May-24 The Lash Group, LLC Health Care 25,043 No No No No No
2024- .
1053 30-May-24 Tapestry, Inc. Retail 2 No No No No Yes
2024-
1054 31-May-24 The Lash Group, LLC Health Care 22,459 No No No No No
2024-
1055 31-May-24 Sgrouples, Inc Technology 1 Yes No No Yes No
2024- Financial Services

31-May-24 JPMorgan Chase Bank, N.A. 1 No No Yes No No
1056 Company
2024- .
1057 31-May-24 Massachusetts General Hospital Health Care 1 Yes No No No No
2024-
1058 31-May-24 Ascot Insurance Company Insurance Company 3 Yes No No No No
2024- . . . .
1059 31-May-24 Valley Star Credit Union Banks & Credit Unions 1 No No Yes No No
2024- . .
1060 31-May-24 Ally Bank Banks & Credit Unions 1 No No Yes No No
2024- . . .
1061 31-May-24 Berkshire Bank Banks & Credit Unions 1 No No Yes No No
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2024-
1062 31-May-24 Lee Bank Banks & Credit Unions 3 No No Yes No No
2024-
1063 31-May-24 The Lash Group, LLC Health Care 18 No No No No No
2024- Financial Services

31-May-24 Jordan Wealth Management 2 Yes No Yes Yes Yes
1064 Company
2024-
1065 31-May-24 The Lash Group, LLC Health Care 16 No No No No No
2024- .
1066 31-May-24 Massachusetts General Hospital Health Care 1 No Yes Yes No No
2024-
1067 31-May-24 The Lash Group, LLC Health Care 217 No No No No No
2024- .
1068 31-May-24 PruittHealth, Inc. Health Care 26 Yes Yes Yes Yes No
2024- . .
1069 31-May-24 Form I-9 Compliance Commercial 2,565 Yes No No No No
2024- . .
1070 31-May-24 DG3 North America, Inc. Commercial 3,251 Yes No Yes No No
2024- .
1071 02-Jun-24 The Front Door Agency, Inc. Not-for-profit 4 No No Yes No Yes




COMMONWEALTH OF MASSACHUSETTS

Office of Consumer Affairs and Business Regulation
501 Boylston 5t Ste. 5100 Boston, MA 02116
(617) 973-8787
WWW._IMass. gOV-"DCE

MAURA HEALEY YVONNE HAO
GOVERNOR SECRETARY OF ECONOMIC
DEVELOPMENT

KIMBERLEY DRISCOLL

LIEUTENANT GOVERNOR LAYLA D'EMILIA
2024 Data Breach Notification Report MEDERSEERETARY
The total number of breaches affecting residents: 2,283,049
Breach Date Reporting MA SSN Medical Financial Drivers Credit/Debit
Number Reported Reporting Organization Name Organization Residents Breached Records Account Licenses Numbers
To OCA Type Affected Breached Breached Breached Breached

2024-
1072 03-Jun-24 United Bridge Partners Commercial 1 Yes No No Yes No
2024- - . .
1073 03-Jun-24 Citizens Bank Banks & Credit Unions 1 No No No No Yes
2024- Hinsdale New Hampshire School .

03-Jun-24 . e ) Educational 67 Yes Yes No Yes No
1074 District/ SAU 92 (“Hinsdale SD”)
2024- . . .
1075 03-Jun-24 Randolph Engineering, Inc. Manufacturing 1 Yes No No No No
2024-
1076 03-Jun-24 The Lash Group, LLC Health Care 32 No No No No No
2024- . )
1077 03-Jun-24 Cross Catholic Outreach, Inc. Not-for-profit 128 Yes No Yes Yes No
2024- Rockland Trust C - Rockland

04-Jun-24 pckland Trust Lompany - Rockland, Banks & Credit Unions 1 No No No No No
1078 MA
2024-

04-Jun-24 Clark Hill Other 2 Yes No No Yes No
1079
2024- . . .
1080 04-Jun-24 The Village Bank Banks & Credit Unions 13 No No Yes No Yes
2024- Fi ial Servi

04-Jun-24 Harry Hathaway, CPA inanciat Services 1 Yes No Yes No No
1081 Company
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2024-
1082 04-Jun-24 Bayonne Board of Education Educational 4 Yes No No No No
2024- . . .
1083 04-Jun-24 Main Street Bank Banks & Credit Unions 3 No No No No Yes
2024- Rhode Island's Department if

04-Jun-24 . Other 14 Yes No No Yes No
1084 Environmental Management
2024- .
1085 04-Jun-24 TPG Architecture, LLP Other 13 Yes No Yes No No
2024- Financial Services

04-Jun-24 Raymond James 2 No No Yes No No
1086 Company
2024- uechee Lakes Landowners’

04-Jun-24 8 L. Other 269 Yes No Yes Yes Yes
1087 Association, Inc.
2024- . .
1088 05-Jun-24 Mystic Valley Elder Services Health Care 50,999 Yes No No No No
2024- . .
1089 05-Jun-24 NEI General Contracting, Inc. Commercial 485 Yes No No No No
2024- .
1090 05-Jun-24 | Gapbuster Worldwide Pty Ltd (GBW) Other 175 No No No No No
2024- . . .
1091 05-Jun-24 Watertown Savings Bank Banks & Credit Unions 1 No No No No Yes
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2024- ) Financial Services

05-Jun-24 Bank of America 1 Yes No Yes No No
1092 Company
2024- . .
1093 05-Jun-24 Indiana Sugars, Inc. Retail 0 Yes No No No No
2024- .
1094 05-Jun-24 Family Health Center Health Care 1 Yes Yes No No No
2024- . . .
1095 05-Jun-24 Citibank, N.A Banks & Credit Unions 1 No Yes No No Yes
2024- .
1096 05-Jun-24 Angels Neurological Centers, P.C. Health Care 897 Yes Yes No Yes No
2024- Financial Services

05-Jun-24 CU Student Choice Partners, LLC 21 Yes No Yes No No
1097 Company
2024-
1098 05-Jun-24 The Lash Group, LLC Health Care 64 No No No No No
2024- Matthews, Gold, Kennedy & Snow,

05-Jun-24 y Other 21 Yes No No No No
1099 Inc.
2024- . . .
1100 05-Jun-24 Tulane University Educational 25 No No No No Yes
2024-
1101 05-Jun-24 Panorama Eyecare Health Care 79 Yes Yes Yes Yes No
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2024- .
1102 05-Jun-24 Van Zyverden, Inc. Commercial 1 Yes No No No No
2024-
1103 06-Jun-24 The Lash Group, LLC Health Care 140 No No No No No
2024- . . .
1104 06-Jun-24 My Daily Choice, Inc. Retail 828 Yes No Yes No Yes
2024- . .
1105 06-Jun-24 Bimbo Bakeries USA, Inc. Other 28 Yes No No No No
2024- I
1106 06-Jun-24 STS Aviation Group, LLC Other 7 Yes No No Yes No
2024- .
1107 06-Jun-24 Huna Totem Corporation Other 2 Yes No Yes No No
2024- .
1108 06-Jun-24 McKim & Creed, Inc. Other 10 Yes No Yes Yes No
2024- . .
1109 07-Jun-24 Parksite, Inc. Manufacturing 255 Yes No Yes Yes Yes
2024- . . i Financial Services

07-Jun-24 Financial Northeastern Companies 2 Yes No Yes No No
1110 Company
2024- L, .
1111 07-Jun-24 Christie’s Inc. Commercial 1,379 No No No Yes No
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2024-
1112 07-Jun-24 Massachusetts General Hospital Health Care 1 No Yes Yes No No
2024-
1113 07-Jun-24 The Lash Group, LLC Health Care 1,646 No No No No No
2024-

07-Jun-24 Hanni Inc. Retail 37 No No No No No
1114
2024- .
1115 07-Jun-24 Exela Technologies, Inc. Technology 1 Yes No No No No
2024 Progressive County Mutual Insurance
1116 07-Jun-24 Company and Progressive Direct Insurance Company 4 Yes No Yes Yes Yes

Insurance Company

2024- ExamOne (a Quest Diagnostics

10-Jun-24 (2 - Commercial 1 Yes Yes No Yes No
1117 Company)
2024- . . Financial Services

10-Jun-24 Wells Fargo Clearing Services, LLC 1 No No Yes No No
1118 Company
2024- . .
1119 10-Jun-24 Eastern Bank Banks & Credit Unions 85 No No No No Yes
2024- . .
1120 10-Jun-24 College Park Industries Manufacturing 30 Yes No No No No
2024- . . .
1121 10-Jun-24 Central Bank of Kansas City Banks & Credit Unions 7 Yes No No Yes No
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2024- Financial Services
11-Jun-24 Our Community Credit Union 1 Yes No Yes No No
1122 Company
2024- Financial Services
11-Jun-24 | First American Financial Corporation 223 Yes No Yes Yes No
1123 Company
5024 Montgomery County Board of
1124 11-Jun-24 | Developmental Disabilities Services Other 4 Yes Yes Yes Yes No
(“MCBDDS”)
2024- . . .
1125 11-Jun-24 Aluminum Trailer Company Manufacturing 1 Yes No No Yes Yes
2024-
1126 11-Jun-24 Jersey Shore Steel Company Other 1 Yes No No No No
2024- )
1127 11-Jun-24 Wilder & Co. CPA Other 3 Yes No Yes No No
2024- . .
1128 11-Jun-24 | Brighthouse Life Insurance Company Insurance Company 1 Yes No No No No
2024- N . . . .
1129 11-Jun-24 Truist Financial Corporation Banks & Credit Unions 20 No No Yes No No
2024-
1130 11-Jun-24 The Lash Group, LLC Health Care 19 No No No No No
2024- Atlanti Marine Fisheri
0 11-Jun-24 tlantic States .ar.me isheries Other 0 No No No No No
1131 Commission
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2024-
1132 12-Jun-24 | Frontier Communications Parent, Inc. | Telecommunications 671 Yes No No No No
2024- N .
1133 12-Jun-24 Santoro Whitmire, LTD Commercial 4 Yes Yes Yes No No
2024- . . . . .
1134 12-Jun-24 | MERS Missouri Goodwill Industries Not-for-profit 4 Yes Yes No No No
2024- .
1135 12-Jun-24 Urban Strategies LLC Other 7 No No No Yes No
2024- Law Offices of Andrew J. Carboy LLC

12-Jun-24 v Other 5 Yes Yes No No No
1136 (the "Firm")
2024- .
1137 12-Jun-24 | Datamate Bookkeeping & Tax, Inc. Other 8 Yes No Yes Yes No
2024- . \ .
1138 12-Jun-24 Brigham and Women's Hospital Health Care 1 No Yes No No No
2024- . S
1139 12-Jun-24 Saint Anthony Health Ministries Health Care 4 Yes Yes Yes No No
2024- i
1140 12-Jun-24 Benefit Management, LLC Other 57 Yes Yes No No No
2024- . . . .
1141 12-Jun-24 Council for Relationships, Inc. Not-for-profit 27 Yes No No No Yes
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2024-
1142 12-Jun-24 Signature Performance, Inc. Health Care 33 Yes Yes No No No
2024- )
1143 13-Jun-24 Panera, LLC Retail 444 Yes No No No No
2024- Greater Cincinnati Behavioral Health

13-Jun-24 . Health Care 5 Yes Yes No No No
1144 Services
2024- .
1145 13-Jun-24 Highland Health System Health Care 20 Yes Yes Yes Yes Yes
2024- . . .
1146 14-Jun-24 Richland Community College Educational 1 Yes No No No No
2024- . . .
1147 14-Jun-24 | The Intrepid Museum Foundation, Inc. Not-for-profit 42 Yes No Yes No No
2024- - . .
1148 14-Jun-24 Liaison International LLC Educational 625 Yes No Yes Yes No
2024- .
1149 14-Jun-24 Intuit Inc. Technology 1 Yes No Yes Yes No
2024- . .
1150 14-Jun-24 TD Bank N.A. Banks & Credit Unions 2 No No Yes No No
2024- .
1151 14-Jun-24 Jacobsen Construction Co., Inc. Other 3 Yes No Yes No No
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Number Reported Reporting Organization Name Organization Residents Breached Records Account Licenses Numbers
To OCA Type Affected Breached Breached Breached Breached
2024-
1152 14-Jun-24 Consulting Radiologists LTD. Health Care 156 Yes Yes No Yes No
Sirva, Inc. filing on its own and on
2024- .
1153 14-Jun-24 | behalf of the impacted data owners Other 49 Yes No Yes No Yes
(Sirva, Inc. clients)

2024- )
1154 14-Jun-24 Law Office of Peter S. Stern Other 2 Yes Yes No Yes No
2024- 14-Jun-24 Goodwill Industries of Greater NY and Not-for-profit 1 Yes No No No No
1155 Northern NJ, Inc. (DBA GoodTemps) R
2024- .
1156 14-Jun-24 Scout Energy Management LLC Commercial 206 Yes No No No No
2024-

14-Jun-24 PVE, LLC Other 1 Yes No No Yes No
1157
2024- )
1158 14-Jun-24 Lasership, Inc. Other 1 No No No Yes No
2024- Association of Texas Professional

14-Jun-24 Not-for-profit 100 Yes Yes Yes Yes No
1159 Educators
2024- . S
1160 14-Jun-24 D'Amico & Pettinicchi, LLC Other 27 Yes Yes No No No
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Breach Date Reporting MA SSN Medical Financial Drivers Credit/Debit
Number Reported Reporting Organization Name Organization Residents Breached Records Account Licenses Numbers
To OCA Type Affected Breached Breached Breached Breached
2024- Nati | Rail P
0 14-Jun-24 ational Rai road. ASSENEST Other 14 No No No No Yes

1161 Corporation
2024- Questionmark Corporation (Learnosity .

17-Jun-24 Educational 1 Yes No No No No
1162 Inc.)
2024- . .
1163 17-Jun-24 Piranha Games Inc. Entertainment 1 No No No No Yes
2024- )
1164 17-Jun-24 Best Health Physical Therapy, LLC Health Care 50 No Yes No Yes No
2024-
1165 17-Jun-24 FFP LLC Health Care 3 Yes Yes Yes No Yes
2024- o
1166 17-Jun-24 Polsinelli Other 30,060 Yes No Yes No Yes
2024- , .
1167 17-Jun-24 Leonard’s Express Commercial 59 Yes No Yes Yes No
2024- Rockland Trust C - Rockland

18-Jun-24 pckland Trust Lompany - Rockland, Banks & Credit Unions 2 No No No No No
1168 MA
2024- South Texas Oncology and

18-Jun-24 A/ Health Care 104 Yes Yes No No No
1169 Hematology, PLLC
2024- .
1170 18-Jun-24 Talalay Global, Inc. Manufacturing 5 Yes No Yes Yes No
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2024 Data Breach Notification Report MEDERSEERETARY
The total number of breaches affecting residents: 2,283,049
Breach Date Reporting MA SSN Medical Financial Drivers Credit/Debit
Number Reported Reporting Organization Name Organization Residents Breached Records Account Licenses Numbers
To OCA Type Affected Breached Breached Breached Breached

2024- Financial Services

18-Jun-24 Santander Holdings U.S.A,, Inc. 2,644 Yes No Yes No No
1171 Company
2024- . .
1172 18-Jun-24 The Boxoffice Company Entertainment 7 Yes No No No No
2024- Fi ial Servi

19-Jun-24 Spring EQ, LLC inanciat Services 1 No No Yes No No
1173 Company
2024- . . .
1174 19-Jun-24 Price Studios, LLC Commercial 1 Yes No No No No
2024- Central Florida Cares Health System,

20-Jun-24 i Health Care 1 Yes No No No No
1175 Inc.
2024- . . . .
1176 20-Jun-24 Nicolet National Bank Banks & Credit Unions 1 No No Yes No No
2024-
1177 20-Jun-24 Cooler Master Technology, Inc. Technology 2 No No No No Yes
2024-
1178 20-Jun-24 New York Transco, LLC Other 8 Yes Yes No Yes No
2024- Financial Services

20-Jun-24 Ventura County Credit Union 18 Yes No Yes No Yes
1179 Company
2024-
1180 20-Jun-24 The Lash Group, LLC Health Care 158 Yes No No No No
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The total number of breaches affecting residents: 2,283,049

Breach Date Reporting MA SSN Medical Financial Drivers Credit/Debit

Reported Reporting Organization Name Organization Residents Records Account Licenses Numbers

Number Breached
To OCA Type Affected Breached Breached Breached Breached
2024-
1181 20-Jun-24 The Lash Group, LLC Health Care 8 Yes No No No No
2024- . . . . .
1182 20-Jun-24 Indiana University Foundation Not-for-profit 1 Yes No No No No
2024- T . . .
1183 21-Jun-24 Disability Rights Wisconsin Not-for-profit 6 Yes Yes Yes Yes No
2024-
1184 21-Jun-24 SAVERS BANK Other 5 No No No No Yes
2024-
1185 21-Jun-24 TCORS Other 127 Yes Yes No No No
2024- . .
1186 21-Jun-24 oneZero Financial Systems, LLC Technology 49 Yes No No No No
2024- . .
1187 21-Jun-24 The Pike School Educational 3 Yes No No No No
5024 Altoona Logan Township Mobile
1188 21-Jun-24 Medical Emergency Department Local Government 3 Yes No No No No
Authority

2024-
1189 21-Jun-24 Recht Kornfeld, P.C. Other 2 Yes No No No No
2024- . Financial Services

24-Jun-24 HFM Investment Advisors LLC 1 Yes No No Yes No
1190 Company
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The total number of breaches affecting residents: 2,283,049
Breach Date Reporting MA SSN Medical Financial Drivers Credit/Debit
Number Reported Reporting Organization Name Organization Residents Breached Records Account Licenses Numbers
To OCA Type Affected Breached Breached Breached Breached

2024-
1191 24-Jun-24 Pioneer Oil Company, Inc. Other 2 Yes No No No No
2024- . .
1192 24-Jun-24 The Neiman Marcus Group LLC Retail 4,046 No No Yes No No
2024- Fi ial Servi

24-Jun-24 Wells Fargo Bank, N.A. inanciat Services 2 No No Yes No No
1193 Company
2024- . .
1194 25-Jun-24 Rockland Trust Banks & Credit Unions 1 No No No No No
2024- . .
1195 25-Jun-24 Plavan Commercial Fueling Inc. Other 21 Yes No No No No
2024- . . .
1196 25-Jun-24 The Village Bank Banks & Credit Unions 2 No No Yes No Yes
2024- Fi ial Servi

25-Jun-24 Brunswick Financial, LLC inanciat Services 2 Yes No Yes No No
1197 Company
2024- Financial Services

25-Jun-24 Wells Fargo Bank, N.A. 1 No No Yes No No
1198 Company
2024- . . .
1199 25-Jun-24 Justice Resource Institute Not-for-profit 12,454 Yes Yes No No No
2024- The Union Labor Life Insurance

25-Jun-24 Insurance Company 451 Yes Yes Yes No No
1200 Company
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DEVELOPMENT
KIMBERLEY DRISCOLL
LIEUTENANT GOVERNOR ’
2024 Data Breach Notification Report hﬁ;é&&gg%:}
The total number of breaches affecting residents: 2,283,049

Breach Date Reporting MA SSN Medical Financial Drivers Credit/Debit

Reported Reporting Organization Name Organization Residents Records Account Licenses Numbers

Number Breached
To OCA Type Affected Breached Breached Breached Breached

2024- P ive C Ity |

25-Jun-24 s Insurance Company 22 No No No Yes No
1201 Company
2024- 25-Jun-24 American Equity Investment Life Financial Services 1 Yes No No No No
1202 Insurance Company Company
2024- .
1203 26-Jun-24 AEG Presents, LLC Entertainment 26 Yes No No No No
2024- .
1204 26-Jun-24 Outdoor Network, LLC Retail 1 Yes No No Yes No
2024 The Mount Kisco Surgery Center LLC
1205 26-Jun-24 | d/b/a The Ambulatory Surgery Center Health Care 41 Yes Yes Yes Yes No

of Westchester

2024- .
1206 26-Jun-24 Coastal Orthopedics Health Care 484 Yes Yes Yes Yes No
2024-
1207 26-Jun-24 SAVERS BANK Other 1 No No No No Yes
2024- . . .
1208 26-Jun-24 Rizzo International, Inc. Commercial 1 Yes No No Yes No
2024- Fi ial Servi

27-Jun-24 JP Morgan Chase Bank inancial Services 1 No No Yes No No
1209 Company
2024- ,
1210 27-Jun-24 Sponge-Jet, Inc. Manufacturing 1 Yes No Yes No No
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2024 Data Breach Notification Report MEDERSEERETARY
The total number of breaches affecting residents: 2,283,049
Breach Date Reporting MA SSN Medical Financial Drivers Credit/Debit
Number Reported Reporting Organization Name Organization Residents Breached Records Account Licenses Numbers
To OCA Type Affected Breached Breached Breached Breached
2024- Ann & Robert H. Lurie Children's
27-Jun-24 i ) Health Care 103 Yes Yes Yes Yes No

1211 Hospital of Chicago
2024- .

1212 27-Jun-24 Landmark Admin, LLC Other 6,563 Yes Yes Yes Yes No
2024- Fi ial i

0 28-Jun-24 Braverman CPA PC inancial Services 7 Yes No Yes Yes No
1213 Company
2024-

1214 28-Jun-24 D&D Power LLC Other 34 Yes No No No No
2024- .

1215 28-Jun-24 RB Woodcraft Commercial 1 Yes No Yes No No
2024- .

1216 28-Jun-24 School Specialty, LLC Other 14 Yes No No No No
2024- .

1217 28-Jun-24 | Mass General Brigham Incorporated Health Care 520 Yes Yes No No Yes
2024- .

1218 28-Jun-24 The Time Group, Inc. Other 2 Yes No No No No
2024- Manitou Equipment America, LLC / .

28-Jun-24 M fact 41 Y N Y Y Y

1219 un Manitou North America, LLC anuiaciUnng s © e e e
2024- .

1220 28-Jun-24 New York Life Insurance Company Insurance Company 14 No No Yes No No
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The total number of breaches affecting residents: 2,283,049
Breach Date Reporting MA SSN Medical Financial Drivers Credit/Debit
Reported Reporting Organization Name Organization Residents Records Account Licenses Numbers
Number Breached
To OCA Type Affected Breached Breached Breached Breached
2024- Mass G | Brigham Health Plan,
28-Jun-24 | | oo° DeneralBrigham Heatth Fan Health Care 3,497 Yes Yes No No No
1221 Inc.
2024- Fi ial Servi
28-Jun-24 Wells Fargo Bank, N.A. iancial services 1 No No Yes No No
1222 Company
2024- . .
1223 28-Jun-24 Faison Enterprises, Inc Other 1 Yes No No No No
2024- .
1224 28-Jun-24 Hafetz & Associates Insurance Company 112 Yes No No No No
2024- .
1225 28-Jun-24 Gaia Software, LLC Technology 16 Yes Yes No No No
2024 Holstein Association USA, Inc.,
1226 28-Jun-24 [ Holstein Foundation Inc., and Holstein Not-for-profit 72 Yes Yes No Yes No
Services, Inc.
2024- .
1227 28-Jun-24 Infosys McCamish Systems, LLC Technology 72,858 Yes Yes Yes Yes Yes
2024- . .
1278 28-Jun-24 Daubert Chemical Company, Inc. Manufacturing 2 Yes No No Yes No
2024- . .
1229 28-Jun-24 Wold Architects and Engineers Other 5 Yes No No Yes No
2024- . .
1230 28-Jun-24 Bluestone Bank Banks & Credit Unions 1 No No Yes No No
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The total number of breaches affecting residents: 2,283,049

Breach Date Reporting MA SSN Medical Financial Drivers Credit/Debit

Reported Reporting Organization Name Organization Residents Records Account Licenses Numbers

Number Breached
To OCA Type Affected Breached Breached Breached Breached

2024- Financial Services

29-Jun-24 Ingo Money 7 Yes No Yes No No
1231 Company
2024-
1232 29-Jun-24 Langer & Langer Other 2 Yes No No No No
2024- . .
1233 29-Jun-24 Covington & Burling LLP Other 2 Yes No No No No
5024 Massachusetts Department of
1234 01-Jul-24 Transportation, Registry of Motor State Government 61 Yes No No Yes No

Vehicles

2024- Atlantic States Marine Fisheries

01-Jul-24 L Not-for-profit 789 Yes No Yes Yes Yes
1235 Commission
2024- . . . .
1236 01-Jul-24 St Marys Credit Union Banks & Credit Unions 1 No No No No Yes
2024- . . .
1237 01-Jul-24 Berkshire Bank Banks & Credit Unions 1 No No Yes No No
2024- Fi ial Servi

01-Jul-24 Charles Oliver EA inanciat >services 2 Yes No No Yes No
1238 Company
2024- . . .
1239 01-Jul-24 Florida Community Health Services Health Care 111 Yes Yes Yes No No
2024- RAM Construction Services of .

01-Jul-24 . Commercial 2 Yes No Yes Yes No
1240 Michigan
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The total number of breaches affecting residents: 2,283,049

Breach Date Reporting MA SSN Medical Financial Drivers Credit/Debit

Reported Reporting Organization Name Organization Residents Records Account Licenses Numbers

Number Breached
To OCA Type Affected Breached Breached Breached Breached

2024- S ity Life of D I

01-Jul-24 e i Insurance Company 1 Yes No No No No
1241 Company
2024- .
1242 02-Jul-24 Tim Wewer EA, ABAB Other 2 Yes No Yes Yes No
2024- .
1243 02-Jul-24 Egyptian Health Department Health Care 10 Yes No Yes No No
2024- . . .
1244 02-Jul-24 Watertown Savings Bank Banks & Credit Unions 1 No No No No Yes
2024- . . .
1245 02-Jul-24 Ewing Marion Kauffman School Educational 1 Yes No Yes No No
2024- Fi ial Servi

02-Jul-24 Bank of America inancial Services 1 Yes No Yes No No
1246 Company
2024- C t Health G

02-Jul-24 SIS s s Health Care 85 Yes Yes No No No
1247 Management Services LLC
2024- P Ivania Higher Educati

02-Jul-24 enn‘sy vania figher taucation State Government 5 Yes No No No No
1248 Assistance Agency (PHEAA)
2024- Business Name* Steere House Nursing

02-Jul-24 Health Care 3 Yes Yes No Yes No
1249 & Rehabilitation Center (“Steere”)
2024-
1250 03-Jul-24 Sundberg-Ferar, Inc. Technology 1 Yes No Yes No No
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Breach Date Reporting MA SSN Medical Financial Drivers Credit/Debit
Number Reported Reporting Organization Name Organization Residents Breached Records Account Licenses Numbers
To OCA Type Affected Breached Breached Breached Breached

2024-
1251 03-Jul-24 CACN Holdings, LLC Other 8 Yes No Yes Yes No
2024- .
1252 03-Jul-24 SouthCoast Medical Group, LLC Health Care 259 Yes Yes No No No
2024- -
1253 03-Jul-24 Fellowship Village Health Care 18 Yes No Yes Yes Yes
2024- . . .
1254 03-Jul-24 Norshield Security Products, LLC Manufacturing 12 Yes No No Yes No
2024- Financial Services

04-Jul-24 Sorensen, Vance & Company, PC 4 Yes No Yes No No
1255 Company
2024- Fi ial Servi

05-Jul-24 JK Private Wealth, LLC inanciat services 20 Yes No No Yes No
1256 Company
2024- . . . .
1257 05-Jul-24 | The Cape Cod Five Cents Savings Bank| Banks & Credit Unions 2 No No Yes No Yes
2024- .
1258 05-Jul-24 The Medibase Group, Inc. Technology 684 Yes Yes No No No
2024- y )
1259 05-Jul-24 Pope & Howard, P.C. (“P&H") Other 5 Yes No No No No
2024-

- - - 0 - - - - -

1260
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2024 Data Breach Notification Report MEDERSEERETARY
The total number of breaches affecting residents: 2,283,049
Breach Date Reporting MA SSN Medical Financial Drivers Credit/Debit
Number Reported Reporting Organization Name Organization Residents Breached Records Account Licenses Numbers
To OCA Type Affected Breached Breached Breached Breached

2024-
1261 08-Jul-24 Audubon Nature Institute Other 3 Yes No No No No
2024- . . .
1262 08-Jul-24 City of Philadelphia Local Government 70 Yes No Yes No No
2024- Aldrich Services, LLC on behalf of all

08-Jul-24 . o . Other 2 Yes No No No No
1263 operating affiliated entities
2024- Financial Services

08-Jul-24 Ingo Money Inc 792 Yes No Yes Yes Yes
1264 Company
2024- . . .
1265 08-Jul-24 Middlesex Community College Educational 113 No Yes No No No
2024- . .
1266 08-Jul-24 CF Arcis XII, LLC Entertainment 30 Yes No No Yes Yes
2024-
1267 08-Jul-24 The Lash Group, LLC Health Care 102 No No No No No
2024- . .
1268 08-Jul-24 Evolve Bank & Trust Banks & Credit Unions 114,211 Yes No Yes No Yes
2024- Financial Services

09-Jul-24 UBS Financial Services Inc 5 No No Yes No No
1269 Company
2024- . .
1270 09-Jul-24 Rockland Trust Banks & Credit Unions 1 No No No No No




COMMONWEALTH OF MASSACHUSETTS

Office of Consumer Affairs and Business Regulation
501 Boylston 5t Ste. 5100 Boston, MA 02116
(617) 973-8787
WWW._IMass. gOV-"DCﬁ

MAURA HEALEY YVONNE HAO
GOVERNOR SECRETARY OF ECONOMIC
DEVELOPMENT
KIMBERLEY DRISCOLL
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The total number of breaches affecting residents: 2,283,049

Breach Date Reporting MA SSN Medical Financial Drivers Credit/Debit

Reported Reporting Organization Name Organization Residents Records Account Licenses Numbers

Number Breached
To OCA Type Affected Breached Breached Breached Breached

2024-
il 09-Jul-24 FPL Food LLC Manufacturing 3 Yes No No No No
2024- . . .
1272 09-Jul-24 Kulicke and Soffa Industries Manufacturing 6 Yes No Yes No No
2024- .
1273 09-Jul-24 Loretto Management Corporation Health Care 21 Yes No No No No
2024- . . .
1274 09-Jul-24 New York School of Interior Design Educational 267 Yes No Yes Yes Yes
2024- .
1275 09-Jul-24 La Jolla Group, Inc. Retail 1 Yes No No No No
2024- . .
1276 09-Jul-24 Consolidated Edison, Inc. Other 2 Yes No No Yes No
2024- Cain Hibbard & M PC ("Cai

09-Jul-24 ain Hibbard & Myers PC ("Cain Other 1 Yes No Yes No No
1277 Hibbard")
2024- Fi ial Servi

09-Jul-24 | Satty, Levine, & Ciacco CPA’s P.C. nancial Services 9 Yes No No Yes No
1278 Company

Ulrich C Iting & | t tG 5 . .

2024- rich Lonsulting . IEESHICEL IS Financial Services

10-Jul-24 LLC d/b/a Ulrich Investment 9 Yes No Yes No No
1279 Company

Consultants

2024- Fi ial Servi

10-Jul-24 Kovack Financial inanciat >ervices 689 Yes No Yes Yes Yes
1280 Company
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YVONNE HAO

SECRETARY OF ECONOMIC

DEVELOPMENT

LAYLA D’EMILIA

UNDERSECRETARY
2024 Data Breach Notification Report
The total number of breaches affecting residents: 2,283,049

Breach Date Reporting MA SSN Medical Financial Drivers Credit/Debit

Reported Reporting Organization Name Organization Residents Records Account Licenses Numbers

Number Breached
To OCA Type Affected Breached Breached Breached Breached

2024-
1281 10-Jul-24 The Village Bank Banks & Credit Unions 1 No No Yes No Yes
2024- 10-Jul-24 MA Dept. of'Unemponment State Government 1 Yes No No Yes No
1282 Assistance
2024- . . .
1283 10-Jul-24 Adams Community Bank Banks & Credit Unions 1 No No No No Yes
2024- Fi ial Servi

10-Jul-24 Fidelity Brokerage Services LLC inanciat >ervices 1 No No Yes Yes No
1284 Company
2024- The National A iation for Amat

10-Jul-24 | € TavonalAssociation Tor Amateur Not-for-profit 4 Yes No No No No
1285 Radio (ARRL)
2024- Fi ial Servi
1286 10-Jul-24 Paycom Payroll mag(c)l;paenr;nces 4 Yes No Yes No No
2024- . . .
1287 10-Jul-24 The Cooperative Bank of Cape Cod Banks & Credit Unions 196 No No No No Yes
2024- Ad St C g

10-Jul-24 vance stores ompany Retail 29,102 Yes No No Yes No
1288 Incorporated
2024- 10-Jul-24 Coalition for.the CorTlmorm Good dba Educational 18 Yes Yes No Yes No
1289 Antioch University
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Number Reported Reporting Organization Name Organization Residents Breached Records Account Licenses Numbers
To OCA Type Affected Breached Breached Breached Breached
Ellingson Holdings and its subsidiaries

2024- ECI Contracti d Elli

11-Jul-24 - wontracting and tlingson Other 2 No No Yes No No
1290 Drainage, Inc. (collectively, “Ellingson

Companies”)

2024-
1291 11-Jul-24 SAVERS BANK Other 1 No No No No Yes
2024- All One God Faith, Inc. d/b/a Dr. .

11-Jul-24 . Manufacturing 1 Yes No No No No
1292 Bronner's
2024- Fi ial Servi

11-Jul-24 TD Bank N.A. nanciat Services 15 No No Yes No No
1293 Company
2024- Family D ics C ling Servi

11-Jul-24 amlly Dynamics Lounseling services, Health Care 1 No Yes No No No
1294 Inc.
2024- Burrell College of Osteopathic

11-Jul-24 - . F Educational 8 Yes No No Yes No
1295 Medicine
2024-
1296 12-Jul-24 Call 4 Health, Inc. Health Care 58 No Yes No No No
2024- . . .
1297 12-Jul-24 The Village Bank Banks & Credit Unions 1 No No Yes No No
2024-
1298 12-Jul-24 SAVERS BANK Other 1 No No No No Yes
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To OCA Type Affected Breached Breached Breached Breached
2024- New Jersey Oral & Maxillofacial

12-Jul-24 E Health Care 18 Yes Yes Yes Yes Yes
1299 Surgery
2024- . .
1300 12-Jul-24 JPMorgan Chase Bank, N.A. Banks & Credit Unions 3 No No Yes No No
2024- .
1301 12-Jul-24 Peregrine Group, LLC Other 8 Yes No No No No
2024- . Financial Services

12-Jul-24 Digital Currency Group, Inc. 8 Yes No No No No
1302 Company
2024- . .
1303 12-Jul-24 JPMorgan Chase Bank, N.A. Banks & Credit Unions 1 No No Yes No No
2024- Middleton-Cross Plains Area School .

12-Jul-24 L Educational 16 Yes No No No No
1304 District
2024- Fi ial Servi

12-Jul-24 Kingdom Trust nancial Services 51 Yes No Yes Yes No
1305 Company
2024- . .
1306 13-Jul-24 Texas Retina Associates Health Care 50 Yes Yes No No No
2024- . . .
1307 15-Jul-24 Karis & Drake dba Bandolier Retail 52 No No No No Yes
2024- . . .
1308 15-Jul-24 Rite Aid Corporation Health Care 59,708 No No No Yes No
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To OCA Type Affected Breached Breached Breached Breached
2024-
1309 15-Jul-24 Dallas County, TX Local Government 19 Yes Yes Yes Yes No
2024-
1310 15-Jul-24 SAVERS BANK Other 1 No No No No Yes
2024- . .
1311 15-Jul-24 Freudenberg Medical, LLC Manufacturing 170 Yes No Yes Yes No
2024- . .
1312 15-Jul-24 Downs Rachlin Martin PLLC Other 10 Yes No Yes Yes No
2024- . .
1313 16-Jul-24 MNGI Digestive Health Health Care 133 Yes Yes Yes Yes Yes
2024- - ) Financial Services

16-Jul-24 Panoramic Financial Management 8 Yes No No No No
1314 Company
2024- . . .
1315 16-Jul-24 The Village Bank Banks & Credit Unions 1 No No No No Yes
2024- Fi ial Servi

16-Jul-24 Coinbase, Inc. inanciat services 2 No No Yes No No
1316 Company
2024-
1317 16-Jul-24 SAVERS BANK Other 1 No No No No Yes
2024- Financial Services

16-Jul-24 Wells Fargo Bank, N.A. 1 No No Yes No No
1318 Company
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Breach Date Reporting MA SSN Medical Financial Drivers Credit/Debit
Number Reported Reporting Organization Name Organization Residents Breached Records Account Licenses Numbers
To OCA Type Affected Breached Breached Breached Breached

2024-
1319 16-Jul-24 MasterCard Banks & Credit Unions 1 No No No No Yes
2024- . .
1320 16-Jul-24 MasterCard Banks & Credit Unions 1 No No No No Yes
2024- The Teaching Company Sales, LLC

16-Jul-24 Other 56 Yes No Yes Yes No
1321 d/b/a The Great Courses
2024- . .
1322 16-Jul-24 MarineMay, Inc. Retail 3,139 Yes No Yes Yes Yes
2024- Sheet Metal Workers Local Union #83

16-Jul-24 Oth 17 Y Y Y N N
1323 ! Insurance Fund and Annuity Fund er es es es ° °
2024-
1324 17-Jul-24 FCDG Management, LLC Health Care 1,656 Yes Yes No Yes Yes
2024- Fi ial Servi

17-Jul-24 TD Bank N.A. inancial Services 6 Yes No Yes No No
1325 Company
2024-
1326 17-Jul-24 VOIP Supply, LLC Technology 2 No No No No Yes
2024- 17-Jul-24 Executive Office of Health and Human St BT 1 Yes No No No No
1327 Services Department of Public Health
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The total number of breaches affecting residents: 2,283,049
Breach Date Reporting MA SSN Medical Financial Drivers Credit/Debit
Number Reported Reporting Organization Name Organization Residents Breached Records Account Licenses Numbers
To OCA Type Affected Breached Breached Breached Breached

2024-
1378 17-Jul-24 Sagent LLC Technology 1 Yes No Yes No No
2024- . .
1329 18-Jul-24 Hudson Technologies, Inc. Manufacturing 13 Yes No Yes No Yes
2024- . .
1330 18-Jul-24 Nassau Life & Annuity Company Insurance Company 78 Yes No No No No
2024- . . . .
1331 18-Jul-24 Jim Ellis Automotive Group Commercial 1 Yes No Yes Yes No
2024- ) .
1332 18-Jul-24 Kofile Technologies, Inc. Other 1 Yes No No No No
2024- . .
1333 18-Jul-24 Eastern Bank Banks & Credit Unions 174 Yes No No No Yes
2024-

18-Jul-24 Loumar Inc. Other 5 Yes No No Yes No
1334
2024- . .
1335 18-Jul-24 Wyoming Machinery Company Other 2 Yes No No No No
2024- Sunnyland Farms, Inc. & Willson .

18-Jul-24 . Commercial 1 No No No No Yes
1336 Farming Co.
2024- )
1337 19-Jul-24 Growth Builders, LLC Other 2 Yes No No Yes No
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The total number of breaches affecting residents: 2,283,049
Breach Date Reporting MA SSN Medical Financial Drivers Credit/Debit
Number Reported Reporting Organization Name Organization Residents Breached Records Account Licenses Numbers
To OCA Type Affected Breached Breached Breached Breached

2024-
1338 19-Jul-24 New York Life Insurance Company Insurance Company 2 No No Yes No No
2024-
1339 19-Jul-24 ADD Systems Other 7 Yes No Yes Yes No
2024- )
1340 19-Jul-24 The Vernon Company Retail 98 No No No No Yes
2024- . .
1341 19-Jul-24 Therapeutic Health Services Health Care 23 Yes Yes No Yes No
2024- . Y
1342 19-Jul-24 Robinson Waters & O’Dorisio, P.C. Other 5 Yes No Yes No Yes
2024- Chicago Zoological Society d/b/a

19-Jul-24 Other 11 Yes No No No No
1343 Brookfield Zoo Chicago
2024- . .
1344 19-Jul-24 York Wallcoverings, Inc. Retail 20 Yes No Yes Yes No
2024- .
1345 19-Jul-24 Arisa Health Incorporated Health Care 42 Yes Yes No Yes No
2024- . .
1346 19-Jul-24 Employer Flexible HR Holdings, LLC Other 4 Yes No No No No
2024- . .
1347 19-Jul-24 Pratt Institute Educational 226 Yes No No Yes No
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Breach Date Reporting MA SSN Medical Financial Drivers Credit/Debit
Number Reported Reporting Organization Name Organization Residents Breached Records Account Licenses Numbers
To OCA Type Affected Breached Breached Breached Breached

2024- ) i Financial Services

19-Jul-24 Shorenstein Realty Services, L.P. 2 Yes No No No No
1348 Company
2024- . . .
1349 22-Jul-24 The Village Bank Banks & Credit Unions 1 No No Yes No Yes
2024- . . .
1350 22-Jul-24 Lindquist Insurance Associates, Inc. Insurance Company 29 Yes No No Yes No
2024-
1351 22-Jul-24 Burr & Forman LLP Other 7 Yes No No Yes No
2024- . . . . .
1352 23-Jul-24 St. Mary's Seminary and University Educational 8 Yes No No No No
2024- J.S. International, Inc. dba JSI .

23-Jul-24 . Retail 830 Yes No Yes Yes No
1353 Cabinetry
2024- Financial Services

23-Jul-24 Brinker Simpson & Company, LLC 1 Yes No No No No
1354 Company
2024- Toshiba Global Commerce Solutions,

23-Jul-24 Other 32 Yes No No No No
1355 Inc.
2024- .
1356 23-Jul-24 AlphaNet Inc. Not-for-profit 127 Yes No Yes No No
2024-
1357 23-Jul-24 Human Technology Inc Technology 3 No Yes No No No
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The total number of breaches affecting residents: 2,283,049
Breach Date Reporting MA SSN Medical Financial Drivers Credit/Debit
Number Reported Reporting Organization Name Organization Residents Breached Records Account Licenses Numbers
To OCA Type Affected Breached Breached Breached Breached

2024-
1358 23-Jul-24 Melville Candy Company Commercial 2 Yes No Yes Yes No
2024- Fi ial Servi

24-Jul-24 Pinnacle Bank inanciat Services 2 Yes No No No No
1359 Company
2024- .
1360 24-Jul-24 Work ‘N Gear Retail 582 Yes No No No No
2024- Fi ial Servi

24-Jul-24 Fidelity Brokerage Services LLC inanciat Services 1 Yes No No No No
1361 Company
2024- . .
1362 24-Jul-24 Spurwink Services, Inc. Health Care 184 Yes Yes No Yes No
2024- . .
1363 24-Jul-24 Roland DGA Corporation Retail 17 No No No No Yes
2024- Carrell Blanton Ferris & Associates,

24-Jul-24 Other 7 Yes No Yes Yes Yes
1364 PLC
2024- . .
1365 24-Jul-24 Perkins & Associates, P.C. Other 22 Yes Yes No No No
2024- .
1366 24-Jul-24 The Medibase Group, Inc. Technology 13 Yes Yes No No No
2024- 24-Jul-24 Water for Commerce Fund Financial Services 9 Yes No No No No
1367 Management, LLC Company
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Breach Date Reporting MA SSN Medical Financial Drivers Credit/Debit
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To OCA Type Affected Breached Breached Breached Breached

2024- . , Financial Services

24-)ul-24 Artisans’ Bank 2 No No Yes No No
1368 Company
2024- . .
1369 24-Jul-24 Horizontal Integration, Inc. Technology 64 Yes No No Yes No
2024- . .
1370 25-Jul-24 Walser Automotive Group Retail 5 Yes No Yes Yes No
2024- .
1371 25-Jul-24 Secure Energy Solutions LLC Other 255 Yes No Yes Yes Yes
2024- Law Office of Manning Zimmerman &

25-Jul-24 o Other 14 Yes No No Yes No
1372 Oliveira, PLLC
2024- Financial Services

25-Jul-24 Coastall Credit Union 1 No No Yes No Yes
1373 Company
2024- Fi ial Servi

25-Jul-24 Goheen & Slavik CPAs, LLC inanciat services 1 Yes No No No No
1374 Company
2024- . .
1375 25-Jul-24 Home Federal Bank Banks & Credit Unions 3 Yes No Yes No No
2024- o
1376 26-Jul-24 Hotel Gansevoort, LLC Hospitality Industry 6 Yes No Yes Yes No
2024- N
1377 26-Jul-24 | South Western Communications, Inc. Technology 1 Yes Yes Yes Yes Yes
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Breach Date Reporting MA SSN Medical Financial Drivers Credit/Debit
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To OCA Type Affected Breached Breached Breached Breached

2024- United of Omaha Life Insurance

26-Jul-24 Insurance Company 745 Yes Yes No Yes No
1378 Company
2024- Fi ial Servi

26-Jul-24 The Godwin Firm nancial Services 3 Yes No Yes Yes No
1379 Company
2024- o .
1380 26-Jul-24 Atlanta Mission Not-for-profit 13 Yes No Yes No No
2024- .
1381 27-Jul-24 HealthEquity, Inc. Other 81,180 Yes Yes Yes No No
2024- Financial Services

29-Jul-24 | Green Investment Management, Inc. 14 Yes No Yes Yes No
1382 Company
2024- . . .
1383 29-Jul-24 The Village Bank Banks & Credit Unions 1 No No Yes No Yes
2024-
1384 29-Jul-24 Longroad Energy Other 15 Yes No Yes Yes No
2024- .
1385 29-Jul-24 Flores & Associates, LLC Other 15 Yes No No No No
2024-

29-Jul-24 Clark Hill Other 1 Yes No No Yes No
1386
2024- . .
1387 30-Jul-24 Resolian, Inc. Commercial 1 No No No Yes No
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To OCA Type Affected Breached Breached Breached Breached

2024-
1388 30-Jul-24 Local Teamsters Union 781 Trade Union 5 Yes No No Yes No
2024- Fi ial Servi

30-Jul-24 YHB Investment Advisors, Inc inanciat Services 54 Yes No Yes Yes No
1389 Company
2024- )
1390 30-Jul-24 M&M Transport Services LLC Other 1,167 Yes No No Yes No
2024- Coastal Plains Community MHMR

30-Jul-24 i Health Care 1 No Yes No No No
1391 Center
2024- .
1392 30-Jul-24 K-FLEX USA LLC Manufacturing 3 Yes No No Yes No
2024-
1393 31-Jul-24 The Lash Group, LLC Health Care 34 No No No No No
2024-
1394 31-Jul-24 Gold Reserve Inc. Other 1 Yes No No Yes No
2024- . . .
1395 31-Jul-24 The Village Bank Banks & Credit Unions 2 No No Yes No Yes
2024- . .
1396 31-Jul-24 The Public Interest Law Center Not-for-profit 1 Yes No No No No
2024- ' .
1397 31-Jul-24 Accountable Healthcare Staffing Commercial 12 Yes Yes No Yes No
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The total number of breaches affecting residents: 2,283,049
Breach Date Reporting MA SSN Medical Financial Drivers Credit/Debit
Number Reported Reporting Organization Name Organization Residents Breached Records Account Licenses Numbers
To OCA Type Affected Breached Breached Breached Breached
2024-
1398 31-Jul-24 Omaha National Underwriters Insurance Company 1 Yes No No No No
2024- . . .
1399 31-Jul-24 National Publisher Services LLC Other 4 Yes No No No No
2024- A~
1400 31-Jul-24 LS Networks Telecommunications 1 Yes No Yes No No
2024-
1401 31-Jul-24 Brownell Travel, Inc. Other 14 Yes Yes Yes Yes Yes
2024-
1402 31-Jul-24 The Wacks Law Group LLC Other 14 Yes No No Yes No
2024- . . - .
1403 01-Aug-24 | Baim Institute for Clinical Research Not-for-profit 47 Yes No No No No
2024- . .
1404 01-Aug-24 Surgery Center of Mid Florida Health Care 10 Yes Yes Yes Yes No
2024-
1405 01-Aug-24 SAVERS BANK Other 10 No No No No Yes
2024- . . .
1406 01-Aug-24 Main Street Bank Banks & Credit Unions 2 No No No No Yes
2024- .
1407 01-Aug-24 Boombah, Inc. Retail 1 Yes Yes No Yes No
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Number Reported Reporting Organization Name Organization Residents Breached Records Account Licenses Numbers
To OCA Type Affected Breached Breached Breached Breached

2024-
1408 01-Aug-24 Peterson Holding Company Other 1 No No No No Yes
2024- Fi ial Servi

01-Aug-24 Wells Fargo Bank, N.A. inancial Services 1 No No No No Yes
1409 Company
2024- - . .
1410 01-Aug-24 Kent Building Supplies Retail 1 No No No No Yes
2024- First Commonwealth Federal Credit Financial Services

02-Aug-24 ) 80 Yes No Yes No Yes
1411 Union Company
2024- .
1412 02-Aug-24 Alabama Cardiovascular Group Health Care 27 Yes Yes Yes Yes Yes
2024- .
1413 02-Aug-24 QuoteWizard Insurance Company 4 No No No Yes No
2024- . .
1414 02-Aug-24 Harper Industries, Inc. Manufacturing 5 Yes No No No No
2024- . . .
1415 02-Aug-24 Watertown Savings Bank Banks & Credit Unions 3 No No No No Yes
2024-
1416 02-Aug-24 Cantey Hanger LLP Other 7 Yes No No Yes No
2024- .
1417 03-Aug-24 Basement Systems, Inc. Commercial 9 Yes No No No No
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The total number of breaches affecting residents: 2,283,049
Breach Date Reporting MA SSN Medical Financial Drivers Credit/Debit
Reported Reporting Organization Name Organization Residents Records Account Licenses Numbers
Number Breached
To OCA Type Affected Breached Breached Breached Breached
2024-
1418 03-Aug-24 Herman Katz LLP Other 1 Yes No No No No
2024-
1419 03-Aug-24 Change Healthcare Inc. Health Care 1 Yes Yes Yes Yes Yes
5024 Local 1 of the International
1420 05-Aug-24 | Brotherhood of Electrical Workers Other 37 Yes No No No No
(“Local 17)
2024- . . .
1421 05-Aug-24 Main Street Bank Banks & Credit Unions 32 No No No No Yes
2024-
1422 05-Aug-24 | Mutual of Omaha Insurance Company Insurance Company 8 Yes No Yes No No
2024- . .
1423 05-Aug-24 Findlay Honda Henderson Retail 1 Yes No No Yes No
2024- . .
1424 05-Aug-24 Findlay Land Rover Las Vegas Retail 1 Yes No No Yes No
2024- . . - .
1475 05-Aug-24 | The Institute for Functional Medicine Not-for-profit 5 No No No No Yes
2024- )
1426 05-Aug-24 Cape Fear Aesthetics Health Care 1 No Yes No No No
2024- . .
1427 06-Aug-24 Rockland Trust Banks & Credit Unions 1 No No Yes No No
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The total number of breaches affecting residents: 2,283,049
Breach Date Reporting MA SSN Medical Financial Drivers Credit/Debit
Number Reported Reporting Organization Name Organization Residents Breached Records Account Licenses Numbers
To OCA Type Affected Breached Breached Breached Breached

2024-
1428 06-Aug-24 UnitedHealthcare Insurance Company 10 Yes No Yes No No
2024- .
1429 06-Aug-24 QBE Insurance Corporation Insurance Company 1 Yes No No No No
2024- .
1430 06-Aug-24 South Suburban College Educational 6 Yes No No No No
2024- Financial Services

06-Aug-24 Wells Fargo Bank, N.A. 1 No No No No Yes
1431 Company
2024- . .
1432 06-Aug-24 Spectrum Industries, Inc. Manufacturing 1 No No Yes No No
2024- . .
1433 06-Aug-24 Cumberland Heights Foundation Health Care 5 Yes Yes No Yes No
2024- .
1434 06-Aug-24 | Blue Ridge Rural Water Company, Inc. Other 3 Yes No No No No
2024- . . . .
1435 07-Aug-24 | United Zion Retirements Community Health Care 1 No Yes No No No
2024- I .
1436 07-Aug-24 Congoleum Acquisition LLC Manufacturing 10 Yes No No Yes No
2024- Federal Warranty Service Corp., an

07-Aug-24 v R Insurance Company 2 No No Yes No No
1437 Assurant company
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The total number of breaches affecting residents: 2,283,049

Breach Date Reporting MA SSN Medical Financial Drivers Credit/Debit

Reported Reporting Organization Name Organization Residents Records Account Licenses Numbers

Number Breached
To OCA Type Affected Breached Breached Breached Breached
2024-
1438 07-Aug-24 Brigham and Women's Hospital Health Care 1 No Yes No No No
2024- . . .
1439 07-Aug-24 Heier Weisbrot & Bernstein, LLC Other 5 Yes No Yes Yes No
5024 Internal Medicine Associates, LLC
1440 07-Aug-24 d/b/a Gastrointestinal Medicine Health Care 135 Yes Yes No No No
Associates

2024- .
1441 07-Aug-24 OraSure Technologies, Inc. Other 16 Yes No No No No
2024-
1442 07-Aug-24 Adstra, LLC Other 27 Yes No Yes Yes No
2024- . . .
1443 08-Aug-24 Noritsu America Corporation Other 5 Yes No No No No
2024- HealthEquity and Workers Federal Financial Services

08-Aug-24 . . 104 Yes No Yes No Yes
1444 Credit Union Company
2024- .
1445 08-Aug-24 S&F Concrete Contractors, Corp. Commercial 841 Yes No Yes Yes No
2024- . .
1446 08-Aug-24 | Student Transportation of America Other 10 Yes No Yes Yes No
2024- .

08-Aug-24 Fenway Enterprises Investors LLC Other 2 Yes No No No No

1447
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To OCA Type Affected Breached Breached Breached Breached

2024-
1448 08-Aug-24 Brookfield Investors Other 1 Yes No No No No
2024- . .
1449 08-Aug-24 Evening Post Publishing Inc. Other 45 Yes No Yes Yes Yes
2024-

08-Aug-24 Maesa LLC Retail 5 Yes No No No No
1450
2024- .
1451 09-Aug-24 Salem Hospital Health Care 1 No Yes No No No
2024- .
1452 09-Aug-24 MD Now Medical Centers, Inc. Health Care 614 Yes Yes No Yes No
2024- Educators Benefit Consultants, LLC Financial Services

09-Aug-24 ’ 13 Yes No Yes Yes No
1453 & (d/b/a Aviben) Company
2024- . . .
1454 09-Aug-24 Bassett Furniture Industries, Inc. Manufacturing 12 Yes No No No No
2024- )
1455 09-Aug-24 Monte Nido Health Care 1,683 Yes Yes Yes Yes Yes
2024- )
1456 09-Aug-24 Intuit Inc. Technology 6 Yes No Yes Yes No
2024- East Valley Institute of Technology .

10-Aug-24 Educational 26 Yes Yes Yes Yes Yes
1457 . (“EVIT”)
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Number Reported Reporting Organization Name Organization Residents Breached Records Account Licenses Numbers
To OCA Type Affected Breached Breached Breached Breached

2024-
1458 12-Aug-24 Adams Community Bank Banks & Credit Unions 1 No No No No Yes
2024- C Equi tC ti

12-Aug-24 R b e Manufacturing 102 Yes No No Yes No
1459 (Crown)
2024- )
1460 12-Aug-24 VCUarts Qatar Educational 7 No No No No No
2024- The Lincoln National Life Insurance

12-Aug-24 Insurance Company 2 Yes No No No No
1461 Company
2024-
1462 12-Aug-24 Rodl Management, Inc. Other 133 Yes No No No No
2024- . .
1463 12-Aug-24 Eastern Bank Banks & Credit Unions 24 No No No No Yes
2024-
1464 12-Aug-24 Kerber, Eck & Braeckel LLP Other 2 Yes No No No No
2024-
1465 13-Aug-24 Lagerlof, LLP Other 2 Yes Yes Yes Yes No
2024- . . . .
1466 13-Aug-24 | Copiah-Lincoln Community College Educational 7 Yes No No No No
2024- . S
1467 13-Aug-24 Conlin McKenney & Philbrick, PC Other 12 Yes No No Yes Yes




COMMONWEALTH OF MASSACHUSETTS

Office of Consumer Affairs and Business Regulation

501 Boylston 5t Ste. 5100 Boston, MA 02116
(617)973-8787
WwWw._mass gov/oca

MAURA HEALEY YVONNE HAO
GOVERNOR SECRETARY OF ECONOMIC
DEVELOPMENT
KIMBERLEY DRISCOLL
LIEUTENANT GOVERNOR LAYLA D’EMILIA
2024 Data Breach Notification Report MEDERSEERETARY
The total number of breaches affecting residents: 2,283,049
Breach Date Reporting MA SSN Medical Financial Drivers Credit/Debit
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To OCA Type Affected Breached Breached Breached Breached

2024-
1468 13-Aug-24 Willis Lease Finance Corporation Commercial 2 Yes No Yes No No
2024- o .
1469 13-Aug-24 Meditrinia, Inc. Manufacturing 1 No No Yes No No
2024- )
1470 14-Aug-24 Kootenai Health Health Care 168 Yes Yes No Yes No
2024- . .
1471 14-Aug-24 PeoplesBank Banks & Credit Unions 2 No No Yes No No
2024- . . . .
1472 14-Aug-24 St Marys Credit Union Banks & Credit Unions 12 No No No No Yes
2024- )
1473 14-Aug-24 Brandywine Realty Trust Other 6 Yes No Yes No No
2024- . .
1474 14-Aug-24 CSC ServiceWorks Commercial 762 Yes No No Yes Yes
2024- .
1475 14-Aug-24 Oceanair, Inc. Other 322 Yes No Yes Yes No
2024- C lidated Brick & Buildi

14-Aug-24 onsolidate . e triding Other 133 Yes No No No No
1476 Supplies, Inc.
2024- N .
1477 15-Aug-24 Enterprise Financial Group, Inc. Insurance Company 506 Yes Yes Yes Yes Yes
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Breach Date Reporting MA SSN Medical Financial Drivers Credit/Debit
Number Reported Reporting Organization Name Organization Residents Breached Records Account Licenses Numbers
To OCA Type Affected Breached Breached Breached Breached

2024-
1478 15-Aug-24 Beth Rogers Agency Inc. Insurance Company 8 Yes No No No No
2024- . .
1479 15-Aug-24 JJE Capital Holdings LLC Other 1 Yes No No Yes No
2024- s .
1480 15-Aug-24 Consilium Staffing Other 1 Yes No No Yes No
2024- )
1481 15-Aug-24 TCPS, Inc. Commercial 4 Yes Yes Yes Yes No
2024- . .
1482 15-Aug-24 AKG North America, Inc. Manufacturing 1 Yes No No No No
2024- Massachusetts Mutual Life Insurance

15-Aug-24 Insurance Company 70 Yes No No No No
1483 Company
2024-
1484 15-Aug-24 Monster Energy Company Other 2 No No Yes No No
2024- N .
1485 15-Aug-24 Meditrinia, Inc. Manufacturing 1 Yes No No No No
2024- The Global Atlantic Financial Group

15-Aug-24 Insurance Company 6 Yes Yes No No No
1486 LLC
2024- .
1487 16-Aug-24 Specialty Networks, Inc. Health Care 65 Yes Yes No Yes No
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2024- Jewish H Lif d/b/aThe N

16-Aug-24 ewish Home t .ecare /b/aThe New Health Care 198 Yes Yes Yes No No
1488 Jewish Home
2024-
1489 16-Aug-24 Oregon Zoo Local Government 309 No No No No Yes
2024- . . .
1490 16-Aug-24 Brigham and Women's Hospital Health Care 1 No Yes No No No
2024- )
1491 16-Aug-24 365 Retail Markets, LLC Technology 1 Yes No No No No
2024- C ing Health Care M t

16-Aug-24 arespring Hea are Mianagemen Health Care 8 Yes Yes Yes Yes Yes
1492 LLC
2024- Financial Services

16-Aug-24 Mabple City Savings Bank, FSB 1 Yes No No No No
1493 Company
2024- .
1494 16-Aug-24 Salem Hospital Health Care 1 Yes Yes No No No
2024- . .
1495 16-Aug-24 Ally Bank Banks & Credit Unions 199 No No Yes No No
2024- .
1496 16-Aug-24 Enroll Confidently, Inc. Technology 5,825 Yes No No No No
2024-
1497 16-Aug-24 T&B Inc Other 1 Yes Yes Yes Yes Yes
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2024- . . Financial Services

16-Aug-24 Summit National Bank 12 Yes No Yes No No
1498 Company
2024- .
1499 16-Aug-24 Highlands CPA, LLC Other 3 Yes No No No No
2024- .
1500 16-Aug-24 Mueller Water Products, Inc Manufacturing 108 Yes No No No No
2024- . . .
1501 19-Aug-24 The Village Bank Banks & Credit Unions 1 No No Yes No Yes
2024- Tri State Area Federal Credit Union Financial Services

19-Aug-24 B " 23 Yes No Yes Yes Yes
1502 (“TSAFCU”) Company
2024- Allergy Medical Group of the North

19-Aug-24 A/ > Health Care 2 No Yes Yes No No
1503 Area, Inc.
2024- )
1504 19-Aug-24 Sharp Law LLP Commercial 9 Yes No No No No
2024- The Cannon Corporation dba

19-Aug-24 por Commercial 843 Yes No No Yes No
1505 CannonDesign
2024- . .
1506 20-Aug-24 Rockland Trust Banks & Credit Unions 1 No No No No No
2024- . . . .
1507 20-Aug-24 St Marys Credit Union Banks & Credit Unions 1 No No No No Yes
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Number Reported Reporting Organization Name Organization Residents Breached Records Account Licenses Numbers
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2024- . . . Financial Services

20-Aug-24 Ameriprise Financial, Inc. 1 Yes No Yes No No
1508 Company
2024- ) .
1509 20-Aug-24 Siegfried's Basement LLC Other 2 Yes No Yes Yes Yes
2024- o . .
1510 20-Aug-24 M&R Printing Equipment, Inc. Commercial 3 Yes No No No Yes
2024-
1511 20-Aug-24 Storey Law Group, P.A. Other 1 Yes No No No No
2024- Financial Services

20-Aug-24 Affordable Payroll, Inc. 121 Yes No Yes No No
1512 Company
2024- . . . .
1513 20-Aug-24 New Hampshire Public Radio Not-for-profit 93 No No Yes No No
2024-
1514 20-Aug-24 HORNE, LLP Other 1 Yes No No No No
2024- . . .
1515 21-Aug-24 VeriSource Services, Inc. Commercial 209 Yes No No No No
2024- . . . .
1516 21-Aug-24 Patterson Federal Credit Union Banks & Credit Unions 1 Yes No Yes No Yes
2024- . .
1517 21-Aug-24 Simpson College Educational 3 No Yes No No No
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2024-
1518 21-Aug-24 | Consortium for Worker Education Not-for-profit 4 Yes No No No No
2024- . .
1519 21-Aug-24 Davidoff Hutcher & Citron LLP Other 185 Yes Yes Yes Yes Yes
2024- Fi ial Servi

21-Aug-24 Patelco Credit Union inanciat >ervices 1,829 Yes No No Yes No
1520 Company
2024- i . . .
1521 21-Aug-24 Liquid Environmental Solutions Commercial 11 Yes Yes Yes Yes No
2024- !
1522 21-Aug-24 Global Volunteers Not-for-profit 19 No No Yes No No
2024- . . .
1523 21-Aug-24 Brigham and Women's Hospital Health Care 1 No Yes No No No
2024- _— .
1524 21-Aug-24 The Ellensburg School District Educational 2 Yes No No No No
2024- . .
1525 21-Aug-24 Axip Energy Services, LP Other 4 Yes No Yes Yes No
2024- Keyst Pacific P t

21-Aug-24 eystone Facliic Froperty Other 3 Yes No No Yes No
1526 Management
2024-
1527 21-Aug-24 CRB Group, Inc. Other 50 Yes No No No No
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2024-
1528 21-Aug-24 PEER Consultants, P.C. Other 47 Yes No No Yes No
2024- .
1529 22-Aug-24 Waterford Country School Not-for-profit 47 Yes Yes No Yes No
2024- .
1530 22-Aug-24 Medical Center Barbour Health Care 24 Yes Yes Yes Yes Yes
2024-
1531 22-Aug-24 Eckell Sparks Other 10 Yes Yes Yes Yes Yes
2024- . .
1532 22-Aug-24 Lavelle Industries Inc. Manufacturing 7 Yes Yes Yes Yes No
2024- . . .
1533 22-Aug-24 Clark Material Handling Company Manufacturing 14 Yes No Yes No No
2024- - .
1534 22-Aug-24 East Baton Rouge Sheriff's Office Local Government 7 Yes No Yes Yes No
2024- SPAU Holdings, LLC, d/b/a Artifact .

23-Aug-24 gs, LLC, d/b/ Retail 354 No No No No Yes
1535 Uprising LLC
2024- )
1536 23-Aug-24 Avfuel Corporation Other 3 Yes No No Yes No
2024- Financial Services

23-Aug-24 | Communication Federal Credit Union 26 Yes No Yes Yes Yes
1537 Company




MAURA HEALEY
GOVERNOR

KIMBERLEY DRISCOLL
LIEUTENANT GOVERNOR

COMMONWEALTH OF MASSACHUSETTS

Office of Consumer Affairs and Business Regulation

501 Boylston 5t Ste. 5100 Boston, MA 02116
(617)973-8787
WwWw._mass gov/oca

YVONNE HAO
SECRETARY OF ECONOMIC
DEVELOPMENT

LAYLA D’EMILIA

2024 Data Breach Notification Report MEDERSEERETARY
The total number of breaches affecting residents: 2,283,049
Breach Date Reporting MA SSN Medical Financial Drivers Credit/Debit
Number Reported Reporting Organization Name Organization Residents Breached Records Account Licenses Numbers
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2024-
1538 23-Aug-24 Loge Holdings LLC Hospitality Industry 8 Yes No No Yes No
2024- Financial Services

23-Aug-24 | Texas Dow Employees Credit Union 156 Yes No Yes Yes Yes
1539 Company
2024- . .
1540 23-Aug-24 Bank of Clarke Banks & Credit Unions 1 Yes No No No No
2024-

23-Aug-24 Clark Hill Other 3 No No No No Yes
1541
2024-
1542 23-Aug-24 Department of Revenue State Government 1 Yes No No Yes No
2024- . .
1543 23-Aug-24 Innophos Holdings, Inc. Manufacturing 3 Yes No No No No
2024- . .
1544 23-Aug-24 Shamrock Trading Corporation Other 3 Yes No No Yes No
2024- .
1545 23-Aug-24 Perry Johnson, Inc. Commercial 14 Yes No No No No
2024- .
1546 23-Aug-24 Uber Technologies, Inc. Technology 1 No No No Yes No
2024- )
1547 23-Aug-24 ArentFox Schiff LLP Other 3 Yes No Yes No Yes
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2024-
1548 25-Aug-24 The Joffrey Ballet Other 9 Yes No Yes Yes Yes
2024- .
1549 26-Aug-24 Clark Hill Other 19 Yes Yes No Yes No
2024- )
1550 26-Aug-24 Baystate Medical Center Health Care 1 Yes Yes No No No
2024- -
1551 26-Aug-24 Watson Clinic Health Care 344 Yes Yes Yes Yes No
2024- . . .
1552 26-Aug-24 Univest Banks & Credit Unions 1 No No Yes No No
2024- L s
1553 26-Aug-24 ComNet Communications LLC Telecommunications 5 Yes No No No No
2024- .
1554 26-Aug-24 Mt. Carmel Care Center Not-for-profit 1,539 Yes Yes Yes No No
2024- - . .
1555 26-Aug-24 Center for Living & Working Inc Not-for-profit 1 Yes No No No No
2024- )
1556 27-Aug-24 Young Consulting LLC Other 8,435 Yes Yes No No No
2024- . .
1557 27-Aug-24 Rockland Trust Banks & Credit Unions 1 No No No No No
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2024-
1558 27-Aug-24 Ongoing Operations Other 6 Yes No Yes No Yes
2024- S
1559 27-Aug-24 The O'Sullivan Group Health Care 1 Yes No No Yes No
2024- . . Financial Services

27-Aug-24 Legacy Capital Advisors LLC 5 Yes No No No No
1560 Company
2024- Financial Services

28-Aug-24 Moser Wealth Advisors 4 Yes No Yes No No
1561 Company
2024- . . . .
1562 28-Aug-24 Title Financial Corporation Other 13 No No Yes No Yes
2024- . . . . .
1563 28-Aug-24 | Radiological Society of North America Not-for-profit 10 Yes No No No No
2024-
1564 28-Aug-24 Tufts Health Plan Insurance Company 1 Yes No No No No
2024- o
1565 28-Aug-24 Bunkhouse Management, LLC Hospitality Industry 8 No No No Yes Yes
2024- CBIZB fits & | Servi

28-Aug-24 ENETIEs & Insurance Services, Other 382 Yes No No No No
1566 Inc.
2024- . .
1567 29-Aug-24 PM Concepts, LLC DBA Amata Life Retail 9 No No No No Yes
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2024-
1568 29-Aug-24 | Community Healthcare Network, Inc. Health Care 218 Yes Yes Yes Yes No
2024- . .
1569 29-Aug-24 | Metropolitan Life Insurance Company Insurance Company 154 Yes No No No No
2024- Western Electrical Contractors .

29-Aug-24 . Not-for-profit 9 Yes No No Yes No
1570 Association, Inc.
2024- . .
1571 29-Aug-24 WellLife Network Inc. Not-for-profit 7 Yes Yes No Yes No
2024-
1572 29-Aug-24 KinetX, Inc. Other 1 Yes No No No No
2024- Weinberg, Wheeler, Hudgins, Gunn &

29-Aug-24 Other 115 Yes No No No No
1573 . Dial LLC
2024- . . .
1574 29-Aug-24 Imperial Sprinkler, LLC Manufacturing 1 No No No Yes No
2024- Drost Kivlahan McMahon & O'C

29-Aug-24 rost Riviahan vichiahon onnor Commercial 17 Yes No Yes No No
1575 LLC
2024- . . .
1576 29-Aug-24 Benedictine Schools of Richmond Educational 11 Yes No No No No
2024- . .
1577 29-Aug-24 Somers Public Schools Educational 5 Yes No Yes No No
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2024-
1578 29-Aug-24 Covenant Care California, LLC Health Care 7 Yes Yes Yes Yes No
2024- Financial Services

30-Aug-24 USAA 538 Yes No Yes Yes No
1579 Company
2024- .
1580 30-Aug-24 Strive HoldCo, LLC Health Care 102 No Yes No No No
2024- South Orange County Communit

30-Aug-24 & . y. ¥ Educational 1 Yes No No No No
1581 College District
2024- . . .
1582 30-Aug-24 [llinois Bone & Joint Institute, LLC Health Care 213 Yes Yes No No No
2024- Financial Services

30-Aug-24 Friedman & Huey Associates LLP 2 No No Yes No No
1583 Company
2024- )
1584 30-Aug-24 Compex Legal Services Inc. Other 64 Yes Yes Yes No Yes
2024- . .
1585 30-Aug-24 Marine Home Center Retail 52 Yes No Yes No Yes
2024- Fi ial Servi

30-Aug-24 Benchmark Bankshares Inc. inanciat >services 3 Yes No Yes No Yes
1586 Company
2024- .
1587 30-Aug-24 Gallagher Bassett Services, Inc. Insurance Company 1 Yes No Yes Yes Yes
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2024-
1588 30-Aug-24 City of Miami Gardens Local Government 2 Yes No Yes No No
2024- . .
1589 30-Aug-24 Hospital Sisters Health System Health Care 146 Yes Yes No Yes No
2024- B tt Eye C Fish LLC db

31-Aug-24 arretttye Lare rishers, @ Other 2 No No No Yes No
1590 Barrett Eye Care
2024- . . .
1591 03-Sep-24 The Village Bank Banks & Credit Unions 1 No No Yes No Yes
2024-
1592 03-Sep-24 Phase Il Systems d/b/a PARS Other 5 Yes No No No No
2024- . .
1593 03-Sep-24 Wessling Architects, PLLC Other 7 Yes No Yes Yes No
2024- .
1594 03-Sep-24 Cherry Bekaert Advisory LLC Other 2 Yes No Yes No No
2024- i
1595 03-Sep-24 | BSA, Architects Bull Stockwell Allen Other 4 Yes Yes No Yes No
2024- N England Wooden W

03-Sep-24 ew Englan 0_0 entvare Manufacturing 672 Yes No Yes Yes Yes
1596 Corporation
2024- Superior Air-Ground Ambulance

04-Sep-24 B . Health Care 50 Yes No No No No
1597 Service, Inc.
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2024- Fi ial Servi

04-Sep-24 Katz Nannis + Solomon, PC inanciat services 15,762 Yes No Yes Yes No
1598 Company
2024-
1599 04-Sep-24 Northwoods League, Inc. Other 21 No No No No Yes
2024-
1600 04-Sep-24 SAVERS BANK Other 3 No No No No Yes
2024- . .
1601 04-Sep-24 Lee Bank Banks & Credit Unions 1 No No Yes No No
2024- . . .
1602 04-Sep-24 CitiBank Banks & Credit Unions 1 No No Yes No No
2024- .
1603 04-Sep-24 | RN Enterprises, LLC dba Red Nucleus Other 3 Yes No Yes Yes No
2024- . .
1604 04-Sep-24 | Professional Development Resources Not-for-profit 127 No No No No Yes
2024- Financial Services

05-Sep-24 | Slavic Integrated Administration, Inc. 51 No No Yes No No
1605 Company
2024- . .
1606 05-Sep-24 Rockland Trust Banks & Credit Unions 2,048 Yes No No No No
2024- . . .
1607 05-Sep-24 Riverside Resort & Casino Other 20 Yes No No No No
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2024- JERICO PICTURES, INC. D/B/A

05-Sep-24 ’ /8/ Technology 28,761 Yes No No No No
1608 NATIONAL PUBLIC DATA
2024- .
1609 05-Sep-24 Avis Rent A Car System LLC Other 7,304 No No No Yes Yes
2024- . . .
1610 05-Sep-24 Colorado State University Pueblo Educational 40 No No No No No
2024- .
1611 06-Sep-24 Water For People Not-for-profit 136 Yes No Yes Yes Yes
2024-
1612 06-Sep-24 Delta Health System Health Care 14 Yes Yes Yes Yes No
2024-
1613 06-Sep-24 Elmhurst Development LLC Other 10 Yes No Yes No No
2024- . .
1614 06-Sep-24 Bluestone Bank Banks & Credit Unions 8 No No No No Yes
2024- . .
1615 06-Sep-24 Bluestone Bank Banks & Credit Unions 1 No No No No Yes
2024- . . . .
1616 06-Sep-24 Vista Higher Learning, Inc. Retail 397 Yes Yes Yes No No
2024- . .
1617 06-Sep-24 One Point HR Solutions, Inc. Other 21 Yes No No No No
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2024-
1618 06-Sep-24 NolIR Laser Company, LLC Manufacturing 1 No No No No Yes
2024- .
1619 06-Sep-24 Skyland Grain, LLC Other 2 Yes No No No No
2024- .
1620 06-Sep-24 Slim CD, Inc. Other 4,087 No No No No Yes
2024- . .
1621 06-Sep-24 Retail Data Retail 255 Yes No No No No
2024- - . .
1622 07-Sep-24 The Citizens Bank Banks & Credit Unions 3 Yes No No Yes No
2024- .
1623 09-Sep-24 North Cottage Program Not-for-profit 6,650 Yes Yes No No No
2024- .
1624 09-Sep-24 Kemper Sports Management, LLC Hospitality Industry 252 Yes No No Yes No
2024-
1625 09-Sep-24 Department of Revenue State Government 1 Yes No No No No
2024-
1626 09-Sep-24 HPM Insurance Insurance Company 15 Yes No No Yes No
2024- .
1627 09-Sep-24 Richland County, WI Local Government 38 Yes Yes Yes Yes No
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2024-
1628 10-Sep-24 Adams Community Bank Banks & Credit Unions 1 No No No No Yes
2024- . .
1629 10-Sep-24 Eastern Bank Banks & Credit Unions 51 No No No No Yes
Local 1964, International

2024- Longshoremen’s Association Local

10-Sep-24 Trade Uni 22 Y Y Y N N
1630 P 1964 ILA Health & Insurance Fund rade Hnion es es es © ©

Local 1964 ILA Retirement Fund

2024- . . .
1631 11-Sep-24 The John Richard Collection, LLC Commercial 10 Yes No No No Yes
2024- Newton Community Development .

11-Sep-24 . Not-for-profit 1 No No Yes No No
1632 Foundation, Inc.
2024- . .
1633 11-Sep-24 V H Blackinton & Company, Inc. Manufacturing 263 Yes No No No No
2024- . . .
1634 11-Sep-24 Brigham and Women's Hospital Health Care 1 No Yes No No No
2024- Financial Services

11-Sep-24 Navy Federal Credit Union 1 Yes No Yes No No
1635 Company
2024- . S .
1636 12-Sep-24 Spaulding Rehabilitation Hospital Health Care 1 No No No Yes Yes
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2024- = ol -
0 12-Sep-24 Savers Bank inancial Services 1 No No Yes No Yes

1637 Company
2024- .
1638 12-Sep-24 Goodwin House Incorporated Health Care 6 Yes Yes Yes No No
2024- Prentke Romich Company dba PRC-

12-Sep-24 . ) Manufacturing 3 Yes No No No No
1639 Saltillo
2024- )
1640 12-Sep-24 Televerde Commercial 1 Yes No No No No
2024- Fi ial Servi

12-Sep-24 NewEdge Advisors, LLC inancial Services 147 Yes No Yes Yes No
1641 Company
2024- A Sports Medicine & Orthopedi

12-Sep-24 ceess por“s edicine \ rihopedics Health Care 4,431 Yes Yes Yes No No
1642 ("Access Sports")
2024- .
1643 13-Sep-24 Carvana Co. Commercial 29 Yes No No No No
2024- . -
1644 13-Sep-24 Stillwater Mining Company Other 4 Yes Yes Yes Yes No
2024- .
1645 13-Sep-24 Milford Management Corp. Other 8 Yes No No No No
2024- Financial Services

13-Sep-24 Wells Fargo Bank, N.A 1 No No Yes No No
1646 Company
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2024-
1647 13-Sep-24 The Maids International, LLC Other 6 Yes No Yes Yes Yes
2024- )
1648 13-Sep-24 Express Services, Inc. Other 6 Yes No No No No
2024- o
1649 13-Sep-24 Aramark Hospitality Industry 12 Yes No No No No
2024- . . .
1650 13-Sep-24 David's Bridal Retail 283 Yes No No No No
2024-
1651 13-Sep-24 Sono Bello Health Care 3 Yes No No No No
2024- . . . . . .
1652 13-Sep-24 LA Financial Federal Credit Union Banks & Credit Unions 892 Yes No Yes Yes No
2024- . . .
1653 13-Sep-24 Noble Biomaterials, Inc. Manufacturing 3 Yes No No No No
2024- )
1654 13-Sep-24 Orteg, Inc. Manufacturing 1 Yes No No No No
2024- . .
1655 13-Sep-24 Altman Specialty Plants, LLC Retail 2 Yes No Yes No No
2024-
1656 13-Sep-24 | Anderson Feazel Management, Inc. Other 12 Yes No No No No
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Breach Date Reporting MA SSN Medical Financial Drivers Credit/Debit
Number Reported Reporting Organization Name Organization Residents Breached Records Account Licenses Numbers
To OCA Type Affected Breached Breached Breached Breached

2024-
10657 16-Sep-24 Salem Five Bank Banks & Credit Unions 4 No No No No Yes
2024- Financial Services

16-Sep-24 TD Bank N.A. 1 Yes No Yes No Yes
1658 Company
2024- .
1659 16-Sep-24 Baystate Medical Center Health Care 1 Yes Yes No No No
2024- . _ .
1660 16-Sep-24 Kittles Home Furnishing Inc. Commercial 1 Yes Yes Yes Yes Yes
2024- )
1661 16-Sep-24 Wabash College Educational 12 Yes No No No No
2024- ERLC LLC, d/b/a Elit E

16-Sep-24 , d/b/a Eli .ecare mergency Health Care 8 Yes Yes No Yes No
1662 Hospital
2024- The Cannon Corporation dba

16-Sep-24 F ) Commercial 309 Yes No No Yes No
1663 CannonDesign
2024- . .
1664 16-Sep-24 The Tech Interactive Not-for-profit 2 Yes No No No No
2024- Transport Funding LLC c/o Central Financial Services

16-Sep-24 P gLLCC/ 1 Yes No No No No
1665 Bank of Kansas City Company
2024- .
1666 17-Sep-24 R.K. Allen Qil Co., Inc. Other 1 Yes No No No No
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To OCA Type Affected Breached Breached Breached Breached
2024-
1667 17-Sep-24 Netherland Sewell & Associates Other 3 Yes No No No No
2024- .
1668 17-Sep-24 Propark Mobility Other 2,010 Yes No No Yes No
2024- . . .
1669 17-Sep-24 The Village Bank Banks & Credit Unions 1 No No Yes No Yes
2024- . . .
1670 17-Sep-24 The Village Bank Banks & Credit Unions 1 No No Yes No Yes
2024- . .
1671 17-Sep-24 The Kendal Corporation Not-for-profit 40 Yes No Yes No No
2024- )
1672 17-Sep-24 Fireworks Software, Inc. Technology 29 Yes No No No No
2024- . .
1673 18-Sep-24 Rockland Trust Banks & Credit Unions 1 No No No No No
2024- . .
1674 18-Sep-24 Rockland Trust Banks & Credit Unions 1 No No No No No
2024- . .
1675 18-Sep-24 Rockland Trust Banks & Credit Unions 1 No No No No No
2024- . .
1676 18-Sep-24 Rockland Trust Banks & Credit Unions 2 Yes No No No No
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2024- Fi ial Servi

18-Sep-24 Wells Fargo Bank, N.A. inancial Services 4 Yes No Yes Yes No
1677 Company
2024- American Theological Librar

18-Sep-24 o g" \ y Not-for-profit 1 Yes No No No No
1678 Association ("Atla")
2024- .
1679 18-Sep-24 MIPS Holding, Inc. Other 5 Yes No No No No
2024- Steward Partners Management Financial Services

18-Sep-24 . 6 No No Yes No No
1680 Holdings, LLC Company
2024- Financial Services

19-Sep-24 J.W. Cole Financial Inc. 6 Yes No Yes No No
1681 Company
2024- . . . .
1682 19-Sep-24 St Marys Credit Union Banks & Credit Unions 3 No No No No Yes
2024- Financial Services

19-Sep-24 Wells Fargo Clearing Services, LLC 4 Yes No Yes No No
1683 Company
2024- .
1684 19-Sep-24 MedReview, Inc. Other 1 Yes No No No No
2024- Financial Services

19-Sep-24 TradeZero America Inc. 346 Yes No Yes Yes No
1685 Company
2024- . . .
1686 19-Sep-24 The Gill Corporation Commercial 3 Yes No No Yes No
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Number Reported Reporting Organization Name Organization Residents Breached Records Account Licenses Numbers
To OCA Type Affected Breached Breached Breached Breached

2024-
1687 19-Sep-24 Johnson & Wales University Not-for-profit 2,248 Yes No Yes No No
2024- . . .
1688 20-Sep-24 Tuttle-Click Automotive Group Commercial 1 Yes No No Yes No
2024- . .
1689 20-Sep-24 siParadigm LLC Health Care 1,505 Yes Yes Yes No No
2024-
1690 20-Sep-24 SAVERS BANK Other 1 No No No No Yes
2024- .
1691 20-Sep-24 Blundstone (U.S.A.) Inc. Retail 205 No No No No Yes
2024- .
1692 20-Sep-24 Workstream Technologies Inc. Other 1 Yes No No No No
2024- )
1693 20-Sep-24 Pei Cobb Freed & Partners Other 14 Yes No No No No
2024-
1694 20-Sep-24 Octapharma Plasma, Inc. Other 164 Yes No Yes No No
2024- . . .
1605 20-Sep-24 M&R Strategic Services, Inc. Commercial 1 Yes No No No No
2024- Financial Services

20-Sep-24 Wells Fargo Bank, N.A. 1 No No Yes No No
1696 Company
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The total number of breaches affecting residents: 2,283,049

Breach Date Reporting MA SSN Medical Financial Drivers Credit/Debit

Reported Reporting Organization Name Organization Residents Records Account Licenses Numbers

Number Breached
To OCA Type Affected Breached Breached Breached Breached

2024-
1697 20-Sep-24 Med Tax, Inc. Other 9 Yes No Yes No No
2024- Fi ial Servi

23-Sep-24 Heard, McElroy & Vestal LLC inanciat >ervices 1 Yes No No No No
1698 Company
2024- .
1699 23-Sep-24 Nantucket Cottage Hospital Health Care 106 Yes Yes Yes Yes No
2024- -
1700 23-Sep-24 Brown Integrated Logistics, Inc. Other 3 Yes No No No No
2024- 23-Sep-24 Southwest Colorado Mental Health Health Care 1 Yes No No Yes No
1701 P Center, Inc. d/b/a Axis Health System
2024- .
1702 23-Sep-24 Pacific Life Insurance Company Insurance Company 10 Yes No Yes No No
2024-
1703 23-Sep-24 CDK Global LLC Technology 1 Yes No No No No
2024- .
1704 24-Sep-24 Sunrise Erectors, Inc. Other 1,340 Yes No No No No
2024- . .
1705 24-Sep-24 Rockland Trust Banks & Credit Unions 2 No No No No No
2024- . .
1706 24-Sep-24 Rockland Trust Banks & Credit Unions 1 No No No No No
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To OCA Type Affected Breached Breached Breached Breached

2024-
1707 24-Sep-24 Intuit Inc. Technology 1 Yes No Yes Yes No
2024- .
1708 24-Sep-24 | Eckert Seamans Cherin & Mellott, LLC Other 6 Yes Yes No Yes No
2024- Fi ial Servi

24-Sep-24 Ross, Anglim, Angelini & Co., LLP inanciat Services 1 Yes No No No No
1709 Company
2024- . . Financial Services

24-Sep-24 LPL Financial LLC 1 Yes No No No No
1710 Company
2024- Wright, Moore, DeHart, Dupuis & Financial Services

24-Sep-24 E . F 58 Yes Yes Yes Yes No
1711 Hutchinson, LLC Company
2024- . . .
1712 25-Sep-24 Creative Playthings Retail 20 Yes No No No No
2024-
1713 25-Sep-24 McArthur Glen Europe Inc. Other 12 Yes No No No No
2024- . . .
1714 25-Sep-24 Erving Industries, Inc. Manufacturing 186 Yes No No Yes No
2024-
1715 25-Sep-24 Amgen Inc. Other 73 Yes No No No No
2024- . . .
1716 25-Sep-24 Lincoln Financial Insurance Company 1 Yes No No No No
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2024- Financial Services

25-Sep-24 Feldstein & Stewart LLP, CPAs 42 Yes No Yes Yes No
1717 Company
2024- . .
1718 25-Sep-24 OSDA Contract Services Manufacturing 1 Yes No No No No
2024- . . .
1719 25-Sep-24 Main street bank Banks & Credit Unions 1 No No No No Yes
2024-

- - - 0 - - - - -
1720
Department of Revenue -

2024- Administrative Affairs Division - Offi

25-Sep-24 Minstrative alrs‘ IVISIOT‘ ce State Government 1 Yes No No No No
1721 of Internal Audit and Risk

Management

2024- Insurance Agency Marketing Services

25-Sep-24 gency & ’ Insurance Company 780 Yes Yes Yes Yes Yes
1722 Inc.
2024- .
1723 25-Sep-24 Falvey Linen Supply, Inc. Other 496 Yes No No No No
2024- )
1724 25-Sep-24 Heart South Cardiovascular Group Health Care 1 No No No No No
2024- .
175 26-Sep-24 Creative Co-op Other 1 Yes No No No No
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2024-
1726 26-Sep-24 Fraser Child and Family Center Health Care 11 Yes Yes No No No
2024- Community Clinic of Maui, Inc. dba

26-Sep-24 Health Care 4 No Yes No No No
1727 » Malama | Ke Ola Health Center
2024- Bay Ridge Aut tive M t

26-Sep-24 dy Ridge Automotive Vianagemen Commercial 13 No No No Yes No
1728 Group
2024- New TSI Holdings, Inc./New York .

27-Sep-24 & / Commercial 3,935 Yes No No No No
1729 Sports Club
2024- _— . .
1730 27-Sep-24 | Greater Birmingham Humane Society Not-for-profit 3 Yes No Yes Yes No
2024- Financial Services

27-Sep-24 Citizens Bank 13 Yes No Yes Yes Yes
1731 Company
2024- .
1732 27-Sep-24 Nantucket Cottage Hospital Health Care 106 Yes Yes Yes Yes No
2024- . . .
1733 27-Sep-24 Aiken Electric Co-op, Inc. Commercial 3 Yes No Yes Yes No
2024- )
1734 27-Sep-24 MEMC, LLC Manufacturing 27 Yes No Yes Yes No
2024- . .
1735 27-Sep-24 North Adams Housing Authority Local Government 64 Yes Yes Yes Yes Yes
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To OCA Type Affected Breached Breached Breached Breached
5024 The Trustees of the Walters Art
1736 27-Sep-24 Gallery, Inc. dba the Walters Art Not-for-profit 43 Yes Yes Yes Yes No
Museum
2024- )
1737 27-Sep-24 Empereon Marketing Other 38 No No Yes No No
2024- Holistix Treatment Center LLC d/b/a
27-Sep-24 Health Care 75 Yes Yes No No No
1738 Level Up Treatment Lake Worth
2024-
1739 27-Sep-24 Cydcor LLC Other 2 Yes Yes Yes Yes Yes
2024- SUNY Sch tady County C it
27-Sep-24 chenectacy Lounty Lommunity Educational 3 Yes No No No No
1740 College
2024- .
1741 27-Sep-24 Frana Companies, Inc. Other 1 Yes Yes Yes Yes No
2024- .
1742 28-Sep-24 Ascend Analytics, LLC Technology 5 Yes No No No No
2024- Fi ial Servi
30-Sep-24 Wells Fargo Bank, N.A. inanciat Services 1 No No Yes No No
1743 Company
2024- . .
1744 30-Sep-24 Apellis Pharmaceuticals, Inc. Other 308 No No Yes No No
2024- e .
1745 30-Sep-24 Georgia Kidney Associates, Inc. Health Care 3 Yes Yes Yes No No
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2024- Arthur Ch Kettering Smetak &

30-Sep-24 rehur apmfan etering smeta Other 5 Yes Yes Yes Yes No
1746 Pikala, P.A.
2024- o
1747 30-Sep-24 Lewis Brisbois Other 45 Yes Yes No Yes No
2024- Fi ial Servi

30-Sep-24 Central Securities Corporation inanciat >ervices 18 Yes No Yes No No
1748 Company
2024- . .
1749 01-Oct-24 Rockland Trust Banks & Credit Unions 1 No No Yes No No
2024- )
1750 01-Oct-24 Minute Women Home Care Other 208 Yes No Yes Yes No
2024- .
1751 01-Oct-24 Edwards CPA Group P.C. Commercial 9 Yes No No No No
2024- . .
1752 01-Oct-24 Find Great People Commercial 14 Yes No No Yes Yes
2024- . .
1753 02-Oct-24 C.K.S Packaging, Inc. Manufacturing 5 Yes No Yes No No
2024- . . .
1754 02-Oct-24 Watertown Savings Bank Banks & Credit Unions 1 No No No No Yes
2024- Ward Transport & Logistics

02-Oct-24 P . E Other 5 Yes Yes Yes Yes No
1755 Corporation




COMMONWEALTH OF MASSACHUSETTS

Office of Consumer Affairs and Business Regulation

501 Boylston 5t Ste. 5100 Boston, MA 02116
(617)973-8787
WwWw._mass gov/oca

MAURA HEALEY YVONNE HAO
GOVERNOR SECRETARY OF ECONOMIC
DEVELOPMENT
KIMBERLEY DRISCOLL
LIEUTENANT GOVERNOR LAYLA D’EMILIA
2024 Data Breach Notification Report MEDERSEERETARY
The total number of breaches affecting residents: 2,283,049
Breach Date Reporting MA SSN Medical Financial Drivers Credit/Debit
Number Reported Reporting Organization Name Organization Residents Breached Records Account Licenses Numbers
To OCA Type Affected Breached Breached Breached Breached
2024-
1756 02-Oct-24 Banker Lopez Gassler, P.A. Other 1 Yes No No No No
2024-
1757 02-Oct-24 Accruent, LLC Technology 22 Yes No Yes Yes Yes
2024- e .
1758 02-Oct-24 | Advanced Sterilization Products, Inc. Manufacturing 7 Yes No Yes Yes Yes
2024- .
1759 02-Oct-24 Anderson Instrument Co., Inc. Manufacturing 5 Yes No Yes Yes Yes
2024- . .
1760 02-Oct-24 Censis Technologies, Inc. Technology 2 Yes No Yes Yes Yes
2024- . .
1761 02-Oct-24 Dover Motion, Inc. Manufacturing 113 Yes No Yes Yes Yes
2024- . .
1762 02-Oct-24 Dynapar Corporation Manufacturing 5 Yes No Yes Yes Yes
2024- . . .
1763 03-Oct-24 Fluke Biomedical LLC Manufacturing 5 Yes No Yes Yes Yes
2024- . .
1764 03-Oct-24 Fluke Corporation Manufacturing 13 Yes No Yes Yes Yes
2024- . .
1765 03-Oct-24 FTV Employment Services Manufacturing 126 Yes No Yes Yes Yes
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2024-
1766 03-Oct-24 Global Physics Solutions, Inc. Manufacturing 6 Yes No Yes Yes Yes
2024- . e . .
1767 03-Oct-24 Industrial Scientific Corporation Manufacturing 13 Yes No Yes Yes Yes
2024- . .
1768 03-Oct-24 Intelex Technologies U.S. Inc. Manufacturing 2 Yes No Yes Yes Yes
2024- Pacific Scientific Energetic Materials

03-Oct-24 Manufacturin 27 Yes No Yes Yes Yes
1769 Company (California) LLC E
2024- .
1770 03-Oct-24 Provation Software, Inc. Technology 5 Yes No Yes Yes Yes
2024- . .
1771 03-Oct-24 Qualitrol Company LLC Manufacturing 31 Yes No Yes Yes Yes
2024- )
1772 03-Oct-24 ServiceChannel.com, Inc. Technology 7 Yes No Yes Yes Yes
2024- .
1773 03-Oct-24 Setra Systems, Inc. Manufacturing 330 Yes No Yes Yes Yes
2024- . .
1774 03-Oct-24 Tektronix, Inc. Manufacturing 213 Yes No Yes Yes Yes
2024- TransUnion Risk and Alternative Data Financial Services

03-Oct-24 5,822 Yes No No Yes No
1775 Solutions, Inc. (TRADS) Company
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2024-
1776 03-Oct-24 TDX Construction Corporation Other 10 Yes No No No No
2024- Western and Southern Life Assurance

03-Oct-24 Insurance Company 1 Yes No Yes No No
1777 Company
2024- . . . . .
1778 03-Oct-24 FloridaCentral Credit Union Banks & Credit Unions 48 Yes No Yes Yes Yes
2024-
1779 03-Oct-24 CVS Pharmacy Health Care 39 No No No No Yes
2024-
1780 03-Oct-24 Harvard Club of New York Other 1 Yes No No No No
2024- o
1781 03-Oct-24 Balboa Bay Club Ventures LLC Hospitality Industry 1 Yes No No Yes No
2024- Fi ial Servi

03-Oct-24 | Wellesley Asset Management, Inc. inanciat >services 303 Yes No Yes No No
1782 Company
2024-
1783 03-Oct-24 Jun Zhou CPA Ltd. Insurance Company 1 Yes No No No No
2024- M t Data Syst

04-Oct-24 anagemen . ata Jystems Technology 3 Yes No Yes Yes No
1784 International, Inc.
2024- . . .
1785 04-Oct-24 Union League Boys and Girls Club Not-for-profit 2 Yes No No No No
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2024- Midland National Life Insurance

04-Oct-24 Insurance Company 3 No No No No No
1786 Company
2024- . .
1787 04-Oct-24 BNY Mellon Banks & Credit Unions 1 No No Yes No No
2024- Fi ial Servi

04-Oct-24 Allied CPAs, P.C. nanciat services 58 Yes No Yes Yes No
1788 Company
2024- ,
1789 04-Oct-24 Langford Industries LLC Other 1 Yes No No No No
2024- . -
1790 04-Oct-24 | Massachusetts Gaming Commission State Government 1 No No No Yes Yes
2024-
1791 05-Oct-24 ATSG, Inc. Technology 107 Yes No No Yes No
2024- Fitzgerald, DePietro & Wojnas CPAs, Financial Services

05-Oct-24 214 Yes No Yes No No
1792 P.C. Company
2024- .
1793 05-Oct-24 5.11, Inc. Retail 488 No No No No Yes
2024- . . .
1794 07-Oct-24 Community HousingWorks Not-for-profit 5 Yes No No No No
2024- . .
1795 07-Oct-24 OsteoRemedies, LLC Manufacturing 9 Yes No No No Yes
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2024-
1796 07-Oct-24 Agawam Council Not-for-profit 13 Yes No Yes No No
2024- Financial Services

07-Oct-24 |Kevin Grunawalt d/b/a Verso Financial 24 Yes No Yes No No
1797 Company
2024- Financial Services

07-Oct-24 | MoneyGram Payment Systems, Inc. 0 Yes No Yes Yes No
1798 Company
2024- . .
1799 07-Oct-24 McDermott Will & Emery LLP Commercial 2 Yes No No No No
2024- . .
1800 08-Oct-24 | Connally Memorial Medical Center Health Care 1 No Yes No No No
2024- )
1801 08-Oct-24 Name Badges, LLC Retail 40 No No No No Yes
2024- Berkshire Prosthetic & Restorati

08-Oct-24 er's e r?’s € |c. estora “,/?, Health Care 5 Yes No Yes No No
1802 Dentistry PC (“Berkshire Prosthetic”)
2024- Financial Services

08-Oct-24 McKell Financial Group 3 Yes Yes No No No
1803 Company
2024- . .
1804 08-Oct-24 FKQ Marketing, Inc. Commercial 1 Yes No Yes No No
2024- Financial Services

08-Oct-24 Bartlett, Pringle, and Wolf, LLP 7 Yes No No No No
1805 Company
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To OCA Type Affected Breached Breached Breached Breached

2024-
1806 08-Oct-24 Kulicke and Soffa Industries Telecommunications 7 No No Yes No No
2024-
1807 08-Oct-24 Montagut & Sobral, PC Other 15 Yes No No Yes No
2024- . .
1808 08-Oct-24 CreditRiskMonitor.com, Inc. Other 7 Yes No No No No
2024- . .
1809 08-Oct-24 Alliance Laundry Systems LLC Commercial 15 Yes No Yes Yes No
2024- . .
1810 08-Oct-24 Sterling Corporation Other 821 Yes No No No No
2024- . .
1811 08-Oct-24 Virginia Dare Extract Co., Inc. Manufacturing 1 Yes No No No No
2024-
1812 08-Oct-24 TheraCom, L.L.C. Health Care 142 No Yes No No No
2024- Jackson National Life Insurance

09-Oct-24 Insurance Company 1 No No Yes No No
1813 Company
2024- Financial Services

09-Oct-24 Wells Fargo Bank, N.A. 1 No No Yes No Yes
1814 Company
2024- i
1815 09-Oct-24 SHOE SHOW, INC. Retail 89 Yes No No No No
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2024- Fi ial Servi

09-Oct-24 Newman Dignan & Sheerar, Inc inanciat services 130 Yes No Yes Yes No
1816 Company
2024- Financial Services

09-Oct-24 Fidelity Investments 2,768 Yes No Yes Yes No
1817 Company
2024- . . .
1818 10-Oct-24 United Way of Connecticut, Inc. Not-for-profit 4 No Yes No No No
2024- . .
1819 10-Oct-24 judge rotenberg education center Other 2,167 Yes No No Yes No
2024- . .
1820 10-Oct-24 Omni Family Health Health Care 15 Yes Yes No No No
2024- Sysinformation Healthcare Services,

10-Oct-24 y Technology 3 Yes No Yes No No
1821 Inc.
2024- 21st Century Soluti Ltd. d/b

11-Oct-24 st-entury solutions, /b/a Other 1 No No No No Yes
1822 GoKeyless LLC
2024- . . .
1823 11-Oct-24 Trustees of Boston University Educational 2 Yes No No No No
2024- )
1824 11-Oct-24 Bel-Air Bay Club Ltd Other 7 Yes No Yes No No
2024- . .
1825 11-Oct-24 The City of Canton, State of Ohio Local Government 12 No No No Yes No
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2024-
1826 11-Oct-24 Texas Spine Consultants Health Care 4 No Yes No No No
2024- .
1827 11-Oct-24 Clayton Properties Group Other 2 Yes No No Yes No
2024- . .
1828 11-Oct-24 Bluestone Bank Banks & Credit Unions 26,310 Yes No Yes No No
2024- . .
1829 11-Oct-24 | The College of American Pathologists Other 2 Yes No No No No
2024-
1830 11-Oct-24 Gryphon Healthcare, LLC Health Care 145 Yes Yes No No No
2024- . . .
1831 12-Oct-24 Lowe's Companies, Inc. Retail 10 No No Yes No No
2024- . .
1832 14-Oct-24 Varsity Brands Inc Commercial 912 Yes Yes Yes Yes No
2024-
1833 14-Oct-24 Narstco, LLC Other 1 Yes No No No No
2024- . .
1834 14-Oct-24 Red House Holdings, Inc. Commercial 5 Yes No No No No
2024- . .
1835 15-Oct-24 Rockland Trust Banks & Credit Unions 1 No No Yes No No
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2024-
1836 15-Oct-24 Cloud Software Group, Inc Commercial 1 Yes No Yes Yes No
2024- . .
1837 15-Oct-24 B-G Mechanical, Inc. Commercial 34 Yes No No Yes No
2024- . I
1838 15-Oct-24 Highgate Hotels, L.P. Hospitality Industry 636 Yes No No No No
2024-
1839 16-Oct-24 Shaheen & Gordon Other 9 Yes No No Yes No
2024- . .
1840 16-Oct-24 Rollstone Bank & Trust Banks & Credit Unions 3 No No Yes No No
2024- . .
1841 16-Oct-24 |Long Island Plastic Surgical Group, P.C. Health Care 861 Yes Yes No Yes Yes
2024- .
1842 16-Oct-24 Totally Promotional Other 724 No No No No Yes
2024- . .
1843 16-Oct-24 Upper Merion Township Local Government 15 Yes No No No No
2024-
1844 16-Oct-24 InStream, LLC Technology 1 No No Yes No No
2024- . .
1845 17-Oct-24 Accesslex Institute Not-for-profit 18 Yes No No No Yes
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2024- Fi ial Servi

17-Oct-24 Amplius Wealth Advisors, LLC inanciat >services 20 Yes No No No No
1846 Company
2024- . . .
1847 17-Oct-24 Salem Five Bank Banks & Credit Unions 63 No No Yes No No
2024- Bresl Starling Frost W B

17-Oct-24 resiow >tar |rTg rost y¥arner Boger Other 8 Yes No No No No
1848 Hiatt, PLLC
2024-
1849 17-Oct-24 YMI Agency, Inc. Insurance Company 1 Yes No No Yes No
2024- .
1850 17-Oct-24 Leaders Staffing Other 6 Yes No Yes Yes No
2024- . . .
1851 17-Oct-24 City of Coon Rapids, Minnesota Local Government 7 Yes No Yes No No
2024-
1852 18-Oct-24 Ora, LLC Other 28 Yes No Yes No No
2024- Financial Services

18-Oct-24 Stephen P. McCarthy, CPA 9 Yes No No No No
1853 Company
2024- . .
1854 18-Oct-24 Middlesex School Educational 1 Yes No No No No
2024- Financial Services

18-Oct-24 Loring, Wolcott & Coolidge 2,390 Yes No Yes Yes No
1855 Company
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Breach Date Reporting MA SSN Medical Financial Drivers Credit/Debit

Reported Reporting Organization Name Organization Residents Records Account Licenses Numbers

Number Breached
To OCA Type Affected Breached Breached Breached Breached
2024-
1856 18-Oct-24 Salem Five Bank Banks & Credit Unions 17 No No No No Yes
2024- . . .
1857 18-Oct-24 Saeilo Enterprises, Inc. Manufacturing 396 Yes No No Yes No
Summit Pathology, a Colorado general

2024- t hi ds it Pathol

18-Oct-24 partnersnip a.n dmmit Fathology Health Care 795 Yes Yes No No No
1858 Laboratories, Inc. a Colorado

corporation

2024- Abbott Laboratories Empl Credit

18-Oct-24 ot e ora‘orlef mp”oyees redi Banks & Credit Unions 403 Yes No Yes No Yes
1859 Union (“ALEC”)
2024-
1860 18-Oct-24 BronxWorks Inc. Other 6 Yes No Yes Yes No
2024- . . .
1861 18-Oct-24 The Hartz Mountain Corporation Manufacturing 28 Yes No Yes Yes No
2024-
1862 18-Oct-24 Johnson & Johnson, Inc. Insurance Company 106 Yes No Yes No No

Clay Platte Family Medicine, Summit
2024 Family and Sports Medicine Clinic,
1863 18-Oct-24 | Cobblestone Family Medicine Clinic, Health Care 14 Yes No No No No
and Barry Pointe Family Medicine
Clinic (“the Clinics”)




COMMONWEALTH OF MASSACHUSETTS

Office of Consumer Affairs and Business Regulation

501 Boylston 5t Ste. 5100 Boston, MA 02116
(617)973-8787
WwWw._mass gov/oca

MAURA HEALEY YVONNE HAO
GOVERNOR SECRETARY OF ECONOMIC
DEVELOPMENT

KIMBERLEY DRISCOLL

LIEUTENANT GOVERNOR LAYLA D'EMILIA
2024 Data Breach Notification Report MEDERSEERETARY
The total number of breaches affecting residents: 2,283,049
Breach Date Reporting MA SSN Medical Financial Drivers Credit/Debit
Number Reported Reporting Organization Name Organization Residents Breached Records Account Licenses Numbers
To OCA Type Affected Breached Breached Breached Breached

2024- Fi ial Servi

21-Oct-24 MML Investors Services, LLC inanciat services 2 No No Yes No No
1864 Company
2024- . . . .
1865 21-Oct-24 Creative Business Interiors, Inc. Commercial 1 Yes No Yes Yes No
2024-
1866 21-Oct-24 Olympus Group Other 2 Yes No No Yes No
2024- .
1867 22-Oct-24 Alta Resources Corporation Other 1 No No Yes No Yes
2024-
1868 22-Oct-24 Town of Adams Local Government 11 Yes No No Yes No
2024- . . .
1869 22-Oct-24 Main street bank Banks & Credit Unions 1 No No No No Yes
2024- Fi ial Servi

22-Oct-24 Eastern Bank inanciat >services 63 No No Yes No Yes
1870 Company
2024- Brighthouse Life Insurance Company

22-Oct-24 Insurance Compan 86 Yes No Yes No No
1871 ("BLIC") pany
2024- M husetts Dept. of

22-Oct-24 355acnUSetts e.p © State Government 1 No No No Yes No
1872 Unemployment Assistance
2024- .
1873 22-Oct-24 Community Dental Health Care 1 Yes No No No No
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2024-
1874 23-Oct-24 Autobell Car Wash LLC Retail 11 Yes Yes Yes Yes No
2024- T .
1875 23-Oct-24 Mile Hi Foods Company Commercial 1 Yes No No No No
2024- . Financial Services

23-Oct-24 |Capital Asset Management Group, Inc. 14 Yes No Yes Yes No
1876 Company
2024- )
1877 23-Oct-24 Cape Cod Academy Educational 778 Yes No No No No
2024- Northeast Spi d Sports Medici

23-Oct-24 ortheast spine and sports Medicine, Health Care 2 Yes Yes Yes No No
1878 LLC
2024- . .
1879 23-Oct-24 OnePoint Patient Care Health Care 34,518 Yes Yes No No No
2024- )
1880 23-Oct-24 Complete Payroll Solutions Technology 214 Yes No Yes Yes No
2024-
1881 23-Oct-24 | Berry Bros. General Contractors, Inc. Other 1 Yes No No No No
2024- Fi ial Servi

23-Oct-24 EP Caine & Associates CPA, LLC inanciat services 3 Yes No Yes No No
1882 Company
2024- Silver Spoon Personal Financial Financial Services

23-Oct-24 7 Yes No Yes No No
1883 Officers, LLC Company
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2024-
1884 23-Oct-24 Wise Construction Corporation Other 380 Yes No Yes Yes Yes
2024- Systems Application & Technologies,

23-Oct-24 i bR & Technology 3 Yes No No No No
1885 Inc.
2024- Financial Services

24-Oct-24 Newtyn Management LLC 3 Yes No Yes Yes No
1886 Company
2024-
1887 24-Oct-24 Gandara Mental Health Center Health Care 17,543 Yes Yes No No No
2024- Fi ial Servi

24-Oct-24 The Vanguard Group Inc. inanciat services 1 No No Yes No No
1888 Company
2024- Point32Health, Inc. (Harvard Pilgrim

24-Oct-24 Insurance Compan 1 Yes No No No No
1889 Health Care) —
2024- Stark ther & Shepley |

24-Oct-24 arkweather ep'ey Insurance Insurance Company 3 Yes No No No No
1890 Brokerage, Inc.
2024- L .
1891 24-Oct-24 Chimienti & Associates Insurance Company 1 Yes No No No No
2024- .
1892 24-Oct-24 Wichita County, Texas Local Government 15 Yes No No Yes No
2024- . .
1893 24-Oct-24 Lake Highland Preparatory School Educational 1 Yes No No No No
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2024-
1894 25-Oct-24 TEAM Software Other 109 Yes No No No No
2024- New York Life Insurance and Annuit

25-Oct-24 . J Insurance Company 4 Yes No No No No
1895 Corporation
2024- The Mick’s in C t Inc. d/b

25-Oct-24 | 1€ Mick's in Cooperstown, Inc. d/b/a Retail 47 No No No No Yes
1896 Mickey’s Place
2024- . .
1897 25-Oct-24 Napoleon Consulting Ltd. Commercial 2 Yes No Yes No No
2024- Easterseals Rehabilitation Center of

25-Oct-24 . Health Care 1 Yes Yes No Yes No
1898 Central lllinois
2024- . .
1899 25-Oct-24 Quest Diagnostics, Incorporated Health Care 24 No Yes No No No
2024- Ad dR Equi tand

28-Oct-24 vance ecove._'ry quipment an Health Care 23 Yes Yes No Yes Yes
1900 Supplies, LLC
2024- .
1901 28-Oct-24 Clark Hill Other 20 Yes No Yes Yes Yes
2024- . .
1902 28-Oct-24 Rogers Foam Corporation Manufacturing 192 Yes No No No No
2024- Financial Services

28-0Oct-24 CUSO Financial Services, LP 196 Yes No Yes Yes No
1903 Company
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2024- Fi ial Servi

28-Oct-24 Proficio Capital Partners LLC inanciat >services 34 No No No No No
1904 Company
2024- .
1905 29-Oct-24 BrightStar Care Health Care 2 No Yes No No No
2024- . L
1906 29-Oct-24 Solairus Aviation, LLC Other 142 Yes No Yes Yes No
2024- . . .
1907 29-Oct-24 The Village Bank Banks & Credit Unions 1 No No Yes No Yes
2024- L . .
1908 29-Oct-24 Division of Occupational Licensure State Government 5 Yes No No No No
2024- Financial Services

29-Oct-24 Seneca Financial Advisors LLC 2 Yes No Yes No No
1909 Company
2024- . . .
1910 29-Oct-24 The Village Bank Banks & Credit Unions 2 No No Yes No Yes
2024- Financial Services

29-Oct-24 Prime Case LLC 1 Yes Yes No Yes No
1911 Company
2024- Financial Services

29-Oct-24 Sophia Wealth Strategies LLC 136 Yes No Yes No No
1912 Company
2024- . .
1913 29-Oct-24 Rush Enterprises, Inc. Retail 1 No No Yes No No
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2024-
1914 29-Oct-24 Youth and Shelter Services, Inc. Not-for-profit 3 Yes No No No No
2024- Psychiatric Corporation of America

29-Oct-24 Health Care 1 Yes Yes Yes No Yes
1915 DBA Lee Sadja MD
2024- . . .
1916 30-Oct-24 | United States Soccer Federation, Inc. Not-for-profit 1 No No Yes Yes No
2024- )
1917 30-Oct-24 Soliant Health, LLC Other 568 Yes No Yes Yes No
2024- .
1918 30-Oct-24 Clark Hill Other 15 Yes Yes Yes Yes Yes
2024- . .
1919 30-Oct-24 Sierra Construction Company, Inc. Other 1 Yes No No Yes No
2024- .
1920 30-Oct-24 | Mass General Brigham Health Plan Health Care 1 Yes No No No No
2024- . N .
1921 30-Oct-24 Child Care Circuit Not-for-profit 3,489 Yes No Yes Yes Yes
2024- )
1922 30-Oct-24 Stryker Corporation Other 14 No Yes No No No
2024- . . .
1923 30-Oct-24 Minuteman Senior Services Health Care 267 Yes No Yes Yes Yes
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2024-
1924 31-Oct-24 Saint Xavier University Educational 116 Yes No Yes Yes No
2024- . . . .
1925 31-Oct-24 | Southern New Hampshire University Educational 1 No No Yes No No
2024- . .
1926 31-Oct-24 Eagle Bank Banks & Credit Unions 3 No No No No Yes
2024- . . . .
1927 31-Oct-24 St Marys Credit Union Banks & Credit Unions 1 No No No No Yes
2024- .
1978 31-Oct-24 BINA Farm Inc. Not-for-profit 443 Yes Yes Yes Yes No
2024- .
1929 31-Oct-24 LG Electronics U.S.A., Inc. (LGEUS) Technology 27 Yes No No No No
2024- R
1930 31-Oct-24 Pacific Life Insurance Company Insurance Company 3 Yes No Yes No No
2024- . .
1931 01-Nov-24 SelectBlinds Retail 5,530 No No No No Yes
2024- )
1932 01-Nov-24 Van Wagner Group, LLC Entertainment 99 Yes No No No No
2024- . . .
1933 01-Nov-24 Adams Community Bank Banks & Credit Unions 23 No No No No Yes
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2024- Financial Services

01-Nov-24 TD Bank N.A. 5 Yes No Yes No Yes
1934 Company
2024- .
1935 01-Nov-24 BNBuilders Other 3 Yes No No No No
2024- .
1936 01-Nov-24 The City of Columbus Other 64 Yes No No Yes No
2024- . . . . .
1937 01-Nov-24 CUSO Financial Services Banks & Credit Unions 1 Yes No No No No
2024- . .
1938 01-Nov-24 Carteret Community College Educational 3 Yes No No No No
2024- . , .
1939 01-Nov-24 Brigham and Women's Hospital Health Care 2 No Yes Yes No No
2024- . .
1940 01-Nov-24 Berklee College of Music Educational 1 No No Yes Yes No
2024- .
1941 01-Nov-24 True World Holdings LLC Other 173 Yes No Yes Yes No
2024- .
1942 04-Nov-24 AVN Corporation Technology 2 Yes No No No No
2024- . . .
1943 04-Nov-24 Raimondo Pettit Group Commercial 1 Yes No Yes Yes No
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2024-

04-Nov-24 EPI Breads Other 1 Yes No No Yes No
1944
2024- . .
1945 04-Nov-24 Montlick & Associates, PC Other 68 Yes No No Yes No
2024-
1946 04-Nov-24 Selman & Company, LLC Insurance Company 1 Yes No No No No
2024- .
1947 04-Nov-24 MWI Veterinary Supply, Inc. Other 122 Yes Yes Yes Yes Yes
2024- .
1948 05-Nov-24 Redwood Coast Regional Center Health Care 1 Yes Yes Yes No No
2024- . . .
1949 05-Nov-24 The Village Bank Banks & Credit Unions 1 No No Yes No Yes
2024- . .
1950 05-Nov-24 Cornerstone Bank Banks & Credit Unions 3 Yes No No Yes No
2024- . . .
1951 05-Nov-24 Main street bank Banks & Credit Unions 2 No No No No Yes
2024- . Financial Services

05-Nov-24 Main Street Bank 10 No No No No Yes
1952 Company
2024- Fi ial Servi

05-Nov-24 Main Street Bank nanciat Services 1 No No No No Yes
1953 Company
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2024-
1954 05-Nov-24 Watertown Savings Bank Banks & Credit Unions 2 No No No No Yes
2024- Fi ial Servi

05-Nov-24 UBS Financial Services Inc. inanciat Services 1 No No Yes No No
1955 Company
2024- . . .
1956 05-Nov-24 Worcester Polytechnic Institute Educational 3,773 Yes No No No No
2024- . .
1957 05-Nov-24 Gloves Holdings, LP Manufacturing 22 Yes No No Yes No
2024- . .

05-Nov-24 Belle Tire Retail 5 Yes No No Yes No
1958
2024- - .
1959 05-Nov-24 Diligent Delivery Systems Other 65 Yes No No No No
2024-
1960 05-Nov-24 Harwood Lloyd, LLP Other 19 Yes Yes Yes Yes No
2024- . . . .
1961 06-Nov-24 Hawaii Radiologic Associates, Ltd. Health Care 7 No Yes No No No
2024- Fi ial Servi

06-Nov-24 UBS Financial Services Inc inanciat services P Yes No Yes No No
1962 Company
2024- .
1963 06-Nov-24 Symetra Life Insurance Company Insurance Company 4 No No Yes No No
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2024-
1964 06-Nov-24 Webster Five Cents Savings Bank Banks & Credit Unions 23 No No No No Yes
2024- . .
1965 06-Nov-24 Phoenix Footwear Group, Inc. Retail 4 Yes No No No No
2024- . . .
1966 06-Nov-24 Continental Café Holdings, LLC Other 10 Yes Yes Yes Yes Yes
2024- . .
1967 06-Nov-24 Sterling Concrete Manufacturing 105 Yes Yes No Yes No
2024_ . urs ” H
1968 06-Nov-24 Fiskars Group (“Fiskars”) Retail 1 Yes No No No No
2024- . .
1969 06-Nov-24 CST Engineering, Inc. Other 1 No No Yes No No
2024- . .
1970 06-Nov-24 Bay Coast Bank Banks & Credit Unions 1 No No Yes No No
2024- Financial Services

06-Nov-24 Kevin Leeds, CPA, PC 17 Yes No No No No
1971 Company
2024-
1972 07-Nov-24 EMM Loans LLC Other 239 Yes No Yes Yes Yes
2024- . .
1973 07-Nov-24 Foley Material Handling Co. Other 1 Yes No No Yes No
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To OCA Type Affected Breached Breached Breached Breached

2024- Fi ial Servi

07-Nov-24 Custom Wealth Management inanciat >ervices 113 Yes No Yes No No
1974 Company
2024-
1975 07-Nov-24 SAVERS BANK Other 2 No No No No Yes
2024-
1976 07-Nov-24 SAVERS BANK Other 2 No No No No Yes
2024-
1977 07-Nov-24 SAVERS BANK Other 12 No No No No Yes
2024 Lycoming-Clinton Counties
1978 08-Nov-24 | Commission for Community Action Not-for-profit 1 Yes No No No No

(STEP) Inc.

2024- . .
1979 08-Nov-24 Acadian Ambulance Service, Inc. Health Care 476 Yes Yes No No No
2024- South West Family Medici

08-Nov-24 o es .aml y Viedicine Health Care 26 Yes Yes No Yes No
1980 Associates, PA
2024- . . .
1981 08-Nov-24 Mauser Packaging Solutions Manufacturing 7 Yes No No No No
2024- ) .
1982 08-Nov-24 Trusted Nurse Staffing LLC Commercial 20 Yes No No Yes No
2024-
1983 08-Nov-24 ExamOne Other 1 Yes No No Yes No
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2024 Perdoceo Education Corporation, as
1984 08-Nov-24 | Custodian of Records for Le Cordon Educational 21 Yes No No Yes No
Bleu

2024- e . . .
1985 08-Nov-24 Fairfield University Educational 4 No Yes No Yes No
2024- Fi ial Servi

08-Nov-24 Main Street Bank inancial services 1 No No No No Yes
1986 Company
2024- . . .
1987 08-Nov-24 Fordham University Educational 2 No No No Yes No
2024-
1988 08-Nov-24 J.S. McCarthy Co., Inc. Other 29 Yes No No No No
2024- .
1989 08-Nov-24 Town of Middleborough Local Government 2 Yes No No Yes No
2024- .
1990 08-Nov-24 Huron, Inc. Manufacturing 2 Yes Yes No No No
5024 Perdoceo Education Corporation, as
1991 08-Nov-24 Custodian of Records for Sanford- Educational 1 Yes No No Yes No

Brown College

2024- .
1992 08-Nov-24 Moses & Aiken LLC Other 20 Yes No No Yes No
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The total number of breaches affecting residents: 2,283,049

Breach Date Reporting MA SSN Medical Financial Drivers Credit/Debit

Reported Reporting Organization Name Organization Residents Records Account Licenses Numbers

Number Breached
To OCA Type Affected Breached Breached Breached Breached
5024 Perdoceo Education Corporation, as
1993 08-Nov-24 | Custodian of Records for the Sanford- Educational 1 Yes No No Yes No
Brown Institute

2024- .
1994 08-Nov-24 Intuit Inc. Technology 3 Yes No Yes Yes No
2024- .
1995 09-Nov-24 Inszone Insurance Services, LLC Insurance Company 2 No No No Yes No
2024- Jackson National Life Insurance

11-Nov-24 Insurance Company 1 No No Yes No No
1996 Company
2024- . .
1997 11-Nov-24 Heritage Cooperative, Inc. Other 2 Yes No Yes No No
2024- . .
1998 11-Nov-24 Helping Our Women Inc Not-for-profit 2 No No No No Yes
2024- i
1999 11-Nov-24 Winstar Farm LLC Other 3 Yes No No No No
2024- . . . .
5000 11-Nov-24 BBS Financial Services, LLC Commercial 39,961 Yes Yes Yes Yes No
2024- . .
5001 12-Nov-24 Rockland Trust Banks & Credit Unions 1 Yes No No No No
2024- Massachusetts Mutual Life Insurance

12-Nov-24 Insurance Company 5 Yes No Yes No No
2002 Company
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2024- Financial Services

12-Nov-24 AssetMark, Inc. 3 No No No No No
2003 Company
2024- )
5004 12-Nov-24 Great Star Tools USA Manufacturing 3 Yes No No No No
2024- . . .
5005 12-Nov-24 Wrentham Cooperative Bank Banks & Credit Unions 1 No No No No Yes
2024- . . .
2006 12-Nov-24 Wrentham Cooperative Bank Banks & Credit Unions 2 No No No No Yes
2024- Financial Services

12-Nov-24 Premier Planning Group, LLC 3 Yes No No No No
2007 Company
2024- . . .
5008 12-Nov-24 Wrentham Cooperative Bank Banks & Credit Unions 1 No No No No Yes
2024- . . .
2009 12-Nov-24 | Pallet Logistics of America d/b/a PLA Manufacturing 3 Yes No No Yes No
2024- The Washington Trust Company, of Financial Services

12-Nov-24 75 Yes No Yes Yes Yes
2010 Westerly Company
2024- . .
5011 12-Nov-24 | Spagnolo Gisness & Associates, Inc. Other 26 Yes Yes Yes Yes Yes
2024- . .
5012 12-Nov-24 Denkai America Other 2 Yes No No No No




MAURA HEALEY
GOVERNOR

KIMBERLEY DRISCOLL
LIEUTENANT GOVERNOR

COMMONWEALTH OF MASSACHUSETTS

Office of Consumer Affairs and Business Regulation

501 Boylston 5t Ste. 5100 Boston, MA 02116
(617)973-8787
WwWw._mass gov/oca

YVONNE HAO
SECRETARY OF ECONOMIC
DEVELOPMENT

LAYLA D’EMILIA

2024 Data Breach Notification Report MEDERSEERETARY
The total number of breaches affecting residents: 2,283,049
Breach Date Reporting MA SSN Medical Financial Drivers Credit/Debit
Number Reported Reporting Organization Name Organization Residents Breached Records Account Licenses Numbers
To OCA Type Affected Breached Breached Breached Breached

2024- Financial Services

12-Nov-24 Ally Bank 15 Yes No Yes Yes Yes
2013 Company
2024-
5014 12-Nov-24 Bamboo Rose LLC Technology 205 Yes No Yes No No
2024- . .
5015 13-Nov-24 Jacobs Entertainment, Inc. Entertainment 3 Yes No No No No
2024- .
5016 13-Nov-24 ASM Global Parent Inc. Commercial 11 Yes No No No No
2024- Jackson National Life Insurance

13-Nov-24 Insurance Company 1 No No No No No
2017 Company
2024- . . .
5018 13-Nov-24 The Village Bank Banks & Credit Unions 1 No No Yes No Yes
2024- Financial Services

13-Nov-24 FCG Wealth Management 3 Yes No No Yes No
2019 Company
2024- .
5020 13-Nov-24 Somerville, Inc. Other 1 Yes Yes No Yes No
2024- . .
5021 14-Nov-24 YMCA of Central Florida Not-for-profit 15 Yes Yes Yes Yes No
2024- Massachusetts Dept. of

14-Nov-24 X State Government 1 Yes No No Yes No
2022 Unemployment Assistance
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2024- Financial Services

14-Nov-24 Compass Working Capital 1 No No Yes No No
2023 Company
5024 American Neighborhood Mortgage
2024 14-Nov-24 | Acceptance Company, LLC (AnnieMac Other 3,810 Yes No No No No

Home Mortgage)

2024-
5025 14-Nov-24 KTBS Law LLP Other 3 Yes No No No No
2024- . N
5026 15-Nov-24 City of Miami Beach Local Government 9 Yes No Yes Yes No
2024- - .
5027 15-Nov-24 Paul G. White Tile Company, Inc. Commercial 22 Yes No Yes Yes No
2024- RBN and Associates, Inc. d/b/a RBN

15-Nov-24 . Insurance Company 32 Yes Yes Yes Yes Yes
2028 Insurance Services
2024- . . s .
5029 15-Nov-24 | El Dorado Union High School District Educational 6 Yes No No No No
2024- TriHealth H, LLC d/b/a TriHealth

15-Nov-24 L — ” Health Care 35 Yes Yes No No No
2030 Physician Partners (“TriHealth”)
2024- Financial Services

15-Nov-24 Stirlingshire BD LLC 16 No No Yes No No
2031 Company
2024- - . .
5032 15-Nov-24 TrilLink BioTechnologies LLC Other 3 No No No No Yes
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2024-
5033 15-Nov-24 The Boelter Companies, Inc. Retail 2 No No No No Yes
2024- . .
5034 15-Nov-24 Harmac Medical Products Inc. Manufacturing 10 Yes No No No No
2024-
5035 15-Nov-24 VPS of Ml., PLLC Health Care 3 Yes Yes No Yes No
2024- Mid-Minnesota Management Services

15-Nov-24 Other 491 No No Yes No No
2036 d/b/a Central Resources
2024- Financial Services

15-Nov-24 Rockport Mortgage Corporation 419 Yes No Yes Yes No
2037 Company
2024- Maxar Space LLC and Maxar Space .

15-Nov-24 . Manufacturing 8 Yes No No No No
2038 Robotics LLC (Maxar Space Systems)
2024-
5039 15-Nov-24 | Abilene Independent School District Educational 5 Yes No No No No
2024-
2040 15-Nov-24 | Alerce Investment Management, L.P. Other 1 Yes No Yes No No
2024-
5041 16-Nov-24 athenahealth, Inc. Technology 28 Yes Yes No No No
2024- . .
5042 18-Nov-24 PracticeSuite, Inc. Technology 1 Yes Yes No Yes No
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2024-
5043 18-Nov-24 The Village of Niles Local Government 2 Yes No No Yes No
2024- . Financial Services

18-Nov-24 Main Street Bank 1 No No No No Yes
2044 Company
2024- .
2045 18-Nov-24 vTech Solution, Inc. Technology 4 Yes No No No No
2024- . . Financial Services

18-Nov-24 Vista Point Mortgage, LLC 68 Yes No No No No
2046 Company
2024- )
2047 18-Nov-24 EuroPharma, Inc. Retail 2 No No No No Yes
2024- . .
5048 18-Nov-24 IVC Technologies (IVC) Commercial 14 Yes No No Yes No
2024- .
5049 18-Nov-24 Equinox, Inc. Health Care 38 Yes Yes No No No
2024- )
5050 19-Nov-24 Town of Provincetown, MA Local Government 50 Yes No Yes Yes No
2024- . . .
2051 19-Nov-24 Universal Music Group Entertainment 2 Yes No No No No
2024- . .
5052 19-Nov-24 Rockland Trust Banks & Credit Unions 1 No No Yes No No
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2024-
5053 19-Nov-24 Bojangles’ Restaurants, Inc. Other 48 Yes No Yes Yes No
2024- . .
5054 19-Nov-24 Rockland Trust Banks & Credit Unions 1 No No Yes No No
2024- . . .
2055 19-Nov-24 Citibank, NA Banks & Credit Unions 2 No No Yes No No
2024- . .
5056 19-Nov-24 Rockland Trust Banks & Credit Unions 1 No No Yes No No
2024- Financial Services

19-Nov-24 First Analysis Corporation 2 Yes No Yes No No
2057 Company
2024- )
5058 19-Nov-24 Emporium TPO LLC Other 4 Yes No No No No
2024- . .
5059 19-Nov-24 Rockland Trust Banks & Credit Unions 1 No No Yes No No
2024- . . Financial Services

19-Nov-24 | Natural State Federal Credit Union 4 Yes No No Yes No
2060 Company
2024- Financial Services

19-Nov-24 Members Trust Company 14 Yes Yes Yes Yes No
2061 Company
2024- . .
2062 20-Nov-24 Santander Bank Banks & Credit Unions 1 No No Yes No No
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2024-
5063 20-Nov-24 Berklee College of Music Educational 2 No No Yes Yes No
2024- American Express Travel Related Financial Services

20-Nov-24 . 1 No No No No Yes
2064 Services Co., Inc. Company
2024- Financial Services

20-Nov-24 Eastern Bank 392 No No No No Yes
2065 Company
2024- )
2066 20-Nov-24 Hopscotch Primary Care Health Care 3 No Yes No No No
2024- . . . .
2067 20-Nov-24 |Saint Thomas Aquinas High School Inc. Educational 15 Yes Yes Yes Yes Yes
2024- . . .
2068 21-Nov-24 Member First Mortgage, LLC Banks & Credit Unions 464 No No Yes No No
2024- )
2069 21-Nov-24 Daleville Dental Il LLC Health Care 1 Yes No No No No
2024- . Financial Services

21-Nov-24 | Central Carolina Insurance Agency 6 Yes Yes No Yes No
2070 Company
2024-
2071 22-Nov-24 Evolve IP, LLC Technology 2 Yes No No Yes No
2024- )
5072 22-Nov-24 Furman Foods, Inc. Commercial 1 Yes No No No No
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2024- The Physical Medicine &

22-Nov-24 Health Care 2 Yes Yes No No No
2073 Rehabilitation Center, P.A.
2024- Ladies Professional Golf Association .

22-Nov-24 p . Not-for-profit 18 Yes No Yes Yes No
2074 (“LPGA”)
2024- .
2075 22-Nov-24 Walsworth Publishing Company Other 2,090 No No No No Yes
2024-
2076 22-Nov-24 LCPtracker, Inc. Technology 168 Yes No No Yes No
2024- AthleteTrax, LLC on behalf of Philli

22-Nov-24 etetrax, T+ on benail ot Fhitlips Technology 304 No No No No Yes
2077 Academy
2024- . Financial Services

22-Nov-24 Contemporary Information Corp. 5 Yes No No Yes No
2078 Company
2024- . . .
5079 22-Nov-24 | Maritime Tax & Accounting Services Other 1 Yes No Yes No No
2024- . . .
5080 23-Nov-24 Medica Corporation Manufacturing 150 Yes No No No No
2024- . s L
5081 24-Nov-24 Rainbow Resilience Clinic Health Care 1 No Yes No Yes No
2024- .
5082 25-Nov-24 Northern Safety Company, Inc. Manufacturing 4 Yes No No No No
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2024-
5083 25-Nov-24 Liberty First Credit Union Banks & Credit Unions 15 Yes No Yes No No
2024- . .
5084 25-Nov-24 American Gypsum LLC Manufacturing 1 Yes Yes Yes Yes No
2024- . .
5085 25-Nov-24 | Datamaxx Applied Technologies, Inc. Technology 171 Yes No No No No
2024- .
5086 25-Nov-24 Zane Benefits, LLC. Insurance Company 7 Yes No No No No
2024- . . o .
5087 25-Nov-24 | Hamilton Township School District Educational 6 Yes Yes Yes Yes No
2024- .
5088 25-Nov-24 SGll, Inc., dba SeneGence Retail 14 No No No No Yes
2024- .
5089 26-Nov-24 MI HoldCo, Inc. Manufacturing 20 Yes No Yes Yes No
2024- . . . .
5090 26-Nov-24 Jacksonville University Educational 22 Yes No No No No
2024- . .
5001 26-Nov-24 Rockland Trust Banks & Credit Unions 1 No No Yes No No
2024- . .
5092 26-Nov-24 Rockland Trust Banks & Credit Unions 1 No No No No No
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2024-
2093 26-Nov-24 Salem Five Bank Banks & Credit Unions 1 No No No No Yes
2024- Toshiba Global C Solutions,

26-Nov-24 | ' 0°"'Pa Biobal-ommerce Soitons Other 50 Yes No No No No
2094 Inc.
5024 Connecticut GI, PLLC and
2095 26-Nov-24 Gastroenterology Associates of Health Care 45 No No Yes No Yes

Fairfield, P.C.

2024- Fi ial Servi

27-Nov-24 Capital Fund 1, LLC inanciat >services 2 Yes No Yes Yes No
2096 Company
2024- .
2097 27-Nov-24 Kinney County, Texas Local Government 1 Yes No No No No
2024- . . _—
5098 27-Nov-24 Ariel Corporation Telecommunications 4 Yes No No No No
2024- Fi ial Servi

27-Nov-24 Howard, Howard, Hodges CPA inancial Services 1 Yes No No No No
2099 Company
2024- . .
2100 27-Nov-24 Colonial Behavioral Health Health Care 9 Yes Yes No Yes No
2024- . . .
5101 27-Nov-24 The Village Bank Banks & Credit Unions 2 No No Yes No Yes
2024- .
2102 27-Nov-24 Graphique De France LTD Other 317 Yes No No No No
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2024-
2103 27-Nov-24 Point32Health, Inc Insurance Company 1 Yes No No No No
2024-
2104 27-Nov-24 LaunchCyte LLC Other 4 Yes No Yes No No
2024- Financial Services

27-Nov-24 iCapital Inc. 2 Yes No No No No
2105 Company
2024- . .
2106 27-Nov-24 Eichelberger Construction Inc. Other 1 Yes No Yes Yes No
2024- i
2107 27-Nov-24 HealthFund Solutions, LLC Health Care 1 Yes Yes No No No
2024- . . . .
2108 27-Nov-24 St Marys Credit Union Banks & Credit Unions 2 No No No No Yes
2024- . . .
2109 27-Nov-24 Adams Community Bank Banks & Credit Unions 1 No No No No Yes
2024- . . .
2110 27-Nov-24 Emerald Financial Services, LLC Other 60 No No Yes No Yes
2024- Farmers New World Life Insurance

27-Nov-24 Insurance Company 11 Yes No No No No
2111 Company
2024- .
2112 27-Nov-24 Intuit Inc. Technology 1 Yes No Yes Yes No
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2024-
2113 28-Nov-24 Keesal, Young & Logan Other 2,870 Yes No Yes Yes Yes
2024- McMillan, Hennenfent & Deloode,

28-Nov-24 Other 1 No No Yes No No
2114 P.C.
2024- Financial Services

28-Nov-24 Wojeski & Company 116 Yes No Yes No Yes
2115 Company
2024- Fi ial Servi

28-Nov-24 Wojeski & Company inanciat services 3 Yes No Yes No No
2116 Company
2024- . .
117 28-Nov-24 STC Holdings LLC Retail 53 No No No No Yes
2024- Financial Services

29-Nov-24 TD Bank N.A. 1 Yes No Yes No Yes
2118 Company
2024- . . .
2119 29-Nov-24 Storr Office Environments Commercial 4 Yes No No No No
2024- .
2120 29-Nov-24 Daniel J. Leeman M.D. Health Care 4 Yes Yes Yes Yes Yes
2024- . .
2121 30-Nov-24 Way Finders, Inc. Not-for-profit 590 Yes Yes No Yes Yes
2024- . . .
122 02-Dec-24 Overseas Shipholding Group, Inc. Commercial 299 Yes No No No No
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2024- Joy Rockwell Ent., Inc dba

02-Dec-24 Oth 3 Y N N Y N
2123 ec PostcardMania er es © © e ©
2024- .
2124 02-Dec-24 AgeSpan, Inc. Not-for-profit 202 Yes No Yes Yes Yes
2024-
2125 02-Dec-24 SAG-AFTRA Health Plan Insurance Company 991 Yes No No No No
2024- . . .
126 03-Dec-24 The Ability Experience Not-for-profit 16 Yes No Yes Yes No
2024- . . . .
2127 03-Dec-24 Pi Kappa Phi Fraternity Not-for-profit 83 No No Yes Yes No
2024- . .
2128 03-Dec-24 Rockland Trust Banks & Credit Unions 1 No No Yes No No
2024- . .
2129 03-Dec-24 Rockland Trust Banks & Credit Unions 2 No No No No No
2024- . . .
2130 03-Dec-24 Adams Community Bank Banks & Credit Unions 1 No No No No Yes
2024- Teachers Insurance and Annuit Financial Services

03-Dec-24 . . v 1 No No Yes No No
2131 Association of America (TIAA) Company
2024-
2132 03-Dec-24 New River Electrical Corp. Other 70 Yes No Yes Yes No
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2024 Data Breach Notification Report MEDERSEERETARY
The total number of breaches affecting residents: 2,283,049
Breach Date Reporting MA SSN Medical Financial Drivers Credit/Debit
Number Reported Reporting Organization Name Organization Residents Breached Records Account Licenses Numbers
To OCA Type Affected Breached Breached Breached Breached

2024-
5133 03-Dec-24 Rockland Trust Banks & Credit Unions 1 No No No No No
2024- . . .
5134 03-Dec-24 Watertown Savings Bank Banks & Credit Unions 3 No No No No Yes
2024-
2135 03-Dec-24 Targus Other 9 Yes No No Yes No
2024-
2136 03-Dec-24 Set Forth INC Other 18,101 Yes No No Yes No
2024- . . .
2137 03-Dec-24 Main Street Bank Banks & Credit Unions 2 No No No No Yes
2024-
5138 03-Dec-24 DanceBUG INC Other 227 No No No No Yes
2024- . .
2139 03-Dec-24 Chemonics International, Inc. Other 179 Yes Yes Yes Yes Yes
2024-

03-Dec-24 CASTO Other 5 Yes No No No No
2140
2024- o . .
2141 03-Dec-24 Bob's Discount Furniture Retail 417 No No No No Yes
2024- . . .
2142 04-Dec-24 | Greater Lowell Technical High School Educational 910 Yes No Yes No No
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DEVELOPMENT

KIMBERLEY DRISCOLL

LIEUTENANT GOVERNOR LAYLA D'EMILIA
2024 Data Breach Notification Report MEDERSEERETARY
The total number of breaches affecting residents: 2,283,049
Breach Date Reporting MA SSN Medical Financial Drivers Credit/Debit
Number Reported Reporting Organization Name Organization Residents Breached Records Account Licenses Numbers
To OCA Type Affected Breached Breached Breached Breached

2024-
5143 04-Dec-24 Brown, Gruttadaro, & Prato, PLLC Other 2 Yes No Yes No No
2024- . .
5144 04-Dec-24 American Engineers, Inc. Other 8 Yes No No Yes No
2024- . .
2145 05-Dec-24 Ferring Pharmaceuticals Inc. Other 2 Yes No No No No
2024- .
2146 05-Dec-24 Rebound Communications Other 1 Yes No Yes No No
2024- . -
2147 05-Dec-24 Medical Affiliates of Cape Cod Health Care 12 No Yes No No No
2024- . .
5148 05-Dec-24 Berwyn North School District 98 Educational 1 Yes Yes Yes Yes No
2024- Financial Services

05-Dec-24 Cohen Investment Advisors, LLC 33 No No Yes No No
2149 Company
2024- i
2150 06-Dec-24 Blundstone (U.S.A.) Inc Retail 2 No No No No Yes
2024-
2151 06-Dec-24 County of Norfolk, MA Local Government 708 Yes No No No No
2024- .
2152 06-Dec-24 Bronstein & Carmona, P.A. Other 8 Yes Yes No Yes No
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2024 Data Breach Notification Report MEDERSEERETARY
The total number of breaches affecting residents: 2,283,049
Breach Date Reporting MA SSN Medical Financial Drivers Credit/Debit
Number Reported Reporting Organization Name Organization Residents Breached Records Account Licenses Numbers
To OCA Type Affected Breached Breached Breached Breached

2024-
2153 06-Dec-24 |Ciox Health LLC, d/b/a Datavant Group Health Care 18 Yes Yes Yes Yes Yes
2024- .
5154 06-Dec-24 Tricon Energy, Inc. Other 1 Yes No Yes Yes No
2024- . .
2155 06-Dec-24 Metropolitan Council Local Government 2 Yes No No No No
2024- . .
2156 06-Dec-24 Wheels Manufacturing, LLC Manufacturing 19 No No No No Yes
2024- American Express Travel Related Financial Services

06-Dec-24 p 1 No No No No Yes
2157 Services Co., Inc. Company
2024- .
5158 06-Dec-24 ABC Legal Services, Inc. Other 45 Yes No Yes Yes No
2024- Richard Lamore d/b/a Boundless Financial Services

07-Dec-24 . . /o . 19 Yes No Yes Yes No
2159 Financial Solutions Company
2024- . . .
2160 09-Dec-24 The Village Bank Banks & Credit Unions 1 No No Yes No Yes
2024- . )
2161 09-Dec-24 Amergis Healthcare Staffing, Inc. Other 200 Yes Yes No Yes No
2024- . . . .
2162 09-Dec-24 St Marys Credit Union Banks & Credit Unions 1 No No No No Yes
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2024 Data Breach Notification Report MEDERSEERETARY
The total number of breaches affecting residents: 2,283,049
Breach Date Reporting MA SSN Medical Financial Drivers Credit/Debit
Number Reported Reporting Organization Name Organization Residents Breached Records Account Licenses Numbers
To OCA Type Affected Breached Breached Breached Breached

2024- Massachusetts Dept. of

09-Dec-24 .p State Government 15 Yes No No No No
2163 Unemployment Assistance
2024- . . . .
2164 09-Dec-24 Webster Five Cents Savings Bank Banks & Credit Unions 3 No No No No Yes
2024- Association of Christian Schools

09-Dec-24 . Not-for-profit 34 Yes No No No No
2165 International
2024- )
2166 09-Dec-24 DecoPac, Inc. Commercial 2 Yes No No No No
2024- . .
2167 10-Dec-24 Abercrombie & Kent Entertainment 39 Yes Yes Yes Yes Yes
2024- . .
2168 10-Dec-24 Rockland Trust Banks & Credit Unions 1 No No Yes No No
2024-
2169 10-Dec-24 SAVERS BANK Other 1 No No No No Yes
2024-
2170 10-Dec-24 Sabre GLBL Inc. Technology 290 Yes No Yes Yes No
2024-
2171 10-Dec-24 SAVERS BANK Other 1 No No No No Yes
2024- . . .
9172 10-Dec-24 | Rumpke Consolidated Companies, Inc. Commercial 6 Yes Yes Yes Yes No




COMMONWEALTH OF MASSACHUSETTS

Office of Consumer Affairs and Business Regulation

501 Boylston 5t Ste. 5100 Boston, MA 02116
(617)973-8787
WwWw._mass gov/oca

MAURA HEALEY YVONNE HAO
GOVERNOR SECRETARY OF ECONOMIC
DEVELOPMENT

KIMBERLEY DRISCOLL

LIEUTENANT GOVERNOR LAYLA D'EMILIA
2024 Data Breach Notification Report MEDERSEERETARY
The total number of breaches affecting residents: 2,283,049
Breach Date Reporting MA SSN Medical Financial Drivers Credit/Debit
Number Reported Reporting Organization Name Organization Residents Breached Records Account Licenses Numbers
To OCA Type Affected Breached Breached Breached Breached

2024-
2173 10-Dec-24 Vinfen Not-for-profit 4 Yes No No No No
2024- . . .
2174 10-Dec-24 National Coatings & Supplies Other 18 Yes No No Yes No
2024- . .
2175 10-Dec-24 American Construction Corp Other 90 Yes No No No No
2024- L ol
2176 10-Dec-24 Generator Hostels Limited Hospitality Industry 1 Yes No No No No
2024-

10-Dec-24 VUC, Inc. Other 7 Yes No No No No
2177
2024-
2178 10-Dec-24 Costello, Cooney & Fearon PLLC Other 17 Yes No No Yes No
2024- . . .
2179 11-Dec-24 Ames Goldsmith Corporation Manufacturing 11 Yes No No No No
2024- .
2180 11-Dec-24 Brown Rudnick LLP Other 2 No No Yes Yes No
2024- s .
5181 11-Dec-24 Cooley Dickinson Hospital Health Care 1 Yes Yes No No No
2024- Financial Services

11-Dec-24 Byte Federal Inc. 791 Yes No No Yes No
2182 Company
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The total number of breaches affecting residents: 2,283,049
Breach Date Reporting MA SSN Medical Financial Drivers Credit/Debit
Number Reported Reporting Organization Name Organization Residents Breached Records Account Licenses Numbers
To OCA Type Affected Breached Breached Breached Breached

2024-
5183 11-Dec-24 Law Office of Aaron Burke, P.C. Commercial 2 Yes No Yes Yes Yes
2024- )
5184 11-Dec-24 Hay House LLC Retail 72 No No No No Yes
2024-
2185 11-Dec-24 St. James Place of Baton Rouge Other 2 Yes No No No No
2024- . .
2186 12-Dec-24 Martin Sprocket & Gear, Inc. Manufacturing 36 Yes Yes Yes Yes Yes
2024- . o (1 ” ; ;
2187 12-Dec-24 | SRP Federal Credit Union (“SRP FCU”) | Banks & Credit Unions 103 Yes No Yes No Yes
2024- e .
5188 12-Dec-24 Pacific Glazing Contractors Other 1 Yes No No No No
2024- .
2189 12-Dec-24 World Courier Group, Inc. Health Care 148 Yes Yes Yes Yes Yes
2024- . . .
2190 12-Dec-24 Brickpoint Properties, Inc. Other 54 Yes No Yes Yes No
2024- . . . .
5191 13-Dec-24 | Dietzgen Corporation d/b/a Sihl, Inc. Manufacturing 21 Yes No No Yes No
2024- Fi ial Servi

13-Dec-24 The Baupost Group, LLC inanciat >services 6 Yes No Yes No No
2192 Company
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DEVELOPMENT
KIMBERLEY DRISCOLL
LIEUTENANT GOVERNOR g
2024 Data Breach Notification Report hﬁ;é&&gg%:}
The total number of breaches affecting residents: 2,283,049

Breach Date Reporting MA SSN Medical Financial Drivers Credit/Debit

Reported Reporting Organization Name Organization Residents Records Account Licenses Numbers

Number Breached
To OCA Type Affected Breached Breached Breached Breached

2024- Fi ial Servi

13-Dec-24 Falco Sult & Company, PS inancial Services 1 Yes No Yes No No
2193 Company
2024- Certified Empl ts ing Inc.

13-Dec-24 | o ied EMPIoyment screening inc Other 60 Yes No No Yes No
2194 dba Americhek
2024- . .
2195 13-Dec-24 Young Life Not-for-profit 150 Yes No Yes Yes No
2024- 13-Dec-24 Judge Baker Children’s Center dba The Not-for-profit 1,473 Yes No No Yes No
2196 Baker Center for Children and Families P ’
2024- US Empl O.C. Federal Credit

13-Dec-24 L i eaerat Lred Banks & Credit Unions 4 Yes No No Yes No
2197 Union
2024- . .
5198 14-Dec-24 Crimson Wine Group Other 212 Yes Yes Yes Yes Yes
2024- -
2199 14-Dec-24 Bald Head Island Limited, LLC Other 13 Yes No Yes No No
2024- . Financial Services

14-Dec-24 Brighton Jones, LLC 2 Yes No No Yes No
2200 Company
2024- Maggi Desi LLC (“Maggi

0 14-Dec-24 aggie Sottero e5|gr.1$, ,,C ("Maggie Retail 2 Yes No No No No

2201 Sottero Designs”)
2024- Financial Services

16-Dec-24 JPMorgan Chase Bank, N.A. 1 No No Yes No No
2202 Company
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The total number of breaches affecting residents: 2,283,049
Breach Date Reporting MA SSN Medical Financial Drivers Credit/Debit
Number Reported Reporting Organization Name Organization Residents Breached Records Account Licenses Numbers
To OCA Type Affected Breached Breached Breached Breached

2024-
2203 16-Dec-24 | UIG, Inc. dba United Insurance Group Insurance Company 7 Yes No Yes Yes No
2024- . -
2904 16-Dec-24 Devine Millimet & Branch, P.A. Other 3 Yes No No No No
2024- Positive Behavior Supports

16-Dec-24 . i Health Care 5 Yes No No No No
2205 Corporation
2024- .
2906 16-Dec-24 Regional Care, Inc. Health Care 1,139 Yes Yes No No No
2024-

17-Dec-24 ExamOne Other 1 No No No Yes No
2207
2024- .
2908 17-Dec-24 Beltway Companies Other 1 No No No No Yes
2024- Boston University - Framingham Heart

17-Dec-24 v = Educational 69 Yes Yes No No No
2209 Study
2024- . . L .
2910 17-Dec-24 American Humanist Association Not-for-profit 5 Yes No Yes Yes No
2024- )
9911 17-Dec-24 Wentworth-Douglass Hospital Health Care 1 Yes Yes No No No
2024- .
9912 17-Dec-24 Keeco, LLC Manufacturing 9 Yes No Yes No Yes




COMMONWEALTH OF MASSACHUSETTS

Office of Consumer Affairs and Business Regulation

501 Boylston 5t Ste. 5100 Boston, MA 02116
(617)973-8787
WwWw._mass gov/oca

MAURA HEALEY YVONNE HAO
GOVERNOR SECRETARY OF ECONOMIC
DEVELOPMENT
KIMBERLEY DRISCOLL
LIEUTENANT GOVERNOR LAYLA D’EMILIA
2024 Data Breach Notification Report MEDERSEERETARY
The total number of breaches affecting residents: 2,283,049
Breach Date Reporting MA SSN Medical Financial Drivers Credit/Debit
Number Reported Reporting Organization Name Organization Residents Breached Records Account Licenses Numbers
To OCA Type Affected Breached Breached Breached Breached

2024-
913 17-Dec-24 Arena Technical Resources, LLC Other 13 Yes No No No No
2024- .
2914 17-Dec-24 Praedicat, Inc. Other 2 No No No Yes No
2024- . .
9915 18-Dec-24 P&M Reis Trucking Other 42 Yes No Yes No Yes
2024- . . .
9916 18-Dec-24 Division of Occupational Licensure State Government 11 Yes No No No No
2024- . .
9917 18-Dec-24 Delmar International (N.Y.) Inc. Commercial 1 Yes No Yes No No
2024- .
2918 18-Dec-24 Mohawk Valley Cardiology, P.C. Health Care 2 No Yes No No No
2024- . . .
9919 18-Dec-24 Cape Ann Savings Bank Banks & Credit Unions 1 Yes No No No No
2024- St. Johns River Water Management

18-Dec-24 L. State Government 1 Yes No No No No
2220 District
2024- )
9991 18-Dec-24 Andrew Davidson & Co., Inc Other 2 Yes No No No No
2024- .
9992 18-Dec-24 Ball Eggleston, PC Commercial 2 Yes No Yes No No




COMMONWEALTH OF MASSACHUSETTS

Office of Consumer Affairs and Business Regulation

501 Boylston 5t Ste. 5100 Boston, MA 02116
(617)973-8787
WwWw._mass gov/oca

MAURA HEALEY YVONNE HAO
GOVERNOR SECRETARY OF ECONOMIC
DEVELOPMENT

KIMBERLEY DRISCOLL

LIEUTENANT GOVERNOR LAYLA D’EMILIA
2024 Data Breach Notification Report MEDERSEERETARY
The total number of breaches affecting residents: 2,283,049
Breach Date Reporting MA SSN Medical Financial Drivers Credit/Debit
Number Reported Reporting Organization Name Organization Residents Breached Records Account Licenses Numbers
To OCA Type Affected Breached Breached Breached Breached

2024-
9993 18-Dec-24 Rob Levine Law Other 128 Yes No No No No
2024- . .
994 19-Dec-24 Metro Public Adjusment, Inc. Other 2 Yes No No Yes No
2024- .
9995 19-Dec-24 Colonial Surety Company Insurance Company 17 Yes No No No No
2024-
9996 19-Dec-24 Holstrom, Block & Parke APLC Other 2 Yes No No Yes No
2024- . .
2977 19-Dec-24 Araca Holdings, LLC Entertainment 4 Yes No No No No
2024- . .
298 19-Dec-24 The City of Bowling Green Local Government 1 Yes No No No No
2024- Jackson National Life Insurance

19-Dec-24 Insurance Company 1 No No Yes No No
2229 Company
2024-
2930 19-Dec-24 Newman Ferrara LLP Other 6 Yes No Yes Yes No
2024- . . .
2931 19-Dec-24 The Village Bank Banks & Credit Unions 1 No No Yes No Yes
2024- Fi ial Servi

19-Dec-24 Centinel Financial Group, LLC inanciat >services 280 Yes No Yes Yes No
2232 Company
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The total number of breaches affecting residents: 2,283,049
Breach Date Reporting MA SSN Medical Financial Drivers Credit/Debit
Number Reported Reporting Organization Name Organization Residents Breached Records Account Licenses Numbers
To OCA Type Affected Breached Breached Breached Breached

2024- Spaulding Rehabilitation Hospital Cape

19-Dec-24 ? E F F Health Care 1 No Yes No Yes No
2233 Cod
2024- .
2934 19-Dec-24 TRM Tax & CFO Services Other 2 Yes No No No No
2024- .
2235 19-Dec-24 Ascension Health Health Care 2,632 Yes Yes Yes Yes Yes
2024- Carri Purch Inc., d/b/a PS

19-Dec-24 arriage Furc a?er', nc., d/b/a Other 70 Yes Yes No Yes No
2236 Logistics
2024- . . . .
2937 20-Dec-24 | Richmond University Medical Center Health Care 167 Yes Yes Yes Yes Yes
2024- . .
2938 20-Dec-24 International Coffee & Tea, LLC Commercial 110 Yes No Yes Yes No
2024- .
2939 05-Dec-24 Anna Jaques Hospital Health Care 81,268 Yes Yes No No No
2024-
2940 20-Dec-24 Maxava LLC Technology 1 No No Yes No No
2024-
2241 20-Dec-24 Alta Resources Corp. Other 68 Yes Yes Yes Yes No
2024- . .
2242 20-Dec-24 Pencil, Inc. Not-for-profit 1 Yes No No No No
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The total number of breaches affecting residents: 2,283,049
Breach Date Reporting MA SSN Medical Financial Drivers Credit/Debit
Number Reported Reporting Organization Name Organization Residents Breached Records Account Licenses Numbers
To OCA Type Affected Breached Breached Breached Breached

2024-
943 20-Dec-24 | Fitzemeyer & Tocci Associates, Inc. Other 240 Yes No No No No
2024- . A .
2944 20-Dec-24 Spaulding Rehabilitation Hospital Health Care 1 No Yes No No No
2024- Financial Services

20-Dec-24 Quilvest & Partners USA LLC 56 Yes No Yes Yes No
2245 Company
2024- National Water Main Cleani

20-Dec-24 ational ¥Water Waln Lieaning Other 396 Yes Yes Yes Yes No
2246 Company
2024- .
2947 20-Dec-24 Self Esteem Brands, LLC Retail 12 Yes No No No No
2024- .
2948 20-Dec-24 Intuit Inc. Technology 1 Yes No Yes Yes No
2024- . .
2949 21-Dec-24 Premier Healthcare Holdings Inc. Other 25 Yes No No No No
2024-
5950 21-Dec-24 LegalNurse.com Other 1 Yes No No No No
2024- ) .
5951 21-Dec-24 Effortless Office Enterprises, LLC Other 1 Yes Yes Yes No No
2024- Financial Services

21-Dec-24 Crown Mortgage Company 3 Yes No No No No
2252 Company
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The total number of breaches affecting residents: 2,283,049
Breach Date Reporting MA SSN Medical Financial Drivers Credit/Debit
Number Reported Reporting Organization Name Organization Residents Breached Records Account Licenses Numbers
To OCA Type Affected Breached Breached Breached Breached

2024-
5953 23-Dec-24 LenelS2 Technology 386 Yes Yes Yes Yes No
2024- . .
5954 23-Dec-24 Mastery Charter High School Educational 1 Yes No Yes No No
2024- . .
9955 23-Dec-24 M&T Bank Banks & Credit Unions 326 Yes No Yes No Yes
2024-
2956 23-Dec-24 SAVERS BANK Other 2 No No No No Yes
2024- . .
5957 23-Dec-24 | Anniversary Holding Company, LLC Other 1 Yes No Yes Yes No
2024-
5958 23-Dec-24 DBM Global Inc. Other 3 Yes No No No No
2024- , . .
2959 23-Dec-24 McMurry University Educational 13 Yes No Yes No No
2024- . . .
2960 23-Dec-24 American Associated Pharmacies Other 1 Yes No No No No
2024- Financial Services

23-Dec-24 W3 Wealth Management 2 Yes No Yes No No
2261 Company
2024-
2962 23-Dec-24 Access TeleCare Health Care 681 Yes Yes No No No
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To OCA Type Affected Breached Breached Breached Breached

2024-

2963 23-Dec-24 Norwex USA, Inc. Commercial 1 Yes No No Yes No
2024- . .

2964 23-Dec-24 Covaris, LLC Manufacturing 12 Yes Yes Yes Yes No
2024- . —

2965 24-Dec-24 American Addiction Centers, Inc. Health Care 115,846 Yes Yes No Yes No
2024- . .

2966 24-Dec-24 Fermented Food Holdings, Inc. Commercial 3 Yes No No No No
2024- National Rail P

0 24-Dec-24 ational Ral road. L Other 1 No No No No Yes
2267 Corporation
2024- . .

2968 24-Dec-24 Rockland Trust Banks & Credit Unions 1 No No Yes No No
2024-
2269 24-Dec-24 Hubbard-Hall Other 26 Yes No No Yes No
2024- ,
970 24-Dec-24 New Bedford Community Health Health Care 1 No No Yes No No
2024-
2971 24-Dec-24 R Zoppo Corp Other 456 Yes No Yes Yes Yes
2024- . . .
9972 26-Dec-24 Chief Leschi Schools Educational 1 Yes No No Yes No
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Breach Date Reporting MA SSN Medical Financial Drivers Credit/Debit
Number Reported Reporting Organization Name Organization Residents Breached Records Account Licenses Numbers
To OCA Type Affected Breached Breached Breached Breached
2024-
2973 26-Dec-24 ZAGG Inc Manufacturing 37 No No No No Yes
5024 Community Alliance, Inc., Community
9974 26-Dec-24 | Alliance Rehabilitation Services, and Health Care 3 Yes No Yes Yes No
Community Alliance Health Partners

2024- Massachusetts Medical Society

26-Dec-24 Other 7 No No No No Yes
2275 (“MMS”)
2024- . .
9976 27-Dec-24 JPMorgan Chase Bank, N.A. Banks & Credit Unions 22 No No Yes No No
2024- Fi ial Servi

27-Dec-24 HRB Tax Group, Inc. inanciat Services 38 Yes No Yes Yes No
2277 Company
2024- . .
9978 27-Dec-24 | Metropolitan Life Insurance Company Insurance Company 2 Yes No No No No
2024- Financial Services

27-Dec-24 | Matt Kitchie d/b/a Flagship Financial 1 Yes No No No No
2279 Company
2024- . . . Financial Services

27-Dec-24 Arixa Capital Advisors LLC 11 Yes No No No No
2280 Company
2024- .
2981 30-Dec-24 Spectra Systems Corporation Other 37 Yes Yes No No No
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To OCA Type Affected Breached Breached Breached Breached

2024- Financial Services

30-Dec-24 Wells Fargo Clearing Services, LLC 3 Yes No Yes No No
2282 Company
2024- . .
2983 30-Dec-24 Saratoga Harness Racing, Inc. Commercial 175 Yes No No Yes No
2024- . . . . . .
2984 30-Dec-24 LA Financial Federal Credit Union Banks & Credit Unions 8 No No No No Yes
2024- . . . . .
2985 30-Dec-24 Rivers Casino Philadelphia Entertainment 5828 Yes No Yes No No
2024- . .
2986 30-Dec-24 Wiedenbach Brown Manufacturing 45 Yes No Yes No No
2024- . .
2987 31-Dec-24 Tycon Medical Systems, Inc. Manufacturing 36 Yes Yes No No No
2024-
2788 31-Dec-24 Thompson Coburn LLP Other 310 Yes No Yes Yes No
2024- .
5989 31-Dec-24 Central Valley Meat Co. Inc. Commercial 5 Yes No No No No
2024- i
2990 31-Dec-24 Betterdoor.com Retail 170 No No Yes No No
2024- . . .
2291 31-Dec-24 American Payroll Institute Inc. Not-for-profit 6 Yes No Yes Yes Yes
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The total number of breaches affecting residents: 2,283,049
Breach Date Reporting MA SSN Medical Financial Drivers Credit/Debit
Reported Reporting Organization Name Organization Residents Records Account Licenses Numbers
Number Breached
To OCA Type Affected Breached Breached Breached Breached
2024-
999 31-Dec-24 LBX Company LLC Retail 2 Yes No Yes No No




