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Data Breach Notification Report

COMMONWEALTH OF MASSACHUSETTS

Office of Consumer Affairs and Business Regulation

YVONNE HAO

SECRETARY OF ECONOMIC

DEVELOPMENT

LAYLA D'EMILIA

UNDERSECRETARY
The total number of breaches affecting residents: 1,381,909
Breach Date Reporting MA SSN Medical Financial Drivers Credit/Debit
Reported Reporting Organization Name Organization Residents Records Account Licenses Numbers
Number Breached
To OCA Type Affected Breached Breached Breached Breached
2025-1 | 02-Jan-25 The Village Bank Banks & Credit Unions 1 No No Yes No Yes
2025-2 | 02-Jan-25 Senior Citizens, Inc. Not-for-profit 1 Yes Yes No Yes No
2025-3 | 02-Jan-25 The Village Bank Banks & Credit Unions 3 No No Yes No Yes
2025-4 | 02-Jan-25 BCM One, Inc. Other 3 Yes No Yes No No
2025-5 | 02-Jan-25 The Kendal Corporation Not-for-profit 243 Yes No Yes No No
2025-6 | 02-Jan-25 Webster Five Cents Savings Bank Banks & Credit Unions 1 No No No No Yes
2025-7 | 02-Jan-25 California Family Foods Retail 1 No No No No No
2025-8 | 02-Jan-25 Modern Automotive Network, LLC Other 2 Yes Yes Yes Yes Yes
2025-9 | 02-Jan-25 Tecta America Corporation Commercial 332 Yes No Yes Yes No
2025-10 | 02-Jan-25 American Trust Company Other 338 Yes No Yes No No
2025-11 | 03-Jan-25 Prudential Financial, Inc. (Pruco) Financial Services 12 No No Yes No No
Company
2025-12 | 03-Jan-25 Bank of America Banks & Credit Unions 1 Yes No Yes No No
2025-13 | 03-Jan-25 Teton Orthopaedics Health Care 21 Yes Yes No No No
2025-14 | 03-Jan-25 Kotz Sangster Wysocki Other 8 Yes No Yes No No
2025-15 | 03-Jan-25 Pacific Pulmonary Medical Group Health Care 1 Yes No No No No
2025-16 | 03-Jan-25 St Marys Credit Union Financial Services 1 No No No No Yes
Company

2025-17 | 03-Jan-25 | <02usko Harris VitLtsr Wareh Duncan, Other 9 Yes Yes Yes Yes Yes
2025-18 | 03-Jan-25 Army Navy Country Club Other 2 Yes No No No No
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2025-19 | 06-Jan-25 Watertown Savings Bank Banks & Credit Unions 16 No No No No Yes
2025-20 | 06-Jan-25 Green Bay Packers, Inc. Other 46 No No No No Yes
2025-21 | 06-Jan-25 | \Ortheast Rehabilitation Hospital Health Care 22514 Yes No Yes Yes No
Network
2025-22 | 06-Jan-25 Hyper Ice, Inc. Retail 555 Yes No No No No
2025-23 | 06-Jan-25 South Dakota State University Educational 1 No No No No No
2025-24 | 07-Jan-25 Aroma Joe’s Franchising, LLC Other 6 Yes No Yes No No
2025-25 | 07-Jan-25 Citigroup Global Markets Inc. Financial Services 3 No No Yes No No
Company
2025-26 | 07-Jan-25 Rockland Trust Banks & Credit Unions 1 No No No No No
2025-27 | 07-Jan-25 Rockland Trust Banks & Credit Unions 1 No No No No No
2025-28 | 07-Jan-25 The Village Bank Banks & Credit Unions 1 No No Yes No Yes
Pediatric Home Respiratory Services,
2025-29 | 07-Jan-25 LLC d/b/a Pediatric Home Service Health Care 1 Yes Yes No No No
(“PHS”)
2025-30 | 07-Jan-25 Excelsior Orthopaedics, LLP Health Care 142 Yes Yes Yes Yes Yes
2025-31 [ 07-Jan-25 | Medical Technology Industries, Inc. Manufacturing 3 Yes No No No No
2025-32 | 07-Jan-25 Allianz Life Financial Services 26 No No Yes No No
Company
2025-33 | 07-Jan-25 | Penobscot Wealth Management, PA Fmagg;lpsaenr;nces 25 Yes No Yes No No
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H Construction Syst
2025-34 | 07-Jan-25 cavy Lonstruction systems Technology 2 Yes No No No No
Specialists
2025-35 | 08-Jan-25 Medusind, Inc. Health Care 1209 Yes Yes Yes Yes Yes
2025-36 | 08-Jan-25 Copper Valley TeI:eanhone Cooperative, Other 2 Yes No No No No
2025-37 | 08-Jan-25 South Shore Bank Banks & Credit Unions 1 No No Yes No No
2025-38 | 08-Jan-25 Prime Technological Services LLC Manufacturing 1 Yes No No No No
2025-39 | 08-Jan-25 The Village Bank Banks & Credit Unions 1 No No Yes No Yes
2025-40 | 08-Jan-25 |[Mount Wachusett Community College Educational 30 No No Yes No No
2025-41 | 08-Jan-25 Adams Community Bank Banks & Credit Unions 1 No No No No Yes
2025-42 | 08-Jan-25 St. Mary's Credit Union Banks & Credit Unions 1 No No No No Yes
2025-43 | 08-Jan-25 BayMark Health Services, Inc. Health Care 21313 Yes Yes No Yes No
2025-44 | 09-Jan-25 City of Worcester, MA Local Government 2 Yes No No No No
Southern W ter Count
2025-45 | 09-Jan-25 LIS e e R Educational 9 Yes No No No No
Educational Collaborative

2025-46 | 09-Jan-25 Greenscape Land Design, Inc. Commercial 1714 Yes No Yes Yes Yes
2025-47 | 09-Jan-25 Gerber Life Insurance Co. Insurance Company 3 No No No No Yes
2025-48 | 09-Jan-25 Aiken Housing Authority Other 3 Yes No No No No
2025-49 | 09-Jan-25 OneBlood, Inc. Not-for-profit 608 Yes No No No No
2025-50 | 09-Jan-25 Stiiizy Inc Retail 1684 No No No Yes No
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2025-51 | 10-Jan-25 Cardiology Associates of Mobile Health Care 37 Yes Yes No No No
2025-52 | 10-Jan-25 Scales Plus LLC Retail 22 No No No No Yes
2025-53 | 10-Jan-25 Standard Insurance Company Insurance Company 33 No No Yes No No
2025-54 | 10-Jan-25 The Village Bank Banks & Credit Unions 1 No No Yes No Yes
2025-55 [ 10-Jan-25 St. Mary's Credit Union Banks & Credit Unions 2 No No No No Yes
2025-56 | 10-Jan-25 Encompass Care Inc. Health Care 1 Yes Yes Yes No No
2025-57 | 11-Jan-25 | HCF of Bradford Manor (Bradford Health Care 1 Yes Yes No No No
Manor)
2025-58 | 11-Jan-25 HCF of Edinboro Health Care 1 Yes Yes No No No
2025-59 | 11-Jan-25 | HCF of Shawnee Inc (Shawnee Manor) Health Care 2 Yes Yes Yes No No
2025-60 | 11-Jan-25 | HCF of Warren Inc (Warren Manor) Health Care 2 Yes Yes No No No
2025-61 | 11-Jan-25 CR&R Incorporated Other 3 Yes No No No No
2025-62 | 13-Jan-25 BCP Boston Manager, LLC Other 1 Yes No Yes No No
2025-63 | 13-Jan-25 William S. Hein & Co., Inc. Other 3 Yes No Yes Yes Yes
2025-64 | 13-Jan-25 Avery Products Corporation Manufacturing 1791 No No No No Yes
2025-65 | 13-Jan-25 Newberg School District Educational 4 Yes No No No No
2025-66 | 13-Jan-25 Perkins School for the Blind Not-for-profit 25 Yes No No No Yes
2025-67 | 13-Jan-25 Brumbaugh Wealth Management Financial Services 15 Yes Yes Yes Yes No
Company
2025-68 | 13-Jan-25 E-Benefit Solution Insurance Company 45 Yes No No No No
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2025-69 | 13-Jan-25 Enviro Arbor Solutions LLC Other 89 Yes Yes Yes Yes No
2025-70 | 13-Jan-25 ExamOne Other 1 No No No Yes No
2025-71 | 13-Jan-25 Gas Express LLC Retail 2 Yes No No Yes No
= I Servi
2025-72 | 13-Jan-25 Kafene, Inc. inanciat >ervices 94 Yes No No Yes No
Company
2025-73 | 13-Jan-25 | Woodwell Climate Research Center Not-for-profit 392 Yes No Yes No Yes
2025-74 | 14-Jan-25 Testa Associates, LLC Financial Services 138 Yes Yes Yes Yes Yes
Company
2025-75 | 14-Jan-25 Rockland Trust Banks & Credit Unions 1 No No No No No
2025-76 | 14-Jan-25 Rockland Trust Banks & Credit Unions 1 No No No No No
2025-77 | 14-Jan-25 The Village Bank Banks & Credit Unions 1 No No Yes No Yes
Ad d Math and Sci Acad
2025-78 | 14-Jan-25 vanced hath and science Academy Educational 24 Yes No No No No
Charter School
M husetts Offi fth
2025-79 | 14-Jan-25 assachusetts UIfice ot the State Government 113 No No Yes No No
Comptroller
2025-80 | 14-Jan-25 Adams Community Bank Banks & Credit Unions 4 No No No No Yes
2025-81 | 14-Jan-25 | Relay Graduate School of Education Educational 238 Yes No No No No
2025-82 | 14-Jan-25 The City of Amesbury Local Government 5 Yes No No Yes No
2025-83 | 15-Jan-25 SAVERS BANK Other 1 No No No No Yes
. Financial Services
2025-84 | 15-Jan-25 Multistate Tax, Inc. 1 Yes No Yes Yes No
Company




MAURA HEALEY
GOVERNOR

KIMBERLEY DRISCOLL
LIEUTENANT GOVERNOR

1 Federal Street, Suite 0720, Boston, MA 02110-2012

www.mass.gov/oca

Data Breach Notification Report

(617) 973-8787

COMMONWEALTH OF MASSACHUSETTS

Office of Consumer Affairs and Business Regulation

YVONNE HAO

SECRETARY OF ECONOMIC

DEVELOPMENT

LAYLA D'EMILIA

UNDERSECRETARY
The total number of breaches affecting residents: 1,381,909
Breach Date Reporting MA SSN Medical Financial Drivers Credit/Debit
Reported Reporting Organization Name Organization Residents Records Account Licenses Numbers
Number Breached
To OCA Type Affected Breached Breached Breached Breached
2025-85 | 16-Jan-25 Milton Public Schools Educational 7571 Yes No No No No
2025-86 | 16-Jan-25 [First Advantage Enterprise Screening C Technology 5 Yes No No Yes No
2025-87 | 16-Jan-25 NewsBank, Inc. Commercial 101 Yes Yes Yes Yes Yes
2025-88 | 17-Jan-25 | \WoIf Haldenstein Adler Freeman & Other 21182 Yes Yes No No No
Herz LLP

2025-89 | 17-Jan-25 Frank, Rimerman + Co. LLP Other 5 Yes No No No No
2025-90 | 17-Jan-25 | Securitas Security Services USA, Inc. Other 2 Yes Yes No No No
2025-91 | 17-Jan-25 Lehrman Beverage Law, PLLC Other 11 Yes No No Yes No
2025-92 | 17-Jan-25 Life Adjustment Center, Inc. Educational 1 Yes Yes Yes Yes Yes
2025-93 [ 17-Jan-25 Canton Public Schools Educational 5000 Yes No No No No

m 1 Servi
2025-94 | 17-Jan-25 The Browning Group nancial Services 8 No No Yes No No

Company

Fi ial Servi

202595 | 17-Jan-25 LaMear and Rapert LLC nancial Services 10 Yes No No No No
Company
P tory | t ts LLC dba Th
2025-96 | 17-Jan-25 | omontory investments athe Other 7 Yes No No No No
Promontory Club
Allegheny Health Network’s
subsidiaries Allegheny Health Network
2025-97 | 17-Jan-25 Home Medical Equipment LLC and Health Care 33 Yes Yes Yes No Yes
Allegheny Health Network Home
Infusion LLC
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2025-98 | 17-Jan-25 Collegiate Charter School of Lowell Educational 3952 Yes No No No No
2025-99 | 17-Jan-25 Adams Community Bank Banks & Credit Unions 1 No No No No Yes
Fi ial Servi
2025-100( 17-Jan-25 Steelhead Navigator Fund, L.P. inanciat >services 4 Yes No Yes No No
Company
2025-101( 17-Jan-25 First Chatham Bank Banks & Credit Unions 32 Yes No Yes Yes No
2025-102| 17-Jan-25 lannuzzi Manetta & Co, P.C. Other 32 Yes Yes Yes No No
CODAC, Inc. d/b/a CODAC Behavioral
2025-103( 17-Jan-25 nc. d/b/a ehaviora Health Care 150 Yes Yes No No No
Health
2025-104( 17-Jan-25 Garden of Life, LLC Retail 1295 No No No No Yes
Greater Lawrence Technical School
2025-105( 17-Jan-25 . Educational 2209 Yes No No No No
District
Fi ial Servi
2025-106( 17-Jan-25 Needham Bank inanciat >ervices 2 Yes No No Yes No
Company
= ol -
2025-107| 17-Jan-25 PFS Investments Inc. inancial Services 2 Yes No Yes Yes No
Company
2025-108| 18-Jan-25 Edw. C. Levy Co. Manufacturing 2 Yes No No No No
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2025-109| 21-Jan-25 Rockland Trust Banks & Credit Unions 2 No No Yes No No
2025-110( 21-Jan-25 T.D. Bank, N.A. Banks & Credit Unions 8 Yes No Yes Yes Yes
Inca Floats, Inc., dba International
2025-111| 21-Jan-25 Nature & Cultural Adventures, and Other 48 No No No No No
dba Integrity Galapagos
Inca Floats, Inc., dba International
2025-112| 21-Jan-25 Nature & Cultural Adventures, and Other 48 No No No No No
dba Integrity Galapagos
2025-113| 21-Jan-25 South Shore Charter Public School Educational 1 Yes No No No No
2025-114( 21-Jan-25 Columbia Hospitality, Inc. Hospitality Industry 11 Yes No No No No
2025-115( 21-Jan-25 Octagon, Inc. Commercial 2 Yes No Yes Yes Yes
2025-116| 22-Jan-25 | International AIDS Vaccine Initiative Not-for-profit 9 Yes No No No No
2025-117| 22-Jan-25 | Regional Obstetrical Consultants PC Health Care 2 No Yes No No No
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2025-118( 22-Jan-25 | MRA-The Management Association Not-for-profit 5 Yes No No No No
2025-119( 23-Jan-25 SCM Group North America Other 1 Yes No Yes Yes No
2025-120( 23-Jan-25 CMD Corporation Manufacturing 2 Yes No Yes No No
2025-121( 23-Jan-25 Interra Credit Union (“Interra”) Banks & Credit Unions 1 No No Yes No No

Midland National Life Insurance
2025-122( 23-Jan-25 Insurance Company 1 No No Yes No No

Company
2025-123| 24-Jan-25 Universal Lenders, LLC Other 520 Yes No Yes Yes No
A Infrastructure M t

2025-124( 24-Jan-25 queous Iniras rl::coure anagemen Local Government 10 Yes Yes Yes Yes No

Teachers | Annui Fi ial i
2025-125| 24-1an-25 eac .ersi nsurance e'md "nnm:c'y inancial Services 13 No No Yes No No

Association of America ("TIAA") Company
2025-126( 24-Jan-25 The CCIM Institute Other 10 Yes No Yes No No

Texas Tech University Health Sciences
2025-127( 25-Jan-25 i Health Care 192 Yes Yes No No No
Center El Paso
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T Tech Uni ity Health Sci

2025-128( 25-Jan-25 exas Tech University fed clences Health Care 102 Yes Yes Yes Yes Yes
Center

2025-129( 27-Jan-25 BT Americas, Inc. Telecommunications 20 Yes Yes Yes Yes No

Chester County Probation/Parol d
2025-130( 27-Jan-25 estertoun y. roba |.on/ arolean Local Government 18 Yes No No No No

Pretrial Services
2025-131( 27-Jan-25 Berkshire Community College Educational 1 Yes No No No No
2025-132( 27-Jan-25 iTech Solutions, Inc. Not-for-profit 1 Yes No No No No
2025-133| 27-Jan-25 McNall & Associates, P.C. Other 7 Yes Yes No Yes No
2025-134( 27-Jan-25 Needham Public Schools Educational 25 Yes Yes No No No
Phillip V. Keenan P.C. dba Ambler
2025-135| 27-Jan-25 2 , Other 6 No No No Yes No
Keenan Mitchell Johnson
Financial Services
2025-136| 27-Jan-25 Onity Group Inc 2 No No No No No
Company

2025-137| 27-Jan-25 Lewis Rice LLC Other 3 No No Yes No No
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2025-138( 27-Jan-25 HealthEquity, Inc. Other 2 No No Yes No No
2025-139| 27-Jan-25 Adoptions From The Heart Not-for-profit 7 Yes Yes Yes No No
Kronick Moskovitz Tied &
2025-140| 27-Jan-25 roniciciVioskovitz Tiedemann Other 2 Yes No No No No
Girard
2025-141( 27-Jan-25 All American Poly Corp. Manufacturing 3 Yes No No No No
2025-142| 27-Jan-25 Custom Concrete, Inc. Commercial 2 Yes No No No No
2025-143( 28-Jan-25 PowerSchool Group LLC Educational 18476 Yes Yes No No No
2025-144( 28-Jan-25 Rockland Trust Company Banks & Credit Unions 1 No No Yes No No
Financial Services
2025-145( 28-Jan-25 Joseph Krar & Associates 2 Yes No No No No
Company
Fi ial Servi
2025-146( 28-Jan-25 Caiafa & Company, LLC inanciat >services 2 Yes No No No No
Company
2025-147( 28-Jan-25 Dedham Savings Banks & Credit Unions 15 No No No No Yes
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2025-148( 28-Jan-25 Ally Bank Banks & Credit Unions 1 No No Yes No No
2025-149( 28-Jan-25 UFCW Local 135 Not-for-profit 9 Yes No No No No
2025-150( 28-Jan-25 LUK, Inc. Not-for-profit 8 Yes No Yes Yes No
2025-151( 28-Jan-25 SCM Group North America Commercial 1 Yes No Yes Yes No
2025-152( 28-Jan-25 | Albany Gastroenterology Consultants Health Care 2 Yes No No No No
2025-153( 29-Jan-25 KMB Design Group LLC Other 10 Yes No Yes Yes Yes
MA Dept. of U I t
2025-154( 29-Jan-25 ept- 0 . nemploymen State Government 1 Yes No No No No
Assistance
D’Youville Life and Wellness
2025-155( 29-Jan-25 . Health Care 5933 Yes Yes Yes Yes No
Community, Inc.
2025-156( 29-Jan-25 | GIGAFLIGHT Connectivity, Inc. (“GCI”) Manufacturing 2 No No No No Yes
2025-157( 29-Jan-25 NorthBay Healthcare Corporation Health Care 33 Yes Yes Yes Yes Yes
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2025-158( 29-Jan-25 City of Hayward Local Government 112 Yes Yes Yes Yes Yes

Financial Services
2025-159( 29-Jan-25 Steven Miller & Co. LLC 4 Yes No Yes No No
Company

2025-160( 29-Jan-25 | Oregon Reproductive Medicine, LLC Health Care 4 No Yes No No No
2025-161( 30-Jan-25 Agawam Public Schools Educational 4500 No No No No No
2025-162( 30-Jan-25 PMA Consultants Other 385 Yes No No Yes Yes
2025-163| 30-Jan-25 Churchshield Other 34 Yes No Yes Yes No
2025-164( 30-Jan-25 Main Street Bank Banks & Credit Unions 1 No No No No Yes
2025-165( 30-Jan-25 Main Street Bank Banks & Credit Unions 1 No No No No Yes
2025-166( 30-Jan-25 South Dakota State University Educational 1 No No No No No
2025-167| 30-Jan-25 The Cooperative Bank of Cape Cod Banks & Credit Unions 165 No No No No Yes




COMMONWEALTH OF MASSACHUSETTS

Office of Consumer Affairs and Business Regulation
1 Federal Street, Suite 0720, Boston, MA 02110-2012
(617) 973-8787
www.mass.gov/oca

MAURA HEALEY YVONNE HAO
GOVERNOR SECRETARY OF ECONOMIC
DEVELOPMENT
KIMBERLEY DRISCOLL
LIEUTENANT GOVERNOR LAYLA D'EMILIA
Data Breach Notification Report UNDERSECRETARY
The total number of breaches affecting residents: 1,381,909
Breach Date Reporting MA SSN Medical Financial Drivers Credit/Debit
Number Reported Reporting Organization Name Organization Residents Breached Records Account Licenses Numbers
To OCA Type Affected Breached Breached Breached Breached
2025-168| 30-Jan-25 Eastern Bank Banks & Credit Unions 26 No No No No Yes
2025-169| 30-Jan-25 Main Street Bank Banks & Credit Unions 4 No No No No Yes
2025-170( 30-Jan-25 The Cooperative Bank of Cape Cod Banks & Credit Unions 165 No No No No Yes
2025-171| 30-Jan-25 Gateway Regional School District Educational 1 No No No No No
2025-172( 30-Jan-25 Main Street Bank Banks & Credit Unions 1 No No No No Yes
2025-173| 30-Jan-25 Main Street Bank Banks & Credit Unions 3 No No No No Yes
2025-174( 30-Jan-25 The Partners Group, LLC Insurance Company 3 Yes No No No No
2025-175| 30-Jan-25 InterCon Construction, Inc. Other 1 Yes No No No No
2025-176| 30-Jan-25 Mizuno USA, Inc. Manufacturing 14 Yes No Yes Yes No
2025-177( 30-Jan-25 Tri-County RVTHS Educational 1 Yes No No No No
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Springfield Technical C it
2025-178( 30-Jan-25 pringtield Technical Lommuntty Educational 2 No No Yes No No
College
2025-179| 31-Jan-25 | Moses-Weitzman Health System, Inc. Health Care 50 Yes Yes No Yes No
2025-180( 31-Jan-25 Community Health Center, Inc. Health Care 7069 Yes Yes No No No
2025-181| 31-Jan-25 Lucent Health Solutions Health Care 27 Yes No No No No
Y Valley Electric P
2025-182| 31-Jan-25 azoo Valley Electric Fower Other 5 Yes No No No No
Association

2025-183| 31-Jan-25 Pittsfield Public Schools Educational 6100 Yes Yes No No No
2025-184( 31-Jan-25 Doxim Solutions ULC Technology 1 Yes No Yes No No
2025-185( 31-Jan-25 ITO EN Other 13 Yes No Yes No No
2025-186( 31-Jan-25 DFB Sales, Inc. Retail 1 Yes No No No No
2025-187( 31-Jan-25 O’Connor Corporation Other 4519 Yes No Yes No No
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Data Breach Notification Report
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COMMONWEALTH OF MASSACHUSETTS

¢l Office of Consumer Affairs and Business Regulation

YVONNE HAO

SECRETARY OF ECONOMIC

DEVELOPMENT

LAYLA D'EMILIA

UNDERSECRETARY
The total number of breaches affecting residents: 1,381,909
Breach Date Reporting MA SSN Medical Financial Drivers Credit/Debit
Reported Reporting Organization Name Organization Residents Records Account Licenses Numbers
Number Breached
To OCA Type Affected Breached Breached Breached Breached

2025-188| 31-Jan-25 SciTech Services, Inc. Other 2 Yes No No Yes No

Delta County M ial Hospital
2025-189| 01-Feb-25 s Health Care 45 Yes Yes No Yes No

District
American Contractors Indemnity
Company, Texas Bonding Company,

2025-190( 03-Feb-25 | United States Surety Company, and Insurance Company 1 Yes No No No No

U.S. Specialty Insurance Company

(collectively, “the Company”)
2025-191( 03-Feb-25 Beth Israel Deaconess - Plymouth Health Care 1 No No No Yes No
2025-192( 03-Feb-25 Bayhealth Medical Center Health Care 894 Yes Yes Yes Yes No
Fi ial Servi
2025-193| 04-Feb-25 KraftCPAs PLLC nancial Services 3 Yes No No Yes No
Company

2025-194( 04-Feb-25 Lunenburg Public Schools Educational 99 Yes Yes No No No
2025-195( 04-Feb-25 Cabrillo College Educational 3 Yes No No No No
2025-196( 04-Feb-25 New MVT LLC Other 72 Yes No Yes No No
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DEVELOPMENT
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Data Breach Notification Report UNDERSECRETARY
The total number of breaches affecting residents: 1,381,909
Breach Date Reporting MA SSN Medical Financial Drivers Credit/Debit
Number Reported Reporting Organization Name Organization Residents Breached Records Account Licenses Numbers
To OCA Type Affected Breached Breached Breached Breached
2025-197( 04-Feb-25 Stock Development Other 381 Yes No Yes Yes No
2025-198( 04-Feb-25 Watertown Savings Bank Banks & Credit Unions 4 No No No No Yes
2025-199( 04-Feb-25 The Village Bank Banks & Credit Unions 1 No No Yes No Yes
2025-200( 04-Feb-25 American Plumbing & Heating Other 807 Yes No Yes Yes No
2025-201( 04-Feb-25 | ZENITH AMERICAN SOLUTIONS, INC. Other 170 Yes No No No No
2025-202( 04-Feb-25 San Francisco-Marin Food Bank Not-for-profit 103 Yes No Yes No Yes
2025-203 (| 04-Feb-25 Lighthouse Electric Company Other 2 Yes No Yes No No
2025-204( 04-Feb-25 Textiles Coated, Inc. Manufacturing 26 Yes No No No No
2025-205( 04-Feb-25 [Rebound Orthopedics & Neurosurgery Health Care 127 Yes Yes Yes Yes Yes
2025-206( 05-Feb-25 City of McKinney Local Government 1 Yes No No No No
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MAURA HEALEY YVONNE HAO
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DEVELOPMENT

KIMBERLEY DRISCOLL
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Data Breach Notification Report UNDERSECRETARY
The total number of breaches affecting residents: 1,381,909
Breach Date Reporting MA SSN Medical Financial Drivers Credit/Debit
Number Reported Reporting Organization Name Organization Residents Breached Records Account Licenses Numbers
To OCA Type Affected Breached Breached Breached Breached
2025-207| 05-Feb-25 | May, Potenza, Baran & Gillespie, P.C. Other 7 Yes No Yes Yes No
2025-208( 05-Feb-25 | Hewlett Packard Enterprise Company Technology 10 Yes No No Yes Yes
2025-209( 05-Feb-25 Star Solution Services Inc. Other 11 Yes No No No No
The Li In Nati | Life |
2025-210( 05-Feb-25 € Hincoln Mationat Lite Insurance Insurance Company 2 Yes No No No No
Company
Financial Services
2025-211| 05-Feb-25 Vantage Financial Group, Toledo 1 Yes No Yes No No
Company
2025-212( 05-Feb-25 Menorah Life Health Care 2 Yes Yes No No No
2025-213| 05-Feb-25 Independent Services Network Educational 1 Yes No No No No
The Epi | Church, D tic and
2025-214( 05-Feb-25 € pISC_Opa . Lfrc ’ om(?s can Not-for-profit 30 Yes No Yes Yes No
Foreign Missionary Society
2025-215| 06-Feb-25 Private Care Therapies, PLLC Health Care 22 Yes No No No No
Fi ial Servi
2025-216| 06-Feb-25 Adams Community Bank inanciat >ervices 2 No No No No Yes
Company
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To OCA Type Affected Breached Breached Breached Breached
2025-217| 06-Feb-25 St. Marys NDS, LLC Health Care 1 Yes Yes No No No
2025-218| 06-Feb-25 Dienes Corporation Manufacturing 91 Yes No No Yes No
Concord General Mutual Insurance
2025-219( 07-Feb-25 Insurance Company 2 No No No Yes No
Company
2025-220( 07-Feb-25 | Crystal Lake Elementary District 47 Educational 4 Yes No No No No
LA 'sR f i
2025-221| 07-Feb-25 | St Andrew’s Resources for Seniors Health Care 14 Yes No No No No
System
2025-222( 07-Feb-25 Express Services Inc. Other 3 Yes No No No No
2025-223( 07-Feb-25 JSP International Group Ltd. Commercial 2 Yes No Yes Yes No
2025-224( 07-Feb-25 The Watergate Hotel Hospitality Industry 21 Yes No Yes Yes Yes
2025-225( 07-Feb-25 | Catholic Charities of Southern Nevada Not-for-profit 22 Yes Yes No Yes No
Fi ial Servi
2025-226( 07-Feb-25 Heartland Bank inanciat >ervices 10 Yes No No Yes No
Company
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Breach Date Reporting MA SSN Medical Financial Drivers Credit/Debit
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To OCA Type Affected Breached Breached Breached Breached
Systematic Financial Management, Financial Services
2025-227( 08-Feb-25 i E 2 Yes No Yes No No
L.P. Company
2025-228| 08-Feb-25 Memorial Hospital and Manor Health Care 2 Yes Yes No No No
2025-229( 10-Feb-25 MutualOne Bank Banks & Credit Unions 1 No No No No Yes
Financial Services
2025-230( 10-Feb-25 Bender & Company, CPAs, P.C. 2 Yes No No No No
Company
2025-231( 10-Feb-25 Cameron & Mittleman LLP Other 84 Yes No No Yes No
Fi ial Servi
2025-232( 10-Feb-25 StepStone Private Wealth LLC inanciat >services 4 No No Yes No No
Company
2025-233( 10-Feb-25 AultCare Corporation Insurance Company 1 Yes No No No No
2025-234( 10-Feb-25 Jack Doheny Company Retail 7 Yes No Yes Yes No
2025-235( 10-Feb-25 | Heartland Community Health Center Health Care 7 No Yes No No No
Fi ial Servi
2025-236( 11-Feb-25 Capital One inanciat >ervices 1 No No Yes No Yes

Company
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The total number of breaches affecting residents: 1,381,909
Breach Date Reporting MA SSN Medical Financial Drivers Credit/Debit
Reported Reporting Organization Name Organization Residents Records Account Licenses Numbers
Number Breached
To OCA Type Affected Breached Breached Breached Breached
2025-237( 11-Feb-25 | The New England Center for Children Educational 1226 No No No No No
2025-238( 11-Feb-25 KeyBank N.A. Banks & Credit Unions 27 Yes No Yes Yes No
2025-239( 11-Feb-25 Muscogee County School District Educational 1 Yes No Yes No No
2025-240( 11-Feb-25 JPMorgan Chase Bank, N.A. Banks & Credit Unions 10 No No Yes No No
2025-241( 11-Feb-25 Robbie D. Wood, Inc. Other 6 Yes No No Yes No
2025-242( 11-Feb-25 Mid-State Industrial Maintenance Manufacturing 2 Yes No Yes Yes No
Christopher L. Mewborn, Attorney,
2025-243( 11-Feb-25 P.A. d/b/a Mewborn & DeSelms, Other 44 Yes No No Yes No
Attorneys at Law
2025-244( 11-Feb-25 The Big Green Egg, Inc. Manufacturing 3 Yes No Yes No No
2025-245( 12-Feb-25 New Era Enterprises, Inc. Insurance Company 96 Yes Yes Yes No No
2025-246( 12-Feb-25 Fall River Municipal Credit Union Banks & Credit Unions 2 No No Yes No No
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Number Reported Reporting Organization Name Organization Residents Breached Records Account Licenses Numbers

To OCA Type Affected Breached Breached Breached Breached
2025-247( 12-Feb-25 City of West Haven Local Government 3 Yes No No No No
2025-248| 12-Feb-25 Riley Pope & Laney, LLC Other 10 Yes No No No No

Financial Services
2025-249( 12-Feb-25 Finastra Technology, Inc. 65 No No Yes No No
Company

2025-250( 12-Feb-25 Mendes & Mount LLP Other 3 Yes No No No No
2025-251( 13-Feb-25 Town of Warren Local Government 1 Yes No No No No
2025-252( 13-Feb-25 Intuit Inc. Technology 1 Yes No Yes Yes No
2025-253( 13-Feb-25 Included Health Health Care 3 No Yes No No No
2025-254( 13-Feb-25 | Presbyterian Homes of Georgia, Inc. Health Care 4 Yes No No No No
2025-255( 13-Feb-25 Mark Dunning Industries Inc. Commercial 1 No Yes Yes Yes No
2025-256( 13-Feb-25 Galliker’s Dairy Company Manufacturing 1 Yes No No No No
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Number Reported Reporting Organization Name Organization Residents Breached Records Account Licenses Numbers

To OCA Type Affected Breached Breached Breached Breached
2025-257( 13-Feb-25 Day Rettig Martin P.C. Other 1 No No Yes No No
2025-258( 14-Feb-25 Tekscan Holdings, LLC Manufacturing 105 Yes No No No No
2025-259( 14-Feb-25 City Of Eagle River Local Government 1 Yes No No No No
2025-260( 14-Feb-25 Xactus LLC Other 34 Yes No Yes Yes No
2025-261( 14-Feb-25 SAVERS BANK Other 1 No No No No Yes
2025-262( 14-Feb-25 SAVERS BANK Other 2 No No No No Yes
2025-263( 14-Feb-25 Charleston Area Medical Center Health Care 9 No Yes No No No
2025-264( 14-Feb-25 Grubb Ventures, LLC Other 1 Yes No No No No
2025-265( 14-Feb-25 McMiillan Electric Company Manufacturing 5 Yes No No No No
2025-266( 14-Feb-25 Auxis Investment Holdings, LLC Other 2 Yes No No No No
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To OCA Type Affected Breached Breached Breached Breached

American Renal Management LLC

2025-267| 14-Feb-25 . Health Care 3571 Yes Yes Yes Yes No
d/b/a Innovative Renal Care

2025-268| 14-Feb-25 | Parks Heritage Federal Credit Union Banks & Credit Unions 14 Yes No Yes No Yes

2025-269( 14-Feb-25 Claris Vision Holdings, LLC Health Care 57 Yes Yes No No Yes

2025-270( 15-Feb-25 City of Roseburg Local Government 7 Yes No No Yes No

2025-271| 16-Feb-25 Performance Food Group, Inc. Commercial 152 Yes Yes Yes Yes Yes
Fi ial Servi

2025-272| 17-Feb-25 The Pension Specialist inanciat >services 172 Yes No Yes No No
Company

2025-273| 17-Feb-25 CarMax Auto Superstores, Inc. Retail 2 No No No Yes No

2025-274( 18-Feb-25 | University of Massachusetts Amherst Educational 5 Yes No No No No

State Farm Mutual Automobile
2025-275( 18-Feb-25 Insurance Company 1 No No No Yes No
Insurance Company

2025-276| 18-Feb-25 Christian Academy School System Educational 1 Yes No No No No
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2025-277| 18-Feb-25 Lakeland Union High School Educational 1 Yes No No No No
2025-278| 18-Feb-25 NTrust Infotech Other 1 Yes No No No No
2025-279( 18-Feb-25 Trident Maritime Systems LLC Manufacturing 2 Yes No Yes No No
North A i Breaker C
2025-280| 18-Feb-25 | O American Breaker tompany, Other 4 Yes No No No No
LLC (“NABCQ”")
2025-281( 18-Feb-25 Fortis Solutions Group Other 5 Yes No Yes No No
2025-282( 19-Feb-25 Gossett Motor Cars, Inc. Retail 1 Yes No No No No
Financial Services
2025-283( 19-Feb-25 Ascension Capital Advisors 3 Yes No No No No
Company
Fi ial Servi
2025-284| 19-Feb-25 Freddie Mac nanciat services 5 Yes No No No No
Company
2025-285( 19-Feb-25 Oral Roberts University Educational 2 Yes No No No No
Fi ial Servi
2025-286( 19-Feb-25 Great Plains Bank Corporation inanciat >ervices 9 Yes No No Yes No
Company
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2025-287| 19-Feb-25 Clark & Enersen Other 1 Yes No No Yes No
M h tts A iation for Mental
2025-288( 20-Feb-25 assachusetts Assoclation forivienta Not-for-profit 52 Yes No Yes Yes Yes
Health (MAMH)

Daedong-USA, Inc. (Kioti Tractor .

2025-289( 20-Feb-25 & . ( Manufacturing 34 Yes Yes Yes Yes Yes

Division)

2025-290( 20-Feb-25 Title 9 Sports, Inc. Retail 10 Yes No No No No
Fi ial Servi

2025-291| 20-Feb-25 Inspira Financial Trust, LLC nancial Services 52 Yes No Yes No No
Company

2025-292( 20-Feb-25 INTERLINK Health Services Inc. Health Care 5 No Yes No No No

2025-293( 20-Feb-25 St. Marys Credit Union Banks & Credit Unions 2 No No No No Yes

T Vacati D Creek, LLC
2025-294| 20-Feb-25 | OWNe vacations beep Lreek, Other 1 Yes No No No No
Railey Vacations

2025-295( 20-Feb-25 The Seltzer Firm Other 7 Yes No No Yes No
Fi ial Servi

2025-296( 20-Feb-25 Benjamin F. Edwards & Co. inanciat >ervices 1 No No Yes No No
Company
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2025-297( 21-Feb-25 TABB INC Other 9 Yes No No No No
2025-298( 21-Feb-25 Simmons University Educational 3 Yes No Yes No No
2025-299( 21-Feb-25 Standard Calibrations, Inc. Other 1 Yes No No No No
2025-300( 21-Feb-25 Nuna Baby Essentials, Inc. Retail 483 No No No No Yes
2025-301( 21-Feb-25 Decisionfi LLC Other 8 Yes No No Yes No
Fi ial Servi
2025-302( 21-Feb-25 Bank of America inanciat >services 2 Yes No Yes Yes Yes
Company
2025-303( 21-Feb-25 Town of Bourne Local Government 625 Yes No Yes Yes No
2025-304( 21-Feb-25 Hartson-Kennedy Inc. Commercial 1 Yes Yes Yes Yes No
2025-305( 21-Feb-25 Detroit PBS Other 9 Yes No Yes No No
2025-306| 22-Feb-25 | Moore, Ellison & McDuffie, CPAs, PA Other 3 Yes No No No No
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To OCA Type Affected Breached Breached Breached Breached
2025-307( 22-Feb-25 Anellotech Other 3 Yes No Yes Yes No
2025-308( 22-Feb-25 ATSG, Inc. Technology 27 Yes No No Yes No
2025-309( 22-Feb-25 DISA Global Solutions, Inc. Other 361236 Yes No Yes Yes Yes
Fi ial Servi
2025-310( 24-Feb-25 MutualOne Jan. 2025 inanciat >ervices 16 No No No No Yes
Company
2025-311( 24-Feb-25 Reading Cooperative Bank Banks & Credit Unions 20532 Yes Yes Yes Yes Yes
2025-312( 24-Feb-25 Bethany Community Services Inc. Not-for-profit 29 Yes No Yes Yes No
2025-313( 24-Feb-25 Via Credit Union Banks & Credit Unions 20 Yes No Yes No Yes
2025-314( 24-Feb-25 Mar-Bal, Inc. Manufacturing 1 Yes No No No No
2025-315( 24-Feb-25 SMC Corporation of America Other 75 Yes Yes No Yes No
2025-316( 25-Feb-25 Rockland Trust Banks & Credit Unions 1 No No No No No
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2025-317( 25-Feb-25 Rockland Trust Banks & Credit Unions 1 Yes No No No No
2025-318( 25-Feb-25 Rockland Trust Banks & Credit Unions 1 No No No No No
2025-319( 25-Feb-25 Rockland Trust Banks & Credit Unions 1 No No Yes No No
2025-320( 25-Feb-25 Medical Billing Specialists, Inc. Health Care 590 Yes No No Yes No
2025-321( 25-Feb-25 City of Cedar Falls Local Government 1 Yes No No Yes No
2025-322( 25-Feb-25 Department of Revenue State Government 2 Yes No No No No
2025-323( 25-Feb-25 Racal Acoustics Ltd. Other 8 Yes No Yes Yes No
2025-324( 25-Feb-25 Zullas LC dba Café Zupas LC Retail 4 Yes No No No No
2025-325( 25-Feb-25 South Shore Bank Banks & Credit Unions 1 No No No No Yes
Fi ial Servi
2025-326( 25-Feb-25 Concorde Investment Services inanciat >ervices 2 Yes No Yes No No
Company
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2025-327( 25-Feb-25 Artistic Family Dental Health Care 1 Yes Yes No Yes No

The Law Office of Const W.
2025-328| 26-Feb-25 e raw Mitice ot -onstance Other 3 Yes No No Yes No

Cranch

2025-329( 26-Feb-25 C&S Wholesale Grocers, LLC Other 7 Yes No No No No
2025-330( 26-Feb-25 Grimley, Tremp & Schlueter Other 2 Yes No Yes No No
2025-331( 26-Feb-25 Arbella Insurance Group Insurance Company 3 No No No Yes No
2025-332( 26-Feb-25 Dedham Savings Banks & Credit Unions 1 No No No No No
2025-333| 26-Feb-25 Tiger Aesthetics Medical, LLC Retail 6 Yes No No No No
2025-334( 26-Feb-25 Yushin America, Inc. Manufacturing 27 Yes No Yes No No
2025-335( 27-Feb-25 Wrentham Cooperative Bank Banks & Credit Unions 2 No No No No Yes
2025-336| 27-Feb-25 Teach.ersj Insurance a'md ﬁnnuiltly Financial Services 1 No No Yes No No

Association of America ("TIAA") Company
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2025-337| 27-Feb-25 QPharma, Inc. Technology 21 Yes No No No No
2025-338( 27-Feb-25 St. Mary's Credit Union Banks & Credit Unions 1 No No No No Yes
2025-339( 27-Feb-25 Aya Healthcare, Inc. Health Care 32 Yes Yes No No No
2025-340( 27-Feb-25 Carolina Arthritis Associates Health Care 6 Yes Yes No No No
2025-341( 27-Feb-25 | Valsoft Corporation Inc. d/b/a AllTrust Technology 323 Yes No Yes Yes No
2025-342( 28-Feb-25 White Point Partners, LLC Other 1 Yes No No No No
2025-343( 28-Feb-25 Bethel School District #52 Educational 5 Yes No No No No
Fi ial Servi
2025-344| 28-Feb-25 Transak USA LLC nancial Services 543 No No No Yes No
Company
2025-345( 28-Feb-25 Massachusetts General Hospital Health Care 1 No Yes Yes No No
M husetts D I tFi
2025-346( 28-Feb-25 assachuse sAge(;/:czpmen inance State Government 916 Yes No No No No
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2025-347( 28-Feb-25 Corvallis School District 509)J Educational 4 Yes No No No No
2025-348| 28-Feb-25 Massachusetts General Hospital Health Care 1 Yes No Yes No Yes
Mass General Brigham Medical Grou
2025-349( 28-Feb-25 g. ) ? Health Care 1 No Yes No No No
Harbor Medical Associates
Fi ial Servi
2025-350( 28-Feb-25 iTP Partners inanciat >ervices 47 Yes No Yes No No
Company
Southeast Series of Lockton
2025-351 28-Feb-25 . " " Insurance Company 15009 Yes No No No No
Companies, LLC ("Lockton")
2025-352( 28-Feb-25 Gladstone School District Educational 1 Yes No Yes Yes No
2025-353(| 28-Feb-25 McLanahan Corporation Manufacturing 3 Yes No Yes Yes No
2025-354( 28-Feb-25 Linn Benton Lincoln ESD Educational 8 Yes No Yes Yes No
Financial Services
2025-355( 28-Feb-25 Legacy Professionals, LLP 501 Yes No Yes No No
Company
2025-356( 28-Feb-25 Fern Ridge School District Educational 1 Yes No Yes Yes No
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2025-357| 28-Feb-25 Northwest Retirement Plan Financial Services 5 Yes No No No No
Consultants Company
2025-358( 28-Feb-25 Molalla River School District Educational 1 Yes No Yes Yes No
2025-359( 28-Feb-25 Pleasant Hill School District 1 Educational 1 Yes Yes Yes Yes No
2025-360( 01-Mar-25 Suit-Kote Corporation Manufacturing 1 Yes No No No No
2025-361( 01-Mar-25 Newberg School District Educational 1 Yes Yes Yes Yes No
2025-362( 01-Mar-25 Oregon City School District Educational 5 Yes Yes Yes Yes No
Ulrich Consulting & Investment Group, Financial Services
2025-363( 01-Mar-25 LLC d/b/a Ulrich Investment 4 Yes No Yes No No
Company
Consultants

2025-364| 01-Mar-25 Forest Grove School District Educational 5 Yes Yes Yes Yes No
2025-365( 01-Mar-25 Springfield Public Schools Educational 1 Yes Yes Yes Yes No
2025-366| 01-Mar-25 Southern Oreg;?sf:;catlon Services Educational 2 Yes Yes Yes Yes No
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2025-367| 02-Mar-25 Power Test Industries, LLC Technology 2 Yes Yes Yes Yes Yes
2025-368| 02-Mar-25 St. Helens School District Educational 1 Yes Yes Yes Yes No
2025-369( 02-Mar-25 Lincoln County School District Educational 2 Yes Yes Yes Yes No
2025-370(| 03-Mar-25 | Greater Albany Public School District Educational 1 Yes Yes Yes Yes No

Northeast Rehabilitation Hospital
2025-371( 03-Mar-25 F Health Care 1 No Yes No No No
Network

2025-372| 03-Mar-25 Linn Benton Community College Educational 6 Yes No Yes Yes No
2025-373| 03-Mar-25 Gregory and Appel, Inc. Insurance Company 1 Yes No No No No
2025-374| 03-Mar-25 Parkrose School District Educational 2 Yes Yes Yes Yes No
2025-375| 03-Mar-25 System Pavers, LLC Other 1 Yes No No No No
2025-376| 03-Mar-25 Pocket Nurse Enterprises, LLC Retail 3 Yes No Yes Yes No
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Estrella Franchising, LLC d/b/a Estrella
2025-377| 03-Mar-25 & /o/ Insurance Company 10 Yes No No Yes No
Insurance

2025-378| 03-Mar-25 Stark Lattuca Other 7 Yes Yes Yes Yes No
2025-379| 03-Mar-25 Loyola University Maryland Educational 2 Yes No No No No
2025-380| 03-Mar-25 Coast of Maine Brands Commercial 1 No No No No Yes
2025-381| 04-Mar-25 Bend-La Pine School District Educational 2 Yes Yes Yes Yes No
2025-382| 04-Mar-25 Canby School District Educational 2 Yes Yes Yes Yes No
2025-383| 04-Mar-25 | West Linn-Wilsonville School District Educational 12 Yes Yes Yes Yes No
2025-384( 04-Mar-25 Centennial School District Educational 5 Yes Yes Yes Yes No
2025-385| 04-Mar-25 | Multnomah Education Service District Educational 22 Yes Yes Yes Yes No
2025-386| 04-Mar-25 | Clackamas Education Service District Educational 3 Yes Yes Yes Yes No
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2025-387( 04-Mar-25 MutualOne Bank Banks & Credit Unions 10 No No No No Yes
2025-388( 04-Mar-25 | The Massachusetts Health Connector State Government 2 Yes No No No No
2025-389( 04-Mar-25 Harvard Pilgrim Health Care Insurance Company 1 Yes No No No No
2025-390( 04-Mar-25 Department of Revenue State Government 1 Yes No Yes No No
2025-391( 04-Mar-25 Racine Unified School District Educational 4 Yes No No No No
2025-392( 04-Mar-25 Newton-Wellesley Hospital Health Care 1 No Yes Yes No No
2025-393| 04-Mar-25 Bay Cove Human Services, Inc. Health Care 17691 Yes No No Yes No
Purecoat North, LLC and Purecoat
2025-394( 04-Mar-25 International, LLC (collectively, Manufacturing 68 Yes No No No No
“Purecoat”)
2025-395| 04-Mar-25 Shoe Sensation, Inc. Retail 74 No No No No Yes
2025-396| 04-Mar-25 CrossCheck, Inc. Financial Services 12 No No Yes No No
Company
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2025-397| 04-Mar-25 The Longleaf Network, LLC Technology 3 Yes No Yes No No
2025-398| 05-Mar-25 Hillcrest Convalescent Center, Inc. Health Care 983 Yes Yes Yes Yes Yes
2025-399( 05-Mar-25 Wells Fargo Banks & Credit Unions 1 No No Yes No No
2025-400( 05-Mar-25 Makai LLC Other 1 Yes No No No No
2025-401 05-Mar-25 Main Street Bank Banks & Credit Unions 2 No No No No Yes
2025-402| 05-Mar-25 Main Street Bank Banks & Credit Unions 1 No No No No Yes
2025-403( 05-Mar-25 Eastern Bank Banks & Credit Unions 105 No No No No Yes
2025-404| 05-Mar-25 Wood County, Ohio Local Government 1 Yes No No No No
2025-405( 05-Mar-25 | Turning Point of Central California Inc. Not-for-profit 2 No Yes No No No
2025-406| 05-Mar-25 FlexCare, LLC Other 3 Yes No No Yes No
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Financial Services
2025-407| 05-Mar-25 Amerman Ginder & Co, LLC 6 Yes No No No No
Company
2025-408| 05-Mar-25 Hillsboro School District 1J Educational 5 Yes No No Yes No
2025-409( 05-Mar-25 | Central Oregon Community College Educational 4 Yes Yes Yes Yes No
2025-410( 06-Mar-25 Jonti-Craft, Inc. Retail 3 Yes No No No No
2025-411| 06-Mar-25 M&T Bank Banks & Credit Unions 1 No No No No Yes
2025-412| 06-Mar-25 DSU Educational 1 No No No No No
2025-413( 06-Mar-25 Lane Community College Educational 9 Yes No No No No
2025-414| 06-Mar-25 Salem Five Bank Banks & Credit Unions 2 No No No No Yes
Boston Chinat Neighborhood
2025-415| 06-Mar-25 OSIOREINITOWIIEEISIO0MSS Not-for-profit 470 Yes No No No No
Center, Inc.

2025-416( 06-Mar-25 Engine Power Source, Inc. Manufacturing 2 Yes No Yes No No
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2025-417| 06-Mar-25 Parker Development Company Commercial 2 Yes No No No No
Goodwill Industries of Southwest

2025-418| 06-Mar-25 | - COOWITINAUSIIIES OF SOUThwes Not-for-profit 5 Yes Yes Yes Yes Yes

Oklahoma & North Texas, Inc.

2025-419( 07-Mar-25 | Eckert & Ziegler Isotope Products, Inc. Manufacturing 19 Yes No Yes Yes No

2025-420( 07-Mar-25 180 Medical Retail 7 Yes No No No No
United Seati d Mobility db

2025-421| 07-Mar-25 | o0 >eatng and MEBHIEY b3 Health Care 8020 Yes Yes No No No

Numotion

2025-422( 07-Mar-25 Chemeketa Community College Educational 7 Yes No No Yes No

2025-423( 07-Mar-25 Boart Longyear Group, Ltd. Other 30 Yes No Yes Yes No

2025-424( 07-Mar-25 Victory Programs Inc Not-for-profit 540 Yes No Yes No No
Trustees of Boston University on

2025-425( 07-Mar-25 behalf of Boston University Law Educational 24 Yes No No Yes No

School
2025-426| 07-Mar-25 Imagine360, LLC Health Care 36 Yes No No No No
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2025-427| 07-Mar-25 F.tech R&D North America, Inc. Other 2 Yes No No No No
2025-428| 07-Mar-25 TERREPOWER, LLC Manufacturing 2 Yes No No No No
2025-429| 07-Mar-25 Bavaria Sausage Inc. Retail 128 No No No No Yes
2025-430( 07-Mar-25 Sunflower Medical Group, P.A. Health Care 56 Yes Yes No Yes No
2025-431| 08-Mar-25 Community Care Alliance Health Care 1675 Yes Yes No Yes No
2025-432( 10-Mar-25 Standard Insurance Company Insurance Company 55 Yes Yes Yes No No

Financial Services
2025-433| 10-Mar-25 Corient Private Wealth LLC 6 No No Yes No No
Company

2025-434( 10-Mar-25 Town of Milford Local Government 1978 Yes No No No No
2025-435( 11-Mar-25 Asbury Theological Seminary Educational 55 Yes No Yes No No
2025-436( 11-Mar-25 Cardi’s Department Store Inc. Retail 2775 Yes No Yes Yes No
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2025-437| 11-Mar-25 | Hand & Plastic Surgery Centre, PLC Health Care 1 Yes Yes No No No
Financial Services
2025-438( 11-Mar-25 | Walter Shuffain Advisors, Inc. ("WS") 223 Yes No No No No
Company
2025-439( 11-Mar-25 Webster Five Cents Savings Bank Banks & Credit Unions 12 No No No No Yes
2025-440( 11-Mar-25 Rockland Trust Banks & Credit Unions 1 No No No No No
2025-441| 11-Mar-25 Rockland Trust Banks & Credit Unions 1 No No No No No
Boston Mutual Life Insurance
2025-442( 11-Mar-25 Insurance Company 315 Yes Yes Yes No No
Company
2025-443| 11-Mar-25 Berman & Rabin, P.A. Other 963 Yes No Yes No No
Connecticut Container Corporation .
2025-444( 11-Mar-25 . ) Manufacturing 279 Yes No No No Yes
d/b/a Unicorr Packaging Group
2025-445( 12-Mar-25 Olinsky & Associates PLLC Other 3 Yes Yes Yes No No
2025-446( 12-Mar-25 CostadelSol Enterprises, LLC Other 3 Yes No Yes No No
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2025-447( 12-Mar-25 | Orleans Southwest Supervisory Union Educational 1 Yes No No No No

Financial Services
2025-448( 12-Mar-25 Bank of America 2 Yes No No No No
Company

2025-449( 12-Mar-25 | Fall Mountain Regional School District Educational 10 Yes No No No No
2025-450( 12-Mar-25 Erickson Companies, LLC Other 1 Yes No No No No
2025-451( 12-Mar-25 Minnesota Orchestral Association Not-for-profit 5 Yes No No No No
2025-452( 12-Mar-25 | Trinity Petroleum Management, LLC Commercial 130 Yes No Yes No No
2025-453( 12-Mar-25 Simmons University Educational 2 Yes No Yes No No
2025-454( 12-Mar-25 David Douglas School District Educational 5 Yes Yes Yes Yes No
2025-455( 12-Mar-25 Reynolds School District #7 Educational 19 Yes Yes Yes Yes No
2025-456( 12-Mar-25 North Clackamas School District Educational 11 Yes Yes Yes Yes No
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2025-457( 12-Mar-25 Lake Oswego School District Educational 4 Yes Yes Yes Yes No
2025-458| 12-Mar-25 Gresham-Barlow School District Educational 9 Yes Yes Yes Yes No
Northwest Regional Education Service
2025-459| 12-Mar-25 - . Educational 9 Yes Yes Yes Yes No
District
MA Dept. of U I t
2025-460( 12-Mar-25 ept- 0 . nemploymen State Government 1 Yes No No No No
Assistance
Th I Fi half of
2025-461| 12-Mar-25 @ Seltzer Firm (on behalf o Other 6 Yes No No Yes No
attached list of clients)
Fi ial Servi
2025-462| 12-Mar-25 JPMorgan Chase Bank, N.A inanciat >services 1 Yes No No No No
Company
2025-463| 12-Mar-25 IKAV Energy Other 15 Yes No No No No
2025-464( 13-Mar-25 AuthoraCare Collective Health Care 4 Yes Yes No No No
2025-465| 13-Mar-25 The Village Bank Banks & Credit Unions 2 No No Yes No Yes
2025-466| 13-Mar-25 The Village Bank Banks & Credit Unions 1 No No Yes No Yes
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2025-467| 13-Mar-25 Intuit Inc. Technology 4 Yes No Yes Yes No
2025-468| 13-Mar-25 Oceanside Glasstile Company Retail 5 Yes No No No Yes
2025-469( 13-Mar-25 Ciprinai & Werner, P.C. Manufacturing 3 Yes No No No No
2025-470( 14-Mar-25 Gould Cooksey Fennell, PLLC Other 2 No No Yes No No
2025-471| 14-Mar-25 Topy America Inc. Manufacturing 1 Yes No No No No
2025-472| 14-Mar-25 Substitute Teacher Service, Inc. Educational 6 Yes No Yes Yes No
Admini i Inc. : Fi ial i
2025-473| 14-Mar-25 dministration & Support, Inc. dba inancial Services 4 Yes No Yes No No
Legacy Works Company
2025-474| 14-Mar-25 Adams Community Bank Banks & Credit Unions 2 No No No No Yes
2025-475| 14-Mar-25 Adams Community Bank Banks & Credit Unions 1 No No No No Yes
2025-476( 14-Mar-25 Western Alliance Bank (“WAB”) Banks & Credit Unions 17 Yes No Yes Yes No
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2025-477( 14-Mar-25 The Village Bank Banks & Credit Unions 2 No No Yes No Yes
2025-478| 14-Mar-25 Ritenour School District Educational 1 Yes No No No No
2025-479( 14-Mar-25 California Cryobank LLC Other 195 Yes No Yes No Yes
2025-480( 14-Mar-25 St. Mary's Credit Union Banks & Credit Unions 1 No No No Yes Yes
2025-481( 14-Mar-25 OEC Freight Companies Inc. Commercial 1 Yes No No No No
Fi ial Servi
2025-482| 14-Mar-25 Allen, Gibbs & Houlik, L.C. nancial services 1 Yes No No No No
Company
2025-483| 17-Mar-25 SAVERS BANK Other 4 No No No No Yes
2025-484( 17-Mar-25 | Key Connections ABA Services, LLC Health Care 1 No No Yes No No
2025-485( 17-Mar-25 Uniek, Inc. Manufacturing 6 Yes No No No No
Financial Services
2025-486| 17-Mar-25 Mutual of Omaha Mortgage, Inc 2 No No No No Yes
Company
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2025-487| 17-Mar-25 Hunter Taubman Fischer & Li LLC Other 5 Yes No Yes No No
2025-488| 17-Mar-25 M&T Bank Banks & Credit Unions 2 Yes No Yes No No
2025-489( 17-Mar-25 Farmers Bank & Trust Banks & Credit Unions 1 Yes No Yes Yes No
2025-490( 17-Mar-25 Mark Thomas Other 1 Yes No No Yes No
2025-491| 18-Mar-25 Rockland Trust Banks & Credit Unions 1 No No No No No
2025-492( 18-Mar-25 Rockland Trust Banks & Credit Unions 1 No No No No No
Pennsylvania State Education
2025-493( 18-Mar-25 Y L. Other 181 Yes Yes Yes Yes Yes
Association
2025-494( 18-Mar-25 Parascript, LLC Technology 1 Yes No No No No
2025-495( 18-Mar-25 Cambridge Savings Bank Federal Government 1 No No No Yes No
2025-496( 18-Mar-25 Dove Healthcare Health Care 1 Yes Yes Yes Yes Yes
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2025-497| 18-Mar-25 Martin Snow, LLP Other 23 Yes No No No No
Lei Ti Products, LLC d/b
2025-498( 19-Mar-25 elsure fime Fro 'uc > /b/a Retail 9 Yes No Yes Yes No
Backyard Discovery
2025-499( 19-Mar-25 Bluestone Bank Banks & Credit Unions 6756 Yes No Yes No No
MA Dept. of U I t
2025-500( 19-Mar-25 ept- 0 . nemploymen State Government 1 Yes No No No No
Assistance
2025-501( 19-Mar-25 | Silver Lake Regional School District Educational 3 Yes No No No No
2025-502( 19-Mar-25 Geokon, Inc. Manufacturing 6 Yes No No No No
2025-503| 19-Mar-25 Forum Communications Company Telecommunications 10 Yes No No No No
2025-504( 19-Mar-25 | Garlington, Lohn, & Robinson, PLLP Other 3 Yes No Yes Yes No
Financial Services
2025-505( 19-Mar-25 UAS 17 Yes No Yes Yes No
Company
2025-506| 20-Mar-25 Strauss Brands LLC Other 3 Yes No No No No
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2025-507( 20-Mar-25 Adoption Rhode Island Not-for-profit 8 Yes No Yes No No
5025-508 | 20-Mar-25 The Union Labor Life Insurance Financial Services 10 Yes Yes No No No
Company Company
2025-509( 20-Mar-25 Lafayette Federal Credit Union Banks & Credit Unions 727 Yes No Yes No Yes
2025-510( 20-Mar-25 Kinsey's Archery Products, Inc Retail 2 Yes No No No No
2025-511( 20-Mar-25 | Professional Law Enforcement Inc. Other 2 Yes Yes Yes Yes Yes
2025-512| 20-Mar-25 OBI Seafoods Other 9 Yes Yes Yes Yes Yes
Amherst-Pelham Regional School
2025-513| 20-Mar-25 L : Educational 12 Yes No No No No
District
2025-514( 20-Mar-25 LittleStar ABA Therapy Health Care 8 Yes Yes No Yes No
2025-515( 20-Mar-25 OrthoMinds, LLC Technology 25 No No Yes No Yes
Financial Services
2025-516( 20-Mar-25 Open Door Capital, LLC 12 Yes No No No No
Company
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Greater Boston C tion & Visit
2025-517| 21-Mar-25 | - Corer Boston Fonvention & VISTEors Commercial 39 Yes No No No No
Bureau, Inc. dba Meet Boston
2025-518( 21-Mar-25 Resort Data Processing Technology 1 No No No No Yes
2025-519( 21-Mar-25 Main Street Bank Banks & Credit Unions 1 No No Yes No Yes
SAM Service A M t
2025-520( 21-Mar-25 ervice Cfszs anagement, Not-for-profit 5 Yes Yes No Yes Yes
2025-521( 21-Mar-25 Heritage South Credit Union Banks & Credit Unions 2 Yes No Yes No No
Fi ial Servi
2025-522( 21-Mar-25 Clarke Nicolini & Associates, Ltd inanciat services 1 Yes No No Yes No
Company
2025-523( 21-Mar-25 NewAgeSys Inc. Technology 57 Yes No No No No
2025-524( 22-Mar-25 ALN Medical Management, LLC Other 258 Yes Yes Yes No No
2025-525( 22-Mar-25 Cross Valley Federal Credit Union Not-for-profit 8 Yes No No No No
2025-526( 24-Mar-25 Westwood Country Club Other 8 Yes No No No No
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UNDERSECRETARY
The total number of breaches affecting residents: 1,381,909
Breach Date Reporting MA SSN Medical Financial Drivers Credit/Debit
Reported Reporting Organization Name Organization Residents Records Account Licenses Numbers
Number Breached
To OCA Type Affected Breached Breached Breached Breached
2025-527( 24-Mar-25 Cambridge Public Schools Educational 1 Yes No No No No
2025-528( 24-Mar-25 Folger Levin LLP Other 25 Yes No No No No
Word & Brown Insurance
2025-529( 24-Mar-25 Administrators, Inc. on behalf of Other 2 Yes No No No No
relevant data owners
Fi ial Servi
2025-530| 25-Mar-25 JW Cole nanciat services 1 Yes No No No No
Company
= ol -
2025-531| 25-Mar-25 |  ATLAS CPAs and Advisors PLLC inancial Services 1 Yes No Yes No No
Company
Fi ial Servi
2025-532( 25-Mar-25 Capital One inanciat >ervices 1 No No Yes No No
Company
Center for Int tive Gut Health; Gut
2025-533( 25-Mar-25 enterforin egrfoi\//: uthiea . Health Care 11 No Yes No Yes Yes
2025-534( 25-Mar-25 Crossroads Trading Co., Inc. Retail 269 Yes No No Yes No
Fi ial Servi
2025-535| 25-Mar-25 IOU Central inc. nancial Services 124 Yes No No Yes No
Company
2025-536( 25-Mar-25 Monro, Inc. Retail 5026 Yes Yes Yes No Yes
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The total number of breaches affecting residents: 1,381,909
Breach Date Reporting MA SSN Medical Financial Drivers Credit/Debit
Number Reported Reporting Organization Name Organization Residents Breached Records Account Licenses Numbers
To OCA Type Affected Breached Breached Breached Breached
Financial Services
2025-537( 25-Mar-25 Lighthouse Wealth Partners 1 Yes No Yes No No
Company
2025-538( 25-Mar-25 Concord Orthopaedics Health Care 1517 Yes Yes No Yes No
2025-539( 26-Mar-25 Lee University Educational 408 Yes No Yes Yes No
2025-540( 26-Mar-25 CSG Consultants Other 1 Yes No No No No
Mercer County Joint Townshi
2025-541( 26-Mar-25 y . > Health Care 21 Yes Yes Yes Yes Yes
Community Hospital
Financial Services
2025-542| 26-Mar-25 Pacific Residential Mortgage, LLC 12 Yes No Yes Yes No
Company
2025-543( 26-Mar-25 Todd & Weld LLP Other 59 Yes Yes Yes Yes Yes
2025-544( 26-Mar-25 St. Joseph’s College of Maine Educational 8938 Yes No Yes Yes No
2025-545( 26-Mar-25 Ray Catena Motor Car Corp. Other 14 Yes Yes Yes Yes Yes
2025-546( 27-Mar-25 Houston Housing Authority State Government 8 Yes Yes Yes Yes No
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Data Breach Notification Report UNDERSECRETARY
The total number of breaches affecting residents: 1,381,909
Breach Date Reporting MA SSN Medical Financial Drivers Credit/Debit
Number Reported Reporting Organization Name Organization Residents Breached Records Account Licenses Numbers
To OCA Type Affected Breached Breached Breached Breached
2025-547( 27-Mar-25 St. Mary’s Parish Other 83 Yes No No No No
2025-548( 27-Mar-25 [ Mount Wachusett Community College Educational 15 No No Yes No No
= ol -
2025-549| 27-Mar-25 AOD Federal Credit Union inancial Services 42 Yes No No Yes No
Company
2025-550( 27-Mar-25 H20.ai Technology 4 Yes No No Yes No
Civic Committee of the Commercial
2025-551( 28-Mar-25 . Not-for-profit 3 Yes No No No Yes
Club of Chicago
2025-552( 28-Mar-25 | The Law Offices of Jason E. Taylor Other 1 No No No Yes No
2025-553( 28-Mar-25 Harvard Pilgrim Health Care Insurance Company 1 Yes No No No No
Fi ial Servi
2025-554( 28-Mar-25 Kahle and Associates CPA LLC inanciat >ervices 1 Yes No Yes Yes No
Company
Financial Services
2025-555( 28-Mar-25 Main Street Bank 1 No No No No Yes
Company
2025-556( 28-Mar-25 | Department of Development Services State Government 3844 No No No No No
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Breach Date Reporting MA SSN Medical Financial Drivers Credit/Debit
Number Reported Reporting Organization Name Organization Residents Breached Records Account Licenses Numbers
To OCA Type Affected Breached Breached Breached Breached
2025-557| 28-Mar-25 Lyon Management Group, Inc. Other 3 Yes No No No No
2025-558( 28-Mar-25 Smiths Interconnect Americas, Inc Other 11 Yes Yes Yes Yes No
2025-559( 29-Mar-25 Amherst College Educational 5 Yes No No No No
Fi ial Servi
2025-560( 31-Mar-25 Stetson Koenes, PLLC inanciat services 5 Yes No Yes Yes No
Company
2025-561( 31-Mar-25 Montana Health Solutions Health Care 3 Yes Yes Yes Yes No
2025-562( 31-Mar-25 KMAM Management LLC Retail 2 Yes No No Yes No
2025-563( 31-Mar-25 Workers Federal Credit Union Banks & Credit Unions 1435 Yes No Yes No No
2025-564( 31-Mar-25 | The Massachusetts Health Connector State Government 1 Yes No Yes No No
2025-565( 31-Mar-25 Ciuni & Panichi, Inc. Other 178 Yes No No No No
2025-566( 31-Mar-25 Special Tree, Ltd. Health Care 1 Yes No Yes Yes No
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The total number of breaches affecting residents: 1,381,909
Breach Date Reporting MA SSN Medical Financial Drivers Credit/Debit
Number Reported Reporting Organization Name Organization Residents Breached Records Account Licenses Numbers
To OCA Type Affected Breached Breached Breached Breached
2025-567| 31-Mar-25 Champion Home Builders, Inc. Commercial 2 No No Yes No No
Fi ial Servi
2025-568| 01-Apr-25 EFS Advisors LLC inanciat >services 1 Yes No No No No
Company
Guardian Life Insurance Company of
2025-569( 01-Apr-25 . Rany Insurance Company 137 Yes No No No No
America
A Infrastruct M t
2025-570( 01-Apr-25 queous Iniras ruccoure anagemen Commercial 10 Yes Yes No Yes No
2025-571( 01-Apr-25 Imaflex, Inc. Retail 1 Yes No Yes No No
2025-572( 01-Apr-25 The Siegel Group Hospitality Industry 2 Yes Yes Yes No No
2025-573| 01-Apr-25 State Bar of Texas State Government 8 Yes No Yes Yes No
The Lincoln National Life Insurance
2025-574( 01-Apr-25 Insurance Company 1 Yes Yes Yes Yes No
Company
2025-575( 01-Apr-25 Cottingham & Butler Insurance Company 65 Yes No No No No
2025-576( 01-Apr-25 Menorah Chapels Other 1 Yes No No No No
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To OCA Type Affected Breached Breached Breached Breached
2025-577( 02-Apr-25 City of Lake Jackson Local Government 3 Yes No No Yes No
2025-578( 02-Apr-25 Community Dental Care, Inc. Health Care 5 Yes Yes No Yes No
2025-579( 02-Apr-25 Bank of America Banks & Credit Unions 1 Yes No Yes No No
2025-580( 02-Apr-25 The Varallo Group, LLC Commercial 1 No Yes Yes Yes Yes
2025-581( 02-Apr-25 Dameron Hospital Health Care 27 Yes Yes No No No

Smiths Tubular Syst -L ia, |
2025-582( 02-Apr-25 miths Tubuiar sys .ems aconia, Inc Other 21 Yes No No No No
d/b/a Titeflex

2025-583( 02-Apr-25 Neltac, Inc. Other 1 Yes No No No No
2025-584( 02-Apr-25 Life University Educational 10 Yes Yes Yes Yes Yes
2025-585( 02-Apr-25 First Home Mortgage Corporation Banks & Credit Unions 1 No No Yes No No
2025-586( 02-Apr-25 Gilead Sciences, Inc. Health Care 92 Yes No No No No
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2025-587| 03-Apr-25 Nevro Corp. Other 27 Yes No Yes No No
= I Servi
2025-588( 03-Apr-25 CK Progress Inc. inanciat >services 12 No No Yes No Yes
Company
2025-589( 03-Apr-25 Enfield Public Schools Educational 2 Yes Yes No No No
2025-590( 03-Apr-25 Old National Events Plaza Hospitality Industry 1 Yes No No No No
2025-591( 03-Apr-25 SoloPoint Solutions, Inc. Other 3 Yes No Yes Yes No
2025-592( 03-Apr-25 Jennings Road Management Corp. Other 90 Yes Yes Yes Yes No
International Society for Heart and
2025-593| 03-Apr-25 yror! Not-for-profit 1 No No Yes No No
Lung Transplantation
2025-594( 03-Apr-25 Fidelity Life Association Insurance Company 65 No No No Yes No
Belfair Property Owners' Association, .
2025-595( 03-Apr-25 e Inc Not-for-profit 4 Yes No No No No
2025-596( 04-Apr-25 Watertown Savings Bank Banks & Credit Unions 2 No No No No No
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2025-597( 04-Apr-25 WK Kellogg Co. Other 10 Yes No No No No
2025-598( 04-Apr-25 Innov8 Holdings, LLC Retail 2 Yes No No No No
2025-599( 04-Apr-25 Tempel Steel Company, LLC Manufacturing 1 Yes No No No No
M husetts C il on Gaming &
2025-600( 04-Apr-25 assachtisetts Louncii on Haming Other 1 Yes No No Yes No
Health
2025-601( 04-Apr-25 Food for the Poor, Inc. Not-for-profit 67 Yes No Yes No No
2025-602( 04-Apr-25 Veristat Parent, L.P. Commercial 75 Yes No No Yes No
The Sporn Company d/b/a
2025-603( 04-Apr-25 > . : p v d/b/ Retail 334 Yes No No Yes No
Perrywinkle's Fine Jewelry
Fi ial Servi
2025-604( 04-Apr-25 JP Morgan Chase Bank, N.A. inanciat >ervices 2 No No Yes No No
Company
2025-605( 04-Apr-25 ProSearch Strategies, LLC Commercial 3 Yes No Yes Yes No
Fi ial Servi
2025-606( 04-Apr-25 JPMorgan Chase Bank, N.A inanciat >ervices 1 No No Yes No No

Company
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The total number of breaches affecting residents: 1,381,909
Breach Date Reporting MA SSN Medical Financial Drivers Credit/Debit
Reported Reporting Organization Name Organization Residents Records Account Licenses Numbers
Number Breached
To OCA Type Affected Breached Breached Breached Breached
Fi ial Servi
2025-607| 04-Apr-25 Davenport & Company LLC inancial Services 30 Yes No Yes Yes No
Company
2025-608( 07-Apr-25 The Village Bank Banks & Credit Unions 1 No No Yes No Yes
2025-609( 07-Apr-25 Qmatic Corporation Technology 1 Yes No No No No
Hebrew Home for Aged Disabled
2025-610( 07-Apr-25 d/b/a San Francisco Campus for Health Care 1 No Yes No No No
Jewish Living
2025-611| 07-Apr-25 St. Marys NDS Other 11 Yes Yes No No No
2025-612| 08-Apr-25 Benefits Partner, LLC Insurance Company 75 Yes No Yes Yes No
Personnel Decisions Research
2025-613( 08-Apr-25 . Other 11 Yes Yes Yes No No
Institutes, LLC
2025-614( 08-Apr-25 Rockland Trust Banks & Credit Unions 1 No No Yes No No
2025-615( 08-Apr-25 Rockland Trust Banks & Credit Unions 1 No No No No No
2025-616( 08-Apr-25 Rockland Trust Banks & Credit Unions 2 No No No No No
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2025-617( 08-Apr-25 Rockland Trust Banks & Credit Unions 1 No No Yes No No
2025-618| 08-Apr-25 RSM US LLP Commercial 4 Yes No No No No
2025-619( 08-Apr-25 Mutual One Bank - March 2025 Banks & Credit Unions 10 No No Yes No Yes
2025-620( 08-Apr-25 The Village Bank Banks & Credit Unions 1 No No Yes No Yes
Financial Services
2025-621| 08-Apr-25 Eisner Advisory Group LLC 527 Yes Yes Yes Yes No
Company
Church of the N Global
2025-622( 08-Apr-25 ureho . 'e azarene, &loba Not-for-profit 3 Yes Yes Yes No No
Ministry Center
2025-623| 08-Apr-25 Chatsworth Products, Inc. Manufacturing 7 Yes No No No No
Fi ial Servi
2025-624( 08-Apr-25 Unity National Bank of Houston inanciat >ervices 2 Yes No Yes No No
Company
2025-625( 08-Apr-25 CIO Partners, Inc. Commercial 2 Yes No No Yes No
American A iati f Coll f
2025-626( 08-Apr-25 merican ssoua. 'on o . ,O cges 0 Educational 1128 Yes No No No No
Osteopathic Medicine
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2025-627( 09-Apr-25 VectraRx LLC Health Care 8 Yes Yes No No No
2025-628| 09-Apr-25 Business Insurance Services, Inc. Insurance Company 1 Yes No No No No
2025-629( 09-Apr-25 Lee Valley Tools, Ltd. Retail 2436 No No No No Yes
2025-630( 09-Apr-25 [ Omni Healthcare Financial Holdings Other 271 Yes No No Yes No

Kelly & Associates Insurance Group,

2025-631| 09-Apr-25 Y Inc R Insurance Company 5032 Yes No Yes No No
2025-632( 10-Apr-25 VetCT Other 2 Yes No No No No
2025-633( 10-Apr-25 Mercury Aircraft, Inc. Manufacturing 1 Yes No No Yes No
2025-634( 10-Apr-25 Cabot Medical Care Health Care 1 No Yes No Yes No
2025-635( 10-Apr-25 Laboratory Services Cooperative Not-for-profit 396 Yes Yes Yes Yes Yes
2025-636( 10-Apr-25 SRAM, LLC Retail 5 Yes No Yes Yes No
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To OCA Type Affected Breached Breached Breached Breached

Arieed Enterprises d/b/a Greenwich

2025-637| 10-Apr-25 R . /o/ Hospitality Industry 2 No Yes No No No
Medical Spa

2025-638( 10-Apr-25 Moorhead Law Group Other 1 Yes Yes Yes Yes No
2025-639( 10-Apr-25 Harrison Poultry, Inc. Other 8 Yes Yes No Yes Yes
2025-640( 11-Apr-25 Vitenas Cosmetic Surgery, PA Health Care 16 Yes Yes No Yes No

Thede Culpepper Moore Munro &
2025-641( 11-Apr-25 Other 3 Yes No No No No

P Silliman LLP (“Thede”)

2025-642( 11-Apr-25 Cape Cod Five Banks & Credit Unions 1 No No Yes No No
2025-643( 11-Apr-25 Technology Container Corp. Other 7 Yes No No Yes No
2025-644( 11-Apr-25 Endue Software Technology 175 Yes Yes No No No
2025-645( 11-Apr-25 CCA Housing LLC Other 1860 Yes No Yes No No
2025-646( 11-Apr-25 Yale New Haven Health System Health Care 312085 Yes No No No No
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Financial Services
2025-647( 11-Apr-25 US Claims Capital, Inc. 453 Yes Yes Yes Yes Yes
Company
2025-648( 11-Apr-25 Hartwick College Educational 133 Yes No Yes No No
2025-649( 12-Apr-25 Lemonade, Inc. Insurance Company 32796 No No No Yes No
The Hertz C ti behalf of
2025-650( 12-Apr-25 & nertz Lorporation, on .e aro Other 34452 Yes Yes No Yes Yes
Hertz, Dollar, and Thrifty
Fi ial Servi
2025-651| 14-Apr-25 Financial Plus Credit Union nancial Services 26 Yes No Yes No No
Company
2025-652( 14-Apr-25 Main Street Bank State Government 1 No No No No Yes
2025-653( 14-Apr-25 ExamOne Other 1 No No No Yes No
Fi ial Servi
2025-654( 14-Apr-25 Osaic Wealth Inc. inanciat >ervices 3 Yes No Yes No No
Company
2025-655( 14-Apr-25 Medical Express Ambulance Health Care 717 Yes No Yes Yes Yes
2025-656( 14-Apr-25 Qmatic Corporation Other 1 Yes No No No No
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= ol -
2025-657| 14-Apr-25 TD Bank N.A. inancial Services 15 Yes No Yes No Yes
Company
2025-658( 14-Apr-25 [ Central Texas Pediatric Orthopedics Health Care 50 No Yes No No No
2025-659( 14-Apr-25 Weston Public Schools Educational 248 Yes No No Yes No
2025-660( 14-Apr-25 | Scharnhorst Ast Kennard Griffin PC Other 3 Yes No No No No
2025-661( 15-Apr-25 The City of Long Beach, CA Local Government 196 Yes Yes Yes Yes Yes
2025-662( 15-Apr-25 Rockland Trust Banks & Credit Unions 1 No No No No No
2025-663( 15-Apr-25 Rockland Trust Banks & Credit Unions 2 No No No No No
2025-664( 15-Apr-25 Rockland Trust Banks & Credit Unions 1 No No No No No
2025-665( 15-Apr-25 Legends International, LLC Hospitality Industry 5 Yes No Yes No No
2025-666( 15-Apr-25 Minyard Morris LLP Other 21 Yes Yes Yes Yes No
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Hamilton Health Care System, Inc.
2025-667| 16-Apr-25 | o ron nearthtare system, inc Health Care 24 Yes Yes Yes No Yes
d/b/a Vitruvian Health
2025-668( 16-Apr-25 Standard Insurance Company Insurance Company 19 Yes Yes No No No
National Council for Community
2025-669( 16-Apr-25 Development, Inc. d/b/a Grow Not-for-profit 1 Yes No No No No
America
Ath C tics, Inc. d/b
2025-670| 16-Apr-25 ena Cosmetics, Inc. d/b/a Retail 4 Yes No No No No
Revitalash Cosmetics
2025-671| 16-Apr-25 | Moore, Clarke, DuVall, & Rodgers PC Other 6 Yes No No No No
2025-672( 16-Apr-25 Intealth Not-for-profit 29 Yes No Yes No No
Fi ial Servi
2025-673| 16-Apr-25 Ameriprise Financial nancial Services 25 Yes No Yes No No
Company
2025-674| 16-Apr-25 | Banco Popular de Puerto Rico (BPPR) | Banks & Credit Unions 4 No No No No Yes
2025-675( 16-Apr-25 | New Alliance Insurance Agency, Inc. Insurance Company 2 Yes Yes No No No
2025-676( 17-Apr-25 Jani-King International, Inc. Other 175 Yes No No No No
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2025-677( 17-Apr-25 Empire Group of Reading PA Inc Other 1 Yes No No No No
2025-678( 17-Apr-25 NuPath, Inc. Not-for-profit 163 No No No Yes No
2025-679( 17-Apr-25 Adams Community Bank Banks & Credit Unions 1 No No No No Yes
2025-680( 17-Apr-25 First Financial Trust, N.A. Banks & Credit Unions 3 Yes No Yes No No
2025-681( 17-Apr-25 Nth Degree Investment Group Commercial 983 Yes Yes Yes Yes No
Financial Services
2025-682( 17-Apr-25 Caputo & Company, PC 641 Yes No Yes Yes No
Company
2025-683( 17-Apr-25 Behavioral Health Resources Health Care 4 Yes No No Yes No
Fi ial Servi
2025-684( 17-Apr-25 Coston and Mclsaac, CPAs inanciat >ervices 5 Yes No Yes Yes No
Company
2025-685( 18-Apr-25 Unanet, Inc. Technology 16 Yes No No No No
Unum Life Insurance Company of
2025-686( 18-Apr-25 America pany Insurance Company 45 Yes No No No No
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To OCA Type Affected Breached Breached Breached Breached
2025-687| 18-Apr-25 Treston IAC LLC Manufacturing 1 Yes No No Yes No
2025-688( 18-Apr-25 Eric Buchanan & Associates, PLLC Other 3 Yes Yes Yes No No
2025-689( 18-Apr-25 Harris Steel Company Manufacturing 1 Yes No No No No
2025-690( 18-Apr-25 The Plastic Surgery Center Health Care 41 No Yes Yes No No
Fi ial Servi
2025-691| 18-Apr-25 Mark Feigenbaum, CFP nancial Services 12 Yes No Yes Yes No
Company
2025-692( 18-Apr-25 Redo Tech, Inc. Technology 2 Yes No Yes No Yes
90 Degree Benefits, Inc. — MN/WI
2025-693| 18-Apr-25 = _ / Other 213 Yes No No No No
Office
2025-694( 18-Apr-25 Urban One, Inc. Other 2 Yes No Yes No No
2025-695( 18-Apr-25 Redo Tech, Inc. Technology 2 Yes No Yes No Yes
2025-696( 21-Apr-25 Horizon Behavioral Health Health Care 18 Yes Yes No Yes No
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Number Reported Reporting Organization Name Organization Residents Breached Records Account Licenses Numbers
To OCA Type Affected Breached Breached Breached Breached
2025-697( 21-Apr-25 Hackard Law Other 3 Yes No No Yes No
2025-698( 21-Apr-25 Onsite Mammography Health Care 89 Yes Yes No No No
Fi ial Servi
2025-699( 21-Apr-25 Duncan Financial Group inanciat Services 1 Yes No No No No
Company
2025-700( 21-Apr-25 Allied Telesis, Inc. Manufacturing 23 Yes No Yes Yes No
= ol -
2025-701| 22-Apr-25 Main Street Bank inancial Services 1 No No Yes No Yes
Company
Fi ial Servi
2025-702( 22-Apr-25 Raymond James Financial inanciat >services 1 No No Yes No No
Company
2025-703( 22-Apr-25 CMC Design Build Inc. Other 14 Yes No Yes No No
2025-704( 22-Apr-25 KYB Americas Corporation Manufacturing 1 Yes No No No No
Financial Services
2025-705( 22-Apr-25 Legacy Advisor Network 1 Yes No No Yes No
Company
2025-706( 22-Apr-25 Aeon Not-for-profit 1 Yes No No No No
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Data Breach Notification Report

COMMONWEALTH OF MASSACHUSETTS

Office of Consumer Affairs and Business Regulation
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DEVELOPMENT

LAYLA D'EMILIA

UNDERSECRETARY
The total number of breaches affecting residents: 1,381,909
Breach Date Reporting MA SSN Medical Financial Drivers Credit/Debit
Reported Reporting Organization Name Organization Residents Records Account Licenses Numbers
Number Breached
To OCA Type Affected Breached Breached Breached Breached
Cambridge Uni ity P &
2025-707| 23-Apr-25 i i Educational 574 Yes No Yes No No
Assessment

Charles River A iation for Retarded
2025-708( 23-Apr-25 ‘a‘ur es River Association (?r ctarae Not-for-profit 6 No Yes No No No

Citizens, Inc. dba Charles River Center
2025-709( 23-Apr-25 Key Connections ABA Services, LLC Health Care 2 No No Yes No No
2025-710( 23-Apr-25 Sweetbaum Miller PC Other 2 Yes No No Yes No
2025-711( 24-Apr-25 Bath Fitter Distributing Inc. Other 86 Yes Yes Yes Yes No
2025-712( 24-Apr-25 American Standard Manufacturing 1 Yes No No No No
2025-713( 24-Apr-25 | Boston Medical Center Health System Health Care 5 Yes No Yes No No

The Uni ity of M husetts Ch
2025-714( 24-Apr-25 e oniversi yo. assachusetts Lhan Educational 2 Yes No No No No

Medical School
Financial Services
2025-715( 24-Apr-25 Williamsville State Bank and Trust 2 No No Yes No No
Company

2025-716( 24-Apr-25 The Village Bank Banks & Credit Unions 1 No No Yes No Yes
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COMMONWEALTH OF MASSACHUSETTS
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DEVELOPMENT

LAYLA D'EMILIA

Data Breach Notification Report UNDERSECRETARY
The total number of breaches affecting residents: 1,381,909
Breach Date Reporting MA SSN Medical Financial Drivers Credit/Debit

Number Reported Reporting Organization Name Organization Residents Breached Records Account Licenses Numbers

To OCA Type Affected Breached Breached Breached Breached
2025-717( 24-Apr-25 The Village Bank Banks & Credit Unions 1 No No Yes No Yes
2025-718| 24-Apr-25 The Village Bank Banks & Credit Unions 2 No No Yes No Yes
2025-719( 24-Apr-25 de Beaumont Foundation Not-for-profit 1 Yes No Yes No No
2025-720( 24-Apr-25 Adkore Staffing Group, LLC Other 4 Yes No Yes Yes No
2025-721( 25-Apr-25 Cheshire Academy Educational 3 Yes No Yes No No
2025-722( 25-Apr-25 Barnstable County Sheriff's Office State Government 106 Yes No No No No
2025-723( 25-Apr-25 Unitedhealthcare ("UHC") Insurance Company 220 Yes No Yes No No
2025-724( 25-Apr-25 Crystal Geyser Water Company Retail 1 Yes No No No No

Financial Services
2025-725( 25-Apr-25 | Newport Advisory, LLC (“Newport”) 40 Yes No Yes Yes No
Company
Hasti Jami & Lipschutz Famil
2025-726| 25-Apr-25 astings, Jamieson pschutz Family Other 289 Yes Yes Yes Yes Yes
Law Group, LLP
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Office of Consumer Affairs and Business Regulation

YVONNE HAO

SECRETARY OF ECONOMIC

DEVELOPMENT

LAYLA D'EMILIA

UNDERSECRETARY
The total number of breaches affecting residents: 1,381,909
Breach Date Reporting MA SSN Medical Financial Drivers Credit/Debit
Reported Reporting Organization Name Organization Residents Records Account Licenses Numbers
Number Breached
To OCA Type Affected Breached Breached Breached Breached
2025-727| 25-Apr-25 Silgan Dispensing Manufacturing 19 Yes No No Yes No
2025-728| 25-Apr-25 MTM Insurance Associates, LLC Insurance Company 1 No No No Yes No
2025-729( 25-Apr-25 Marc Everett, M.D. P.C. (“MEMD”) Health Care 1 Yes Yes No No No
JFM t d/b/a Fit Id Aut
2025-730| 25-Apr-25 anagemen MQ ”2 a ritzgeraid Auto Commercial 245 Yes No No Yes No
2025-731( 25-Apr-25 INOVA Holdings Ill, LLC Other 1 Yes No No No No
Massachusetts Division of Capital
2025-732| 25-Apr-25 [ Asset Management and Maintenance State Government 31 Yes No No No No
(DCAMM)
2025-733| 25-Apr-25 National Presto Industries, Inc. Manufacturing 7 Yes No Yes No No
2025-734( 25-Apr-25 Donald L. English, P.C. Other 2 Yes No No No No
2025-735( 25-Apr-25 Lampasas County, Texas Local Government 1 Yes No No No No
Lewis Central C ity School
2025-736( 26-Apr-25 ewisten raDi;r:cr:um ¥ >Cchoo Educational 1 Yes No No No No
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Data Breach Notification Report UNDERSECRETARY
The total number of breaches affecting residents: 1,381,909
Breach Date Reporting MA SSN Medical Financial Drivers Credit/Debit
Number Reported Reporting Organization Name Organization Residents Breached Records Account Licenses Numbers
To OCA Type Affected Breached Breached Breached Breached
2025-737| 28-Apr-25 Fashion Accessories First Retail 18 Yes No No No No
2025-738( 28-Apr-25 Ascension Health Health Care 96 Yes Yes No No No
2025-739| 28-Apr-25 Intuit Inc. Technology 3 Yes No Yes Yes No
JLL Hut, LLC, d/b/a Heads U
2025-740| 28-Apr-25 LG, d/ /_ P Technology 15 Yes No No No No
Technologies
2025-741( 28-Apr-25 Friedman Feeney Getman, PLLC Other 1 No Yes No No No
Southern New H hire Planni
2025-742| 28-Apr-25 outhern New ar.np's ire Flanning Local Government 1 Yes No No No No
Commission
Financial Services
2025-743( 29-Apr-25 Engelson & Associates Ltd. 1 Yes No No No No
Company
2025-744( 29-Apr-25 Genpro, Inc. Other 7 Yes No Yes Yes No
2025-745( 29-Apr-25 InterTest, Inc. Other 1 Yes No No No No
2025-746( 29-Apr-25 Jildor Shoes, Inc. Retail 1 Yes No No No No
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Data Breach Notification Report UNDERSECRETARY
The total number of breaches affecting residents: 1,381,909
Breach Date Reporting MA SSN Medical Financial Drivers Credit/Debit
Number Reported Reporting Organization Name Organization Residents Breached Records Account Licenses Numbers
To OCA Type Affected Breached Breached Breached Breached
2025-747( 29-Apr-25 Baltimore City Public Schools Educational 37 Yes No No Yes No
2025-748( 29-Apr-25 Cusanos ltalian Bakery Other 1 Yes No No Yes No
2025-749( 29-Apr-25 Bay Village of Sarasota Other 3 Yes No No No No
2025-750( 29-Apr-25 Main Street Bank State Government 1 No No No No Yes
2025-751( 29-Apr-25 Charleston County School District Educational 32 Yes No No Yes No
2025-752( 29-Apr-25 Tootsie Roll Industries, Inc. Commercial 4 Yes No Yes No No
2025-753( 30-Apr-25 Wernick & Pratt Agency, LLC Commercial 1 Yes No No No No
2025-754( 30-Apr-25 iHeartMedia + Entertainment, Inc. Entertainment 8 Yes No Yes Yes Yes
2025-755( 30-Apr-25 MAK Anesthesia Health Care 2 Yes Yes No No No
Dennis P Phillips d/b/a Philli Fi ial Servi
2025-756| 30-Apr-25 ennis ¥ Fhillips /, /a Phillips inanciat >ervices 4 Yes No Yes Yes No
Business Services Company
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Breach Date Reporting MA SSN Medical Financial Drivers Credit/Debit
Reported Reporting Organization Name Organization Residents Records Account Licenses Numbers
Number Breached
To OCA Type Affected Breached Breached Breached Breached
2025-757( 30-Apr-25 SWK Holdings Corporation Other 2 No No No Yes No
2025-758( 30-Apr-25 Grist Magazine, Inc. Not-for-profit 1 No No Yes No No
Fi ial Servi
2025-759| 30-Apr-25 Osaic Wealth, Inc. inancial Services 3 Yes No Yes No No
Company
C I Brokers & Risk
2025-760| 30-Apr-25 onrey insurance Brokers & 1is Other 3 Yes No No Yes No
Managers
2025-761( 30-Apr-25 | Law Office of Richard W. Rappold, PC Other 1 Yes No No No No
The Lincoln National Life |
2025-762| 01-May-25 € Hincoln Mationat Lte Insurance Insurance Company 83 Yes No No No No
Company
2025-763 | 01-May-25 Albion College Educational 10 Yes No Yes No No
Fi ial Servi
2025-764| 01-May-25 MutualOne April 2025 inanciat >ervices 16 No No No No Yes
Company
301 Scrubs Investors, LLC d/b/a Scrubs
2025-765( 01-May-25 Other 42 Yes Yes Yes Yes No
v & Beyond LLC d/b/a Kindthread
2025-766| 01-May-25 City of Amesbury Educational 144 No No No Yes No
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The total number of breaches affecting residents: 1,381,909
Breach Date Reporting MA SSN Medical Financial Drivers Credit/Debit

Number Reported Reporting Organization Name Organization Residents Breached Records Account Licenses Numbers

To OCA Type Affected Breached Breached Breached Breached
2025-767| 01-May-25 Heartland Recreational Vehicles Manufacturing 1 Yes No No No No
2025-768( 01-May-25 Anthony & Dodge PC Other 36 Yes No Yes No No
2025-769( 01-May-25 | Divaris Consolidated Investments, Inc. Commercial 8 Yes No Yes Yes No

Financial Services
2025-770( 01-May-25 | Community Capital Management, LLC 6 Yes No No No No
Company
2025-771( 01-May-25 Corp 1, Inc. Other 2 No No Yes No No
2025-772| 01-May-25 | Good Neighbor Federal Credi Union Banks & Credit Unions 7 Yes No Yes No No
Huntsman Building Solutions (USA

2025-773| 02-May-25 LLi ( ) Manufacturing 6 Yes No Yes No No
2025-774( 02-May-25 | The City of Gloversville, New York Local Government 4 Yes No No Yes No
2025-775| 02-May-25 StoreCrafters Inc. Other 1 No No No Yes No
2025-776| 02-May-25 The Knoller Companies, Inc. Commercial 1 Yes No No Yes No
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Drug and Alcohol Treatment Services,
2025-777| 02-May-25 - Inc Health Care 2 Yes Yes No No No
2025-778| 02-May-25 Ally Bank Banks & Credit Unions 1 Yes No No No No
2025-779( 02-May-25 Brunswick Hospital Center Health Care 35 Yes Yes Yes No No
2025-780( 03-May-25 Martin Energy Group Other 1 Yes No No Yes No
Financial Services
2025-781| 05-May-25 Toyota Motor Credit Corporation 2 Yes No No No No
Company
2025-782| 05-May-25 Alfano Immigration Law, P.A. Other 2 No No No No No
2025-783| 05-May-25 TD Bank N.A. Banks & Credit Unions 2 Yes No Yes No Yes
Financial Services
2025-784( 05-May-25 JP Morgan Chase Bank, N.A. 2 No No Yes No No
Company
2025-785( 05-May-25 Riverside Energy Michigan, LLC Other 6 Yes No No No No
2025-786| 05-May-25 Geologics Corporation Technology 816 Yes Yes Yes Yes No
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2025-787| 06-May-25 Woods Hole Group Other 116 Yes No Yes Yes No
2025-788| 06-May-25 St. Mary's Credit Union Banks & Credit Unions 2 No No No No Yes
Foursquare Integrated Transportation
2025-789| 06-May-25 . g . » Other 4 Yes No No Yes No
Planning, Inc.
2025-790( 06-May-25 Philadelphia Macaroni Company Manufacturing 3 Yes No No No No
2025-791( 06-May-25 CLAS Information Services Other 2 Yes No No No No
2025-792| 06-May-25 PEZ Candy, Inc. Other 1 Yes No No No No
2025-793| 06-May-25 STARKVILLE UTILITIES Other 11 Yes No No Yes Yes
2025-794( 07-May-25 Graphique De France Retail 304 Yes No No No No
2025-795( 07-May-25 Hoffman Homes Not-for-profit 1 Yes No Yes No No
Fi ial Servi
2025-796| 07-May-25 Judith Heft & Associates, LLC inanciat >ervices 4 Yes No Yes Yes No
Company
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= ol -
2025-797| 07-May-25 TD Bank inancial Services 3 Yes No Yes No No
Company
2025-798( 07-May-25 Project Hospitality Inc. Not-for-profit 9 Yes Yes Yes Yes No
Long Beach Convention and
2025-799| 07-May-25 8 . Hospitality Industry 3 Yes No No Yes Yes
Entertainment Center
2025-800( 07-May-25 Saint Joseph’s University Educational 1 No No Yes No No
2025-801( 07-May-25 Kiernan Trebach LLP Other 18 Yes No No No No
2025-802| 07-May-25 | Stewart Property Management, Inc. Other 96 Yes Yes Yes Yes No
2025-803| 07-May-25 WaterStreet Company Other 512 Yes No Yes No No
2025-804( 07-May-25 Caltrol Inc. Manufacturing 2 Yes No No No No
2025-805| 08-May-25 Neighbors Credit Union Banks & Credit Unions 1727 Yes No Yes Yes Yes
2025-806| 08-May-25 Webster Five Cents Savings Bank Banks & Credit Unions 4 No No No No Yes
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The total number of breaches affecting residents: 1,381,909
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DEVELOPMENT

LAYLA D'EMILIA
UNDERSECRETARY

Breach Date Reporting MA SSN Medical Financial Drivers Credit/Debit
Reported Reporting Organization Name Organization Residents Records Account Licenses Numbers
Number Breached
To OCA Type Affected Breached Breached Breached Breached
2025-807 08-May-25 Webster Five Cents Savings Bank Banks & Credit Unions 5 No No No No Yes
Fi ial Servi
2025-808| 08-May-25 The Village-Bank inanciat >ervices 3 No No No No Yes
Company
2025-809( 08-May-25 Compumedics USA Inc. Health Care 7 Yes No Yes No No
2025-810( 08-May-25 Culinary Services of America Other 3 Yes No No No No
2025-811( 08-May-25 | Northeast Orthopaedic Alliance, LLC Health Care 113 No Yes No No No
2025-812( 08-May-25 Metromont, LLC Manufacturing 1 Yes No No No No
2025-813| 09-May-25 Redbrick LMD Other 95 Yes No No Yes No
2025-814( 09-May-25 SK Americas Other 5 Yes No Yes Yes Yes
E ic Devel t and Industrial
2025-815| 09-May-25 | -cOnOMIc Deveiopment andindustrial - | o1 Government 5 Yes No No No No
Corporation of Boston
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To OCA Type Affected Breached Breached Breached Breached

The Board of Regents of the University
2025-816| 09-May-25 | System of Georgia by and on behalf of Educational 12 Yes No No No No
Valdosta State University
2025-817( 09-May-25 Nava PBC Technology 44 Yes No No No No
2025-818( 09-May-25 Mann Lake Acquisition, Inc. Retail 158 No No No No Yes
2025-819| 09-May-25 Intuit Inc. Technology 2 Yes No No Yes No
2025-820( 09-May-25 Health Care for All Health Care 51 Yes No Yes Yes No
2025-821( 09-May-25 Harvard Pilgrim Health Care Insurance Company 1 Yes No No No No
2025-822( 09-May-25 Serviceaide, Inc. Other 134 Yes Yes No No No
Financial Services
2025-823( 09-May-25 JPMorgan Chase Bank, N.A. 1 No No No No Yes
Company

2025-824( 09-May-25 Robinson, Farmer, Cox Associates Commercial 5 Yes No No No No
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2025-825( 09-May-25 Shutts & Bowen LLP Other 2 Yes No Yes Yes No
2025-826( 12-May-25 Nazareth University Educational 6 Yes No No No No
2025-827( 12-May-25 Mike Keith Insurance, Inc. Insurance Company 5 Yes No No No No
2025-828( 12-May-25 Wrentham Cooperative Bank Banks & Credit Unions 2 No No No No Yes

Financial Services
2025-829( 12-May-25 AC Investment Management, LLC 2 Yes No No No No
Company

2025-830( 12-May-25 Used Bikes Direct, LLC Retail 7 Yes No No No No
2025-831( 12-May-25 MedicareCompareUSA Other 5 Yes No No No No
2025-832( 13-May-25 Andy Frain Services, Inc. Other 1107 Yes No Yes No No
2025-833( 13-May-25 St. Mary's Credit Union Banks & Credit Unions 1 No No No No Yes
2025-834( 13-May-25 Main Street Bank Banks & Credit Unions 1 No No Yes No Yes
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2025-835( 13-May-25 Main Street Bank Banks & Credit Unions 1 No No Yes No Yes
2025-836( 13-May-25 The Village Bank Banks & Credit Unions 1 No No Yes No Yes
Financial Services
2025-837( 13-May-25 JPMorgan Chase Bank, N.A. 1 No No Yes No No
Company
2025-838( 13-May-25 MBE CPAs, LLP Other 5 Yes No Yes No No
2025-839( 14-May-25 Oxford Life Insurance Company Insurance Company 300 Yes No Yes Yes No
2025-840( 14-May-25 [Dahlgren Enterprises Inc DBA Crystal D Commercial 1 Yes Yes Yes Yes Yes
2025-841( 14-May-25 | University of Maryland, College Park Educational 31 Yes No Yes No Yes
Fi ial Servi
2025-842( 14-May-25 South Bay Credit Union inanciat >ervices 7 Yes No Yes No No
Company
2025-843( 14-May-25 EB Archbald & Associates, Inc Other 41 Yes No Yes No No
2025-844( 14-May-25 J. Ranck Electric Inc. Other 4 Yes Yes Yes Yes No
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Number Reported Reporting Organization Name Organization Residents Breached Records Account Licenses Numbers
To OCA Type Affected Breached Breached Breached Breached
Financial Services
2025-845( 14-May-25 | Wells Fargo Clearing Services, LLC 3 Yes No Yes No No
Company
2025-846( 14-May-25 St. John's College Educational 10 Yes No No No No
2025-847( 14-May-25 Kitsap Mental Health Services Health Care 15 No Yes No No No
Fi ial Servi
2025-848| 14-May-25 TD Bank inanciat >ervices 1 Yes No Yes No No
Company
2025-849( 14-May-25 Greenfield Savings Bank Banks & Credit Unions 1 Yes No Yes Yes Yes
Financial Services
2025-850( 14-May-25 | Accounting & Advisory Services, P.A. 2 Yes No No No No
Company
2025-851( 14-May-25 Pennsylvania Farm Bureau Other 4 Yes No Yes Yes No
2025-852( 15-May-25 Resort Data Processing Technology 95 No No No No Yes
2025-853( 15-May-25 Intradiem, Inc. Technology 1 Yes No No No No
2025-854( 15-May-25 Adams Community Bank Banks & Credit Unions 2 No No No No Yes
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The total number of breaches affecting residents: 1,381,909
Breach Date Reporting MA SSN Medical Financial Drivers Credit/Debit
Reported Reporting Organization Name Organization Residents Records Account Licenses Numbers
Number Breached
To OCA Type Affected Breached Breached Breached Breached
2025-855( 15-May-25 Aitkin County, Minnesota Local Government 2 No No Yes No Yes
2025-856( 15-May-25 Valdosta State University Educational 12 Yes No No No No
2025-857( 15-May-25 Pittman Construction Company Commercial 1 Yes No No No No
2025-858( 15-May-25 TV Guide Magazine, LLC Entertainment 6 Yes No Yes No No
2025-859( 15-May-25 CPS Solutions, LLC Health Care 5 No No No No No
Duo County Telephone Cooperative
2025-860| 15-May-25 |  Corporation Inc.and Cumberland | -\ ications 8 Yes No No No No
¥ Cellular, LLC (doing business under the
shared branding “DUO Broadband”)
2025-861( 15-May-25 Hunter Health Clinic Health Care 2 Yes Yes No No No
2025-862| 16-May-25 Melchert Hubert Sjodin, PLLP Other 2 Yes No No No No
2025-863( 16-May-25 Harbin Clinic, LLC Health Care 27 Yes Yes Yes No No
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Data Breach Notification Report UNDERSECRETARY
The total number of breaches affecting residents: 1,381,909
Breach Date Reporting MA SSN Medical Financial Drivers Credit/Debit

Number Reported Reporting Organization Name Organization Residents Breached Records Account Licenses Numbers

To OCA Type Affected Breached Breached Breached Breached
2025-864 | 16-May-25 Hire Velocity LLC Other 3 Yes No Yes Yes No
2025-865( 16-May-25 Compassion Health Care, Inc. Health Care 2 Yes Yes No Yes No
2025-866( 16-May-25 Bosque School Educational 3 Yes No No No No
2025-867| 16-May-25 | Volkswagen Group of America, Inc. Manufacturing 1 No No Yes No No
2025-868| 16-May-25 Balance Autism Health Care 2 Yes No No No No

M2 Holdings LLC d/b/a Paradigm
2025-869| 16-May-25 e / / & Other 1 Yes No Yes No No
Energy Services

2025-870( 17-May-25 Radiology Chartered Health Care 3 Yes No No No No
2025-871( 18-May-25 Christopherson Business Travel Commercial 184 No No No No Yes
2025-872| 19-May-25 Nixon, Inc. Retail 6 Yes Yes Yes Yes Yes
2025-873| 19-May-25 Weber Packaging Solutions Manufacturing 1 Yes No No No No
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The total number of breaches affecting residents: 1,381,909
Breach Date Reporting MA SSN Medical Financial Drivers Credit/Debit
Number Reported Reporting Organization Name Organization Residents Breached Records Account Licenses Numbers
To OCA Type Affected Breached Breached Breached Breached
2025-874( 19-May-25 Main Street Bank Banks & Credit Unions 1 No No Yes No Yes
2025-875( 19-May-25 HealthEquity, INC Other 61403 No Yes No No No
2025-876| 19-May-25 Deed Research, Inc. Local Government 3 Yes No Yes No No
United Food and Commercial Workers
2025-877| 19-May-25 ) . Not-for-profit 8 Yes No No No No
International Union
M husetts P ty |
2025-878| 19-May-25 assachuse _S_ roper y. ntsurance Other 10 Yes No Yes No No
Underwriting Association
2025-879( 19-May-25 Randstad US Other 1 No No Yes No No
2025-880( 19-May-25 DeVita & Associates Other 1 Yes No Yes Yes No
C ity C li f Bristol
2025-881( 20-May-25 SIS = Ol Health Care 444383 Yes Yes Yes Yes Yes
County
Fi ial Servi
2025-882( 20-May-25 Williams Scarborough Gray, LLP inanciat >services 1 Yes No Yes No No
Company
2025-883( 20-May-25 | P Wile Inc dba Agway of Cape Cod Retail 281 Yes No Yes No No
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YVONNE HAO

SECRETARY OF ECONOMIC

DEVELOPMENT

LAYLA D'EMILIA

Data Breach Notification Report UNDERSECRETARY
The total number of breaches affecting residents: 1,381,909
Breach Date Reporting MA SSN Medical Financial Drivers Credit/Debit
Number Reported Reporting Organization Name Organization Residents Breached Records Account Licenses Numbers
To OCA Type Affected Breached Breached Breached Breached
= | Servi
2025-884( 20-May-25 VantagePointe Financial Group inanciat >services 1 Yes No Yes Yes No
Company
Financial Services
2025-885(| 20-May-25 Coinbase, Inc. 2050 No No No Yes No
Company
2025-886| 20-May-25 | Fresenius Medical Care Holdings, Inc. Health Care 2 No No Yes No No
Financial Services
2025-887| 20-May-25 Weinberg Financial Group Inc. 195 Yes No Yes Yes No
Company
2025-888( 20-May-25 Casner & Edwards, LLP Other 9968 Yes No Yes Yes Yes
2025-889( 20-May-25 Branhaven Motors Inc. Commercial 53 Yes No No Yes No
2025-890( 21-May-25 Sangoma Technologies Inc. Telecommunications 6 Yes No No Yes No
2025-891( 21-May-25 Raje Technology Group Other 10 Yes No No No No
Fi ial Servi
2025-892( 21-May-25 Alera Group, Inc. inanciat >services 458 Yes Yes Yes No No
Company
Physicians Independent Management
2025-893( 21-May-25 v Spervices & Other 21 Yes Yes No No No
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DEVELOPMENT

LAYLA D'EMILIA

UNDERSECRETARY
The total number of breaches affecting residents: 1,381,909
Breach Date Reporting MA SSN Medical Financial Drivers Credit/Debit
Reported Reporting Organization Name Organization Residents Records Account Licenses Numbers
Number Breached
To OCA Type Affected Breached Breached Breached Breached
2025-894( 21-May-25 Iron Bow Technologies Technology 7 Yes No Yes No No
Fi ial Servi
2025-895| 21-May-25 The Browning Group II, LLC inancial Services 2 Yes No Yes No No
Company
Better Business Bureau Serving the
2025-896( 22-May-25 | Pacific Southwest, Central & Inland Not-for-profit 31 Yes No Yes Yes Yes
California
Fi itol Iti Inc.
2025-897| 22-May-25 | FIrst Capitol Consulting, Inc. d/b/a Other 12 Yes No No No No
Trusaic
Fi ial Servi
2025-898( 22-May-25 Go For Answers inanciat >services 3 Yes No No No No
Company
2025-899( 22-May-25 Pinehurst Radiology Associates Health Care 1 Yes Yes No No No
2025-900( 22-May-25 Marsh Properties, LLC Other 1 Yes No No No No
2025-901( 22-May-25 American Color Imaging Other 2 Yes No No No No
Fi ial Servi
2025-902( 22-May-25 Interactive Brokers, LLC inanciat >services 3 Yes No No No No
Company
2025-903| 23-May-25 NIP Management Services, LLC Commercial 1 Yes Yes No Yes No
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The total number of breaches affecting residents: 1,381,909
Breach Date Reporting MA SSN Medical Financial Drivers Credit/Debit
Number Reported Reporting Organization Name Organization Residents Breached Records Account Licenses Numbers
To OCA Type Affected Breached Breached Breached Breached
2025-904( 23-May-25 | Massachusetts Institute of Technology Educational 18 No No Yes No No
2025-905( 23-May-25 The Village Bank Banks & Credit Unions 2 No No Yes No Yes
2025-906( 23-May-25 Crocker & Winsor Seafood, Inc. Retail 67 Yes Yes No Yes Yes
Sedgwick Claims Management
2025-907 23-May-25 E . E Other 3 Yes No No Yes No
Services, Inc
2025-908( 23-May-25| Magnolia Manor of Columbus, Inc. Health Care 1 Yes Yes No No No
2025-909( 23-May-25 [ Accounting and Tax Associates, Inc. Other 4739 Yes No Yes Yes No
2025-910( 23-May-25 City of Sheboygan, Wisconsin Local Government 18 Yes No No Yes No
Fi ial Servi
2025-911( 23-May-25 Kenneth Wong, CPA, Inc. inanciat Services 4 Yes No Yes No No
Company
2025-912( 23-May-25 HealthEquity, Inc. Other 253 No Yes No No No
2025-913( 23-May-25 O’Neill Wetsuits, L.L.C. Manufacturing 1 No No No No Yes
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The total number of breaches affecting residents: 1,381,909
Breach Date Reporting MA SSN Medical Financial Drivers Credit/Debit
Number Reported Reporting Organization Name Organization Residents Breached Records Account Licenses Numbers
To OCA Type Affected Breached Breached Breached Breached
Fi ial Servi
2025-914( 23-May-25 American National Bank & Trust inanciat >services 81 Yes No Yes Yes No
Company
2025-915( 23-May-25 Midway Importing, Inc. Other 1 Yes No No Yes No
Bristol Bay G t Servi
2025-916( 23-May-25 ristol Bay bovernment services Other 1 Yes Yes Yes Yes Yes
Group, LLC
2025-917( 23-May-25 | UChicago Medicine Medical Group Health Care 2 Yes Yes Yes No No
2025-918( 24-May-25 Rock Solid Retail d/b/a Nugleous Other 17 Yes No No No No
2025-919( 24-May-25 Digital Realty Trust, Inc. Other 80 Yes No No No No
2025-920( 24-May-25 Westborn Market Retail 2 Yes No No No No
2025-921( 27-May-25 Rockland Trust Banks & Credit Unions 1 No No No No No
2025-922( 27-May-25 | Industrial Service Solutions WC, Inc. Manufacturing 10 Yes No Yes Yes No
2025-923( 27-May-25 LexisNexis Risk Solutions Other 6222 Yes No No Yes No
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The total number of breaches affecting residents: 1,381,909
Breach Date Reporting MA SSN Medical Financial Drivers Credit/Debit
Number Reported Reporting Organization Name Organization Residents Breached Records Account Licenses Numbers
To OCA Type Affected Breached Breached Breached Breached
2025-924( 27-May-25 Potomac & Rappahannock Other 0 No No No No No
2025-925( 27-May-25 Kelley Drye & Warren LLP Commercial 1 Yes No No No No
2025-926( 28-May-25 SAVERS BANK Other 1 No No No No Yes
2025-927( 28-May-25 Smith Institute for Urology Health Care 10 Yes Yes No No No
2025-928( 28-May-25 El Dorado Irrigation District Other 2 Yes No No No No
2025-929( 28-May-25 Amalgamated Sugar Company Manufacturing 6 Yes No No No No
Fi ial Servi
2025-930( 29-May-25 JP Morgan Chase Bank, N.A. inanciat >ervices 1 No No Yes No No
Company
Hardin, Kundla, McK , & Poletto, .
2025-931( 29-May-25 e p é eon oletto Commercial 46 Yes Yes Yes Yes No
2025-932( 29-May-25 Shore Medical Center Health Care 6 Yes No No No No
2025-933( 29-May-25 Freedman HealthCare, LLC Health Care 43 Yes No No No No
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Data Breach Notification Report UNDERSECRETARY
The total number of breaches affecting residents: 1,381,909
Breach Date Reporting MA SSN Medical Financial Drivers Credit/Debit
Number Reported Reporting Organization Name Organization Residents Breached Records Account Licenses Numbers
To OCA Type Affected Breached Breached Breached Breached
Fi ial Servi
2025-934( 29-May-25 Lanigan Ryan inanciat >services 68 Yes Yes Yes Yes Yes
Company
T d’s Pol Services &
2025-935( 29-May-25 ownsends O_ym?,r er’:nces Other 1 Yes No No No No
Information (“TPSI”)
2025-936( 29-May-25 Pittsburgh Regional Transit Other 5 Yes No No Yes No
2025-937( 29-May-25 Manning, Fulton & Skinner, PA Other 1 Yes No No No No
2025-938( 29-May-25 ExamOne Other 1 No No No Yes No
2025-939( 29-May-25 Mott Community College Educational 2 Yes No No No No
2025-940( 29-May-25 City of St. Cloud, Florida Local Government 11 Yes No Yes No No
2025-941( 30-May-25 Next Step Healthcare LLC Health Care 10041 Yes Yes Yes Yes Yes
Fi ial Servi
2025-942( 30-May-25 Liberty Tax Service inanciat >services 88 Yes No No No No
Company
Financial Services
2025-943| 30-May-25 Main Street Bank 3 No No No No Yes
Company
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The total number of breaches affecting residents: 1,381,909
Breach Date Reporting MA SSN Medical Financial Drivers Credit/Debit
Number Reported Reporting Organization Name Organization Residents Breached Records Account Licenses Numbers
To OCA Type Affected Breached Breached Breached Breached
2025-944( 30-May-25 Mental Health Association Health Care 12633 Yes Yes Yes Yes No
Financial Services
2025-945( 30-May-25 MutualOne May 2025 24 No No No No Yes
Company
McC ick & Priore PC on behalf of
2025-946( 30-May-25 cLormic rlor.e on ) (_e aro Other 6 Yes No No Yes No
the attached list of entities
2025-947( 30-May-25 Bradford Health Services LLC Health Care 42 Yes Yes Yes Yes Yes
2025-948( 30-May-25 Charleston School of Law Educational 8 Yes No No No No
2025-949( 30-May-25 Acumen Fiscal Agent Health Care 2 No Yes No No No
2025-950( 30-May-25 Acumen Fiscal Agent Health Care 1 Yes Yes No No No
2025-951( 30-May-25 Acumen Fiscal Agent Health Care 1 Yes No No No No
2025-952( 30-May-25 Acumen Fiscal Agent Health Care 1 No Yes No No No
Netlets Aviation, Inc. and NetJets
2025-953| 30-May-25 : . p Y Other 4 Yes No No No No
Services, Inc. (collectively, “NetJets”)
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The total number of breaches affecting residents: 1,381,909
Breach Date Reporting MA SSN Medical Financial Drivers Credit/Debit

Number Reported Reporting Organization Name Organization Residents Breached Records Account Licenses Numbers

To OCA Type Affected Breached Breached Breached Breached
2025-954( 30-May-25 Precision Tax Relief LLC Other 92 Yes No Yes Yes No

Financial Services
2025-955( 30-May-25 JP Morgan Chase Bank, N.A. 1 No No Yes No Yes
Company
2025-956( 30-May-25 All Mobile Video Inc. Other 1 Yes No No Yes No
2025-957| 30-May-25 Adicet Bio, Inc. Other 8 Yes Yes Yes No No
2025-958( 30-May-25 Maverick County, Texas Local Government 1 Yes No No Yes No
2025-959( 31-May-25 Homeyer Consulting Services, Inc. Other 12 Yes No Yes Yes No
2025-960( 02-Jun-25 Informa Canada, Inc. Retail 9 No No No No Yes
2025-961| 02-Jun-25 Bank of America Banks & Credit Unions 1 Yes No Yes No No
2025-962( 02-Jun-25 Carpenter, McCadden & Lane, LLP Other 4 Yes Yes No Yes No
Jewish Child Care Association of New

2025-963( 02-Jun-25 York Not-for-profit 9 Yes No Yes No Yes
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To OCA Type Affected Breached Breached Breached Breached
Cumberland County Hospital
2025-964( 02-Jun-25 umberian c.>ur1 ¥ Hospiid Health Care 4 Yes Yes Yes No No
Association
2025-965| 03-Jun-25 Green County, Wisconsin Local Government 1 No Yes No No No
Fi ial Servi
2025-966( 03-Jun-25 TD Bank inanciat >services 2 Yes No Yes No Yes
Company
2025-967| 03-Jun-25 Nebraska Furniture Mart, Inc. Retail 1 No No No No No
2025-968( 03-Jun-25 St. Mary's Credit Union Banks & Credit Unions 1 No No No No Yes
Plavan Commercial Fueling, Inc. (“P-
2025-969| 03-Jun-25 Y 2 ( Other 25 Yes No Yes Yes No
Fleet”)
2025-970( 03-Jun-25 Masterminds, Inc. Commercial 8 Yes No Yes No No
2025-971| 03-Jun-25 The Village Bank Banks & Credit Unions 1 No No Yes No Yes
2025-972( 03-Jun-25 Telgian Holdings, Inc. Other 3 Yes No No No No
Financial Services
2025-973( 03-Jun-25 Navy Federal Credit Union 1 Yes No Yes Yes Yes
Company
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The total number of breaches affecting residents: 1,381,909
Breach Date Reporting MA SSN Medical Financial Drivers Credit/Debit
Number Reported Reporting Organization Name Organization Residents Breached Records Account Licenses Numbers
To OCA Type Affected Breached Breached Breached Breached
Fi ial Servi
2025-974( 04-Jun-25 Hanafin Financial inanciat >services 20 Yes No Yes Yes No
Company
2025-975( 04-Jun-25 Watertown Savings Bank Banks & Credit Unions 1 No No No No Yes
2025-976( 04-Jun-25 The Village Bank Banks & Credit Unions 1 No No Yes No Yes
2025-977( 04-Jun-25 Aptt Law LLC Other 7 Yes No Yes Yes No
2025-978( 04-Jun-25 Shelby Dermatology, PC Health Care 2 Yes Yes No No No
2025-979( 04-Jun-25 Clarity Group (“Clarity”) Technology 4 Yes No No No No
Fi ial Servi
2025-980( 04-Jun-25 Premier Planning Group inanciat >ervices 5 Yes No No No No
Company
2025-981( 04-Jun-25 Lee Enterprises Other 55 Yes No No No No
2025-982( 04-Jun-25 Welts, White & Fontaine, P.C. Other 84 Yes Yes No No No
2025-983( 05-Jun-25 Western New York Energy Manufacturing 2 Yes No No No No
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The total number of breaches affecting residents: 1,381,909
Breach Date Reporting MA SSN Medical Financial Drivers Credit/Debit

Number Reported Reporting Organization Name Organization Residents Breached Records Account Licenses Numbers

To OCA Type Affected Breached Breached Breached Breached
2025-984( 05-Jun-25 General Digital Corporation Technology 5 Yes No No No No
2025-985( 05-Jun-25 HealthBeat, PLLC Health Care 1 No Yes No No Yes
2025-986( 05-Jun-25 THE MAY INSTITUTE Not-for-profit 1 No No No Yes No
2025-987( 05-Jun-25 Professional Testing Corporation Other 1 Yes No No No No
2025-988( 05-Jun-25 Sensata Technologies, Inc. Technology 4131 Yes Yes Yes Yes Yes
2025-989( 05-Jun-25 |Boston Interiors Home Furnishings LLC Retail 783 Yes No No Yes Yes
2025-990( 05-Jun-25 Ibiz Avenue Inc Educational 1 No No No No Yes

Prenovost, Normandin, Dawe &
2025-991| 05-Jun-25 Other 1 No No Yes No No
Rocha, A.P.C.

2025-992( 06-Jun-25 The Village Bank Banks & Credit Unions 1 No No Yes No Yes
2025-993( 06-Jun-25 The Village Bank Banks & Credit Unions 1 No No Yes No Yes
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To OCA Type Affected Breached Breached Breached Breached
Fi ial Servi
2025-994( 06-Jun-25 | Gilman Hill Asset Management, LLC inanciat >services 29 Yes No Yes Yes No
Company
Bristol Bay Government Services
2025-995( 06-Jun-25 v Other 1 Yes No Yes Yes No
Group, LLC
2025-996( 06-Jun-25 U.S. Bank Banks & Credit Unions 1 No No Yes No No
2025-997| 06-Jun-25 | Select Medical Holdings Corporation Health Care 1489 Yes No No No No
2025-998( 06-Jun-25 Nova Scotia Power Other 85 No No Yes Yes No
Financial Services
2025-999( 07-Jun-25 LG&W Federal Credit Union 1 Yes No Yes No No
Company
2025-
1000 07-Jun-25 Tynan & lannone Other 51 Yes Yes Yes Yes No
2025- . .
1001 07-Jun-25 Rave Scout Cookies, LLC. Entertainment 0 Yes Yes Yes Yes Yes
2025- . . . . .
1002 09-Jun-25 Everwise Credit Union Banks & Credit Unions 2 Yes No No No No
2025- . . .
1003 09-Jun-25 New York University Educational 27145 Yes No No No No
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Breach Date Reporting MA SSN Medical Financial Drivers Credit/Debit
Number Reported Reporting Organization Name Organization Residents Breached Records Account Licenses Numbers
To OCA Type Affected Breached Breached Breached Breached

2025-

1004 09-Jun-25 Capitol Region Education Council Educational 4 Yes Yes No No No
2025-

1005 09-Jun-25 Town of Bedford, Massachusetts Local Government 1403 Yes No No No No
2025- . .

1006 09-Jun-25 Optiline Enterprises, LLC Other 587 Yes No Yes Yes No
2025- . .

1007 10-Jun-25 Rockland Trust Banks & Credit Unions 1 No No No No No
2025- - .

1008 10-Jun-25 Pacific Summit Energy LLC Other 1 Yes No No Yes Yes
2025- Financial Services

10-Jun-25 Apex Global Solutions, LLC 37 Yes Yes Yes No No

1009 Company

2025- .

1010 10-Jun-25 RF Associates LLC Other 1 Yes No Yes No No
2025- C , Smith, McCl &D Fi ial Servi

10-Jun-25 omyns, Smi cCleary eaver inancial Services 18 Yes Yes Yes Yes No

1011 LLP Company

2025- . .

1012 10-Jun-25 The Modern Milkman Retail 23 No No No No Yes
2025- .

1013 10-Jun-25 Advisors Insurance Agency Other 1 Yes No No Yes No
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The total number of breaches affecting residents: 1,381,909
Breach Date Reporting MA SSN Medical Financial Drivers Credit/Debit
Number Reported Reporting Organization Name Organization Residents Breached Records Account Licenses Numbers
To OCA Type Affected Breached Breached Breached Breached

2025-
1014 10-Jun-25 The Bank of New York Mellon Banks & Credit Unions 4 Yes No Yes No Yes
2025- Brodsky Renehan Pearlstein &

11-Jun-25 v Other 6 Yes No Yes No No
1015 Bouquet Chartered
2025- i Financial Services

11-Jun-25 McLean Mortgage Corporation 44 Yes No Yes No No
1016 Company
2025- . . .
1017 11-Jun-25 Delkin Devices Inc. Manufacturing 1 Yes No No No No
2025- . .
1018 12-Jun-25 | Nash Brothers Construction Company Commercial 3 Yes No No Yes No
2025- . .
1019 12-Jun-25 Maryville Academy Educational 33 Yes Yes Yes Yes No
2025- .
1020 12-Jun-25 Rural Health Services Health Care 2 No Yes No No No
2025- Fi ial i

025 12-Jun-25 Eastern Bank inancial Services 113 No No No No Yes

1021 Company
2025- Financial Services

12-Jun-25 McKay Wealth Management 4 Yes No No No No
1022 Company
2025- Financial Services

13-Jun-25 Raymond James 1 Yes No No No No
1023 Company




COMMONWEALTH OF MASSACHUSETTS

Office of Consumer Affairs and Business Regulation
1 Federal Street, Suite 0720, Boston, MA 02110-2012
(617) 973-8787
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MAURA HEALEY YVONNE HAO
GOVERNOR SECRETARY OF ECONOMIC
DEVELOPMENT
KIMBERLEY DRISCOLL
LIEUTENANT GOVERNOR LAYLA D'EMILIA
Data Breach Notification Report UNDERSECRETARY
The total number of breaches affecting residents: 1,381,909
Breach Date Reporting MA SSN Medical Financial Drivers Credit/Debit
Number Reported Reporting Organization Name Organization Residents Breached Records Account Licenses Numbers
To OCA Type Affected Breached Breached Breached Breached
2025-
1024 13-Jun-25 Motor City Travel Commercial 4 No No No No Yes
2025- . .
1025 13-Jun-25 OCH Regional Medical Center Health Care 4 Yes Yes No No No
2025- . .
1026 13-Jun-25 Asheville Eye Associates, PLLC Health Care 54 Yes Yes No No No
2025- StepSt Private Vent d Fi ial Servi
13-)un-25 epStone Private Venture an inancial Services 67 No No Yes No No
1027 Growth Fund Company
2025- . .
1028 13-Jun-25 Mount Rogers Community Services Health Care 5 Yes Yes No Yes No
2025- Financial Services
13-Jun-25 Wells Fargo Clearing Services, LLC 1 No No Yes No No
1029 Company
2025- . . .
1030 13-Jun-25 Bank of America Banks & Credit Unions 2 Yes No Yes No No
2025- Fi ial i
oe NN s John N. Fernez CPA, LLC inancial Services 1 Yes No Yes Yes No
1031 Company
2025- . .
1032 13-Jun-25 Spitler, Kilgore & Enck, PC Other 6 Yes No No Yes No
2025- . .
13-Jun-25 Controlled Air Inc. Manufacturing 1 Yes No No No No

1033




COMMONWEALTH OF MASSACHUSETTS
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MAURA HEALEY YVONNE HAO
GOVERNOR SECRETARY OF ECONOMIC
DEVELOPMENT

KIMBERLEY DRISCOLL

LIEUTENANT GOVERNOR LAYLA D'EMILIA

Data Breach Notification Report UNDERSECRETARY
The total number of breaches affecting residents: 1,381,909
Breach Date Reporting MA SSN Medical Financial Drivers Credit/Debit
Number Reported Reporting Organization Name Organization Residents Breached Records Account Licenses Numbers
To OCA Type Affected Breached Breached Breached Breached
2025-
1034 13-Jun-25 Central Kentucky Radiology Health Care 20 Yes Yes No No No
2025- Fi ial i
025 13-Jun-25 Ehlers, Inc inancial Services 1 Yes No No No No

1035 Company
2025- .
1036 16-Jun-25 Resource Energy Systems, LLC Commercial 3 Yes Yes Yes Yes No
2025- .
1037 16-Jun-25 Shrader & Associates, LLP Other 6 Yes Yes No No No
2025- Alb Coll f Ph d

16-Jun-25 any Lofese 0 . armacy an Educational 592 Yes No No Yes Yes
1038 Health Sciences
2025- Financial Services

16-Jun-25 HomeTrust Mortgage Company 8 Yes No No No No
1039 Company
2025- )
1040 16-Jun-25 Infab Holdco, Inc. Manufacturing 1 Yes No No Yes No
2025- University of Massachusetts

16-Jun-25 v Educational 75357 Yes No Yes Yes Yes
1041 Dartmouth
2025- . .
1042 16-Jun-25 Decisely Insurance Services, LLC Insurance Company 682 Yes No Yes No No
2025- Financial Services

17-Jun-25 Copouls Financial Group 3 Yes No No No No
1043 Company
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COMMONWEALTH OF MASSACHUSETTS

Office of Consumer Affairs and Business Regulation

YVONNE HAO

SECRETARY OF ECONOMIC

DEVELOPMENT

LAYLA D'EMILIA

Data Breach Notification Report UNDERSECRETARY
The total number of breaches affecting residents: 1,381,909
Breach Date Reporting MA SSN Medical Financial Drivers Credit/Debit
Number Reported Reporting Organization Name Organization Residents Breached Records Account Licenses Numbers
To OCA Type Affected Breached Breached Breached Breached

2025-
1044 17-Jun-25 Marin Housing Authority Local Government 24 Yes Yes Yes Yes Yes
2025- . . .
1045 17-Jun-25 The Village Bank Banks & Credit Unions 1 No No Yes No Yes
2025- Gl Fl Emi d McAf

17-Jun-25 eason, Flynh, Emig, and vicAtee Other 126 Yes Yes Yes Yes No
1046 Chartered
2025- . . .
1047 17-Jun-25 | Krispy Kreme Doughnut Corporation Retail 179 Yes No Yes Yes No
2025- Paradise Wealth Advisors/Keith Clark Financial Services

17-Jun-25 . 2 Yes No No No No
1048 and Associates Company
2025- Carleton Willard Homes Inc., Carleton-

17-Jun-25 ’ Health Care 48 Yes Yes Yes No Yes
1049 Willard Village
2025- . .
1050 17-Jun-25 | Baskervill & Son, P.C. d/b/a Baskervill Other 1 No No No Yes No
2025-
1051 17-Jun-25 Ivanhoe Club Other 2 Yes No No No No
2025- Fi ial Servi

17-Jun-25 Mahony & Reeve, LLC inanciat >services 23 Yes No Yes Yes No
1052 Company
2025-

1053
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MAURA HEALEY YVONNE HAO
GOVERNOR SECRETARY OF ECONOMIC
DEVELOPMENT

KIMBERLEY DRISCOLL

LIEUTENANT GOVERNOR LAYLA D'EMILIA

Data Breach Notification Report UNDERSECRETARY
The total number of breaches affecting residents: 1,381,909
Breach Date Reporting MA SSN Medical Financial Drivers Credit/Debit
Number Reported Reporting Organization Name Organization Residents Breached Records Account Licenses Numbers
To OCA Type Affected Breached Breached Breached Breached

2025-
1054 18-Jun-25 Fallon Health Health Care 2 Yes No Yes No Yes
2025-
1055 18-Jun-25 TRG, LLC Health Care 24 Yes Yes Yes No No
2025-
1056 18-Jun-25 Verrex, LLC Technology 22 Yes No No No No
2025-
1057 20-Jun-25 Cowboy Clean Fuels, LLC Other 3 Yes No Yes No No
2025- T ica Reti t Soluti

20-Jun-25 ransarrI\Ierlca € |r<=:-mfn ,,O N :f)ns, Other 22 Yes No Yes No No
1058 LLC (“Transamerica” or “TRS”)
2025- Cardiology Associates of

20-Jun-25 Health Care 51 Yes Yes No No No
1059 Fredericksburg, Ltd.
2025- . . . .
1060 20-Jun-25 St Marys Credit Union Banks & Credit Unions 1 No No No No Yes
2025- . . .
1061 20-Jun-25 Electronics For Imaging, Inc. Commercial 102 Yes No Yes Yes No
2025- . o
1062 20-Jun-25 American Driveline Systems, Inc. Other 3 Yes No No Yes No
2025- Shepherd Smith Edwards & Kantas,
1063 20-Jun-25 F LLp Other 11 Yes No Yes No No




COMMONWEALTH OF MASSACHUSETTS

Office of Consumer Affairs and Business Regulation
1 Federal Street, Suite 0720, Boston, MA 02110-2012
(617) 973-8787
www.mass.gov/oca

MAURA HEALEY YVONNE HAO
GOVERNOR SECRETARY OF ECONOMIC
DEVELOPMENT
KIMBERLEY DRISCOLL
LIEUTENANT GOVERNOR LAYLA D'EMILIA
Data Breach Notification Report UNDERSECRETARY
The total number of breaches affecting residents: 1,381,909
Breach Date Reporting MA SSN Medical Financial Drivers Credit/Debit
Number Reported Reporting Organization Name Organization Residents Breached Records Account Licenses Numbers
To OCA Type Affected Breached Breached Breached Breached

2025-
1064 20-Jun-25 Bray International, Inc. Manufacturing 4 Yes No No Yes No
2025-
1065 20-Jun-25 McLaren Health Care Health Care 85 Yes Yes No Yes No
2025- )
1066 20-Jun-25 Observer Media Group Inc. Other 1 Yes No No No No
2025-
1067 20-Jun-25 Ardurra Group, Inc. Other 1 Yes No No No No
2025-
1068 20-Jun-25 Ocuco Technology 197 Yes Yes No No No
2025- .
1069 21-Jun-25 Stephen New & Associates Other 1 Yes No No No No
2025- .

21-Jun-25 Birdair, Inc. Other 11 Yes Yes Yes Yes No
1070
2025- .
1071 23-Jun-25 Case Foods, Inc. Commercial 8 Yes No Yes Yes No
2025- . . .
1072 23-Jun-25 Wheeling University Other 41 Yes No No No No
2025- Financial Services

23-Jun-25 FMT Consultants, LLC 2 Yes No No No No
1073 Company




COMMONWEALTH OF MASSACHUSETTS

Office of Consumer Affairs and Business Regulation
1 Federal Street, Suite 0720, Boston, MA 02110-2012
(617) 973-8787
www.mass.gov/oca

MAURA HEALEY YVONNE HAO
GOVERNOR SECRETARY OF ECONOMIC
DEVELOPMENT
KIMBERLEY DRISCOLL
LIEUTENANT GOVERNOR LAYLA D'EMILIA
Data Breach Notification Report UNDERSECRETARY
The total number of breaches affecting residents: 1,381,909
Breach Date Reporting MA SSN Medical Financial Drivers Credit/Debit
Number Reported Reporting Organization Name Organization Residents Breached Records Account Licenses Numbers
To OCA Type Affected Breached Breached Breached Breached

2025-
1074 23-Jun-25 Mainline Health Systems Inc Health Care 7 Yes Yes Yes Yes Yes
2025- Business Insurance & Benefits Services

23-Jun-25 Insurance Compan 3 Yes No No Yes No
1075 of MA B
2025- . .
1076 23-Jun-25 BMS Holdings, LP Commercial 136 Yes No No Yes No
2025- .
1077 24-Jun-25 Cameron & Mittleman LLP Other 1 Yes No No No No
2025- . .
1078 24-Jun-25 Rockland Trust Banks & Credit Unions 2 No No No No No
2025- . .
1079 24-Jun-25 Rockland Trust Banks & Credit Unions 1 No No No No No
2025- .
1080 24-Jun-25 Curium Pharma Other 46 Yes Yes Yes No No
2025- . .
1081 24-Jun-25 Rockland Trust Banks & Credit Unions 1 No No Yes No No
2025- . . .
1082 24-Jun-25 Main Street Bank Banks & Credit Unions 1 No No Yes No Yes
2025- Fi ial Servi

24-Jun-25 JP Morgan Chase Bank N.A. inanciat Services 1 No No Yes No No
1083 Company
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COMMONWEALTH OF MASSACHUSETTS

Office of Consumer Affairs and Business Regulation

YVONNE HAO

SECRETARY OF ECONOMIC

DEVELOPMENT

LAYLA D'EMILIA

Data Breach Notification Report UNDERSECRETARY
The total number of breaches affecting residents: 1,381,909
Breach Date Reporting MA SSN Medical Financial Drivers Credit/Debit
Number Reported Reporting Organization Name Organization Residents Breached Records Account Licenses Numbers
To OCA Type Affected Breached Breached Breached Breached

2025-
1084 25-Jun-25 Brigham & Women's Hospital Health Care 1 Yes Yes No No No
2025- . .
1085 25-Jun-25 Bluegrass Ingredients, Inc. Manufacturing 9 Yes No No No No
2025-
1086 26-Jun-25 SAVERS BANK Other 1 No No No No Yes
2025- . -
1087 26-Jun-25 | Stram Center for Integrative Medicine Other 184 No Yes No Yes Yes
2025- NorthWest Arkansas Community i

26-Jun-25 Educational 3 Yes No Yes Yes Yes
1088 College
2025- . .
1089 26-Jun-25 S.W. Cole Engineering, Inc. Other 3 Yes No No Yes No
2025- . . .
1090 26-Jun-25 Finastra Banks & Credit Unions 1 Yes No Yes Yes Yes
2025- .
1091 26-Jun-25 Sandy Spring Museum Other 71 Yes No No Yes No
2025- -
1092 26-Jun-25 Perficient, Inc. Technology 9 Yes Yes No No No
2025- .
1093 26-Jun-25 EmCentrix Other 75 Yes No Yes No No
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COMMONWEALTH OF MASSACHUSETTS

Office of Consumer Affairs and Business Regulation

YVONNE HAO

SECRETARY OF ECONOMIC

DEVELOPMENT

LAYLA D'EMILIA

Data Breach Notification Report UNDERSECRETARY
The total number of breaches affecting residents: 1,381,909
Breach Date Reporting MA SSN Medical Financial Drivers Credit/Debit
Number Reported Reporting Organization Name Organization Residents Breached Records Account Licenses Numbers
To OCA Type Affected Breached Breached Breached Breached
2025- Commonwealth of Massachusetts
26-Jun-25 State Government 2 Yes No No No No

1094 Department of Revenue

2025-

1095 26-Jun-25 UpMarket Other 12 No No No Yes No
2025- . . .

1096 26-Jun-25 Bridges Experience, Inc. Commercial 843 Yes Yes Yes No No
2025- . . o .

1097 26-Jun-25 | Community High School District #117 Educational 3 Yes No No No No
2025- .

1098 26-Jun-25 Miedema Produce Other 3 Yes No No Yes No
2025- . . .

1099 26-Jun-25 Bankers Cooperative Group Banks & Credit Unions 14 Yes Yes No Yes No
2025- - .

1100 26-Jun-25 Hadley School District Educational 594 Yes No No No No
2025- Fi ial Servi

26-Jun-25 Main Street Bank inanciat Services 2 No No No No Yes

1101 Company

2025- .

1102 26-Jun-25 Gelinas & Ward LLP Other 408 Yes No Yes Yes Yes
2025- . . .

1103 26-Jun-25 |Wineberg, Solheim, Howell & Shain PC Other 32 Yes No Yes Yes Yes
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COMMONWEALTH OF MASSACHUSETTS

Office of Consumer Affairs and Business Regulation

YVONNE HAO

SECRETARY OF ECONOMIC

DEVELOPMENT

LAYLA D'EMILIA

UNDERSECRETARY
The total number of breaches affecting residents: 1,381,909
Breach Date Reporting MA SSN Medical Financial Drivers Credit/Debit
Reported Reporting Organization Name Organization Residents Records Account Licenses Numbers
Number Breached
To OCA Type Affected Breached Breached Breached Breached
2025-
1104 26-Jun-25 Silver Hill Hospital Other 5 Yes No Yes No Yes
2025- . . .
1105 26-Jun-25 Salem Five Bank Banks & Credit Unions 2 No No No No Yes
2025- Fi ial Servi
26-Jun-25 Calton & Associates, Inc. inancial services 168 Yes No Yes No No
1106 Company
2025- .
1107 26-Jun-25 Peterson Law Offices PC Other 11 Yes Yes Yes Yes Yes
2025- Fi ial Servi
26-Jun-25 Prime Retirement Solutions, LLC iancial services 32 Yes No No No No
1108 Company
2025- . . .
1109 27-Jun-25 Ahold Delhaize USA Services, LLC Retail 77112 Yes Yes Yes Yes No
2025- Fi ial Servi
27-Jun-25 Whittaker & Company inanciat >ervices 3 Yes No No No No
1110 Company
2025- . .
1111 27-Jun-25 Commercial Solutions, Inc. Other 6 Yes No Yes No No
2025- The Commonwealth of Massachussets
27-Jun-25 State Government 1 Yes No Yes No No
1112 Department Of Revenue
2025-
1113 27-Jun-25 The Power of Speech, Inc. Health Care 296 Yes Yes No Yes No
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MAURA HEALEY YVONNE HAO
GOVERNOR SECRETARY OF ECONOMIC
DEVELOPMENT

KIMBERLEY DRISCOLL

HELTIENAN T GOVEINOR Data Breach Notification Report LAYLA D’EMILIA

UNDERSECRETARY
The total number of breaches affecting residents: 1,381,909

Breach Date Reporting MA SSN Medical Financial Drivers Credit/Debit

Reported Reporting Organization Name Organization Residents Records Account Licenses Numbers

Number Breached
To OCA Type Affected Breached Breached Breached Breached
2025 The League Treatment Center dba
1114 27-Jun-25 League Education and Treatment Health Care 2 Yes Yes No No No
Center

2025- . .
1115 27-Jun-25 Nucor Corporation Manufacturing 1 Yes Yes No Yes Yes
2025- .
1116 27-Jun-25 Horizon Healthcare RCM Health Care 43 Yes No Yes No No
2025- MedicareCompareUSA filing on behalf

27-Jun-25 Health Care 1 No No No No No
1117 of United Healthcare
2025- . .
1118 27-Jun-25 Petoskey Plastics, Inc. Manufacturing 1 Yes No Yes Yes No
2025- Financial Services

27-Jun-25 SK Capital Partners LP 3 Yes No Yes No No
1119 Company
2025- . . .
1120 27-Jun-25 Connections for Children Not-for-profit 1 Yes No No No No
2025- -
1121 27-Jun-25 General Physician, P.C. Health Care 59 Yes No No No No
2025- .
1122 27-Jun-25 Bronx Pro Group, LLC Commercial 1 Yes No Yes Yes No
2025- Word of God Fell hip, Inc. d/b

27-Jun-25 ordorsodre ?V_VS ip, Inc. d/b/a Entertainment 5 Yes Yes Yes Yes No
1123 Daystar Television Network
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COMMONWEALTH OF MASSACHUSETTS

Office of Consumer Affairs and Business Regulation

YVONNE HAO
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DEVELOPMENT

LAYLA D'EMILIA

Data Breach Notification Report UNDERSECRETARY
The total number of breaches affecting residents: 1,381,909
Breach Date Reporting MA SSN Medical Financial Drivers Credit/Debit
Number Reported Reporting Organization Name Organization Residents Breached Records Account Licenses Numbers
To OCA Type Affected Breached Breached Breached Breached

2025-
1124 27-Jun-25 Esse Health Health Care 14 Yes Yes No No No
2025- .
1125 27-Jun-25 CRC Insurance Services, LLC Other 175 Yes Yes Yes Yes Yes
2025- Word of God Fell hip, Inc. d/b

27-Jun-25 oraothodre c'>v.vs ip, Inc. d/b/a Other 5 Yes Yes Yes Yes No
1126 Daystar Television Network
2025- Keystone Pacific Propert

28-Jun-25 y perty Other 1 Yes No No No No
1127 Management
2025- Jackson National Life Insurance

30-Jun-25 Insurance Company 1 No No No No No
1128 Company
2025- Jackson National Life Insurance

30-Jun-25 Insurance Company 2 No No No No No
1129 Company
2025- . . . .
1130 30-Jun-25 Digital Gaming Corporation USA Entertainment 1 Yes No Yes Yes Yes
2025- . .
1131 30-Jun-25 Berkot's Super Foods Retail 2 Yes No No Yes No
2025- Fi ial Servi

30-Jun-25 | PennantPark Investment Advisers, LLC inanciat services 12 Yes No Yes No No
1132 Company
2025- Robert H Clarkson Insurance Agenc
1133 30-Jun-25 LLC BEREY Insurance Company 51 Yes Yes Yes Yes No
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MAURA HEALEY YVONNE HAO
GOVERNOR SECRETARY OF ECONOMIC
DEVELOPMENT
KIMBERLEY DRISCOLL
LIEUTENANT GOVERNOR LAYLA D'EMILIA
Data Breach Notification Report UNDERSECRETARY
The total number of breaches affecting residents: 1,381,909
Breach Date Reporting MA SSN Medical Financial Drivers Credit/Debit
Number Reported Reporting Organization Name Organization Residents Breached Records Account Licenses Numbers
To OCA Type Affected Breached Breached Breached Breached
2025-
1134 30-Jun-25 Riverdale Country School, Inc. Educational 1 Yes No No No No
2025- .
1135 30-Jun-25 AlIS InfoSource LP Commercial 55 Yes No Yes No No
2025- . .
1136 01-Jul-25 Butler Tax & Accounting Commercial 1 Yes No Yes No No
2025- -
1137 01-Jul-25 Automated Building Systems, Inc. Other 106 Yes No Yes Yes No
2025- Texas Centers for Infectious Disease
01-Jul-25 . Health Care 3 Yes Yes Yes Yes No
1138 Associates
2025- Financial Services
01-Jul-25 Community Choice Credit Union 2 Yes No Yes No No
1139 Company
2025- . . .
1140 01-Jul-25 Bank of America Banks & Credit Unions 2 Yes No No No No
2025- . .
1141 01-Jul-25 JCl Jones Chemicals, Inc. Commercial 1 Yes Yes Yes Yes No
2025- . . .
1142 01-Jul-25 Petco Animal Supplies Stores, Inc. Retail 1 No No Yes No No
2025- Fi ial Servi
01-Jul-25 Barhite & Holzinger, Inc. inanciat Services 15 Yes No Yes Yes No
1143 Company
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COMMONWEALTH OF MASSACHUSETTS

Office of Consumer Affairs and Business Regulation

YVONNE HAO

SECRETARY OF ECONOMIC

DEVELOPMENT

LAYLA D'EMILIA

Data Breach Notification Report UNDERSECRETARY
The total number of breaches affecting residents: 1,381,909
Breach Date Reporting MA SSN Medical Financial Drivers Credit/Debit
Number Reported Reporting Organization Name Organization Residents Breached Records Account Licenses Numbers
To OCA Type Affected Breached Breached Breached Breached

2025- L Financial Services

01-Jul-25 Benjamin Wealth Group 4 Yes No Yes Yes No
1144 Company
2025-
1145 01-Jul-25 Idealab Technology 62 Yes No No Yes No
2025- Radiol A iates of Rich d

01-Jul-25 adlology Assocates of Rlchmond, Health Care 1279 Yes Yes Yes No No
1146 Inc.
2025- L
1147 02-Jul-25 Gloucester County, Virginia Local Government 2 Yes Yes No Yes No
2025- Fi ial Servi

02-Jul-25 Trade-PMR, Inc. inanciat services 2 Yes No No No No
1148 Company
2025- Financial Services

02-Jul-25 | Fitzgerald Wealth Management, LLC 1 Yes No No No No
1149 Company
2025-
1150 02-Jul-25 Lawrence Law, LLC Other 18 Yes No No Yes Yes
2025-
1151 02-Jul-25 E-Tank, Ltd. Other 1 Yes No No No No
2025- .
1152 02-Jul-25 City of Coppell Local Government 1 Yes No No No No
2025- (0] d Outd Brands LLC dba Fleet

02-Jul-25 nwara Butdoor Brands ariee Retail 7 No No No Yes No
1153 Feet
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DEVELOPMENT

KIMBERLEY DRISCOLL
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Data Breach Notification Report UNDERSECRETARY
The total number of breaches affecting residents: 1,381,909
Breach Date Reporting MA SSN Medical Financial Drivers Credit/Debit
Number Reported Reporting Organization Name Organization Residents Breached Records Account Licenses Numbers
To OCA Type Affected Breached Breached Breached Breached

2025-
1154 02-Jul-25 Goodwin Procter LLP Commercial 138 Yes No No No No
2025- Financial Services

02-Jul-25 Rollstone Bank & Trust 19 Yes No No No No
1155 Company
2025- . .
1156 02-Jul-25 Rhode Island Airport Corporation Other 14 Yes Yes No Yes No
2025- . . .
1157 03-Jul-25 Quad City Bank and Trust Company Banks & Credit Unions 8 No No Yes No No
2025- .
1158 03-Jul-25 McLaughlin & Stern LLP Other 37 Yes No Yes No No
2025- Financial Services

03-Jul-25 Raymond James 1 No No No No No
1159 Company
2025-
1160 03-Jul-25 Town of Boxford Local Government 373 Yes No No No No
2025- s
1161 03-Jul-25 Claris Vision Health Care 596 Yes Yes Yes No No
2025- Financial Services

03-Jul-25 TD Bank N.A. 1 Yes No Yes No Yes
1162 Company
2025- . .
1163 03-Jul-25 Horizon Spa and Pool Parts, Inc. Retail 1 Yes No No No No
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GOVERNOR SECRETARY OF ECONOMIC
DEVELOPMENT

KIMBERLEY DRISCOLL

LIEUTENANT GOVERNOR LAYLA D'EMILIA

Data Breach Notification Report UNDERSECRETARY
The total number of breaches affecting residents: 1,381,909
Breach Date Reporting MA SSN Medical Financial Drivers Credit/Debit
Number Reported Reporting Organization Name Organization Residents Breached Records Account Licenses Numbers
To OCA Type Affected Breached Breached Breached Breached

2025-
1164 03-Jul-25 | Texas Biomedical Research Institute Other 9 Yes No No No No
2025- County of Union Pennsylvania Office

03-Jul-25 v L. Y Other 3 Yes No No No No
1165 of Commissioners
2025- Int ted Specialty C LLC

03-Jul-25 ntegrate pec”|a Y, overages, Insurance Company 269 Yes Yes Yes Yes No
1166 (“1sC”)
2025- . . )
1167 03-Jul-25 Brigham and Women's Hospital Health Care 4 Yes Yes No No No
2025- . . . Financial Services

03-Jul-25 BMW Financial Services NA, LLC 45 Yes No Yes No No
1168 Company
2025- .
1169 03-Jul-25 Arbor Associates, Inc. Health Care 551 No Yes No No No
2025- Providence Mutual Fire Insurance

03-Jul-25 Insurance Company 90 Yes Yes Yes Yes Yes
1170 Company
2025- . .
1171 03-Jul-25 HEXPOL Holding Inc. Manufacturing 2 Yes No No No No
2025- o .
1172 04-Jul-25 Margaritaville Holdings LLC Other 1 Yes No Yes No No
2025- Hacienda La Puente Unified School

04-Jul-25 L Educational 2 Yes No No Yes No
1173 District
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Data Breach Notification Report UNDERSECRETARY
The total number of breaches affecting residents: 1,381,909
Breach Date Reporting MA SSN Medical Financial Drivers Credit/Debit
Number Reported Reporting Organization Name Organization Residents Breached Records Account Licenses Numbers
To OCA Type Affected Breached Breached Breached Breached

2025- Fi ial Servi

07-Jul-25 Sanders Walsh Eaton CPAs LLS inanciat services 644 Yes No No Yes No
1174 Company
2025- Financial Services

07-Jul-25 JP Morgan Chase Bank, N.A. 1 No No Yes No Yes
1175 Company
2025- Fi ial Servi

07-Jul-25 The Cooperative Bank of Cape Cod inanciat services 108 No No No No Yes
1176 Company
2025- 07-Jul-25 Hardman Johnston Global Advisors Financial Services 3 Yes No No Yes No
1177 LLC Company
2025-
1178 07-Jul-25 Colehour Cohen Other 1 Yes No No No No
2025- Haymaker Enterprises d/b/a Triage

07-Jul-25 y P . /o & Other 88 Yes No No No No
1179 Staffing
2025- . Financial Services

08-Jul-25 Bitcoin Depot, Inc. 784 No No No Yes No
1180 Company
2025- Laconia Housing and Redevelopment

08-Jul-25 & . : Not-for-profit 20 Yes Yes No No No
1181 Authority
2025- North tern C ity Servi

08-Jul-25 orthwestern ~ommuntly >ervices Health Care 6 Yes Yes No No No
1182 Board
2025- . . . . .
1183 08-Jul-25 St. Mary's Credit Union Banks & Credit Unions 1 No No No No Yes
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Data Breach Notification Report UNDERSECRETARY
The total number of breaches affecting residents: 1,381,909
Breach Date Reporting MA SSN Medical Financial Drivers Credit/Debit
Number Reported Reporting Organization Name Organization Residents Breached Records Account Licenses Numbers
To OCA Type Affected Breached Breached Breached Breached

2025-
1184 08-Jul-25 Gelinas & Ward LLP Other 1 Yes No No Yes No
2025- Sightline Holdings Corp. d/b/a

08-Jul-25 & L & 21 bt Technology 1 Yes No No No No
1185 Sightline Systems Corp.
2025- North Carolina Board of C tic Art

08-Jul-25 or arofina oa.r ortosmetic Ar State Government 22 Yes No No Yes No
1186 Examiners
2025- Financial Services

08-Jul-25 Blue & Co., LLC 1 Yes No No No No
1187 Company
2025- . .
1188 08-Jul-25 Kalamazoo Public Schools Educational 14 Yes No No No No
2025- Financial Services

08-Jul-25 Pacific Center for Financial Services 1 No No Yes No No
1189 Company
2025- . .
1190 09-Jul-25 Ober Holding LLC Entertainment 1 Yes No Yes No No
2025- Saint Andrew’s School of Boca Raton

09-Jul-25 Educational 8 Yes No No No No
1191 Inc.
2025- . . Financial Services

09-Jul-25 Maiorano & Associates, Inc. 10 Yes No Yes No No
1192 Company
2025-
1193 09-Jul-25 Weaver Bennett & Bland, P.A. Other 2 No No Yes Yes No
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DEVELOPMENT
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Data Breach Notification Report UNDERSECRETARY
The total number of breaches affecting residents: 1,381,909
Breach Date Reporting MA SSN Medical Financial Drivers Credit/Debit
Number Reported Reporting Organization Name Organization Residents Breached Records Account Licenses Numbers
To OCA Type Affected Breached Breached Breached Breached

2025-
1194 10-Jul-25 Kosmos Management LLC Other 5 Yes No Yes Yes No
2025- .
1195 10-Jul-25 Genex Services, LLC Other 28 Yes Yes Yes Yes No
2025- )
1196 10-Jul-25 Takeda Pharmaceuticals U.S.A., Inc. Health Care 1 Yes No Yes No No
2025- . . . .
1197 10-Jul-25 Webster Five Cents Savings Bank Banks & Credit Unions 8 Yes No No Yes No
2025-
1198 10-Jul-25 DRT, LLC Other 53 Yes No No No No
2025- Financial Services

10-Jul-25 Graypoint LLC 41 Yes No Yes Yes No
1199 Company
2025-
1200 10-Jul-25 Beermann LLP Other 1 Yes No No No No
2025- . .
1201 10-Jul-25 NPK Construction Equipment, Inc. Other 3 Yes No No No No
2025- .
1202 10-Jul-25 The Spence Law Firm, LLC Other 2 Yes No No No No
2025- . .

11-Jul-25 Mutual One Bank Banks & Credit Unions 1 No No No No Yes

1203
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Data Breach Notification Report UNDERSECRETARY
The total number of breaches affecting residents: 1,381,909
Breach Date Reporting MA SSN Medical Financial Drivers Credit/Debit
Number Reported Reporting Organization Name Organization Residents Breached Records Account Licenses Numbers

To OCA Type Affected Breached Breached Breached Breached
2025-
1204 11-Jul-25 Mutual One Bank Banks & Credit Unions 1 No No No No Yes
2025- . .
1205 11-Jul-25 Mutual One Bank Banks & Credit Unions 1 No No No No Yes
2025-

11-Jul-25 Clark Hill Other 27 Yes No Yes Yes Yes
1206
2025- . .
1207 11-Jul-25 Eastern Bank Banks & Credit Unions 9 No No No No Yes
2025- Financial Services

11-Jul-25 The Burney Company 4 Yes No Yes Yes No
1208 Company
2025-
1209 11-Jul-25 Covenant Health, Inc. Health Care 189 Yes Yes No No No
2025- i . . Financial Services

11-Jul-25 Foresight Financial Planners, Inc. 4 Yes No Yes Yes No
1210 Company
2025- .
1211 11-Jul-25 Episource, LLC Health Care 50 Yes Yes No No No
2025- . .
1212 12-Jul-25 FLOE International Manufacturing 1 Yes No No No No
2025- . . .
1213 12-Jul-25 Dordt University Educational 96 Yes No Yes Yes Yes




MAURA HEALEY
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YVONNE HAO
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DEVELOPMENT
KIMBERLEY DRISCOLL
LIEUTENANT GOVERNOR LAYLA D'EMILIA
UNDERSECRETARY
Data Breach Notification Report
The total number of breaches affecting residents: 1,381,909
Breach Date Reporting MA SSN Medical Financial Drivers Credit/Debit
Reported Reporting Organization Name Organization Residents Records Account Licenses Numbers
Number Breached
To OCA Type Affected Breached Breached Breached Breached
2025-
1214 12-Jul-25 Freedom Plaza Senior Living Health Care 13 Yes Yes No No No
2025- .
1215 12-Jul-25 Freedom Square of Seminole Health Care 14 Yes Yes No Yes No
2025-
1916 12-Jul-25 Regency Oaks Health Care 10 Yes Yes No No No




