
EFFECTIVELY MANAGING THE DISCOVERY OF
ELECTRONIC RECORDS:  CURRENT LEARNING
AND SUGGESTED BEST PRACTICES

Benjamin Franklin, were he alive today, might have penned the phrase, “in this world nothing is certain but death and litigation.”
 In today's contentious society both private and public entities face at least the specter, if not the actual sting, of litigation on a regular basis.  We are a nation that cherishes the availability of due process as much as, if not more than, any other public right. While our courts justifiably serve as a last bastion against injustice, current litigation practice imposes substantial and often-unreimburseable costs on public and private actors alike. 

No part of the litigation process seems more costly and less productive than civil discovery.  To an extent almost unparalleled in any other national system, American civil practice permits, indeed compels, the sharing of enormous amounts of information prior to trial.  The reason for this phenomenon is simply stated:  our system of civil adjudication prizes transparency over surprise. It rests on the premise that greater access to facts will, in the hands of able advocates, result in more informed litigation outcomes.  

The downside of this approach is the certainty that, between filing and trial in a civil case, an enormous and costly amount of time will be spent ferreting through one's opponent’s files, business records and data while coping with the same treatment from the other side during the discovery phase of litigation. Those unaccustomed to the process will feel invaded, if not violated.  Those unfortunately accustomed to the slow slog of litigation will be all too familiar with each new indignity.

The advent of electronic record keeping has increased the cost and annoyance associated with discovery.   While easy and collaborative access, remote storage, inexpensive reproduction, quick distribution and near-indestructibility make the everyday use of electronic records infinitely preferable to old-fashioned paper records, these same features add exponentially to the cost, rigor and overall hassle of civil discovery.  

A simple example will illustrate the point.  If one were asked, in the early stages of litigation, to produce all copies of written (i.e., paper) communications with a single entity during one given month, it is a safe wager that one could find all of the requested documents by looking in fewer than a dozen places.  If, however, the request is expanded to cover electronic communications, the task gets more difficult.  Could requested communications be found in personal or work e-mail files (or their backups); PDAs; text message files; Blackberries; intranets and extranets?  How many people in one's own organization have copies of the requested communications, through e-mail forwarding, shared folders, collaborative web-accessible platforms and the like?  To even consider the question is to glimpse its scope.  

Our paper will address this new reality.  We will discuss how civil discovery rules treat electronic records and how the very nature of electronic records creates unforeseen burdens in light of those rules.  We will present suggested best practices to minimize the burden and maximize the reliability of handling electronic records in discovery.  Finally, we will discuss recent developments in the apportionment of the heavy costs of electronic discovery both in federal and state courts. Agency counsel, chief information officers, IT and records managers should find this information pertinent as electronic records discovery and production emerge as a new reality. 
THE DISCOVERY RULES AND THEIR IMPACT

A. The Discovery Rules Apply Equally to Electronic and Paper Records.

Notwithstanding the obvious functional differences between paper and electronic records, the legal framework for electronic discovery largely is no different than for paper discovery. 

We look first to the federal court rules, in part because that is where much of the problem occurs, and in part because many states had adopted close versions of these rules for their own courts.  By their terms, federal civil discovery rules largely apply to electronic records almost exactly as they do to other types of evidence, notwithstanding fundamental qualitative differences in storage and maintenance, propagation, retrieval and search costs. 

Under the Federal Rules of Civil Procedure, electronic records fall into one of two categories: “documents” or “data compilations.”  At the commencement of litigation, Rule 26 requires both parties to provide, “without awaiting a discovery request … a copy of, or a description by category and location of, all documents [and] data compilations” that they “may use to support [their] claims or defenses.”
 (emphasis added)  The advisory committee notes accompanying federal Civil Rule 26 explain that these initial disclosures “should describe and categorize, to the extent identified during the initial investigation, the nature and location of potentially relevant documents and records, including computerized data and other electronically-recorded information.”
  

	Rule 26. General Provisions Governing Discovery; Duty of Disclosure

a) Required Disclosures; Methods to Discover Additional Matter. 

(1) Initial Disclosures. Except in categories of proceedings specified in Rule 26(a)(1)(E), or to the extent otherwise stipulated or directed by order, a party must, without awaiting a discovery request, provide to other parties:

(B) a copy of, or a description by category and location of, all documents, data compilations, and tangible things that are in the possession, custody, or control of the party and that the disclosing party may use to support its claims or defenses, unless solely for impeachment


Civil Rule 34, governing the discovery of "documents and things," similarly requires a party upon request “to produce documents (including writings, drawings, graphs, charts, photographs, phonorecords, and other data compilations).”
 The advisory committee notes explain that the “inclusive description of ‘documents’ is revised to accord with changing technology. It makes clear that Rule 34 applies to electronics data compilations . . . .”
 Courts have held that “computer records, including records that have been ‘deleted,’ are documents discoverable” under Rule 34.

	Rule 34. Production of Documents and Things and Entry Upon Land for Inspection and Other Purposes

(a) Scope. Any party may serve on any other party a request (1) to produce and permit the party making the request, or someone acting on the requestor's behalf, to inspect and copy, any designated documents (including writings, drawings, graphs, charts, photographs, phonorecords, and other data compilations from which information can be obtained, translated, if necessary, by the respondent through detection devices into reasonably usable form), or to inspect and copy, test, or sample any tangible things which constitute or contain matters within the scope of Rule 26(b) and which are in the possession, custody or control of the party upon whom the request is served.


B. Legal Risks Associated with Electronic Discovery Under Current Discovery Practice. 

The discovery obligation triggered by these rules carry substantial consequences for their breach. Inadequate or improper data preservation and deletion practices can amount to spoliation, contempt or obstruction of justice, each carrying with it potentially severe consequences.  In an age that equates emptying the recycling bin with burning documents, it is especially important to comply with the rules of discovery.

Inadequate or inconsistent record keeping can lead to a claim of spoliation, which is the negligent or “intentional destruction, mutilation, alteration, or concealment of evidence.”
  This includes, “the failure to preserve [the records] for another's use as evidence in pending or reasonably foreseeable litigation.”
  Spoliation not only sounds unpleasant, it is a particularly nasty outcome.  The act of spoliation gives rise to a new affirmative claim that may be asserted by one's opponent, even if the opponent's underlying claim ultimately is found meritless.  In other words, the inappropriate handling of electronic records can give rise to the nightmare scenario in which one can win the original underlying suit but, by mishandling discoverable information, subject oneself to an entirely new and potentially costly claim.  

Once a party receives notice that they may be required to produce documents for litigation, they must take steps to prevent the loss of potentially discoverable records.
  It is important to note that “notice” is not confined to the act being served with a complaint.  The threat of a lawsuit, or even a reasonable inference that litigation may occur, creates a duty to preserve evidence.  If there are no institutional policies in place to deal with electronic records when litigation or a formal investigation is pending, discoverable information may be lost, or purposefully deleted by members of the organization.  If electronic record storage policies exist they must be amended, from the IT department down to the individual user, to comply with the rules of discovery.  Certain features of email clients, such as auto-delete or routine purges of data from a storage server, can result in spoliation.  It is often in the failure to preserve electronic evidence that parties inadvertently violate the rules of discovery.

If a court finds that spoliation has occurred, it may choose to sanction the guilty party either monetarily or by instructing the jury to treat the missing records as harmful to their case, or both.
 The purpose of sanctions is to compensate the party that has been prejudiced by the destruction, to punish the wrongdoer, and to prevent future problems,
 but it is a hefty price to pay for learning the intricacies of electronic discovery the hard way. 
Spoliation is only one hazard of electronic discovery. Failure to preserve evidence as required by the court can also result in sanctions for contempt.
 Far more serious is the possibility of a criminal charge for obstruction of justice. As Arthur Anderson, LLP, learned the hard way, the destruction of electronic records during the course of a federal investigation is a bad idea.

C. Electronic Discovery is Costly

In federal court, and in most state courts, the default rule is that the party responding to a discovery request bears the cost of production.
 Rule 34 places the burden of translating electronic information “through detection devices into reasonably usable form” on the producing party.
  “Rule 34(a) allows the responding party to search his records to produce the required, relevant data. Rule 34(a) does not give the requesting party the right to conduct the actual search.”
  This means that the producing party must either search through each system itself, or hand over the entire group of systems to the other side.  However, if the producing party’s information is stored on a proprietary software system that the requesting party does not own, for example, the records “as they are kept in the usual course of business” may be difficult to search, or even untranslatable for the requesting party.  The federal Civil Rules require that “when the data can as a practical matter be made usable by the discovering party only through respondent's devices, respondent may be required to use his devices to translate the data into usable form.”  

These unique difficulties of electronic document production often result in mind-boggling litigation costs. The default rule is that the party responding to a discovery request bears the cost of production.
  The advisory committee notes following Rule 34 explain that, “courts have ample power under Rule 26(c) to protect respondent against undue burden or expense, either by restricting discovery or requiring that the discovering party pay costs.”
  Courts are oftentimes, however, reluctant to find “undue burden or expense."  In one case, the court found no undue burden where the party would incur “$50,000 to $70,000 in compiling, formatting, searching and retrieving” expenses to produce “30 million pages of e-mail data stored on its technical back-up tapes.”
  The same court remarked that litigants “routinely run up bills of $100,000 identifying, locating, and copying computerized data, and seven-figure price tags are not unheard of.  Most judges view computer files as no different than paper, and force defendants to collect discoverable information at their expense.”
 

D. The States Have Taken The Lead In Addressing Electronic Discovery Issues

While Congress and the Supreme Court have yet to modify the discovery rules to explicitly deal with electronic records,
 several states have fashioned rules to assist parties with electronic discovery.  It should not be entirely surprising that the states are experimenting ahead of their federal counterpart. While under the federal discovery rules, the default rule is that the party responding to a discovery request bears the cost of production, 
 in California for example the requesting party must bear the expense of translating data compilations into a useable form,
 while the federal system employs a complicated, judicially created cost-shifting analysis which we discuss below.  

The structure of the federal Civil Rules creates the opportunity for ambiguity in discovery requests by equating “documents” and “data compilations” with electronic records. Texas, on the other hand, has remedied this problem by requiring the parties to specifically request electronic records if it wants them.
  Texas also eases the burden on the producing party by requiring it only to produce those records that are “reasonably available“ their "ordinary course of business,”
 and forcing the requesting party to pay “the reasonable expenses of any extraordinary steps required to retrieve and produce the information.”
  More such experimentation is to be expected at the state level.

NEW RECORDS, NEW CHALLENGES

With this background on applicable discovery rules, let us drill down a little further into the real world of public sector electronic records management. In a manner not anticipated by the text of these rules, the widespread propagation of electronic records complicates their discovery.  With paper records, the amount of discoverable information is limited in a practical sense by the physical limitation on their storage:  one can only maintain  a given volume of pager records in the physical space actually available to one's organization:  These locations are, by their nature, known and readily identifiable.  Electronic records, on the other hand, may be stored in multiple locations simultaneously.  Simply by sending an email, a record is created in (among other places) the outbox of the sender's computer, the recipient’s inbox and on both servers housing the underlying systems, in addition to the storage media of intermediate transmission service providers.  Factoring in replies, carbon copies and the ever-elusive blind carbon copy, a single email can result in a huge amount of discoverable information.  Preserving the chain of evidence has become even more increasingly difficult due to “reply to all,” “forward” and other features of email systems that create strings of email.  The mere existence of an email in an employee’s inbox, or a name on an email distribution list, can create a legal presumption of access or knowledge, “time stamped” for the opposing party’s convenience, even if the employee has not actually read it. 

Twenty years ago, a public sector lawyer orchestrating a state agency client’s response to a discovery request was (or could easily become) comfortably familiar with what kinds of documents the agency had and where and how they were stored. At that time, media used by the public sector consisted of paper, carbon or copier machine copies of paper, and paper facsimile transmissions. In rare cases, it included Dictaphone tapes, microfilm or microfiche, photographic or movie film, and audiotapes. Similarly, the public sector employees with whom the lawyer partnered in responding to a discovery request were familiar with the media in which they created or received agency records, and could identify to agency counsel the location of the desktop files, filing cabinet, records management units, offsite paper storage facilities and state archives in which such documents were stored.  

Today, the lawyer’s easy familiarity with the media on which his public sector client’s discoverable documents have been stored, and their location, has been lost.  Much critical information is now exclusively in the hands of information technologists, who are gatekeepers to information about the existence, whereabouts and accessibility of the agency’s electronic records. Public sector employees outside the IT office often neither know nor control how their documents are created, where they are stored and how they can be retrieved. A lawyer responding to a discovery request received by a government agency must become familiar with the media and systems used to create the client’s electronic records and the manner in which his client manages them.. To do so requires that the lawyer extend his knowledge of his client’s day-to-day business to the fast-changing realm of information technology. 

An agency’s chief information officer (if the agency is fortunate enough to have one) is a critical partner in the lawyer’s effort to counsel his client responding to a discovery request in the age of electronic records. Unless the agency lawyer works closely with the CIO and his staff to determine the types of media on which the client uses and stores electronic records, and where and how they are stored, important sources of discoverable documents may be overlooked. Response to a discovery request requires partnership not only with the agency’s CIO (or equivalent officer) but also with third parties who may be involved in managing the agencies’ records. Outside contractors may have critical information about agency systems and their protocols for records creation, organization, and destruction. If the agency’s applications are hosted by another state agency, a state authority or a third party private data center, each will play a critical role in identifying and accessing system data.

Together, these parties must navigate a bewildering array of systems and media used by today’s public sector employees to create, retrieve and store the data and communications that comprise traditional government records: email; web sites; word processing programs; voicemail; electronic calendars and contact lists; extranet, intranet and internet communications; software applications that have replaced manual accounting and other business processes; chat rooms and bulletin boards; instant messaging; personal digital assistants (“PDA’s”);  cell phones; and shared access databases, to name but a few. 

Adding to the challenge is a category of substantive records that pertain to the functioning of the electronic systems that create such new media. This mass of new agency documents, are created in connection with the operation of electronic systems, include those pertaining to user and systems documentation; information routing and tracking; system programs, applications and code; maintenance, monitoring, and testing; security; development; conversion, enhancement and upgrade; data deletion; job runs; audit trails; event logs; and backup.   These documents often become the focal point of discovery.   Such complexities can frustrate public sector agencies’ ability to respond to discovery requests, underlining the need for assistance from a competent information technologist. 

Unlike the agency employee of yore who controlled what went into or out of his physical file cabinet,  today’s public sector employee may not know of or have control over his electronic “filing cabinet.” Management and retention of documents is no longer within the knowledge and control of the creator or receiver of such records.  Where in the past government agencies stored paper records centrally in a records management unit or state archives, central and comprehensive electronic records management currently does not exist at any level of government in the United States.  To our knowledge, neither the federal government nor any state has yet developed a comprehensive archive for all of their electronic documents. Within individual government agencies, multiple, detached, siloed and incompatible storage devices are used for each of the systems on which agency employees create electronic records: one for email; another for word processed documents; another for voicemail messages; and so on.  

Thus, rather than searching a single archive, records management unit or file room for discoverable records, a public sector agency lawyer must identify and then search the agency’s multiple storage nodes, which may include, among other things, the individual employee’s hard drive, CD-ROMS and diskettes; system backup tapes; word processed documents and other data held on shared or network drives; emails held in a central email system; website data; remote work station data; and data held in electronic systems that may be hosted in-house or remotely by a third party data center host. Access to this last category of documents may be limited, especially in a large agency that lacks a comprehensive inventory of software applications used to conduct business.    

Public sector agencies lag behind the private sector in addressing the unique preservation issues associated with electronic records. Data storage costs, rather than data criticality, may drive an agency’s records management policies. Agency employees routinely treat emails as disposable message slips, rather than communications subject to the state’s records conservation rules. Such rules may not have been updated in the first place to require retention of new records generated by electronic systems. Agency data may be inadvertently discarded when hardware is replaced. Few public sector entities effectively identify and manage their electronic record portfolio. 

The existence of electronic records has created a final new category of burdensome discovery-related expenses.  Serial searches, recreating the retrieval process each time a request is made, waste time, money and information technology resources. The short response times associated with most discovery requests multiply search, retrieval and production costs, and expert assistance often is needed to identify which electronic documents exist and how to retrieve them. Poor indexing and archiving practices can make it maddeningly time consuming to find data. The cost of copying electronic records for production to an opponent can constitute a major expense. These costs often are asymmetrical: one party in the case may be overwhelmed with the cost of responding to discovery pertaining to electronic records, while another party may be relatively free of such costs. Because, as the case law discussed below indicates, courts are struggling with the question of how to apportion electronic discovery costs between requestor and requestee, reimbursement for such costs from a party opponent remains unpredictable.  

The evolution of government agencies from paper-record-based to electronic-record-based has created new and expensive discovery-related challenges for public sector agencies and the lawyers who represent them.  The development of a systematic, forward-thinking approach to responding to such requests, such as the one outlined in this paper, is long overdue.

SOME PRACTICAL SUGGESTIONS
It is incumbent on agencies that may be the target of electronic records discovery requests to understand the impact and costs of such requests and, to whatever extent they can, to prepare for them.  While there is no magic bullet to deal with electronic discovery, the approach described below can be helpful in minimizing its impact.

Step 1 – Know your situation relative to electronic records.

a. Understand your organization’s information architecture: 

Demands for electronic records will acquaint the target organization with the nature and shortcomings of its computer and information architecture, warts and all.  The following questions are best asked and dealt with before a discovery request arrives at the front door:

· Is there an “enterprise” over-structure to which unit level records are migrated?  Many organizations have defined this level but have not fully implemented it.  If your organization has an enterprise level, what portion of unit level records end up there; of these, what portion are originals and what are copies of unit data?  Knowing this will materially simplify your search for records and can aid in avoiding redundant data. 

· What is the nature of your organization’s storage practices?  Are critical records created and stored in a common format?  If not, what formats are used? Is there a common format option available among them, for example, PDF versions of data from disparate applications?  Knowing the answers to these and similar questions ahead of time will put you in much better position to assess quickly the cost and complexity of discovery, and thereby to discuss this cost with the judge in the hopes of demonstrating its unreasonable scope.

· If you use third party software or facilities for any part of your critical data, what provisions for logical and physical access are inherent in those resources?  Knowing this may not improve your ability to get at the involved resources, but it will provide a usable basis for organizing your searches and estimating resource requirements.  This is particularly important for organizations that engage in wholesale outsourcing of their computing and information processing needs.  In such cases, discovery brings the outsource contractor into the process in a way that will materially affect cost and complexity.  In some cases, the advantage of outsourcing in normal operation is largely reversed in non-standard events such as discovery.

· Are there major holes in your electronic records structure caused by use of old software or proprietary formats for records or data, for example old software with an inaccessible data format for certain key records, or the use of several incompatible software tools for the same type of data?  Determining this may not be easy--IT departments seldom advertise their shortfalls.  However, perseverance will pay off and you will be much better able to deal with discovery once you know where IT will not be able to give you much help.

While it may be true that much of what you learn in this stage will not be pleasant or reassuring, it also may be true that there are no easy or short-term answers to the problems you identify.  However, the mere act of discussing the needs of discovery and the resources available within the organization will improve your ability to respond to discovery when the time comes, including eliciting a more cooperative response from the IT organizations.

Step 2 – Plan for discovery before it arrives.

1. The world of discovery targets may be viewed in two major categories:

· those who are not likely to be the target of extensive electronic records discovery requests; and

· those who are likely to be an electronic records discovery target, perhaps more than once.

Any organization’s first challenge is to avoid falsely identifying themselves as part of the first category when they are more likely part of the second.  This might be called the “head out of the sand” step, and it can be the most critical step of all.

2. For those in the first category, electronic discovery may not be (or appear to be) an appropriate subject for expenditure of much thought or effort.

3. For those in the second category, there are two general approaches to the fact that a broad subpoena is a likely part of their future:

· Do little or nothing ahead of the arrival of the subpoena, and rely on the judge to shift costs to the requestor.  There is no guarantee, however, that a court will agree to shift costs.  Organizations with extensive electronic records should not hang their hat on this hope.

· Expend time and money to organize IT resources and internal procedures to minimize the cost of electronic discovery when it comes.  This, of course, requires a certain degree of faith when deciding how much effort and dollars to commit and how much savings might result, without knowing for sure the degree of exposure.

4. Regardless of which approach is selected, the following may be useful:

· Good electronic discovery response begins with good IT and manual practices.  Discussions with IT functions should focus on doing the correct things, not doing unique things for discovery support.  While the desired end result may be the same, the mood and outcome of the discussions may be decidedly different.  Moreover, the answer to a “when will we have these best practices implemented” question will get a more useful answer than, “when will you provide support for my electronic records discovery needs?” 

· Most IT staff are not fully aware of which practices and items on their long to-do list will most impact discovery responses.  To the extent that they are made aware, it may be expected that there will be some beneficial rearranging of IT priorities.  It is preferable to identify those practices that will benefit the location, access and delivery of electronic records, and make sure that IT staff are made fully aware of them.

· IT budgets are always tight, and supporting responses to electronic discovery requests is normally not near the top of the list.  Attempt to identify discovery-friendly actors in the IT organization, and let them know that these actions and expenditures will have a positive overall impact.  Even if you fail to convince IT to do anything of a substantive nature to support discovery, the presence of a live and active communication channel within IT will aid your response when the time comes.  It may also be the prelude to more productive discussions after the cost of the first subpoena is fully tabulated.

· When you deal with IT staff, remember that IT professionals do not like to be told how to do their jobs.  Keep your requirements and suggestions at the functional level, allowing them to develop the technological approaches to your needs.  Otherwise, you may face an IT department that is reluctant to talk to you and even less likely to listen to your needs and thoughts.

· Normal calculation of ROI for IT and procedural expenditures is limited to the direct area in which the money is spent.  Discovery support usually falls outside such calculations, appearing to IT and involved organizations as cost with no balancing gain.  Make sure that your financial decision makers know that dollars spent on IT and procedural discovery preparation will have a direct positive effect on the cost of response.  Where possible, provide historical figures to support an estimate of the likely costs and savings.

· Whatever the merits of the action to which you are responding, do not assume that it is isolated.  In your planning, identify every task you must complete, and organize it so that the same or similar action will be easier and less costly the next time around.  For example, if you must recapture emails or other transient records for delivery to a requestor, make sure that this search, retrieval, aggregation and packaging is organized so that you won’t have to go all the way back to square-one if you must respond in the future.  This might mean retrieving more records than you need for evaluation and review, but you will be ensuring that the raw retrieved data is not lost after the relevant materials have been located and extracted, and keeping good records as to what your reviewers found on the raw media.  

Particularly important is retention of records that, once located, have to be processed or converted before they can be reviewed for delivery.  This type of processing is often among the most expensive steps in the response, and you should never have to process a record more than once.

· Develop a series of guidelines for litigation counsel, providing a general roadmap to your records and the cost of retrieving, reviewing and delivering them.  This is vital where the process will involve cost and time that might persuade a judge to scale back the requests or to look carefully at cost shifting.  Make sure that your litigation counsel uses proactive case management techniques to manage the burden, cost and potential embarrassment of electronic discovery.  Remember, you may be making your case for tightly targeted discovery and cost shifting early in the litigation, and the more detailed that case can be made the more likely it is to succeed, thereby lowering your costs and placing the requestor in a more tenuous position if he pushes for broad discovery.  Keep in mind that you may be relying on outside counsel who does not know your particular organizational structure and may not have extensive discovery experience.  The faster you can assist such counsel in coming up to speed on your resources, costs and constraints the sooner you can proceed to make your case for reducing the scope of discovery.

Step 3  - Control your response when the time comes.

Develop a clear set of guidelines for the conduct of your discovery response activities.  Nothing gets out of control more easily than onerous, and repetitious activities performed under a tight schedule and with no prospect of success beyond not fouling up.  An out of control discovery response opens you to sanctions if you miss documents or deadlines, and to a messy, fragmented process even if you find everything.  This is unlikely to put you in a position to do a better, less costly job the next time around.

SHIFTING DISCOVERY COSTS 

For the majority of administrators in both the public and private sectors, computers, information technology and electronic records are still seen as tools that, like typewriters, produce the same results:  paper documents.  Ignorance of the systemic characteristics of electronic information products remains pervasive among public agency managers, while they are increasingly aware that some aspects of electronic documents and work-products are important to manage.  Public agency lawyers frequently become acquainted with these characteristics and concerns only upon receipt of a discovery request.

As a result, the costs associated with litigation and discovery in this ever-changing electronic age are a mystery within many organizations, especially in those where information technology and computing personnel (IT) remain organizationally isolated from management, and both IT and administrative personnel remain isolated from records and information management.  This hydra is struggling to grasp the truly integrated aspects of electronic records, leaving it at a disadvantage when discovery orders for electronic media and records arrive, a disadvantage that can lead to enormously expensive discovery burdens.  

Any public agency faced with litigation that potentially may involve computer-based or generated data should be concerned about how well it has prepared for the production of this sort of evidentiary material.  In fact, and as we discuss above, depending on the agency’s purpose the  preparation of information and records management systems with an eye to potential legal risks has become part of good business practices rather than something to postpone.  Examples of "at-risk" sectors are obvious upon consideration:  those affiliated with health care services and administration; agency financial divisions; those with oversight responsibilities for high-tech areas including defense, telecommunications, and environmental programs; and those that maintain or process confidential or sensitive materials.  In each of these cases, the default principle of “producing party pays” can lead to staggering unbudgeted expense.  New cost-shifting standards emerging from modern private party litigation present some glimmer of hope and reason.  This hope and reason comes from several sources, including:  

· Federal Civil Rules 26(b) and (c) and 34, where specific protections against burdensome, unnecessary, or inefficient discovery are detailed; 

· A growing body of knowledge of the key differences between paper and electronic documents or records as defined in a legal setting, primarily by legal precedent; and

· Application of the concept of "translation" where the media neutral aspects of the rules of discovery are asserted to clarify a request for records to limit the scope of the retrieval.
  
As noted above, the language of federal Civil Rule 26 (b) and (c) has been determined to apply to both electronic and paper records. However, when the records requested are primarily electronic, “Rule 26(b), empowers courts to shift costs where the demand is unduly burdensome because of the nature of the effort involved to comply.” 
 This has been demonstrated by court decisions, particularly in Rowe Entertainment, Inc. v. The William Morris Agency, Inc., 205 F.R.D. 421, 431 (S.D.N.Y. 2002) and Zubulake v. USB Warburg LLC, 217 F.R. D. 309 (S.D.N.Y. 2003).  In Rowe, the court concluded that the requesting party should be allocated the cost of extraordinary efforts or resources required to retrieve electronic records, such as restoring deleted data, disaster recovery tapes, residual data or legacy systems, except in special circumstances.  In this 2002 case, the court presented an eight-factor approach to deciding when cost-shifting is appropriate.  

These included: the specificity of the requests; the likelihood of a successful search; the availability of the materials from other sources; the purpose of the retention, the benefit to the parties; the total costs; the ability to control costs; and the parties’ relative resources. See Rowe, 205 F.R.D. at 429-31.

In 2003 the court in Zubulake reworked the Rowe factors and expressed seven in their place.
  

These are, in order of importance:

· the extent to which the request is specifically tailored to discover relevant information                    (i.e., likelihood of a successful search);

· the availability of such information from other sources;

· the total cost of production, compared to the amount in controversy;

· the total cost of production, compared to the resources available to each party;

· the relative ability of each party to control costs and its incentive to do so;

· the importance of the issues at stake in the litigation; and

·  the relative benefits to the parties of obtaining the information. 

While the Zubulake decision has set a significant and substantial precedent for a court performing cost shifting analysis, questions and concerns remain.  According to The Sedona Principles (an early and surprisingly authoritative set of proposed guidelines):
There remains a significant open question as to whether the “total cost of production” factor should include the estimated costs of reviewing retrieved documents for privilege, confidentiality and privacy purposes. The Zubulake III decision (Zubulake v. UBS Warburg LLC, 216 F.R.D. 280 (S.D.N.Y. 2003)) excludes the cost of production (e.g., review for privilege) from consideration, but Rule 26
 does not so narrowly define the burdens that can be considered by a court in the proportionality analysis. The inclusion/exclusion of such figures can greatly affect the outcome of the balancing test and, in light of the broad considerations mandated in Rules 26(b)(2) and 26(c)
 and the potentially enormous costs of privilege review of voluminous electronic materials, it may be appropriate to shift some of the privilege review costs to the requesting party in certain circumstances. (emphasis added) 

Similarly, in Chimie v. PPG Indus. Inc., 218 F.R.D. 416, 421-22 & n.7 (D. Del. 2003), the court found that in the circumstances of the case “and despite the magnitude of the labor,” it was necessary “for PPG to log all arguably relevant documents for which it claims privilege” covering a 20 year period but added that “[t]he costs associated with searching for documents over such an extended period are open to further discussion. It may be that some cost sharing is warranted.”  For additional general background on discovery, see Appendix III.  

The expenses associated with electronic discovery, and thus the costs to be apportioned in an ideal system, may seem obvious to anyone with legal experience whether as a lawyer, as a computer forensics specialist or for some information technology personnel. Even assuming a responsible and appropriately restricted request for documents (that is, properly “balanced” as described in The Sedona Principles
), proper response to discovery including electronic materials will require some, if not all, of the following:

· Identifying, isolating and securing the requested electronic record:  This entails finding the definitive version of an electronic record, “the official version,” the “final revision,” or the entire series of records, as with an exchange of emails between specified parties on particular dates.  Isolating the files, once located, may require hundreds of gigabits of data and the duplication of operating systems and applications so that files may be viewed separate from systems and equipment of origin.  Stand alone computers and related equipment may be required for the duration of litigation to ensure the security of the electronic records.

· Authenticating the records’ source, content, revision and generation:  The process of authentication is referred to broadly here.  Specific requirements vary widely, depending on the source and location of the electronic records.  Without retention schedules and formal procedures and policies defining the “office of record” or custodian of a type of file, authentication can be extremely difficult to establish.

· Initiating a process of documenting the locations of the record:  From the receipt of the discovery order, someone or some division within the producing organization should be tracking all the players, their work, time, materials cost and the line.  Tracking costs is an expense itself, but to determine equity during e-discovery, new records must be created and maintained.

· Documenting chain of custody:  You find it, you track it.  The complexities of tracking an electronic record from identification through to presentation in court have led to the existence of a growing number of firms specializing in “computer forensics” and electronic discovery services. The Zubulake decision was made on the basis of this concept.

· Producing an admissible version for court:  Whatever version of the records is agreed upon for delivery, must be prepared and distributed.

· Preparing sufficient supporting media and testimony to ensure that the records will be comprehensible to the court: your IT manager, the database administrator, the systems analyst or other specialist who will (and hopefully can) explain the electronic environment of the record at issue.

· Matching the request to ability to produce, in terms of technical feasibility, timeliness, and cost:  Is responding to the order resulting in costs that exceed a reasonable expense to the producing side relative to the severity of the issue being argued?  

· Balancing legal requirements with proprietary and operational concerns and considerations:  IT says its too much work, or, they say it can’t be done when, in fact, to revive the files is “just” hugely time-consuming, not impossible.

When the discovery request arrives you, as the agency lawyer, know that expenses will be incurred.  What expectation do you have that some of the costs of this process can be shifted to the requesting party?  A growing body of litigation has addressed aspects of cost-shifting, such as Zubulake (chain of custody) and Rowe (email discovery). In Appendix I, you will find case summaries related to cost-shifting, sorted by points of law.

Courts continue to establish precedent on how to apportion electronic discovery costs between the requestor and requestee.  Agencies and their attorneys faced with litigation involving electronic discovery will need to familiarize themselves with relevant case law.  Fortunately, such resources exist today.  Ironically, they exist conveniently online.  Electronic discovery related resources, case listings and abstracts, are available at a number of websites, including:

· CaseCentral is a web-based litigation management company, specializing in electronic discovery support services.  This link is to their online library of electronic discovery related resources, including white papers, articles, case law and related sites.  http://casecentral.com/law1a_library.html
· DiscoveryResources.org, an online resource portal solely focused on delivering the latest legal news, events and information on electronic discovery. The web portal was founded to provide the most up-to-date information on e-discovery, educate legal teams about the broadening scope of electronic evidence and its essential role in litigation, and help legal professionals evaluate relevant technological and legal issues associated with electronic discovery. http://www.discoveryresources.org/index.html Particularly useful at this site are the - Sample electronic discovery interrogatories and requests for production. http://www.discoveryresources.org/docs/eddrequest.doc, including useful definitions and terms.  
· Kroll OnTrack, a data recovery and information security firm that has acquired an electronic discovery firm, this portal presents an impressive suite of resources for IT, information managers and lawyers alike. http://www.krollontrack.com/
· Computer Forensics, Inc., a service in operation since 1994.  This site offers access to white papers, workshops and seminar information and related resources associated with electronic discovery with an emphasis on preparedness. http://www.forensics.com/index.html
· The Sedona Principles for Electronic Document Production. http://www.thesedonaconference.org/miscFiles/SedonaPrinciples200401
These sites are furnished as examples only. Increasingly, services and resources are available to lawyers and agency information managers alike, through businesses whose litigation support services focuses on a plethora of electronic records discovery issues.  

Numerous publications are available that discuss what both lawyers and agency information management professionals should consider when faced with electronic discovery. In her 2003 book, Essentials Of Electronic Discovery: Planning And Conducting Electronic Discovery, Ms. Feldman points to the need for many, if not most, organizations to consider expert help when litigation turns on electronic discovery matters.  Consistent with the mission of her firm, Computer Forensics, Inc., her emphasis is on “computer forensics.”  Computer forensics is a term now commonly used to refer to a suite of litigation support processes including locating, reviewing and managing computer-based files requiring an understanding of technology beyond that of in-house IT staff, or the agency records manager. In Essentials, Ms. Feldman states, “In recent years, attorneys and the courts have turned to computer forensics experts for help in cutting through the technical issues that often cloud discovery objectives.  The computer forensics expert may . . . [help] to educate the court and all parties in their search for facts.”  In such cases the expert may review the computer evidence directly and prepare forensic reports and affidavits, or oversee the work of the other party's expert witnesses. In a secondary role, the expert may act as more of a vendor of services.  In the vendor role, a forensics service provides not only reports of findings, but project management for the period of the discovery process.  This may prove highly effective for organizations involved in complex electronic records systems-intensive litigation, which can span months, far beyond the time reasonably available for personnel involved in the day-to-day operations of an agency.

For additional advice from this source, see Appendix II thereto, Ten Steps To Successful Computer Based Discovery.

Cost Shifting as a legal strategy during electronic discovery requires substantial preparation by both the agency personnel and their legal counsel.  There is no single set of preparations that are sufficient to ensure cost-avoidance during electronic records production for litigation.  Hopefully, the steps and processes summarized or referenced here, and the tools provided by the legal and electronic forensics professionals cited, present a sound basis for preparation for both public agency lawyers and the agency personnel responsible for electronic information resources, whether from IT or administrative arenas. 

Appendix I.

Cost Shifting Case Summaries

Zubulake v. UBS Warburg, 217 F.R.D. 309 (S.D.N.Y. 2003). In a gender discrimination suit against her former employer, the plaintiff requested that the defendant produce “[a]ll documents concerning any communication by or between UBS employees concerning plaintiff.” The defendant produced 350 pages of documents, including approximately 100 pages of email. The plaintiff knew that additional responsive email existed that the defendant had failed to produce because she, in fact, had produced approximately 450 pages of email correspondence. She requested that the defendants produce the email from archival media. Claiming undue burden and expense, the defendant urged the court to shift the cost of production to the plaintiff, citing the Rowe decision. Stating that a court

should consider cost-shifting only when electronic data is relatively inaccessible (such as in this case), the court considered the Rowe 8-factor cost shifting test. The court noted that the application of the Rowe factors may result in disproportionate cost shifting away from large defendants, and the court modified the test to 7 factors: (1) the extent to which the request is specifically tailored to discover relevant information; (2) the availability of such information from other sources; (3) the total cost of production compared to the amount in controversy; (4) the total cost of production compared to the resources available to each party; (5) the relative ability of each party to control costs and its incentive to do so; (6) the importance of the issue at stake in the litigation and; (7) the relative benefits to the parties of obtaining the information. The court ordered the defendant to produce, at its own expense, all responsive email existing on its optical disks, active servers, and five backup tapes as selected by the plaintiff. The court determined that only after the contents of the backup tapes are reviewed and the defendant’s costs are quantified, the court will conduct the appropriate cost-shifting analysis. See also Zubulake v. UBS Warburg, 216 F.R.D. 280 (S.D.N.Y. 2003). 
Zubulake v. UBS Warburg, 2003 WL 22410619 (S.D.N.Y. Oct. 22, 2003). In the restoration effort that occurred according to previous e-discovery decisions in the matter, the parties discovered that certain backup tapes were missing and that emails had been deleted. The plaintiff moved for evidentiary and monetary sanctions against the defendant for its failure to preserve the missing tapes and emails. The court found that the defendant had a duty to preserve the missing evidence, since it should have known that the emails might be relevant to future litigation. Although the plaintiff did not file her charges until August 2001, by April of that year, "almost everyone associated with Zubulake recognized the possibility that she might sue," the court wrote. The court also found that the defendant failed to comply with its own retention policy, which would have preserved the missing evidence. The judge found that although the defendant had a duty to preserve all of the backup tapes at issue, and destroyed them with the requisite culpability, the plaintiff could not demonstrate that the lost evidence would have supported her claims. Therefore, it was inappropriate to give an adverse inference instruction to the jury. Even though an adverse inference instruction was not warranted, the court ordered the defendant to bear the plaintiff’s costs for re-deposing certain witnesses for the limited purpose of inquiring into the destruction of electronic evidence and any newly discovered

emails.

Zubulake v. UBS Warburg, 2004 WL 1620866 (S.D.N.Y. 2004). In the fifth written opinion issued in the Zubulake case, the court imposed monetary sanctions against the defendant and counsel for spoliation after they failed to produce emails requested by the plaintiff. An “adverse inference” jury instruction was also imposed, allowing the jury to draw a negative inference from the missing emails. Although counsel had instructed the defendant to preserve and produce the emails in question, several employees ignored this instruction, and instead, deleted their email. Others simply never got around to turning over the emails to counsel, resulting in a delay of approximately one year from the time of the request, to actual production to the plaintiff. Defendant’s counsel, in turn, failed to request retained information from one key employee and to give the litigation hold instructions to another. They also failed to adequately communicate with another employee about how she maintained her computer files. Counsel also failed to safeguard backup tapes that might have contained some of the deleted e-mails . . . .”  In its written opinion the court detailed “counsel's obligation to ensure that relevant information is preserved by giving clear instructions to the client to preserve such information and, perhaps more importantly, a client's obligation to heed those instructions.” The optimal procedure for doing so, as articulated by the court, is as follows:

A. Counsel's Duty to Monitor Compliance

Once a party reasonably anticipates litigation, it must suspend its routine document retention/destruction policy and put in place a "litigation hold" to ensure the preservation of relevant documents. As a general rule, that litigation hold does not apply to inaccessible backup tapes (e.g., those typically maintained solely for the purpose of disaster recovery), which may continue to be recycled on the schedule set forth in the company's policy. On the other hand, if backup tapes are accessible (i.e., actively used for information retrieval), then such tapes would likely be subject to the litigation hold.  It does make sense to create one exception to this general rule. If a company can identify where particular employee documents are stored on backup tapes, then the tapes storing the documents of "key players" to the existing or threatened litigation should be preserved if the information contained on those tapes is not otherwise available. This exception applies to all backup tapes. 

A party's discovery obligations do not end with the implementation of a "litigation hold."  To the contrary, that's only the beginning. Counsel must oversee compliance with the litigation hold, monitoring the party's efforts to retain and produce the relevant documents. Proper communication between a party and her lawyer will ensure: 

(1) that all relevant information (or at least all sources of relevant information) is discovered, 

(2) that relevant information is retained on a continuing basis; and 

(3) that relevant non-privileged material is produced to the opposing party.

1. Counsel's Duty to Locate Relevant Information

Once a "litigation hold" is in place, a party and her counsel must make certain that all sources of potentially relevant information are identified and placed "on hold."   To do this, counsel must become fully familiar with her client's document retention policies, as well as the client's data retention architecture. This will invariably involve speaking with information technology personnel, who can explain system-wide backup procedures and the actual (as opposed to theoretical) implementation of the firm's recycling policy. It will also involve communicating with the "key players" in the litigation, in order to understand how they stored information.  Unless counsel interviews each employee, it is impossible to determine whether all potential sources of information have been inspected.

To the extent that it may not be feasible for counsel to speak with every key player, given the size of a company or the scope of the lawsuit, counsel must be more creative. It may be possible to run a system-wide keyword search; counsel could then preserve a copy of each "hit." Although this sounds burdensome, it need not be. Counsel does not have to review these documents, only see that they 

are retained. For example, counsel could create a broad list of search terms, run a search for a limited time frame, and then segregate responsive documents. When the opposing party propounds its document requests, the parties could negotiate a list of search terms to be used in identifying responsive documents, and counsel would only be obliged to review documents that came up as "hits" on the second, more restrictive search. The initial broad cut merely guarantees that relevant documents are not lost.  It might be advisable to solicit a list of search terms from the opposing party for this purpose, so that it could not later complain about which terms were used.

In short, it is not sufficient to notify all employees of a litigation hold and expect that the party will then retain and produce all relevant information. Counsel must take affirmative steps to monitor compliance so that all sources of discoverable information are identified and searched. This is not to say that counsel will necessarily succeed in locating all such sources, or that the later discovery of new sources is evidence of a lack of effort. But counsel and client must take some reasonable steps to see that sources of relevant information are located.

2. Counsel's Continuing Duty to Ensure Preservation

Once a party and her counsel have identified all of the sources of potentially relevant information, they are under a duty to retain that information ... and to produce information responsive to the opposing party's requests. Rule 26 creates a "duty to supplement" those responses. Although the Rule 26 duty to supplement is nominally the party's, it really falls on counsel.  The continuing duty to supplement disclosures strongly suggests that parties also have a duty to make sure that discoverable information is not lost. Indeed, the notion of a "duty to preserve" connotes an ongoing obligation. Obviously, if information is lost or destroyed, it has not been preserved.

The tricky question is what that continuing duty entails. What must a lawyer do to make certain that relevant information--especially electronic information--is being retained? Is it sufficient if she periodically re-sends her initial "litigation hold" instructions? What if she communicates with the party's information technology personnel? Must she make occasional on-site inspections? Above all, the requirement must be reasonable. A lawyer cannot be obliged to monitor her client like a parent watching a child. At some point, the client must bear responsibility for a failure to preserve. At the same time, counsel is more conscious of the contours of the preservation obligation; a party cannot reasonably be trusted to receive the "litigation hold" instruction once and to fully comply with it without the active supervision of counsel. 

There are thus a number of steps that counsel should take to ensure compliance with the preservation obligation. While these precautions may not be enough (or may be too much) in some cases, they are designed to promote the continued preservation of potentially relevant information in the typical case.

First, counsel must issue a "litigation hold" at the outset of litigation or whenever litigation is reasonably anticipated. The litigation hold should be periodically re-issued so that new employees are aware of it, and so that it is fresh in the minds of all employees.

Second, counsel should communicate directly with the "key players" in the litigation, i.e., the people identified in a party's initial disclosure and any subsequent supplementation thereto. Because these "key players" are the "employees likely to have relevant information," it is particularly important that the preservation duty be communicated clearly to them. As with the litigation hold, the key players should be periodically reminded that the preservation duty is still in place.

Finally, counsel should instruct all employees to produce electronic copies of their relevant active files. Counsel must also make sure that all backup media which the party is required to retain is identified and stored in a safe place. In cases involving a small number of relevant backup tapes, counsel might be advised to take physical possession of backup tapes. In other cases, it might make sense for relevant backup tapes to be segregated and placed in storage. Regardless of what particular arrangement counsel chooses to employ, the point is to separate relevant backup tapes from others. One of the primary reasons that electronic data is lost is ineffective communication with information technology personnel. By taking possession of, or otherwise safeguarding, all potentially relevant backup tapes, counsel eliminates the possibility that such tapes will be inadvertently recycled.

· Application of the Seven Factor Cost Shifting Balancing Test:

 OpenTV v. Libertate Technologies, 219 F.R.D. 474 (N.D.C.A. 2003). The plaintiff requested that the defendant produce copies of its source code for various products at issue in the litigation. The defendant objected to the request, claiming that producing this data would be overly burdensome, but offered to make the source code data available for review at its facilities. The plaintiff rejected this offer, claiming that it inappropriately shifted the costs of production to the requesting party, as the code must be extracted at its expense. Relying on the analysis set forth in Zubulake cases, the court found that the source code data was stored in an inaccessible format for purposes of discovery. The

court used the Zubulake seven factor balancing test to determine that the parties should split the costs of extracting the data equally, with the defendant bearing the copying costs once the data has been extracted.

Xpedior Credit Trust v. Credit Suisse First Boston, 2003 WL 22283835 (S.D. N.Y. Oct. 2, 2003).  The plaintiff moved for an order to compel the defendant to produce certain electronic documents in connection with the breach of contract action. The defendant countered with a motion for a protective order requiring the plaintiff to bear half the costs of producing the electronic documents. The documents at issue reside on optical disks and DLT tapes. Applying the Zubulake seven factor cost shifting test, the court found that cost shifting was not appropriate and ordered the defendant to bear its own costs in producing the electronic data. 

· Sanctions – when it comes to E-Discovery, actions taken to avoid discovery, such as spoliation, can lead to sanctions in the form of additional discovery costs, plus attorney fees assigned as remedy by the court, even absent a specific discovery order.  

Illinois Tool Works, Inc. v. Metro Mark Prod., Ltd., 43 F.Supp.2d. 951 (N.D. Ill. 1999). The court held that sanctions, in the form of attorney’s fees and additional discovery costs, against the defendant were warranted as a remedy for spoliation.
Lauren Corp. v. Century Geophysical Corp., 953 P.2d 200 (Colo. Ct. App. 1998). The court held, as a matter of first impression, that a trial court may impose attorney fees and costs as sanction for bad faith and willful destruction of evidence, even absent a specific discovery order.
· The court can also impose sanctions that compromise a party at trial, such as precluding evidence.

United States v. Philip Morris, 2004 WL 1627252 (D.D.C. 2004). After Philip Morris ignored the court’s document-preservation order for two years, choosing instead to follow its normal practice of deleting emails older than sixty days each month, the court imposed both a $2.5 million sanction and precluded any individual who had failed to comply with the order from testifying at trial.

· Failing to heed a discovery order can result in additional expenses, such as  requirements to print additional documents based solely on keyword searches.

In re Cheyenne Software, Inc. v. Securities Litig., 1997 WL 714891 (E.D.N.Y. Aug. 18, 1997). In a securities proceeding, the court imposed $15,000 in attorney’s fees and sanctions for failing to heed the court’s discovery order. The court also compelled the defendant to bear the cost of downloading and printing up to 10,000 pages of additional documents responsive to appropriate keyword searches requested by the plaintiff.

· Additional costs can be accrued if claims of retention practices regarding e-records do not match actual practice, as with email – having a policy of a two-week retention is only a valid excuse for avoiding discovery if, in fact, the organization is certain that this is what is actually practiced consistently.

• Invision Media Communications, Inc. v. Federal Ins. Co., 2004 WL 396037 (S.D.N.Y. Mar. 2, 2004).  In an action for breach of an insurance contract, the defendant moved to compel production of documents and requested monetary sanctions, contending that the plaintiff made false statements regarding the location and existence of its documents and destroyed evidence relevant to the lawsuit.  Among the documents requested by the defendant were email communications sent by the plaintiff. Specifically, the defendant sought “All electronic mail communications sent or received by the plaintiffs during August 2001, September 2001 and October 2001.” The plaintiff represented to the

defendant that the emails could not be produced because the plaintiff archived email on its servers for only a two week period. The court found these statements false because the plaintiff eventually disclosed the requested emails after further investigation. Accordingly, the court awarded the defendant costs and attorneys fees, noting that “[a] reasonable inquiry by the plaintiff’s counsel…would have alerted counsel that the plaintiff possessed electronic mail that fell within the scope of Federal’s document request…the plaintiff has disregarded its discovery obligations, made misleading statements regarding the existence and location of relevant evidence, and/or failed to

make reasonable inquiries into matters pertinent to the pretrial discovery phase of this litigation.”

______________________________________________________________________________

Appendix II.

Ten Steps To Successful Computer Based Discovery  

Excerpt from: Essentials Of Electronic Discovery: Planning And Conducting Electronic Discovery, 

by Joan Feldman, 2003

Although many lawyers ask for electronic evidence, they may not have had experience collecting and analyzing the data they seek. What follows is some practical advice on how to collect relevant data and assure it can be authenticated and admitted as evidence.

1. Send a preservation of evidence letter. It is critical to put all parties on notice as soon as possible, informing them that electronic evidence will be sought through discovery. A letter should identify as specifically as possible the types of information to be preserved. If necessary, obtain a protective order requiring all parties to preserve electronic evidence and set out specific protocols for doing so.

2. Include definitions, instructions, and specific questions about electronic evidence in written discovery.

3. Make clear that electronic documents, as well as paper, are being sought. Define documents as data compilations, electronic mail, and electronically stored data. 

4. Use a series of interrogatories to get an overview of the target computer system. 

5. If necessary, include a request for inspection to examine the computer system firsthand and retrieve any relevant data. 

6. Take a 30(b)(6) deposition of staff from the information systems department. This form of the custodial deposition may be the single best tool for discovering types of electronic information stored on the opponent's computer systems. Include questions about the specific hardware and software used and how data is used and stored. Be sure to include questions about backup procedures. Backup tapes can be an important source of historical information.

7. Collect backup tapes. Routine data backups, created to help companies recover from a disaster (system or natural disaster), are normally stored on high-capacity tapes. Backups are often created daily and or weekly. It's common for one backup set (such as data backed up on the last day of the month) to be pulled from rotation (i.e., not re-used or overwritten) and stored for one year. Using this backup schedule, a company would have twelve monthly backups on hand for the year. This is often enough data to provide a highly detailed picture of corporate activity.

8. Collect diskettes, Zip drives, and other removable media. It's essential to collect and examine all media with files created by key witnesses. Computer users often create ad hoc backups of files and e-mail. Users can keep such data sets indefinitely.

9. Ask every witness about computer usage. Each witness and his or her assistant(s) must be questioned about how they organize and store data on their computer. Perhaps the most overlooked source of electronic evidence is the witness's or assistant's home computer. Data can be transferred to and from the workplace via diskettes and portable media, or by logging onto the company network from home. Palmtop devices, another source of evidence, can allow users to make notes and use e-mail. Notebook computers, often shared among a number of users, can also be a rich source of evidence.

10. Make image copies. To capture residual data, an image copy of the target drive must be created. An image copy duplicates the disk surface sector by sector as opposed to a file-by-file copy, a process that does not capture residual data.

11. Residual data can be recovered from hard drives and floppy disks. Residual data includes deleted files, fragments of deleted files, and other data that is still extant on the disk surface. With computers, the term "deleted" does not mean destroyed. When a file is deleted, the computer makes the space occupied by that file available for new data. However, the bits and bytes of the file remain on the hard drive until they are overwritten by new data or wiped through the use of specialized software. If neither has occurred a deleted file may still be recovered from the disk surface.

12. Write-protect and virus check all media. Electronic media must first be write protected to maintain its integrity. This helps ensure the evidence is not altered or erased as it is gathered. All media should be checked with current virus software to keep evidence from being altered. [Note: Do NOT install virus software on a hard drive that is or will become evidence.] If a virus is detected, make a record of all information and notify the party producing the media. Do not take steps to clean the original media or this could change the evidence produced.

13. Preserve the chain of custody. Electronic evidence can be easily altered. Maintaining a clean chain of custody is critical. At a minimum, be prepared to assure that:

· No information has been added or changed; 

· A complete copy was made; 

· A reliable copying process was used; 

· All media was secured.

A reliable copy process has three characteristics:

· It must meet industry standards for quality and reliability; including image capture software and media. 

· The copies must meet the independent verification standard. In other words, their expert must be able to read and verify your expert's copy. 

· The copies created must be tamper proof. 

14. Hire an expert. An expert will help fine-tune discovery and maximize the amount of relevant data that is recovered, while minimizing the total amount of data reviewed. The expert can also provide resources for copying and examining data. Restoring backup tapes and image copies often exceeds the technical talent and system resources of clients and lawyers.

Direct forensic examination of data, tape restoration, and copying or printing services can range from $150 to $375 per hour.

Experienced experts can help draft deposition outlines, sit in on depositions, help educate the court or discovery magistrates, and help parties prepare stipulations for protocol and cost sharing. Rates for these services can range from $375 to $600 per hour.

15.
The goal of computer-based discovery is to find useful information and collect it in a manner that assures it can be admitted into evidence. While technology will undoubtedly continue to change, these basic techniques for collecting electronic evidence should continue to prove effective.

Appendix III.

Background on Discovery 

The Rules of Discovery as a practice in law were established by the Rules Enabling Act of 1934 (codified as amended at 28 U.S.C. § 2072 (1994) legislation that established the present system of judicially drafted federal court rules, which are then presented to Congress.  This law established the Federal Rules of Civil Procedure (FRCP).  As one judge put it nearly four decades after the enactment of the FRCP, the parties, the court, and ultimately the public would all benefit from an approach where facts were fully disclosed in advance of trial, to the extent practicable. U.S. v. International Business Machines Corp., 68 F.R.D. 315 (S.D.N.Y. 1975).
  Changes have been made to the FRCP in the 1970s, 1980s and in the 90s, and most recently in 2000.  While opinions vary, the rule as been that discovery is intended to: 

restrict the pleadings to the task of general notice-giving and invest the deposition-discovery process with a vital role in the preparation for trial. The various instruments of discovery now serve (1) as a device, along with the pre-trial hearing under Rule 16, to narrow and clarify the basic issues between the parties, and (2) as a device for ascertaining the facts, or information as to the existence or whereabouts of facts, relative to those issues. Thus civil trials in the federal courts no longer need be carried on in the dark. The way is now clear, consistent with recognized privileges, for the parties to obtain the fullest possible knowledge of the issues and facts before trial.  Hickman v. Taylor, 329 U.S. 495 (1947)

However, a debate is stirring once again, according to Tonsing.  Its focus is “on the central question regarding discovery: [a]re disclosure and discovery providing the information to which litigants are rightfully entitled without requiring production of an unacceptable amount of information that is too extraneous, disproportionately expensive to produce, private or privileged, or otherwise deserving of protection on public policy grounds?”  In Mr. Tonsing’s opinion, as an attorney and an author of a monthly column on technology for The Federal Lawyer, the magazine of the Federal Bar Association:

In most cases...the existing rules more than suffice, even without judicial intervention. If this is so, and I believe that it is, it also follows (again supported by sixty-plus years of historical experience) that zealous rulemaking and macro-discovery-reform will not appreciably improve the overall current situation.  Good judging will.  The one exception to my bottom line opinion is . . . e-discovery. For, unlike all other fields of discovery, which have been plowed repeatedly, this one area represents relatively unplowed ground that is currently still rocky.

Appendix IV.

The Sedona Principles for Electronic Document Production 
http://www.thesedonaconference.org/miscFiles/SedonaPrinciples200401
1. 
Electronic data and documents are potentially discoverable under Fed. R. Civ. P. 34 or its state law equivalents. Organizations must properly preserve electronic data and documents that can reasonably be anticipated to be relevant to litigation.

2. 
When balancing the cost, burden, and need for electronic data and documents, courts and parties should  apply the balancing standard embodied in Fed. R. Civ. P. 26(b)(2) and its state law equivalents, which require considering the technological feasibility and realistic costs of preserving, retrieving, producing, and reviewing electronic data, as well as the nature of the litigation and the amount in controversy.

3. 
Parties should confer early in discovery regarding the preservation and production of electronic data and documents when these matters are at issue in the litigation, and seek to agree on the scope of each party’s rights and responsibilities.

4. 
Discovery requests should make as clear as possible what electronic documents and data are being asked for, while responses and objections to discovery should disclose the scope and limits of what is being produced.

5. 
The obligation to preserve electronic data and documents requires reasonable and good faith efforts to retain information that may be relevant to pending or threatened litigation. However, it is unreasonable to expect parties to take every conceivable step to preserve all potentially relevant data.

6.
 Responding parties are best situated to evaluate the procedures, methodologies, and technologies appropriate for preserving and producing their own electronic data and documents. 

7. 
The requesting party has the burden on a motion to compel to show that the responding party’s steps to preserve and produce relevant electronic data and documents were inadequate.

8. 
The primary source of electronic data and documents for production should be active data and information purposely stored in a manner that anticipates future business use and permits efficient searching and retrieval. Resort to disaster recovery backup tapes and other sources of data and documents requires the requesting party to demonstrate need and relevance that outweigh the cost, burden, and disruption of retrieving and processing the data from such sources.

9. 
Absent a showing of special need and relevance a responding party should not be required to preserve, review, or produce deleted, shadowed, fragmented, or residual data or documents.

10. 
A responding party should follow reasonable procedures to protect privileges and objections to production of electronic data and documents.

11. 
A responding party may satisfy its good faith obligation to preserve and produce potentially responsive electronic data and documents by using electronic tools and processes, such as data sampling, searching, or the use of selection criteria, to identify data most likely to contain responsive information.

12.
 Unless it is material to resolving the dispute, there is no obligation to preserve and produce metadata absent agreement of the parties or order of the court.

13. 
Absent a specific objection, agreement of the parties or order of the court, the reasonable costs of retrieving and reviewing electronic information for production should be borne by the responding party, unless the information sought is not reasonably available to the responding party in the ordinary course of business. If the data or formatting of the information sought is not reasonably available to the responding party in the ordinary course of business, then, absent special circumstances, the costs of retrieving and reviewing such electronic information should be shifted to the requesting party.

14.
Sanctions, including spoliation findings, should only be considered by the court if, upon a showing of a clear duty to preserve, the court finds that there was an intentional or reckless failure to preserve and produce relevant electronic data and that there is a reasonable probability that the loss of the evidence has materially prejudiced the adverse party.
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TOP TEN TIPS FOR EFFECTIVE ELECTRONIC DATA MANAGEMENT


Kroll Ontrack has created the following ten tips that should be considered when developing and maintaining rules for electronic record retention:


Make electronic data management a business initiative, supported by corporate leadership. 


Keep records of all types of hardware/software in use and the locations of all electronic data. 


Create a document review, retention, and destruction policy, which includes consideration of: backup and archival procedures, any online storage repositories, record custodians, and a destroyed documents "log book." 


Create an employee technology use program, including procedures for: written communication protocols, data security, employee electronic data storage, and employee termination/transfer. 


Clearly document all company data retention polices. 


Document all ways in which data can be transferred to/from the company. 


Regularly train employees on your data retention policies. 


Implement a litigation response team, comprised of outside counsel, corporate counsel, human resources department, business line managers, and IT staff, that can quickly alter any document destruction policy. 


Be aware of electronic "footprints" - delete does not always mean delete, and metadata is a fertile source of information and evidence. 


Cease document destruction policies at first notice of suit or reasonable anticipation of suit. 


On a final note, make a practice of conducting routine audits of policies and enforcing violations.





This document is neither designed nor intended to provide legal or other professional advice but is intended merely to be a starting point for research and information on the subject of electronic evidence. While every attempt has been made to ensure accuracy of this information, no responsibility can be accepted for errors or omissions. Recipients of information or services provided by Kroll Ontrack shall maintain full, professional, and direct responsibility to their clients for any information or services rendered by Kroll Ontrack.
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