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1. Introduction
1.1  Purpose & Scope

The purpose of this document is to describe ITD’s Service offerings for Dedicated Distributed Hosting Services.  

1.2  Document Ownership
This document is owned by the Product Managers for Midrange Hosting Services:

John Kratman

john.kratman@state.ma.us
ITD Linux Hosting Services

William Legare
william.legare@state.ma.us
ITD Windows Hosting Services
TBD 
ITD AIX/Unix Hosting Services
This document is reviewed and approved by the Line of Business Director for ITD Hosting Services:

Del Dickinson

del.dickinson@state.ma.us
ITD Hosting Services Line of Business

2 Service Offerings
2.1 Description of Service
The Information Technology Division (ITD) provides reliable and secure centrally managed Dedicated Distributed Hosting Services for Commonwealth Applications.  This service offers fully managed services for the system administration of HPUX, AIX, Linux and Microsoft Windows operating system platforms and the associated hardware platforms on which they are installed.
Customers will pay the initial infrastructure (hardware and software) costs for ITD to procure the necessary equipment to host a customer’s dedicated distributed system.  These costs are included in the BAR (Business Application Request form) and identified as “one time” costs and agreed to by both the customer and ITD. 

The Dedicated Distributed Hosting Service includes:
Facilities Management

· Physical security, cooling, environment and redundant power

· Secured customer access is available during service hours (all visitors are escorted).

Systems Engineering

· Set-up of hardware and software in accordance with ITD Infrastructure Planning Group standards and best practices and Commonwealth of Massachusetts IT Technology and Security policies 

· Evaluate and/or recommend hardware and software enhancements

· Upgrades of service components
Systems Maintenance

· Administration and maintenance of servers to ensure that each hosted operating system server is reliable, is performing adequately, and is providing overall service availability 

· Utilization of vendor operating system subscription services for maintaining servers at recommended patch and release levels following standard change management procedures
· Maintain current inventory/asset information and support history for each managed host that can be made available to customers

· Standard capacity and performance analysis reporting capabilities for customers to review utilization, performance and trending information for CPU, system processes (as defined by customer), memory, and storage

· Systems engineer’s participation as needed in ongoing customer service delivery reviews (coordinated by ITD Service Account Managers). 
Routine Software Audit Services:

· Software vendors who conduct business with the Commonwealth of Massachusetts contractually reserve the right to conduct periodic software audits on ITD managed hosts.  ITD will collaborate with our customers and their vendors to complete audits for which the customer does not have the appropriate access to conduct the audit independently.  These audits are executed to confirm compliance based on terms of software license agreements ITD and/or its customers have with these software vendors. 
Systems Support & Monitoring

· 24 x 7 proactive monitoring, identification, and resolution of technical issues for hosted servers

· Ongoing security intrusion testing and monitoring

· Responsive support to incidents based on the prioritization set by severity levels

· Responsive support to unscheduled service outages in a timely manner

· Provision of diagnostic information to assist with customer application support needs

· In case of systems failure or systems data loss or corruption onsite recovery of prior end-of-day system level configuration and locally stored data

· Repair or replacement failing hardware components. 
· Access to technical Change Control information

REFRESH POLICY:

When a customer agrees to fully managed hosting services at ITD, ITD commits to maintaining infrastructure per defined service level objectives.  For purchased (non-leased) equipment ITD will fund the equivalent replacement of customer-specific hosted hardware that costs $25,000/per item or more, within five years. ITD does not incorporate into chargeback rates the funding to replace customer-specific hosted infrastructure components that cost less than $25,000/per item. As such customers are responsible to fund replacement of such infrastructure. Additionally maintenance costs that are incurred for supporting end-of-life customer-specific hosted infrastructure or upgrading software that is not covered by subscription may be direct charged to customers.
This service does not include coverage for Disaster Recovery. This can be procured separately. 
2.2 Supported Versions of Service Components
Linux

The following Linux Operating Systems are supported on Intel platform:

· Redhat AS3

· Redhat AS4

· Redhat AS5 

The following platforms are supported by ITD for Linux Operating Systems:

· IBM Blade Servers
· IBM xSeries rack mounted servers

· Hewlett Packard DL series rack mounted servers
UNIX
The following Unix Operating Systems are supported:

· HPUX 11.11

· HPUX 11.23

· AIX 5.3
The following hardware platforms are supported by ITD for Unix Hosting Services:

· IBM Series
· HP 9000 series servers including Superdome

Windows
The following Windows Operating Systems are supported on Intel platform (physical and virtual):

· Windows 2003 Server SP2 x86 32 bit and 64 bit

· Windows 2008 Server
The following platforms are supported by ITD for Windows Hosting Services:

· IBM Blade servers

· IBM xSeries rack mounted servers

· Hewlett Packard DL series rack mounted servers
2.3 Service Targets

	Service Requirement
	Description

	Infrastructure Component Availability
	Each server is targeted to be available 24x7 excluding planned maintenance and unplanned outages.

	Planned Maintenance
	Requires a weekly 1-2 hour window between 7:00 – 5:00 Monday - Friday excluding holidays.  Ad-hoc maintenance is scheduled through change control and customers are notified through part of the change control process.

	Request Fulfillment*
	Staff will respond to service requests during the hours of 7:00 am - 5:00 pm Monday through Friday excluding holidays.  Customers can make requests through E2E. 

Emergency requests are approved by authorized customer contacts and must be opened as incidents to ensure they are acted on immediately out of normal business hours. 

	Incident Management*
	ITD Service Management Office has standard processes to manage incidents, requests, or changes.

	Replacement of Failed Components
	ITD contracts with hardware vendors to provide on-site "best effort" four hour response.


*Incidents, requests, or changes that are outside the scope of the defined service description or normal service hours will be direct charged to the customer.

Note: System availability for a customer solution is dependent on the architecture design.

2.4 Service Reporting 

The following reporting information is provided to customers as part of this service:
	Report
	Description
	Reporting Interval

	Job Success/Failure Reports
	A summary of successful and unsuccessful batch jobs, by server.
	Cybermation

On request through CommonHelp 

	System Resource Utilization
	By server, a detailed report of:

· CPU utilization 

· Memory utilization 

· Disk utilization
	HP Open View

On request through CommonHelp

	Operating System Log File Report
	A report by server of operating system log information.
	On request through the Intel Team 

	System Refresh/Recycle/ Restart Report
	A report identifying the number of system refreshes/ recycles/restarts by server.
	HP Open View

On request through CommonHelp


2.5 Service Requests

	E2E Requests
	Description

 
	Lead Time-Business Days

	New MMIS Specific Request
	This request is used exclusively for a new MMIS request. 
	1-15 Days 

	Software Change, Minor (File system access, software update, dynamic configuration)
	This request is used if a new OS software or component needs to be loaded.

 
	1-15 Days  

	New User ID/Password Delete/Change

 
	This request is used if a user ID, group or access rights need to be added, deleted or changed.
	1-15 Days

	Hardware Change (add memory, upgrade NIC, add network or local storage) 
	This request is used if new OS software or component needs to be loaded.
	1-15 Days

	Reboot Server
	This request is to take down and restart server. 
	1-15 Days


Requests related to projects are initiated through the Request Project Services process.

3 Customer vs. ITD Responsibilities

This section describes scope of responsibility for both customers and ITD in relation to providing the defined service. This section will be included in a customer Service Level Objective (SLO).
Service Management Responsibilities that are common across many ITD Services e.g. Facilities Management, Incident Management,  Change Control, are described in the “Service Management Services Guide” (to be defined). 

3.1 Summary of Customer Responsibilities

Customer responsibilities include but are not limited to:

The customer will identify and apply customer application patches and configuration modifications develop standards for and coordination of the move of code into production through the Change Management process, define job schedules and resolve conflicts in the job cycle.  In addition, the customer will use capacity planning and management tools, recommend corrective action when needed, develop growth forecasts and develop capacity plans based on ensuring service level attainment.

3.2 Detail of Customer vs. ITD Responsibilities

3.2.1 Server Infrastructure

Server Infrastructure defines a stable server environment in support of delivering customer business applications. Server Infrastructure is constituted of hardware, operating systems and utilities used in the management of customer business services and user data. 

	Responsibilities
	Customer  
	ITD

	Define supported server infrastructure technologies and standards
	
	X

	Define supported vendor infrastructure products and standards
	
	X

	Publish change request procedures and lead-times for customer to follow for routine server and operating system service requests (e.g. patch, new VeriSign certificate)
	
	X

	Provide architectural, physical and logical drawings to ITD upon request
	X
	


3.2.2 Server Administration

Server Administration provides support for the base operating system configuration and associated file systems, all installed vendor software such as application server software; log files, processes, problem determination, problem resolution, fix installation, administration tools, utilities, security and hardware.

	Responsibilities
	Customer  
	ITD

	Install server operating system, system management software and vendor software and utilities as specified by Change Management process
	
	X

	Manage the server infrastructure configuration via Change Management process:

Initial server configuration

Modify configuration files

Document system configuration

Control access to system configuration files
	
	X

	Manage server infrastructure systems via Change Management process:

Create, maintain and delete volumes and directory structures

Modify file system sizes

Verify mount point availability

Repair defective file systems

Modify file system permissions
	
	X

	Support and install major (new version) operating system as required by customer in a mutually agreeable time frame 
	
	X

	Use HPOV agent to monitor critical OS log files (including memory, CPU and disk space utilization) and generate an alert should they grow over a certain size 
	
	X

	Identify server infrastructure patches and configuration modifications
	
	X

	Report emergency fixes that have been implemented in the server environment to customer 
	
	X

	Identify customer application patches and configuration modifications
	X
	

	Request vendor technical support for all vendor provided software
	
	X

	Apply operating system patch updates via Change Management process
	
	X

	Apply customer application software patch updates via Change Management process
	X
	

	Maintain server hardware and software configuration information
	
	X

	Manage Operating System security via Change Management process:

· Enable server passwords for connecting with other servers

· Synchronize security information among servers

· Create and modify system login/logon scripts

· Assign local account, workgroup, and print managers
	
	X

	Provide diagnostic and problem analysis for high availability clusters
	
	X

	Provide diagnostics, problem analysis, administration and support for server infrastructure
	
	X

	Maintain a standard operation procedures manual which describes all standards and processes ITD follows in relation to hosting services administration
	
	X


3.2.3 Server Operations

Server Operations provide on-site system console monitoring and first level incident determination and resolution for server hardware and operating system software on a 24x7x52 basis.

	Responsibilities
	Customer
	ITD

	Provide first level support for server operating system, proprietary software, system management software and operating system utilities, including release upgrades
	
	X

	Monitor status of system processes as defined by customer
	
	X

	Develop and document standards and acceptance criteria to promote applications from development and/or test into production.
	X
	

	Coordinate activities for moving code from development and/or test environments to production via Change Management process
	X
	

	Execute activities to support releases to production via Change management process (outside of Middleware and Database Management)
	
	X


3.2.4 Batch Job Control

Batch Job Control includes controlling production batch work including the scheduling of resources, the processing of data and transactions and the monitoring of all jobs for successful completion within the computing environment and alerting customer as required.

	Responsibilities
	Customer
	ITD

	Implement and Maintain Batch Job Scheduler in QA and Production environments
	
	X

	Define job schedules with dependencies
	X
	

	Administer and maintain an automated production scheduling system 
	
	X

	Implement job schedules 
	
	X

	· Monitor batch jobs and alert customer per instruction:

· Monitor production schedule cycles

· Monitor production schedule batch jobs

· Invoke  customer -provided resolution and restart procedures in case of failures in the batch jobs

· Notify the designated customer contact of delays in batch schedule processing per Problem Management process
	
	X

	Identify scheduling conflicts in the production schedule cycles
	
	X

	Resolve and track scheduling conflicts in the production schedule cycles
	X
	

	Schedule on-request batch jobs that require immediate execution 
	
	X

	Provide daily job success/failure reports
	
	X

	Suggest and implement batch job control improvements
	X
	X


3.2.5 Server Monitoring and Fault Management

Server Monitoring and Fault Management provides 24x7x52 support for the fault management of the customer’s servers in the ITD data center by performing monitoring, troubleshooting and testing activities necessary to restore any disruption to server services.

	Responsibilities
	Customer
	ITD

	Define requirements for business services monitoring
	X
	

	Procure, assess, select and implement HP-OV monitoring tools
	
	X

	Monitor managed server hardware and software environment on a 24x7x365 basis
	
	X

	Monitor and respond to application alerts and events per incident management process
	X
	X

	Monitor and respond to system alerts and events per incident management process
	
	X

	Monitor and respond to hardware alerts and events per incident management process
	
	X


3.2.6 Server Performance and Capacity Management

Server Performance Management includes monitoring, measuring, analyzing and reporting systems performance.  Server Capacity Management includes the development and maintenance of tactical and strategic plans to verify that the computing environments meet customer’s growing or changing business requirements.

	Responsibilities
	Customer  
	ITD

	Provide Customer deployment plans and user growth forecasts
	X
	

	Define requirements for performance/capacity planning monitoring tools 
	X
	

	Implement and maintain tools for performance/capacity planning and management 
	
	X

	Define performance indicators and establish thresholds to monitor server performance against indicators
	X
	

	Communicate Future Architecture Strategy and impact on Capacity Planning
	X
	

	Provide analysis and report on server performance trends and exceptions
	X
	

	Recommend corrective action to resolve system performance and capacity problems
	X
	X

	Implement corrective actions approved by the Change Management process
	
	X

	Monitor and document servers’ current capacity baselines for determining future capacity requirements
	
	X

	Provide analysis of server capacity trends (CPU, Memory, Disk)
	X
	X

	Recommend server resource utilization alternatives
	X
	X

	Recommend server configuration changes to optimize utilization of assets
	X
	X

	Identify requirements and provide recommendations for additional system capacity to ensure service level attainment
	X
	

	Provide server resource planning/balancing
	
	X

	Provide forecasting of server resource utilization
	
	X

	Provide server modeling and benchmarking
	
	X

	Recommend server hardware upgrades and refreshes
	
	X

	Recommend addition of physical resources (cpu, memory or disk space) 
	
	X


3.2.7 Server Hardware Maintenance

Server Hardware Maintenance includes preventative hardware support, repair and/or replacement activities for server components. Standard maintenance will be performed during a standard maintenance window agreed to by ITD and the customer. Emergency maintenance may be performed during a nonstandard maintenance window at a time approved by ITD and the customer.

	Responsibilities
	Customer  
	ITD

	Implement hardware maintenance services procedures, including the criteria for deploying hardware maintenance personnel
	
	X

	Coordinate and schedule maintenance activities with customer Change Management process
	X
	X

	Provide corrective maintenance and repair for field replaceable parts on a 24x7x365 basis
	
	X

	Reinstall operating systems and proprietary software as required, or as a result of a hardware failure on a 24x7x365 basis (as mutually agreed)
	
	X

	Dispatch hardware maintenance service personnel/technicians in accordance with established Problem Management process
	
	X

	For all new servers to be implemented, or servers which need to be rebuilt (as approved via the Change Management process), ITD will be responsible for installing the OS software and customer applications to the latest stable build.  
	
	X

	Coordinate warranty/repair service with appropriate equipment manufacturer 
	
	X

	Update the status of hardware maintenance service requests per Problem Management process 
	
	X

	In the event of an application failure or hardware failure to a CUSTOMER server, a technician will be available 24x7x365 to troubleshoot or rebuild
	
	X

	Provide support assistance to ITD upon request in resolving hardware maintenance issues
	X
	


3.2.8 Server Access Rights and Control

Server Access Rights and Control describes the authority granted to ITD to use server management and performance/capacity tools.

	Responsibilities
	Customer
	ITD

	Maintain tools for remote management and alert monitoring 
	
	X

	Provide customer access to server management and alert monitoring tools 
	
	X

	Provide customer appropriate access to servers for performance and capacity planning and management
	
	X


4. Chargeback Rate Information

For information on FY11 chargeback rates and cost detail costs please visit Distributed Hosting . For more information on Chargeback, including an overview of the program as well as current and previous fiscal year rates, please visit our Chargeback Services webpage.

Download a complete listing of all chargeback rates [image: image1.png]
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