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In Your Inbox

Internal Controls for Public Works Departments

Introduc�on

Ci�es and towns task their public works departments (DPW) with a range of cri�cal func�ons such as road 
and sidewalk repair and maintenance, water and sewer services, and trash, recycling, or yard waste 
services. To carry out these func�ons, DPWs have significant technical and labor-intensive responsibili�es 
and must be granted the financial resources to match. Proper oversight of your municipality’s DPW is 
necessary to protect public assets and safeguard the opera�onal capacity of infrastructure that is vital to 
the local economy, public health, and basic standards of living.  

Does Your DPW Have Effec�ve Policies and Controls? 

With so many essen�al and o�en urgent tasks to complete, it is not surprising that ci�es and towns may 
not priori�ze assessing whether sufficient internal controls are in place in their DPW. But weak internal 
controls, such as outdated (or nonexistent) policies, invite poten�al fraud, waste, and abuse of public 
resources. Specific risks include over�me abuse, misuse of public vehicles and facili�es, or employees 
selling le�over materials for personal gain.1 These wrongdoings can add up to substan�al costs for a 
municipality and can also reduce the lifespan of public assets and infrastructure. 

In response to these risks, the OIG recommends that municipal DPWs priori�ze, adopt, and regularly 
review internal controls to reduce fraud, waste, and abuse. Effec�ve controls, such as clear and 
comprehensive policies, help to protect public resources and send the message that your city or town is 
serious about its responsibility to prudently use its DPW assets.   

What You Can Do 

1. Conduct a comprehensive internal control and policy review. Review your exis�ng internal control plan 
to iden�fy policies and other controls that need to be added or updated. Treat the review as an 
opportunity to evaluate whether your DPW staff members understand and follow the policies already 
in place. 

1 Recent OIG inves�ga�ons into fraud, waste, and abuse at DPWs found improper �mekeeping prac�ces and surplus disposal 
prac�ces, among other issues. 
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https://www.mass.gov/doc/town-of-barre-department-of-public-works-lack-of-timekeeping-controls/download
https://www.mass.gov/doc/a-review-of-the-town-of-abingtons-department-of-public-works/download
https://www.mass.gov/doc/a-review-of-the-town-of-abingtons-department-of-public-works/download
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2. Create, maintain, and monitor a list of DPW assets and inventory. Use an electronic database to list DPW 
assets and inventory items that are kept “in stock,” such as equipment parts, paint, and other DPW 
consumables. A comprehensive management system allows you to be�er handle budgetary and 
procurement func�ons while mi�ga�ng the risk of loss or abuse of public property. Review and update the 
list at least annually.

3. Create or update a policy prohibi�ng the personal use of DPW facili�es, equipment, or other property. The 
personal use of public property violates Chapter 268A of the Massachuse�s General Laws, the conflict-of-
interest law. DPW internal policies should prohibit the personal use of DPW-owned property and facili�es. 

4. Create or update a policy prohibi�ng the use of DPW facili�es and equipment for the repair of personal 
vehicles. Allowing DPW or other municipal staff to use DPW facili�es and equipment to repair personal 
vehicles is a misuse of public property that raises concerns under Chapter 268A. Internal policies should 
prohibit this prac�ce. 

5. Create or update a policy on handling cash. Properly managing cash transac�ons is a difficult proposi�on, 
but you can reduce risks by increasing non-cash payment methods, crea�ng and improving cash transac�on 
records, and regularly assessing where and how cash transac�ons occur.2

6. Align DPW policies with municipal policies. If a separate commission or board governs the DPW, ensure that 
the DPW and its employees comply with all municipal policies and procedures.     

7. Follow public procurement requirements. Confirm that your staff members understand the procurement 
and construc�on bid laws that they must follow. This includes Sec�on 15 of Chapter 30B (the Uniform 
Procurement Act), which outlines the processes necessary to dispose of surplus materials such as re�red 
assets, unused inventory, or scrap metal.

8. Maintain an effec�ve �mekeeping system. Track scheduled work hours and document any over�me, 
compensatory �me, or other compensa�on due to employees. No public employee should be paid for �me 
that is not tracked, accounted for, and approved by appropriate management. Ensure that you have clearly 
wri�en defini�ons of the various types of �me categories and the procedures for earning and using such 
�me.

9. Ensure adequate security at DPW facili�es. To protect valuable public property and equipment, an internal 
control plan should outline appropriate physical and electronic security measures to implement at DPW 
facili�es.

10. Hold annual fraud awareness training for DPW staff. Annual training helps remind staff of their 
responsibili�es in ac�ng as proper stewards of public assets and property.

11. Post OIG hotline informa�on. Ensure that contact informa�on for the OIG Fraud Hotline is available in DPW 
facili�es and in other municipal loca�ons.

2 See the OIG’s September In Your Inbox for addi�onal informa�on concerning cash handling. 

https://www.mass.gov/doc/municipalities-can-mitigate-risks-of-accepting-cash-oig-in-your-inbox/download
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Establishing opera�onal controls and policies within your DPW and other departments is founda�onal to 
your responsibility as a municipal leader to effec�vely manage public assets. 

The OIG periodically issues OIG In Your Inbox: Insights, Advisories and Alerts as a way to succinctly share 
�mely topics with key stakeholders, most notably the leaders within the Commonwealth’s 351 local 
communi�es. The OIG hopes that OIG In Your Inbox: Insights, Advisories and Alerts will prompt dialogue 
and needed ac�on on ma�ers important to public en��es. 

http://www.mass.gov/ig
https://www.linkedin.com/company/office-of-the-inspector-general/
https://twitter.com/MassOIG

