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1.0 Off-site Media Storage Disaster Recovery

1.1 Off-site Media Storage Disaster Recovery Description

The Commonwealth of Massachusetts, Department of Youth Services has defined the following disaster recovery procedure for off-site Media Storage to be instituted by all IT Staff throughout the agency.

1.2 Off-site Media Storage Disaster Recovery Procedures

The Department of Youth Services has defined the following procedure to be used for Of-site Media Storage.  

There are two types of facilities that are encompassed by this procedure, the main DYS facility in Boston located at Wormwood Street and the other regional facilities for DYS.

1.2.1 Wormwood Facilities

The Wormwood Facilities have several servers that are located within the server room.  These servers provide file, print, logon and Intranet services for DYS end users.  The following procedure is used to locate media off-site so that the facility can recover due to a facility outage.  This rotation will keep two tapes off-site at all times in the event of a facility outage.

1. On the morning after a complete system backup from the servers in the facility, the administrator will remove the tape from the tape drive and will insert the next day’s tape.

2. The administrator will collect the backup tapes and move them to their desk.  These tapes will be taken home that night.

3. The tapes from two nights previous for the servers that were taken home will be returned to the backup rotation.

All tapes will be stored in a cool and dry location away from any magnetic field generating devices.  

All tapes will be labeled with the rotation and day of the week.

1.2.2 Regional Facilities

The regional facilities house a file server that is shared by all users at that location.  This server provides file and print services to the end users.  The following procedure is used to locate media off-site so that the facility can recover due to a facility outage.

1. On Monday morning after a complete system backup from the server in the facility, the local area IT person will remove the tape from the tape drive and will insert the next day’s tape.

2. The administrator will place the tape in an envelope and mail the tape to the Wormwood facility at the following address.

Carol MacFarland

Department of Youth Services

27-34 Wormwood Street

Boston, MA 02109

3. The tape from two weeks prior will be mailed back to the local area IT person.  This person will place the tape back into the normal rotation.

4. Carol will receive the tape and place it in the fireproof safe located in the server room at the Wormwood facility.  Two tapes for each facility will be kept and rotated on a weekly basis, so that there will be two backups available in case of a regional facility outage.  She will also log the tape into the backup log and rotation schedule that is kept for all facilities.
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