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1.0 Router & Communication Equipment Disaster Recovery

1.1 Router & Communication Equipment Disaster Recovery Description

The Commonwealth of Massachusetts, Department of Youth Services has defined the following disaster recovery procedure for Router & Communication Equipment to be instituted by all IT Staff throughout the agency.

1.2 Router & Communication Equipment Disaster Recovery Procedure Steps

The Department of Youth Services has defined the following procedures for the recovery of communication equipment (switches and hubs) and routers.

1.2.1 Router Equipment

The Department of Youth Services has several routers installed in various facilities.  The Commonwealth of Massachusetts, Information Technology Division, maintains these routers.  If the routers installed in the 13 regional facilities fail for any reason, then the following procedure will be used.

1. A call will be made to Common Help to report the problem.

2. Common Help will contact the appropriate ITD personnel who will respond to the problem.

3. The ITD personnel will contact DYS IT personnel to work on the issue.

1.2.2 Communication Equipment

Communication equipment is defined as the Ethernet switches and hubs that are installed in the 13 regional facilities.  Some of these switches are IP managed devices while others are non-managed.

If the devices can be managed, then all attempts will be made to determine what the problem they are having remotely.

If the device is down or the device cannot be managed, then the DYS IT staff will work with personnel at the various regional facilities to determine what the problem is.  

If the device is clearly not working, then a site visit will be made by the DYS IT personnel to determine the course of action.  The vendor that provides support for these devices will also be contacted if the device needs to be replaced.

Once the course of action is determined and the device is fixed or replaced, then the connectivity to the network will be restored.
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