Server Disaster Recovery

Prepared by ePresence 


Prepared by ePresence 

Server Disaster Recovery

1.0 Server Disaster Recovery

1.1 Server Disaster Recovery Description

The Commonwealth of Massachusetts, Department of Youth Services has defined the following disaster recovery procedures for servers to be instituted by all IT Staff throughout the agency.

1.2 Server Disaster Recovery Purpose

The purpose of this document is to explain the disaster recovery process used by all DYS IT personnel to effectively recover a server in the event that a disaster or business interruption should occur.

There are several critical processes or items that need to take place regarding disaster recovery of a Windows 2000 server.  These critical processes or items are the following:

· Related to server backup:

· Creation of an emergency repair diskette

· Backup the system state data

· Creating a server emergency boot disk

· Scheduling backups on the server to occur every night

· Creating verified backups of media

· Backup plan items

· Documented server configuration

· Related to server restoration:

· Having the operating system release media

· Having access to operating system updates available (via CD or Internet)

· Service packs

· Hot fixes

· Security patches

· Having at least two verified backups 

· Having an emergency repair disk that is current

· Having a server emergency boot disk

· Fully documented backup and recovery plan

· Documented server configuration

Without the completion of the above items, a server recovery can occur but the effectiveness of the recovery will be in question.

The purpose of this document is, therefore, to provide the required procedure to prepare the servers in the event of a business interrupt, as well as a procedure to recover the servers in the event of a business interruption.

1.2.1 Active Directory Tombstone Life

It is critical to mention Active Directory Tombstone Life.  The Active Directory Tombstone Life is the length of time that deleted objects are maintained in Active Directory before the system permanently removes them.  The default option for the Active Directory Tombstone Life is 60 days.

The reason this is critical is that if the tape is older than the Tombstone Life, the restore API’s will reject all data as out of date.  In this case the server will not restore the data.  It is important to have good and current backups of the file server data to prevent this from happening.

1.3 Creation of an Emergency Repair Disk

The following procedure should be used to create an emergency repair diskette to be used with the current Windows 2000 server.  It is critical to mention that an emergency repair diskette is specific to the platform that you are using, as well as the server that is being backed up.

You should always have at least one emergency repair disk per server.

Please use the following procedure to create the emergency repair disk:

1. Logon to the server as a domain administrator or server administrator.

2. Select Start, Programs, Accessories, System Tools, Backup.

3. The Windows 2000 Backup program will launch.

4. The “Welcome to the Windows 2000 Backup and Recovery Tools” screen will appear.

5. Click the “Emergency Repair Disk” option.

6. Insert a blank and formatted diskette into the floppy diskette drive.

7. Check the “Also backup the registry to the repair directory” checkbox.  This will backup the registry to a location on the hard drive so if the registry becomes corrupted, it can be recovered. 

8. Click “OK” to create the emergency repair diskette.

9. You will receive a message stating that the repair diskette was created successfully. 

10. Click OK to exit to the backup menu.

11. Click the “X” in the upper right hand corner of the backup program window to close out of the Microsoft Backup Utility.

1.4 Backing up the System State Data

The following section details the necessary steps to back up the current system state data of the Windows 2000 Server operating system.

Please use the following procedure to backup the system state information:

1. Logon to the server as a domain administrator or server administrator.

2. Select Start, Programs, Accessories, System Tools, Backup.

3. The Windows 2000 Backup program will launch.

4. The “Welcome to the Windows 2000 Backup and Recovery Tools” screen will appear.

5. Click the “Backup Wizard” option.

6. The Backup Wizard will launch with a “Welcome to the Windows 2000 Backup and Recovery Tools” screen.  Click the “Next” button.

7. Select the “Only back up the System State data” option.  Click the “Next” button.

8. Select the media type and click the “Next” button.  To backup to a file, select File from the Backup Media Type field and enter a filename.  Label the file something appropriate like ServerNameSystemStateData-Date.bkf.
Note: Do not backup the system state data to a floppy diskette, as the size of the system state data is greater than 50 MB.
9. The “Completing the Backup Wizard” screen will appear.  Click Finish.

10. The Backup program will start and will backup the system state data of the server.

11. You will receive a message that the Backup is complete.  Click the “Report” button to view the report of the backup.  You can then print or save it.

12. Click the “Close” button to close out of the backup job.

13. You will exit back to the Backup welcome screen.

14. Click the “X” in the upper right hand corner to close the Backup program.

15. If you backed up the system state data to tape media, remove the tape from the tape drive, label the tape appropriately and place the tape in a safe place.

16. If you backed up the system state data to a file on the local hard drive, you can copy that file to another file location or burn the file to a CD for later use.

1.5 Creating a Windows 2000 Server Boot Floppy

The following section describes how to create a Windows 2000 server boot floppy.  This floppy diskette is useful when booting a server that has been software mirrored or has a corrupted Master Boot Record.

The following procedure should be used to create the diskette:

1. Format a floppy diskette (with Windows 2000 only)

a. Open a command prompt

b. At the command prompt, type format a: and press the enter key.

c. If asked to format another diskette, press “N” for no.

2. Copy the “ntldr” file from the root of the C: drive to the floppy diskette.

3. Rename this file SETUPLDR.BIN

4. Copy the boot.ini and ntdetect.com from the root of the C: drive to the floppy drive.

5. Test your boot floppy diskette.

1.6 Scheduling Backups on the Servers

Depending on the amount of data and the criticality of the data related to business continuity, an administrator might want to have the server backed up every evening.

A typical backup schedule will call for a full backup on Friday night with Incremental backups on Monday through Thursday evening.  For a business that has critical data, a full backup can be scheduled Monday – Friday.

Based on the type of backup that has run at the server, this will also provide the level of recoverability of a server. 

It is best practice to have a minimum of two (2) verified backups of the server prior to the rebuild.  

All backups should also be verified once they have finished the backup cycle.

1.7 Backup Plan Items

All servers should have a documented backup plan and schedule available at each server location.

The backup plan should include the basic steps related to the backup of the data on the server and the schedule of when the servers should be backed up.

Along with the backup plan should be a documented backup log showing when the backups were accomplished and whether they completed successfully.  Also included in this log should be a log of when the tape drives were cleaned.

1.8 Documented Server Configuration

For all servers, included with the backup information should be a detailed breakdown of the hardware and software configuration of the server.  The following is a listing of the information that should be a part of this documentation.

Hardware Configuration

· Complete part listing for the components within the server.

· Warranty information on the server.

· Hard drive sizes and part numbers.

· Diagram of the server chassis and how it is configured.

· Raid Array configuration and drive designates and geometries.

· Network card configuration and addressing.

Software Configuration

· Operating System version.

· Patches, hot fixes and service packs that are applied.

· Operating system configuration.

· Services installed and configurations.

· Software that is installed on the server.

· Logical drive configuration.

· Network card parameters.

· Vendor related contact information.

Server Recovery

The most important part of the server recovery process is making sure that the preparation for the recovery is complete.  Once the server is backed up, the server documentation is complete and the backups are done and verified, the recovery process can begin.

There are six steps to the recovery of a server. 

1. Installation and configuration of the operating system.

2. Installation of patches, hot fixes, and service packs.

3. Installation of the backup software and backup software patches.

4. Configuration of the backup recovery software. 

5. Restoration of the server data and registry.

6. Testing of the server after its recovery.

1.9 Installation of the Operating System

Installation of the operating system is the first part of recovering a server.  Use the following instructions to install the Windows 2000 Server Operating System on the hardware platform.

1. Prepare any Windows 2000 Raid driver diskettes for the RAID hard drive controller that is installed in the server.

2. All other drivers can be installed from the driver CD that comes with the server platform after the installation is complete.

3. Power on the server and insert the Windows 2000 Server CD-ROM into the CD-ROM drive of the server.

4. Reboot the server.

5. Boot the CD with the Windows 2000 Server CD.

6. The Windows 2000 Setup screen will appear.

7. Press the F6 key to install the 3rd Party RAID Controller drivers from floppy diskette.

8. Press the “S” key to specify the 3rd party drivers for the hard drive controller.

9. Insert the floppy diskette that contains the RAID drivers into the floppy diskette drive.  Press the Enter key.

10. The Drivers will be displayed on the screen.  Select the appropriate RAID Driver for the hard drive controller using the arrow keys and press Enter.

11. If there are other drivers to be installed for the RAID Controller, repeat Steps 8-10.  Once all the drivers have been added, press the Enter key.  The installation will continue.

12. The Microsoft Windows 2000 Server setup screen will appear.  Press the Enter key to continue the installation.

13. Setup will determine the hard drive geometry of the server.  If this is a brand new RAID Array configuration, no drive geometry will be found.  Press the “C” key to continue the installation.

14. Press the F8 key to accept the license agreement.

15. If Windows 2000 Server setup detects existing partitions.  Remove all the partitions by selecting the “D” key to delete the partition.  Press the “L” key to confirm the deletion.  

16. Create the new OS partition on the drive by selecting “C” to create the partition.  Enter the size for the partition and then press the Enter key to create the partition.

17. The next screen asks to format the drive partition.  Select the option “Format the partition using the NTFS file system” using the arrow keys.  Press Enter to begin the drive format.

18. A status bar will display the formatting of the drive partition.

19. Setup will check the hard drive for errors and then will start copying files to the hard drive.

20. Once the files have finished copying to the hard drive, the system will reboot.  Remove the floppy diskette containing the RAID drivers from the floppy drive.

21. The server will start up in the GUI Mode and will continue the device installation.

22. The Regional Settings screen will appear.  Click Next.

23. The “Personalize your software screen” will appear.  Enter the name and organization information. Click the Next button.

24. The Product ID screen will appear.  Enter the Product ID for the server software.  Click the Next button.

25. The Licensing Modes screen will appear.  Select Per Seat and then click the Next button.

26. The Computer Name and Administrative Password screen will appear.  Enter the same server name and administrator password that was originally used.  Click the Next button.

27. The Windows 2000 Components screen will appear.  Select the components that were originally installed on the server.  Make sure to select the Terminal Services component for administration.  If the Internet Information Service is not going to be installed on the server, (for file servers only) deselect the option.  Click the Next button.

28. The Date and Time Settings screen will appear.  Select the Eastern Time (US & Canada) time zone.  Click the Next button.

29. The Terminal Services setup screen will appear.  Leave the “Remote Administration Mode” option checked.  Click the Next button.

30. The Networking Settings screen will appear.  Select the “Custom Settings” option from the menu.  Click the Next button.

31. The Networking Components screen will appear.  Verify that the network adapter was found for the server.  Click the Next button.

32. The Workgroup or Computer Domain screen will appear.  Leave the default selection of “No, this computer is not on a network” selected.  The default Workgroup name called “Workgroup” should be entered in the field.  Click the Next button.

33. Windows 2000 Setup will not install the components to the server.  A status bar will show the progress of the installation.

34. Once all the components have been installed the “Completing the Windows 2000 Setup” screen will appear.  Click the Finish button.  The server will reboot.

35. Logon to the server using the local administrator account and password that was previously entered.

36. The system will perform any plug and play detection of hardware.

37. The Windows 2000 Configure Your Server wizard will appear.  Select the “I will configure this server later” option.  Click the Next button.

38. Uncheck the “Show this screen at startup” checkbox.  Close the Windows 2000 Configure Your Server wizard by clicking the “X” in the upper right hand corner of the dialog box.

39. Install any drivers from the vendor CD-ROM.  The server will most likely need to be rebooted after the other drivers have been installed.

1.10 Service Pack, Hot Fix and Security Patch Installation

Once the Windows 2000 Server operating system is installed on the platform, the service packs, hot fixes and security fixes can be installed.

1. Once the server is back up, logon again as the local administrator.

2. Insert the media containing the service pack into the CD-ROM Drive.  If media is not available, map a network drive to another file server that has the service pack available.

3. Install the Windows 2000 Service pack on the server.  Double click on the W2KSP3.exe file to start the installation.  The service pack files will start the extraction process after verifying that the service pack is valid.

4. At the “Welcome to the Windows 2000 Service Pack 3 Setup Wizard” screen click the Next button.

5. At the License Agreement screen, select the “I Agree” option and click the Next button.

6. At the Select Options screen, select the “Do Not Archive Files” option.  Click the Next button.

7. The Updating Your System screen will appear and will start the service pack installation process.

8. Once the service pack is installed the “Completing the Windows 2000 Service Pack 3 Setup Wizard” screen will appear.  Click the Finish button.  The server will reboot.

9. Logon as the local administrator again.  Map a network drive to another file server that contains the hot fixes and security patches.

10. Install any security patches or hot fixes on the server that are deemed appropriate for the server.

11. The server is now ready to have the backup software installed on the server.

1.11 Backup Software Installation

Once the service packs, hot fixes and security patches have been applied to the server; the backup software can be installed on the server platform.

1. Logon to the server using the local administrator account.

2. Map a network drive to the file server that contains the backup media or insert the backup media into the CD-ROM drive if you are installing the backup software from release media.

3. Browse to the Veritas\WINNT\BE\INSTALL\ENG directory and double click on the setup.exe file.

4. The Welcome to the Backup Exec Setup screen will appear.  Click the Next button.

5. The Software License Agreement screen will appear.  Click “Yes” to accept the license agreement.

6. The Veritas Backup Exec Information screen will appear.  Click the Next button.

7. The Installing Veritas Backup Exec screen will appear.  Click the “Install Backup Exec software or options on this computer” button.

8. The Veritas Backup Exec Serial Numbers screen appears.  Enter the serials number(s) for the Backup Exec software.  Click the Add button to add the serial number.  Once all serial numbers are entered, click the Next button.

9. You will see a confirmation screen thanking you for purchasing the software.  Click the OK button.

10. The Backup Exec Install Options screen will appear.  Select all the options that are available.  Click the Next button.

11. The Device and Media Manager screen will appear.  Leave the “Claim that Device for Backup Exec…” option checked.  Click the Next button.

12. The Start Copying Files screen will appear.  Click the Next button.

13. The Service Account screen will appear.  Enter the backup administrator account and password.  Make sure to select the appropriate domain for the account.  Click the OK button.

14. You might receive the message that the account was given the privilege “Logon as a service”.  Click the OK button.

15. The Welcome to the Veritas Windows NT/2000 Device Driver Installation screen will appear.  Click the Next button.

16. The Choosing Tape Drivers screen will appear.  Leave the “Use Veritas tape drivers for all tape devices” option selected.  Click the Next button.

17. The Scanning Hardware screen will appear.   Once the scan is complete, click the Next button.

18. The Installing Veritas Drivers screen will appear.  Click the Next button.

19. The Completing the Veritas Windows NT/2000 Device Driver screen will appear.  Click the Finish button.

20. Once the drivers have finished installing the “Select Type of Program Group” screen will appear.  Select “Common Program Group.”  Click the Next button.

21. A Question dialog box will appear asking to install a remote agent for Windows NT/2000.  Click the No button.

22. The Setup Complete screen will appear.  Uncheck the “View Readme File” and “Register Backup Exec” checkboxes.  Click the Finish button.

23. Reboot the server manually to make sure that the server has cleared its memory and is ready for being restored.

1.12 Backup Software Configuration

Once the backup software is installed, it is ready for configuration.

1. Logon as the local administrator.

2. Select Start, Programs, Veritas, Veritas Backup Exec.

3. The Welcome to the First Time Startup Wizard will appear.  Click the Next button.

4. The Media Overwrite Introduction screen will appear.  Click the “Select Overwrite Protection Level” button.

5. The Overwrite Protection Level screen will appear.  Select the None option and uncheck the “Prompt before overwriting allocated or imported media.”  Click the Next button.

6. The Preferred Overwrite Media Type screen will appear.  Leave the “Overwrite scratch media before overwriting recyclable media contained in the target media set” option selected.  Click the Next button.

7. The Virus Protection screen will appear.  Uncheck the “Have Backup Exec perform pre-backup virus scans” checkbox.  The servers are scheduled to perform virus scans of all local hard drives every evening.  Click the Next button.

8. The Backup Exec Windows Explorer Interface screen will appear.  Uncheck the “Enable backup from Windows Explorer” checkbox.  Click the Finish button.

9. The Welcome to the Device Configuration Wizard screen will appear.  Click the Next button.

10. The Detected Hardware screen will appear.  The devices that were found by Backup Exec will appear in the window.  Click the Next button to accept the default configuration for the backup device.

11. The Detected Backup-To-Disk Folders screen will appear.  Click the Next button.

12. The Drive Configuration screen will appear.  Click the Next button.

13. The Completing the Device Configuration Wizard screen will appear.  Click the Finish button.

14. The Backup Exec Assistant screen will appear.  Click the Close button.

15. Close Backup Exec by clicking the “X” in the upper right hand corner of the screen.

16. Select Start, Shutdown, Logoff Administrator.  Click the OK button.

1.13 Restoring the Server Data and Registry

1. Logon as the local administrator.

2. Select Start, Programs, Veritas, Veritas Backup Exec.

3. The Backup Exec software will start and will detect backup devices.

4. The Backup Exec Assistant will appear.  Click the Close button.

5. Select the Devices Tab on the bottom of the Backup Exec window.

6. Insert the backup tape media into the tape drive.

7. Select the backup tape drive in the devices Window.  Right click on the tape drive and select Inventory.  The tape will then be inventoried.

8. A Media Information screen will appear.  Click the Close button.

9. Right click on the tape drive again and select Catalog.

10. The Catalog Storage Media dialog will appear.  Click the Run Now button.

11. Click the Activity Monitor tab at the bottom of the Backup Exec window.

12. Monitor the progress of the catalog activity.

13. Once the cataloging has completed successfully, select Tools, Backup Exec Assistant.

14. The Backup Exec Assistant will appear.  Select the “Create a Restore Job” option.

15. The Restore Job Wizard will start displaying the “Welcome to the Restore Wizard” screen.  Click the Next button.

16. The Restore Selections screen will appear.  Expand the selections until the backup selection is listed.  Click on the backup select and check the checkbox.  Click the Next button.

17. The Restore Selections screen will appear.  It should display only the date related to the system state and hard drives that were backed up on the tape.  Click the Next button.

18. The Restore Job Name screen will appear.  Name the Restore Job related to this option such as “Full System Backup – 20030825” where the date is the date of the backup tape.  Click the Next button.

19. The Data Source Selection screen will appear.  Click the Next button.

20. The Existing File Options screen will appear.  Select the “Overwrite the file on disk” option.  Click the Next button.

21. The “You have completed the Restore Wizard” will appear.  Leave the “Yes, run the job now” option checked.  Click the Finish button.

22. The Backup Exec Assistant screen will appear. Click the Close button.

23. The restoration of the system will begin.

24. After the restoration is complete, the system will be required to be rebooted.

25. Reboot the server.

Once the server comes back up, all data and server information should have been restored.  Logon to the server and verify that all the services are up and the data is restored.

Note:  One last important item to mention is that the server may not contain all the data that was originally on the server.  Unless the Open File option was purchased and installed on the server and if all of the data was selected during the backup process, only then will all the data be on the backup.  If the data was not selected or the files were not backed up because they were locked and open, then this data will not be on the backup tape.

1.14 Other Server Recovery Considerations

There are other server recovery considerations.  The types of services that are provided on the server are very important to the restoration of the server.  For instance, there is a difference in the restoration of a domain controller as opposed to a file server.  Use the following procedures for restoring other types of servers.

Application Servers

Application servers consist of a member server with specific applications installed on them.  These servers include but are not limited to the following: Web Servers, SQL Servers, Facsimile Servers, Picture / Imaging Servers, etc.

The above procedure can be used to restore application servers with one item to note.  All services related to the specific application should be stopped before the restoration of the server is to begin.  For instance, if the server is a Web server then the Web services must be stopped.  If the server is an SQL Server, the SQL services must be stopped. 

Once the restoration is complete, it is recommended to reboot the server so as to reset the registry information in memory and to allow for all services to come up normally.

1.15 Antivirus Server

The Antivirus server can be backed up using this method.  If a backup is unable to be performed then, the following general procedure can be used to recover the server.

1. Install the Operating System on the server.  The server does not necessarily need to have the same name as before.

2. Patch the server operating system with the service packs, hot fixes and security fixes.

3. Install the Symantec System Console software on the server.

4. Configure the new anti-virus software and save the configuration file.

5. Copy this configuration file to the Coreapps$ file share under the NavUpdate directory on the main DYS file server.  This server is EHS-FP-DYS-001.  All clients copy this file to the local system when they log in.  To distribute the file via email, place the file in the c:\Documents and Settings\All Users\Application Data\Symantec\Norton Antivirus Corporate Edition\7.5 directory.  Zip this file up and store the file paths.  Distribute this through email and have them uncompress the file into the same directory.  

6. The workstation NAV service will read in this file (approximately every 3 minutes and then will delete it) and reconfigure the download server location.

1.16 File and Print Servers

The Department of Youth Services has several file servers that are installed in their environment.  These file servers are of the same hardware platform with the exception of the tape drive.  All tape drives are DLT but there are two different manufactures and two different sizes.  Regardless of this issue, some time can be saved in restoring the servers.

At the beginning of the Windows 2000 migration, a method was needed to get the file servers installed and configured quickly.  Several methods were discussed and one method was instituted.

The primary file server was built with all tools, software, drivers and files necessary for the operation of the file server.  This server was then sysprepped using the Microsoft System Preparation utility and an image was created using the Ghost software.  This allowed rapid deployment of the file servers to the field.   It also improved quality as each file server had the same standard image installed on the hardware.

Use the following procedure to recover a file server using this method:

1. Boot the server with the DYS Server boot diskette.

2. Launch Ghost and select the File and Print server image from the network drive.

3. Install the image to the hard drive.  Once it is installed, reset the computer.

4. When the server boots up, it will ask for a server name.  Input the current name of the server.

5. The server will reboot again.

6. Once the server comes up, logon with the local administrator account.

7. Install the operating system service packs, hot fixes and security fixes.  (Note that the servers were originally built using Windows 2000 Service Pack 2).

8. If the Veritas Backup Exec 8.6 software was upgraded, install the update on the file server.

9. Perform the full restoration as in the above procedure.

Once the full restoration is complete, it is recommended to reboot the server to reset the hardware back to the correct settings.

1.17 EHS Domain Controllers

The Department of Youth Services currently does not manage the domain controllers for the EHS network.  DYS does support three domain controllers as part of this network at the request of Rasheena George.

Since EHS maintains the domain controllers, they backup the domain controllers. With Windows 2000, each domain controller is essentially an exact copy of every other domain controller.

Use the following procedures with recovering a domain controller from a complete failure.

1. Install the Windows 2000 Operating System on the platform.

2. Patch the operating system with the recommended service packs, hot fixes and security fixes that are recommended by ITD.

3. Run DCPromo and promote the server to a Domain Controller.  In order to do this, a domain administrator account must be available for the domain that you are adding the server to.

































Presence & DYS

18

Confidential
Presence & DYS

Confidential

17

