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1.0 UPS Recovery & Testing Disaster Recovery

1.1 UPS Recovery & Testing Disaster Recovery Description

The Commonwealth of Massachusetts, Department of Youth Services has defined the following disaster recovery procedure for UPS Recovery & Testing to be instituted by all IT Staff throughout the agency.

1.2 UPS Recovery & Testing Disaster Recovery Procedure Steps

The Department of Youth services employs several Universal Power Supply vendors to provide backup power in the event that a power loss occurs.  The UPS equipment should be tested on a quarterly basis to make sure that the UPS is viable.  

UPS equipment should be tested on a scheduled basis.  When applicable, the following test should be administered to verify that that the UPS is viable for the equipment that it supports.

1. Notify the users that the network will be down for a specific period of time while testing is performed on the equipment.  Have the users log off their workstations.

2. On the server equipment (file servers specifically) disconnect all active sessions at the time that was specified in the email.

3. Unplug the network cable.

4. Make sure the server was backed up appropriately.

5. Unplug the UPS from the power outlet.

6. Verify that all network equipment plugged into the UPS stays up.

7. If the network equipment is does not stay up for more than 5-10 minutes, and all the equipment goes down hard, the UPS is not able to support the devices and should be replaced.

8. If the UPS is not viable, and until a replacement can be acquired, plug the UPS back into the power outlet and bring up all equipment.  The UPS will still filter out power spikes destined for the equipment.  It just will not sustain the equipment during a power outage.  Replace the UPS as soon as possible to avoid a network outage.  Make sure to schedule the replacement of the UPS and inform the users when that will occur.

9. Bring all systems back online and inform the users that the network is available.

Some UPS equipment might have management capability and may be able to be connected to the network.  When this is the case, check the status of the UPS on a bi-weekly basis following the manufacturer’s guidelines for the device configuration and testing.
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