Prepared by ePresence 

VPN Equipment Disaster Recovery
VPN Equipment Disaster Recovery

Prepared by ePresence

VPN Equipment Disaster Recovery 
Prepared by ePresence

1.0 VPN Equipment Disaster Recovery

1.1 VPN Equipment Disaster Recovery Description

The Commonwealth of Massachusetts, Department of Youth Services has defined the following disaster recovery procedure for VPN equipment to be instituted by all IT Staff throughout the agency.

1.2 VPN Equipment Disaster Recovery Procedure Steps

The Department of Youth Services has deployed Internet connection equipment that is used by remote offices to connect to the Commonwealth of Massachusetts network.  

1.2.1 Cable / DSL Modems

Most remote offices connect to the Internet via cable or DSL routers and modems.  These facilities have workstations that also have the VPN client loaded so that they can access the Commonwealth of Massachusetts network.  For the locations that have this equipment, the following procedure has been defined.

1. Verify that the modem is on and is receiving a green status and link light from the provider.

2. Verify that the Cable/DSL router is connected and has a green link light on the Cable/DSL modem.

3. Check that the client workstation received a valid IP address.

4. If the client workstation did not receive a valid IP address, then power down the workstation.

5. Power down the Cable / DSL Router.

6. Power down the Cable / DSL Modem.

7. Wait 2 minutes.

8. Power on the Cable / DSL Modem.  Ensure that it has a green link status light from the vendor network.

9. Power on the Cable / DSL Router.  Ensure that is has a green link status light on the Cable / DSL Modem.

10. Power on the workstation. 

11. Logon to the workstation and make sure that it has a valid IP address.  

12. If the workstation did not receive a valid address, the cable / DSL router may need to be reconfigured at which point a site visit must occur or the cable / DSL modem could be bad in which case a site visit is again warranted.

13. If the workstation received a valid IP address but cannot browse to the Internet, the vendor network could be down or the cable / DSL modem may not be working.  In either case, check the status of the cable / DSL router and find out if it is configured correctly.  If the status on the router states that it is not connected, the vendor provider network is most likely down.  Check with the vendor and verify that their network is up.

14. If the vendor provider network is up, check that they can see the cable / DSL modem.  If the device is on and they cannot see the device and the network status is good, then the cable / DSL modem needs replacement.  (This also assumes that the line between the vendor and the cable modem is also good).

1.2.2 ISDN Connected Sites

Some remote offices connect to the Internet via ISDN routers and modems.  These facilities have workstations that also have the VPN client loaded so that they can access the Commonwealth of Massachusetts network.  For the locations that have this equipment, the following procedure has been defined.

1. Verify that the ISDN modem is on and is receiving a green status and link light from the provider.

2. Verify that the DSU/CSU is connected and has a green link light.

3. Check that the client workstation received a valid IP address.

4. If the client workstation did not receive a valid IP address, then power down the workstation.

5. Power down the ISDN Modem.

6. Power down the DSU/CSU.

7. Wait 2 minutes.

8. Power on the DSU/CSU.  Ensure that it has a green link status light from the vendor network.

9. Power on the ISDN Modem.  Ensure that is has a green link status light.

10. Power on the workstation. 

11. Logon to the workstation and make sure that it has a valid IP address.  

12. If the workstation did not receive a valid address, the ISDN modem may not be able to connect to the network.  The vendor network could be down or the ISDN modem may not be working.  Check with the vendor and verify that their network is up.

13. If the vendor provider network is up, check that they can see the DSU / CSU and verify that the ISDN link is passing traffic.  If the device is on and they cannot see the device and the network status is good, then the ISDN modem needs replacement.  

14. If the vendor cannot see the DSU / CSU then there is a connectivity problem to the user site.
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