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1.0 Workstation Disaster Recovery

1.1 Workstation Disaster Recovery Description

The Commonwealth of Massachusetts, Department of Youth Services has defined the following disaster recovery procedure for Workstations to be instituted by all IT Staff throughout the agency.

1.2 Workstation Disaster Recovery Procedure

The Department of Youth Services has defined the following procedures to be used to recover workstations in the DYS network environment.

There are two distinct workstation configurations that are used within the DYS network.  There are the workstations that are directly connected to the Commonwealth of Massachusetts network.  These workstations are at the 13 regional facilities.  They receive all the network services for the EHS domain directly from the network.

There are also remote locations that are connected via dial-up or through the Internet using cable, DSL, or ISDN access and VPN software.   These workstations do not participate directly in the Commonwealth of Massachusetts network.  Although VPN is available for these clients, they connect through VPN on an as needed basis and, therefore, do not get any network services from the EHS domain.

1.2.1 Workstation Preparation Before On-site Visit

The workstations that are going to be replaced in the regional facilities or in the field require some preparation before they are delivered.  These workstations require the workstation image to be installed on them before they are brought to the location where they are going to be installed.  This saves time and effort and also decreases the downtime for the end user.  

When at all possible the workstation needs to be plugged in and tested to insure that all components are operating prior to being imaged.  Once this is done, the workstation can have the appropriate image installed on it.  Use the following procedure to install the image.

1. Set up the workstation in the workstation build area.

2. Insert the DYS Image deployment floppy diskette in the floppy drive.

3. Power the workstation and boot the workstation using the appropriate workstation network drivers.

4. Ghost will start up.

5. Click the OK button or press the space bar to continue.

6. Select Local, Disk, From Image from the Ghost menus.

7. Browse to the location of the image file using the tab, enter and arrow keys.

8. Select the image file and press the Enter key.

9. The image drive geometry page will appear.  Click OK to continue.

10. The hard drive geometry page will appear.  Click OK to continue.

11. The confirmation screen will appear stating that the image will overwrite all data on the hard drive.  Click Yes to continue.

12. The image will then be installed on the hard drive.

13. Once it is complete, a dialog box will appear stating to reset the computer.  Click Cancel.

14. Select Quit from the menu.  Click Yes to exit.  You are now at the command prompt.

15. Remove the floppy diskette from the drive and power down the workstation. 

16. The workstation is now ready to be deployed.

1.2.2 Tethered Site Workstations

For the workstations that are directly connected to the Commonwealth of Massachusetts network, these workstations do not store data locally on their hard drives.  All data and profiles are saved to the network.  All services are received via the network.  For these workstations the recovery process is very simple.

The following describes the procedure to use when recovering a workstation.

1. Logoff the workstation (if the workstation is still operational) and allow the user’s profile to synchronize with the network.

2. Power off the workstation.

3. Disconnect all cables from the workstation.

4. Remove the workstation from the desk location.

5. Place a new workstation on the desk location for the user.

6. Plug all the cables into the new workstation in their appropriate locations.

7. Power the workstation on.

8. Once the workstation powers on, it will boot to the Mini-setup wizard screen (the workstation should have an image installed on it prior to being brought on-site).

9. Name the workstation. (The workstation will reboot)

10. Logon as the end user and set up the workstation for the user.

11. Test all critical applications to ensure that they work.

12. Logoff the workstation.

13. If the workstation requires any external peripherals or additional software, logon as the local administrator and install the hardware and software as needed.

1.2.3 Non-tethered Workstations

These workstations are located at the remote DRC locations.  These workstations have a dialup, cable, DSL or ISDN connection to the Internet.  These workstations are configured with VPN software to allow them to connect to the Commonwealth of Massachusetts network.

For these workstations, the process is slightly different as far as recovering the workstation.

1. Logon as the user and backup the data to a CD-RW drive, Zip drive or a workstation connected to the local office network.  (This also assumes the workstation is still functioning).

2. Once the backup is complete, shutdown the workstation.

3. Disconnect all cables from the workstation.

4. Remove the workstation from the desk location.

5. Place a new workstation on the desk location for the user.

6. Plug all the cables into the new workstation in their appropriate locations.

7. Power the workstation on.

8. Once the workstation powers on, it will boot to the Mini-setup wizard screen (the workstation should have an image installed on it prior to being brought on-site).

9. Name the workstation. (The workstation will reboot)

10. Logon as the local administrator and create a local administrator account to be used by the users that share the workstation.

11. Install the VPN software and certificates.

12. If the workstation requires any external peripherals or additional software, install the hardware and software as needed.

13. Logoff and Logon as the new user.

14. Restore the data to the local workstation.  Ensure that all users can access their data.

15. Test connectivity to all critical applications.

16. Logoff the workstation.
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