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Preface

[Exercise Name] is sponsored by [Sponsor Agency]. This Situation Manual (SitMan) was produced with input, advice, and assistance from the [Exercise Name] exercise planning team, which followed the guidance set forth in the Federal Emergency Management Agency (FEMA), Homeland Security Exercise and Evaluation Program (HSEEP).

The [Exercise Name] Tabletop Exercise (TTX) Situation Manual (SitMan) provides exercise participants with all the necessary tools for their roles in the exercise. This SitMan was developed with the advice and assistance of the members of the [Exercise Name] TTX planning team. It is tangible evidence of [Jurisdiction]’s commitment to ensure public safety through collaborative partnerships that will prepare it to respond to any emergency.

The [Exercise Name] is an unclassified exercise. The control of information is based more on public sensitivity regarding the nature of the exercise than on the actual exercise content. Some exercise material is intended for the exclusive use of exercise planners, facilitators, and evaluators, but players may view other materials deemed necessary to their performance. The SitMan may be viewed by all exercise participants.

All exercise participants should use appropriate guidelines to ensure the proper control of information within their areas of expertise and to protect this material in accordance with current jurisdictional directives. Public release of exercise materials to third parties is at the discretion of [Your Agency Name] and the [Exercise Name] exercise planning team.
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Handling Instructions

1.
The title of this document is [Exercise Name] Tabletop Exercise (TTX) Situation Manual (SitMan).
2.
The information gathered in this SitMan is For Official Use Only (FOUO) and should be handled as sensitive information not to be disclosed. This document should be safeguarded, handled, transmitted, and stored in accordance with appropriate security directives. Reproduction of this document, in whole or in part, without prior approval from [Sponsor Agency] is prohibited.

3.
At a minimum, the attached materials will be disseminated only on a need-to-know basis and when unattended, will be stored in a locked container or area offering sufficient protection against theft, compromise, inadvertent access, and unauthorized disclosure.

4.
For more information, please consult the following points of contact (POCs):

Agency POC:
[Name] 
[Title]
[Agency]
[Street Address]
[City, State ZIP]
[xxx-xxx-xxxx (office)]
[xxx-xxx-xxxx (cell)]
[e-mail]
Exercise Director:
[Name] 
[Title]
[Agency]
[Street Address]
[City, State ZIP]
[xxx-xxx-xxxx (office)]
[xxx-xxx-xxxx (cell)]
[e-mail]
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Introduction

The ‘Background’ ‘Purpose’ and ‘Scope’ section should be tailored to your needs and the context of your planning and exercise.
Background

Of the many potential disasters faced today, terrorist attacks in particular have become an increasing concern. The bombing of the Alfred P. Murrah Federal Building in Oklahoma City dispelled the myth that domestic terrorism could not occur in America. The attacks on September 11, 2001 brought national attention to the threat of international terrorism. Since then, communities have improved preparedness for an array of terrorist attack scenarios including chemical release, biological and agricultural attacks, and bombings of every size. Though no attacks on American soil have occurred since September 11, 2001, attacks in Spain and England, as well as throughout the Middle East, are stark reminders to remain vigilant in the fight against terrorism.

In 2001, US educated al-Qaeda and Jemaah Islamiya (JI) operatives attempted to cultivate anthrax spores in a laboratory near the Kandahar Airport in Afghanistan.  The cultivation of anthrax spores requires minimal equipment and level of knowledge on par with a first-year collegiate education in microbiology.  However, to make an aerosol or ‘weaponized’ form of anthrax that is suitable for biological warfare requires extensive training and highly advanced equipment.  However, this additional degree of difficulty does not preclude terrorists from obtaining weapons grade anthrax, as evidenced by its use in the 2001 anthrax mail attacks against U.S. Senators in Washington, DC.  Lacking the ability to produce the weapons grade anthrax themselves, the possibility remains that terrorists could steal or purchase on the black market weaponized anthrax.  Weaponized anthrax was produced in huge quantities by the biological weapons programs of many nations around the globe, most notably the U.S. and the former U.S.S.R., and securing these stockpiles from theft or illegal sale is a serious concern worldwide.   
Purpose

The purpose of this exercise is to provide participants an opportunity to evaluate current response concepts, plans, and capabilities for a response to a bioterrorism event in [Jurisdiction]. The exercise will focus on local emergency responder command and control coordination, critical decisions, public information, and the integration of State and Federal assets necessary to save lives and protect public health and safety. 

Scope

This exercise will focus on the role of [Jurisdiction] in response to the potential consequences of a bioterrorist event.  Processes and decision-making are more important than minute details.  The emphasis is on coordination, integration of capabilities, problem identification, and resolution.

Target Capabilities

The National Planning Scenarios and the establishment of the National Preparedness Priorities have steered the focus of homeland security toward a capabilities-based planning approach. Capabilities-based planning focuses on planning under uncertainty, since the next danger or disaster can never be forecast with complete accuracy. Therefore, capabilities-based planning takes an all-hazards approach to planning and preparation which builds capabilities that can be applied to a wide variety of incidents. States and Urban Areas use capabilities-based planning to identify a baseline assessment of their homeland security efforts by comparing their current capabilities against the Target Capabilities List (TCL) and the critical tasks of the Universal Task List (UTL). This approach identifies gaps in current capabilities and focuses efforts on identifying and developing priority capabilities and tasks for the jurisdiction. These priority capabilities are articulated in the jurisdiction’s homeland security strategy and Multi-Year Training and Exercise Plan, of which this exercise is a component of.
The capabilities listed below have been selected by the [Exercise Name] planning team from the priority capabilities identified in [Jurisdiction]’s Multi-Year Training and Exercise Plan. These capabilities provide the foundation for development of the exercise objectives and scenario, as the purpose of this exercise is to measure and validate performance of these capabilities and their associated critical tasks. 
List the Target Capabilities you’ll be exercising.  These are derived from the Department of Homeland Security’s Target Capabilities List.  This can be downloaded at https://www.llis.dhs.gov. 
· Emergency Public Information and Warning
Exercise Objectives

Exercise design objectives are focused on improving understanding of a response concept, identifying opportunities or problems, and/or achieving a change in attitude. The exercise will focus on the following design objectives selected by the exercise planning team:

This is a list of sample objectives that apply to the Target Capability—Emergency Public Information and Warning, which is listed above.  For a discussion based exercise, you should narrow this down to between 3 to 5 specific objectives.  You DO NOT have to use all of the sample objectives to fulfill the purpose of your tabletop.
1. Assess the ability of the public information staff to provide emergency public information, including to people who need additional assistance in an emergency, prior to, during and after a biological terrorism incident, in accordance with the EDS Plan. 
2. Discuss the process the public information staff will use to identify public information needs of the effected area and methods of disseminating information during a biological terrorism incident, in accordance with the EDS Plan. 
3. Assess the process the public information staff uses to identify the necessary participants in the Joint Information Center during a biological terrorism incident, in accordance with local standard operating procedures. 

4. Review the process for establishing a timeline for periodic updates and regularly scheduled media conferences by the Public Information Officer during a biological terrorism incident, in accordance with local standard operating procedures. 
5. Review the process to be taken by the Public Information Officer for addressing rumors and misinformation during a biological terrorism incident, in accordance with local standard operating procedures. 

6. Discuss the process public information staff will use to demobilize the Joint Information Center after a biological terrorism incident, in accordance with standard operating procedures. 

7. Assess the adequacy of the agency’s pre-event planning for public information and warning, during a biological terrorism incident, in accordance with the EDS plan.  

8. Examine the process for local incident command to assign a public information officer, during a biological terrorism incident, in accordance with the EDS Plan.  
Participants

· Players respond to the situation presented based on expert knowledge of response procedures, current plans and procedures, and insights derived from training.

· Observers support the group in developing responses to the situation during the discussion; however, they are not participants in the moderated discussion period.

· Facilitators provide situation updates and moderate discussions. They also provide additional information or resolve questions as required. Key planning committee members may also assist with facilitation as subject matter experts (SMEs) during the tabletop exercise.

· Evaluators use Exercise Evaluation Guides (EEGs) and other evaluation tools to assess and document participants’ performance against established emergency plans and exercise evaluation criteria, in accordance with HSEEP standards. Evaluators are typically chosen from amongst planning committee members or the agencies/organizations that are participating in the exercise.
Exercise Structure

This will be a multimedia, facilitated tabletop exercise. Players will participate in the following four distinct modules: 

You may design these modules to accommodate the scope of your exercise (ex: activation, mobilization, operations, demobilization).  They will occur in chronological order, mirroring a real emergency, however the events will unfold at an artificial pace.
· Module 1: Increased Threat
· Module 2: Detection and Activation
· Module 3: Responding Underway
· Module 4: Demobilization

Each module begins with a multimedia update that summarizes the key events occurring within that time period. Following the updates, participants review the situation and engage in group discussion of appropriate response issues. 

Exercise Guidelines

Add any other important guidelines that may apply to your specific event and exercise.
· This is an open, low-stress, no-fault environment. Varying viewpoints, even disagreements, are expected.  

· Respond based on your knowledge of current plans and capabilities (i.e., you may use only existing assets) and insights derived from training.

· Decisions are not precedent setting and may not reflect your organization’s final position on a given issue. This is an opportunity to discuss and present multiple options and possible solutions.

Issue identification is not as valuable as suggestions and recommended actions that could improve response and preparedness efforts. Problem-solving efforts should be the focus.

Assumptions and Artificialities

Add any other assumptions you are operating under for this exercise, as well as any additional artificiality that you may have added.
In any exercise a number of assumptions and artificialities may be necessary to complete play in the time allotted. During this exercise, the following apply:

· The scenario is plausible, and events occur as they are presented.

· There is no “hidden agenda”, nor any trick questions.

All players receive information at the same time.

Module 1: Increased Threat
These modules contain the details that create the narrative of your exercise scenario.  You may make this section as detailed as necessary in order to provide a clear description for the participants as to events taking place.  You DO NOT have to provide as much detail as you will read below, but keep in mind that this document will be used as a reference by participants during the discussion phase of the exercise.  A scaled down (bulleted) version of these modules will be used in your presentations to the participants.  
[Month, Day, Year], [0000] Hours
After a recent resurgence in terrorist activity in the Middle East, credible intelligence at home and abroad has projected the possibility of a terrorist attack on U.S. soil.  Over the course of recent months successful terrorist attacks have taken place in Mumbai, India and St. Petersburg, Russia.  During a raid on a terrorist safe house in London, materials used to cultivate biological weapons were seized.  By order of the Executive Office and the Department of Homeland Security, the threat level has been increased to Red (Severe Risk).

[Month, Day, Year], [0000] Hours

Intelligence and Health Care Communities have heightened awareness and surveillance measures in and around major U.S. cities as the summer tourist season comes into full swing.  Reliable intelligence points to the possible formation of an active terrorist cell in the greater northeast region, posing a direct threat to the cities of [City, City, and Your Town, City] and their surrounding communities.

[Month, Day, Year], [0000] Hours

Emergency Response groups in [Your Town/City] are in the process of putting supplies and resources on stand-by, when a white powder incident in downtown Philadelphia is confirmed to be Anthrax.  

Summary of Victims 

This ‘summary of victims’ is optional information you may use to build out the scenario, if it’s relevant to your exercise.
As of [Month, Day, Year], [0000] Hours

Hospitalized 
[#]
Total discharged 
[#]
Total deceased 
[#]
Key Issues
These are derived from the narrative above
· Resource Activation
· Public Information and Warning
· Surveillance 
Questions
Based on the information provided, participate in the discussion concerning the issues raised in Module 1. Identify any additional requirements, critical issues, decisions, and/or questions that should be addressed at this time.  The following questions are provided as suggested general subjects that you may wish to address as the discussion progresses. These questions are not meant to constitute a definitive list of concerns to be addressed, nor is there a requirement to address every question.

These are SAMPLE questions to guide the discussion following the presentation of the Module. You may include the ones that you feel are relevant to your objectives or you may add your own questions to this list of samples.  You DO NOT have to include all of these suggested questions during your exercise.  
General Discussion Questions

· What resources currently exist for implementing a Public Information Plan?

· Where will you locate patient education materials and event related talking points or fact sheets?

· Ex: www.mass.gov/dph/, HHAN, etc.
· Does the State know your current EDS information?

· If so, when was this reported?

· What messages and/or materials can be developed before an event?

· Ex: Directions to sites, what to wear/bring, culturally appropriate information, follow up messaging for medication compliance

· How are they reproduced?

· Is there an MOU/A in place to ensure this capability?

· What plans do you have to get information to special/vulnerable populations?

· What kind of consideration should be taken into account when putting together this outreach strategy?

· Who will be encouraged to come to the EDS and why?

· Are you using Head of Household model?

Module 2: Detection and Activation
 These modules contain the details that create the narrative of your exercise scenario.  You may make this section as detailed as necessary in order to provide a clear description for the participants as to events taking place.  You DO NOT have to provide as much detail as you will read below, but keep in mind that this document will be used as a reference by participants during the discussion phase of the exercise.  A scaled down (bulleted) version of these modules will be used in your presentations to the participants.  
Month, Day, Year], [0000] Hours

In the wake of the unfolding situation in Philadelphia, a suspect white powder case is report in [Your Town/City].  Law enforcement believes the situation may be an act of bio-terrorism. 

[Month, Day, Year], [0000] Hours

Results from the State Lab have confirmed the substance as weaponized anthrax.  Federal, State and Local officials have agreed that mass prophylaxis is needed to treat those exposed within 48 hours.

[Month, Day, Year], [0000] Hours

[Your Town/City] has deployed resources to open an initial Emergency Dispensing Site (EDS) at [name of an EDS] at [EDS address].  Media coverage has increased as the event unfolds and more people are rushing to [Hospital name].  Response staff have arrived at [EDS name] and have set up the operation.

Summary of Casualties
This ‘summary of victims’ is optional information you may use to build out the scenario, if it’s relevant to your exercise.
As of [Month, Day, Year], [0000] Hours

Hospitalized 
[#]
Total discharged 
[#]
Total deceased 
[#]
Key Issues
These are derived from the narrative above
· Communication with the EOC
· Public Information and Warning
· Site Security

· Site Set up

Questions
Based on the information provided, participate in the discussion concerning the issues raised in Module 2. Identify any additional requirements, critical issues, decisions, and/or questions that should be addressed at this time.  The following questions are provided as suggested general subjects that you may wish to address as the discussion progresses. These questions are not meant to constitute a definitive list of concerns to be addressed, nor is there a requirement to address every question in this section.

These are SAMPLE questions to guide the discussion following the presentation of the Module. You may include the ones that you feel are relevant to your objectives or you may add your own questions to this list of samples.  You DO NOT have to include all of these suggested questions during your exercise.  
General Discussion Questions

· How will the public receive information about this event?  Are there plans in place for periodic updates to the media?
· What methods will you use to ensure that all parts of the population are receiving these messages?

· What event specific information needs to be communicated to the public at this point in time?

· Who is charged with vetting this information for final approval and release to the public?

· How will you assess the public information needs of this specific event?

· Are these needs the same across your jurisdiction?

· How is the Public Information Officer (PIO) identified?

· Who can you refer to for subject matter expertise?

· Who will you notify when the Joint Information Center (JIC) has been activated/established?

· Who is present at the JIC?

· How are you reproducing hardcopy materials that are going out to the public?

Module 3: Response Underway
These modules contain the details that create the narrative of your exercise scenario.  You may make this section as detailed as necessary in order to provide a clear description for the participants as to events taking place.  You DO NOT have to provide as much detail as you will read below, but keep in mind that this document will be used as a reference by participants during the discussion phase of the exercise.  A scaled down (bulleted) version of these modules will be used in your presentations to the participants.  
[Month, Day, Year], [0000] Hours
Just as EDS staff complete the set up of the dispensing site, a large of group of concerned citizens from the nearby office plaza arrive at the entrance.  When they are asked to wait outside of the [EDS name] facility, their concern and confusion becomes palpable.

After hearing a public service announcement on radio channel 94.6 FM, several dozen college students from the nearby campus have arrived at the dispensing site, looking for medication.  During their initial confusion one student begins to become visibly upset after receiving a phone call from a family member affected by the Anthrax attack.
[Month, Day, Year], [0000] Hours
As the response efforts continue to intensify, the media has become saturated with coverage of the unraveling situation.  A local media outlet just reported a rumor regarding a street fight breaking out over access to medications. 
[Month, Day, Year], [0000] Hours
As the dispensing operation progresses, more and more citizens are reporting to [EDS name] unprepared to answer questions regarding the overall health of their households.  As a result, the goal throughput is not being reached and the queue continues to grow, while resources run thin.

Summary of Casualties
This ‘summary of victims’ is optional information you may use to build out the scenario, if it’s relevant to your exercise.
As of [Month, Day, Year], [0000] Hours

Hospitalized 
[#]
Total discharged 
[#]
Total deceased 
[#]
Key Issues
These are derived from the narrative above
· Public Information and Warning
· Site Security

Questions
Based on the information provided, participate in the discussion concerning the issues raised in Module 3. Identify any additional requirements, critical issues, decisions, and/or questions that should be addressed at this time.  The following questions are provided as suggested general subjects that you may wish to address as the discussion progresses. These questions are not meant to constitute a definitive list of concerns to be addressed, nor is there a requirement to address every question in this section.

These are SAMPLE questions to guide the discussion following the presentation of the Module. You may include the ones that you feel are relevant to your objectives or you may add your own questions to this list of samples.  You DO NOT have to include all of these suggested questions during your exercise.  
General Discussion Questions
· Who is the Public Information liaison at the EDS?

· Is this position trained on how to handle media inquires?

· Is this position aware of their responsibility as liaison?

· What materials will need to be translated into multiple languages?

· What languages will this include?

· What relationships are in place to translate information on site and off site?

· Is the EDS staff aware of these resources?

· How are you engaging the media at this juncture?

· Are you holding press conferences?  

· If so, is there a schedule for these?

· Who is in front of the camera?

· Where are they getting their talking points?

Module 4: Demobilization
 These modules contain the details that create the narrative of your exercise scenario.  You may make this section as detailed as necessary in order to provide a clear description for the participants as to events taking place.  You DO NOT have to provide as much detail as you will read below, but keep in mind that this document will be used as a reference by participants during the discussion phase of the exercise.  A scaled down (bulleted) version of these modules will be used in your presentations to the participants.  
Month, Day, Year], [0000] Hours
Federal, State and Local officials have agreed that it is safe to stand down the dispensing operations at [EDS name].  All incoming clients seeking treatment will be instructed to go to [Hospital/Medical facility].  

[Month, Day, Year], [0000] Hours
 The [Your Health Department] has started the demobilization process.  The doors at [EDS name] are set to close at [Time].  The response staff is clearly exhausted; however the community remains vigilant in the anticipation of a potential second wave of attacks on U.S. soil.  
Summary of Casualties

This ‘summary of victims’ is optional information you may use to build out the scenario, if it’s relevant to your exercise.
As of [Month, Day, Year], [0000] Hours

Hospitalized 
[#]
Total discharged 
[#]
Total deceased 
[#]
Key Issues

These are derived from the narrative above
· Public Information and Warning
· Inventory Management

Questions

Based on the information provided, participate in the discussion concerning the issues raised in Module 4. Identify any additional requirements, critical issues, decisions, and/or questions that should be addressed at this time.  The following questions are provided as suggested general subjects that you may wish to address as the discussion progresses. These questions are not meant to constitute a definitive list of concerns to be addressed, nor is there a requirement to address every question in this section.

These are SAMPLE questions to guide the discussion following the presentation of the Module. You may include the ones that you feel are relevant to your objectives or you may add your own questions to this list of samples.  You DO NOT have to include all of these suggested questions during your exercise.  
General Discussion Questions
· Who is tasked with monitoring media coverage to ensure accuracy and gauge public sentiment?

· What process is in place to address inaccurate information in the media?

· What process is in place to counteract rumors?

· Who needs to be notified when the JIC closes?

· What information will the public need to know in the wake of this event?

· How are you assessing your current level of readiness in the event of another emergency?

Appendix A: Agent Summary-Bacillus Anthracis
SUMMARY OF AGENT
Anthrax is a highly lethal infection caused by infection with the Gram-positive bacterium, Bacillus anthracis.  In naturally acquired cases, organisms usually gain entrance through skin wounds (causing a localized infection), but may be inhaled or ingested.  Intentional release by belligerents or terrorist groups would presumably involve the aerosol route, because the spore form of the bacillus is quite stable and possesses characteristics ideal for the generation of aerosols.
SIGNS AND SYMPTOMS
The incubation period for inhalational anthrax is 1 to 6 days.  Fever, malaise, fatigue, coughing, and mild chest discomfort are rapidly followed by severe respiratory distress with dyspnea, diaphoresis, stridor, and cyanosis.  Shock and death occur within 24 to 36 hours of the onset of severe symptoms.  In cases of cutaneous anthrax, a papule develops, then vesicates, finally developing into a black eschar surrounded by moderate to severe edema.  The lesions are usually painless.  Without treatment, the disease may progress to septicemia and death, with a case fatality rate of 20 percent.  With treatment, fatalities are rare.

DIAGNOSIS
Physical findings are typically nonspecific in inhalational cases, with initial complaints of malaise, fever, headache, and possibly substernal chest pain.  A widened mediasti​num is sometimes seen on x-ray late in the course of illness, and correlates with a pathologic finding of hemorrhagic mediastinitis, the “classic” presentation of inhalational anthrax.  The bacterium may be detected by Gram’s-stain of blood and blood culture late in the course of illness.

TREATMENT
Although usually ineffective in inhalational cases once symptoms are present, antibiotic treatment with high-dose penicillin, ciprofloxacin, or doxycycline should nonetheless be administered.  Although typically sensitive T2:  HPBXLA to penicillin, resistant isolates are readily produced in the laboratory.  For this reason, in the case of an intentional release, and in the absence of antibiotic sensitivity data, treatment should be initiated with intravenous (IV) ciprofloxacin (400 mg q 8 to 12 hours) or IV doxycycline (200 mg initially, followed by 100 mg q 12 hours).  Supportive therapy may be necessary.

PROPHYLAXIS
A licensed vaccine is available for those at risk of exposure.  Vaccination is undertaken at 0, 2, and 4 weeks (initial series), followed by booster doses at 6, 12, and 18 months, and then yearly.  Oral ciprofloxacin (500 mg po bid) or doxycycline (100 mg po bid) is useful in cases of known or imminent exposure.  Following confirmed exposure, all unimmunized individuals should receive three 0.5 ml SQ doses of vaccine during 30 days, while those vaccinated with < 3 doses prior to exposure should receive an immediate 0.5 ml booster.  Anyone vaccinated with the initial 3-dose series in the previous 6 months does not require boosters.  All exposed personnel should continue antibiotic therapy for 4 weeks.  If vaccine is unavailable, antibiotics may be continued beyond 4 weeks and should be withdrawn only under medical supervision.  

DECONTAMINATION AND ISOLATION
Drainage and secretion precautions should be practiced.  Anthrax is not known to be transmitted via the aerosol route from person to person.  Following invasive procedures or autopsy, instruments and surfaces should be thoroughly disinfected with a sporicidal agent (high-level disinfectants such as iodine or 0.5 percent sodium hypochlorite). 

OUTBREAK CONTROL
Although anthrax spores may survive in the environment for many years, secondary aerosolization of such spores (such as by pedestrian movement or vehicular traffic) generally presents no problem for humans.  The carcasses of animals dying in such an environment should be burned, and animals subsequently introduced into such an environment should be vaccinated.  Meat, hides, and carcasses of animals in affected areas should not be consumed or handled by untrained and/or unvaccinated personnel.
Appendix B: Acronym & Abbreviation List

This is a sample list of Acronyms and Abbreviation that you may need.  Feel free to delete the ones not relevant to this exercise.
A
AAR


After-Action Report

ACS


Alternate Care Site
ALS


Advanced Life Support

B
BLS


Basic Life Support

BW


Biological Weapons

C
C3


Command, Control, and Communication

CBRNE

Chemical/Biological/Radiological/Nuclear High-Yield Explosive

CDC


Centers for Disease Control and Prevention

CISD


Critical Incident Stress Debriefing

CISM


Critical Incident Stress Management

CONPLAN

Concept of Operations Plan
COOP


Continuity of Operations
D
DMAT


Disaster Medical Assistance Team

DMORT

Disaster Mortuary Operational Response Team

DPS


Department of Public Safety

DPW


Department of Public Works

E
EDS


Emergency Dispensing Site

EEG


Exercise Evaluation Guide 

EMA


Emergency Management Agency

EMS


Emergency Medical Services

EMT


Emergency Medical Technician

EOC


Emergency Operations Center

EOP


Emergency Operations Plan
EOPSS

Executive Office of Public Safety and Security
F
FE


Functional Exercise
FEMA


Federal Emergency Management Agency

FSE


Full-Scale Exercise
H
HHAN


Health and Homeland Alert Network

HazMat

Hazardous Materials

HHS


Department of Health and Human Services

HSEEP 

Homeland Security Exercise and Evaluation Program
I
I & Q


Isolation and Quarantine 

ICS


Incident Command System

ICU


Intensive Care Unit

IED


Improvised Explosive Device

IND


Investigational New Drug
IP


Improvement Plan
J
JIC


Joint Information Center

JOC


Joint Operations Center

JPIC


Joint Public Information Center
M
MACC


Multi-Agency Coordination Center

MCI


Mass Casualty Incident 

MDPH


Massachusetts Department of Public Health

MEMA

Massachusetts Emergency Management Agency
MMRS

Metropolitan Medical Response System

MOU


Memorandum of Understanding

N
NDMS


National Disaster Medical System

NIH


National Institutes of Health
NIMS


National Incident Management System
NIOSH

National Institute of Occupational Safety and Health

O
ODP


Office for Domestic Preparedness

OEM


Office of Emergency Management

OSHA


Occupational Safety and Health Administration

P
PCR


Polymerase Chain Reaction

PIO


Public Information Officer

POC


Point of Contact

PPE


Personal Protective Equipment

PTSD


Post-Traumatic Stress Disorder

R
ROC


Regional Operations Center

S
SITMAN

Situation Manual

SITREP

Situation Report

SNS


Strategic National Stockpile

SOP


Standard Operating Procedure

SWAT


Special Weapons and Tactics

T
TARU


Technical Advisory Response Unit
TCL


Target Capability List
TEP


(Multiyear) Training and Exercise Plan
TTX


Tabletop Exercise
U
UCS


Unified Command System

US&R


Urban Search and Rescue

USDHS

U.S. Department of Homeland Security

USPHS

U.S. Public Health Service
UTL 


Universal Task List
W
WMD


Weapon(s) of Mass Destruction
Appendix C: Key Terminology

 This section contains definitions of key terms used throughout this document, as well as other exercise related material.  Please add or delete terms and definitions as you see fit.
After Action Report and Improvement Plan (AAR/IP): The main product of the Evaluation and Improvement Planning process is the AAR/IP. The AAR/IP has two components: an AAR, which captures observations of an exercise and makes recommendations for post-exercise improvements; and an IP, which identifies specific corrective actions, assigns them to responsible parties, and establishes targets for their completion. The lead evaluator and the exercise planning team draft the AAR and submit it to conference participants prior to the After Action Conference. The draft AAR is completed first and distributed to conference participants for review no more than 30 days after exercise conduct. The final AAR/IP is an outcome of the After Action Conference and should be disseminated to participants no more than 60 days after exercise conduct. (Source: HSEEP Glossary)

Capability: A capability may be delivered with any combination of properly planned, organized, equipped, trained, and exercised personnel who achieve the intended outcome. Descriptions of these combinations can be found in the TCL for each capability. This combination of resources provides the means to accomplish one or more tasks under specific conditions and meet specific performance standards. (Source: HSEEP Glossary)
Critical Task: Critical tasks are defined as those prevention, protection, response, and recovery tasks that require coordination among an appropriate combination of Federal, State, local, tribal, private sector, and non-governmental entities during a major incident in order to minimize the impact on lives, property, and the economy. Participants must perform critical tasks in order to prevent occurrence of a major incident; respond and reduce loss of life or serious injuries; or mitigate significant property damage, all of which are essential to the success of a homeland security mission. (Source: HSEEP Glossary)
Discussion Based Exercise: Discussion-based exercises are normally used as a starting point in the building-block approach to the cycle, mix, and range of exercises. Discussion-based exercises include seminars, workshops, TTXs, and games. These types of exercises typically highlight existing plans, policies, mutual aid agreements, and procedures, and are exceptional tools to familiarize agencies and personnel with current or expected jurisdictional capabilities. Discussion-based exercises typically focus on strategic, policy-oriented issues, whereas operations-based exercises tend to focus more on tactical, response-related issues. Facilitators and/or presenters usually lead the discussion and keep participants on track to meet exercise objectives. (Source: HSEEP Glossary)
Drill: A drill, a type of operations-based exercise, is a coordinated, supervised activity usually employed to test a single specific operation or function in a single agency. Drills are commonly used to provide training on new equipment, develop or test new policies or procedures, or practice and maintain current skills. (Source: HSEEP Glossary)
Emergency Dispensing Site (EDS): Individual venues strategically placed across the community and used as temporary clinics for dispensing medical counter-measures in the event of a public health emergency.  

Exercise Evaluation Guide (EEG): EEGs are HSEEP documents that support the exercise evaluation process by providing evaluators with consistent standards for observation, analysis, and AAR development. Each EEG is linked to a target capability and provides standard activities, performance measures, and tasks to be evaluated based on the exercise objectives. Additionally, an EEG contains a Capability Narrative section, in which evaluators provide a general chronological narrative of exercise events associated with the capability; and an Evaluator Observations section in which evaluators provide specific strengths and areas of improvement linked to the capability. The consistent guidelines provided in EEGs facilitate creation of AAR/IPs resulting in an actionable IPs that target specific personnel, planning, organization, equipment, and training needs within capabilities. (Source: HSEEP Glossary)
Full Scale Exercise (FSE): An FSE is a multi-agency, multi-jurisdictional activity involving actual deployment of resources in a coordinated response as if a real incident had occurred. An FSE tests many components of one or more capabilities within emergency response and recovery, and is typically used to assess plans and procedures under crisis conditions, and assess coordinated response under crisis conditions. Characteristics of a FSE include mobilized units, personnel, and equipment; stressful, a realistic environment, and scripted exercise scenarios. (Source: HSEEP Glossary)
Functional Exercise (FE): An FE is a single or multi-agency activity designed to evaluate capabilities and multiple functions using a simulated response. An FE is typically used to: evaluate the management of Emergency Operations Centers (EOCs), command posts, and headquarters; and assess the adequacy of response plans and resources. Characteristics of an FE include simulated deployment of resources and personnel, rapid problem solving, and a highly stressful environment. (Source: HSEEP Glossary)
Homeland Security Exercise and Evaluation Program (HSEEP): HSEEP is a capabilities- and performance-based exercise program that provides standardized policy, doctrine, and terminology for the design, development, conduct, and evaluation of homeland security exercises. HSEEP also provides tools and resources to facilitate the management of self-sustaining homeland security exercise programs. (Source: HSEEP Glossary)
Improvement Plan (IP): For each task, the IP lists the corrective actions that will be taken, the responsible party or agency, and the expected completion date. The IP is included at the end of the AAR. (Source: HSEEP Glossary)
Incident Command System (ICS): A standardized on-scene emergency management construct specifically designed to provide for the adoption of an integrated organizational structure that reflects the complexity and demands of single or multiple incidents, without being hindered by jurisdictional boundaries.  ICS is the combination of facilities, equipment, personnel, procedures, and communication operating with a common organizational structure, designed to aid in the management of resources during incidents.  ICS is used for all kinds of emergencies and is applicable to small as well as large complex incidents.  ICS is used by various jurisdictions and functional agencies, both public and private, or organized field-level incident management operations. (Source: FEMA, NIMS Compliance Metrics)

Multi-year Training and Exercise Plan (MTEP or TEP): The Multi-Year Training and Exercise Plan is the foundational document guiding a successful exercise program. The multi-year plan provides a mechanism for long-term coordination of training and exercise activities toward a jurisdiction’s preparedness goals. This plan describes the program’s training and exercise priorities and associated capabilities, and aids in employing the building-block approach for training and exercise activities. As training and exercises are completed, the document can be annually updated, modified, and revised to reflect changes to the priorities and new capabilities that need to be assessed. The Multi-year Training and Exercise Plan and schedule are produced through the work completed at the Training and Exercise Plan Workshop (T&EPW). The T&EPW focuses on discussion of capabilities-based planning, overview of the National Priorities, review of the State or jurisdiction priorities, and analysis of previous training and exercises. After this information is synthesized, participants develop the plan and schedule for their State or jurisdiction. (Source: HSEEP Glossary)
National Incident Management System (NIMS): The NIMS standard was designed to enhance the ability of the United States to manage domestic incidents by establishing a single, comprehensive system for incident management. It is a system mandated by HSPD-5 that provides a consistent, nationwide approach for Federal, State, local, and tribal governments, the private sector, and non-governmental organizations to work effectively and efficiently together to prepare for, respond to, and recover from domestic incidents, regardless of cause, size, or complexity. (Source: HSEEP Glossary)
National Priorities: The national priorities were developed after a review of national strategies, directives, Department of Homeland Security (DHS) objectives and priorities, and State homeland security strategies. The priorities fall into two categories: overarching priorities that contribute to development of multiple capabilities, and capability-specific priorities that build selected capabilities from the TCL for which the Nation has the greatest need. Achieving the priorities will help advance national Homeland Security objectives. (Source: USDHS, “A Common Starting Point: The National Priorities”)
Operations Based Exercise: Operations-based exercises are a category of exercises characterized by actual response, mobilization of apparatus and resources, and commitment of personnel, usually held over an extended period of time. Operations-based exercises can be used to validate plans, policies, agreements, and procedures. They include drills, FEs, and FSEs. They can clarify roles and responsibilities, identify gaps in resources needed to implement plans and procedures, and improve individual and team performance. (Note: These exercises often follow after, and validate, the lessons learned from discussion-based exercises.) (Source: HSEEP Glossary)
Program Priorities: Priorities will vary by town, city, region/coalition or jurisdiction.  They are derived from previous exercise After Action Reports, Improvement Plans, Federal and State reviews and the overall Homeland Security Strategy for the state/commonwealth.  Program Priorities should reflect the planning and resource focus of the organization(s) that develop the Multi-year Training and Exercise Plan (TEP).  Trainings and exercises outlined in the TEP should support these specific priorities. 
Seminars: Seminars orient participants to authorities, strategies, plans, policies, procedures, protocols, resources, concepts, and/or ideas. Seminars provide a good starting point for jurisdictions that are developing or making major changes to their plans and procedures. (Source: HSEEP Glossary)
Situation Manual (SITMAN): The SitMan is a handbook provided to all participants in discussion-based exercises, particularly TTXs. The SitMan provides background information on the exercise scope, schedule, and objectives. It also presents the scenario narrative that will drive participant discussions during the exercise. (Note: The SitMan should mirror the exercise briefing, support the scenario narrative, and allow participants to read along while watching events unfold).
Standard Operation Procedures (SOP): A complete reference document that details the procedures for performing a single function or a number of interdependent functions. (Source: FEMA, NIMS Compliance Metrics)

Tabletop Exercise (TTX): TTXs are intended to stimulate discussion of various issues regarding a hypothetical situation. They can be used to assess plans, policies, and procedures or to assess types of systems needed to guide the prevention of, response to, or recovery from a defined incident. During a TTX, senior staff, elected or appointed officials, or other key personnel meet in an informal setting to discuss simulated situations. TTXs are typically aimed at facilitating understanding of concepts, identifying strengths and shortfalls, and/or achieving a change in attitude. Participants are encouraged to discuss issues in depth and develop decisions through slow-paced problem-solving rather than the rapid, spontaneous decision-making that occurs under actual or simulated emergency conditions. TTXs can be breakout (i.e., groups split into functional areas) or plenary (i.e., one large group). (Source: HSEEP Glossary)
Target Capabilities List (TCL): The TCL is a list of capabilities that provides guidance on the specific capabilities that Federal, State, tribal, and local entities are expected to develop and maintain to prevent, protect against, respond to, and recover from incidents of national significance, including terrorism or natural disasters, in order to maintain the level of preparedness set forth in the National Preparedness Goal. (Source: HSEEP Glossary)
Universal Task List (UTL): The UTL is a comprehensive menu of tasks derived from all tasks that may be performed in major incidents as illustrated by the National Planning Scenarios. Entities at all levels of government should use the UTL as a reference to help them develop proficiency through training and exercises to perform their assigned missions and tasks during major incidents. (Source: HSEEP Glossary)
Workshop: The workshop, a type of discussion-based exercise, represents the second tier of exercises in the building-block approach. Although similar to seminars, workshops differ in two important aspects: increased participant interaction, and a focus on achieving or building a product (e.g., plans, policies). A workshop is typically used to: test new ideas, processes, or procedures; train groups in coordinated activities; and obtain consensus. Workshops often use breakout sessions to explore parts of an issue with smaller groups. (Source: HSEEP Glossary)
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