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FOREWARD TO THE SEPTEMBER 2019 SUPPLEMENT 

The first edition of Electronic Evidence in Criminal Investigations and Actions: 

Representative Court Decisions and Supplementary Materials was published in 

February of 2016. That first edition attempted to be a comprehensive collection 

of case law and materials that provided guidance on how electronic information 

featured in criminal investigations and proceedings. Later editions followed the 

first and, in December of 2017, a new edition was published that incorporated 

everything before it into a single compilation. 

It is now September of 2019 and the time has come to publish a supplement to 

the December 2017 edition. As before, my intent is to publish updates on a 

regular (or semi-regular) basis. 

This latest supplement features links to materials, as does its predecessor. The 

links in the supplement were last visited when it was completed in September 

2019. The reader is cautioned that specific links may have become stale over 

time. Any materials that do not have links are behind paywalls. 

Now, a personal note: I began this undertaking with the intent of selecting a 

handful of decisions to illustrate how electronic information has impacted 

criminal law and procedure. Why? We live at a time when electronic information 

is “everywhere” and comes in many shapes and sizes or, put in other words, ever-

increasing volumes, varieties, and velocities. As with every other product of the 

human imagination, electronic information can be used for good or bad. Those 

uses raise many issues in the context of criminal investigations and proceedings 

and electronic information is now a common feature in the commission, 

investigation, and prosecution of crimes. Among other things, those issues 

present questions of how the Bill of Rights and equivalent State constitutional 

guarantees apply to electronic information. Moreover, new sources of electronic 

information and technologies appear on a seemingly daily basis and must be 

“fitted” into constitutional and statutory frameworks. I hope that this new 

supplement will inform the groups of actors in the criminal justice system, 

whether judicial, law enforcement, prosecution, defense, or support, on how 

issues arising out of electronic information might be presented and resolved. 

Also, please note that I have added a new “International” hashtag and that I have 

added a new section, “Decisions—Foreign.” We should expect to see more case 
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law in this area given, among other things, cross-border investigations and the 

enactment of the CLOUD Act here in the United States. 

Every edition has been posted on the website of the Massachusetts Attorney 

General’s Office. I want to thank Attorney General Healey for allowing the 

postings. I also want to thank Tom Ralph, among others in the Office, for making 

the postings possible. 

RJH September _____, 2019 
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DECISIONS – UNITED STATES SUPREME COURT 

Byrd v. United States, 138 S. Ct. 1518 (2018) 

The defendant was the sole occupant and operator of a rental vehicle when he 

was stopped for a traffic infraction. Arresting officers searched the vehicle 

without the defendant’s consent after they learned he was not an authorized 

driver under the rental agreement. The officers found body armor and heroin. 

The defendant was convicted of various federal offenses after he moved 

unsuccessfully to suppress the fruits of the search.  His conviction was affirmed by 

the Third Circuit Court of Appeals, which held that the defendant had no 

expectation of privacy and therefore no standing to challenge the search. The 

Supreme Court granted certiorari to address a conflict between the circuits “over 

whether an unauthorized driver has a reasonable expectation of privacy in a 

rental car.” Addressing the circumstances under which a person can have a 

reasonable expectation of privacy, the Court held that a reasonable expectation 

can derive from “concepts of real or personal property law or to understandings 

that are recognized and permitted by society,” that the former “guides resolution 

of the case,” and that a remand was appropriate for factual development of 

whether the defendant had lawful possession of the vehicle. The Court also left 

open the question of whether there was probable cause to search under the 

automobile exception to the Warrant Requirement. 

#Fourth Amendment – Warrant Requirement 

#Reasonable Expectation of Privacy 

Carpenter v. United States, 138 S. Ct. 2206 (2018)  

The petitioner had been convicted of various offenses related to a series of 

robberies across several States. Evidence offered against him included CSLI 

collected over a 127-day period pursuant to orders issued under the SCA. The 

court of appeals affirmed, holding that the petitioner had no reasonable 

expectation of privacy in the location information because he had shared that 

information with his wireless carriers. The Supreme Court reversed.  

At issue was the application of the Fourth Amendment to a “new phenomenon: 

the ability to chronicle a person’s past movements through the record of his cell 
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phone signals.” Writing for the majority, the Chief Justice declined to extend the 

third-party doctrine: “Given the unique nature of cell phone location records, the 

fact that the information is held by a third party does not by itself overcome the 

user’s claim to Fourth Amendment protection.” The Court held that information 

obtained was the product of a “search” and that the Government should have 

secured a warrant based on probable cause. The judgment below was reversed 

and remanded for further proceedings. The Court declined to decide whether 

there was a “limited period for which the Government may obtain an individual’s 

historical CSLI free from Fourth Amendment scrutiny, and if so, how long that 

period might be. It is sufficient *** to hold today that accessing seven days of CSLI 

constitutes a *** search.” The Court also left undisturbed the exceptions to the 

Warrant Requirement. 

#Fourth Amendment – Warrant Requirement 

#Reasonable Expectation of Privacy 

#Third-Party doctrine 

Mitchell v. Wisconsin, No. 18-6210 (June 27, 2019) 

In this appeal from a drunk driving conviction, the Supreme Court addressed 

whether taking a warrantless blood sample of a suspected drunk driver who had 

been arrested and was unconsciousness violated the Warrant Requirement. The 

Court adopted a “rule for an entire category of cases—those in which a motorist 

believed to have driven under the influence of alcohol is unconscious and thus 

cannot be given a breath test,” concluding that there is a compelling need for a 

blood draw as the evidence dissipates over time. Moreover, some other factor 

must be present that would take priority over a warrant application. The Court 

rejected the defendant’s argument that advances in communication technology 

made warrantless searches unnecessary: “In other words, with better technology, 

the time required has shrunk, but it has not disappeared.  In the emergency 

scenarios created by unconscious drivers, forcing police to put off other tasks for 

even a relatively short period of time may have terrible collateral costs.  That is 

just what it means for these situations to be emergencies.” 

#Fourth Amendment – Warrant Required or Not 
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United States v. Microsoft Corp., 138 S. Ct. 1136 (2018) (per curiam)  

“The Court granted certiorari *** to decide whether, when the Government has 

obtained a warrant under 18 U.S.C. Sec. 2703, a U.S. provider of e-mail services 

must disclose to the Government electronic communications within its control 

even if the provider stores the communications abroad.” Prior to oral argument 

the CLOUD Act was enacted. Moreover, a new warrant replaced the original one. 

The Court concluded that the case had become moot, vacated the judgment 

under review, and remanded with instructions. 

#International 

#SCA 

DECISIONS – FEDERAL 

Airbnb, Inc. v. City of New York, 18 Civ. 7712 (PAE) (S.D.N.Y. Jan. 3, 2019) 

Two home-sharing platforms sought to preliminarily enjoin a city ordinance that 

would require them to turn over on a monthly basis “voluminous data regarding 

customers who use their platforms to advertise short-term rentals.” The court 

held that the ordinance implicated the Fourth Amendment: “It puts in place a 

search and seizure regime that implicates privacy interests of the ‘booking 

services’ whose user records must be produced monthly ***.” The court then 

looked to Fourth Amendment precedent outside the criminal context to 

determine whether the ordinance was reasonable. It found that two features of 

the ordinance mitigated its intrusion on privacy and security interests. However, 

because its scope was “breathtaking” and “the antithesis of a targeted subpoena 

for business records,” the court granted the relief sought, ordering discovery to 

proceed expeditiously. 

#Miscellaneous 

Arizmendi v. Gabbert, No. 17-40597 (5th Cir. Mar. 26, 2019) 

The plaintiff filed a Section 1983 action against the defendant, the criminal 

investigator for the school district by which she was employed. The plaintiff 

alleged that the defendant knowingly or recklessly misstated material facts in an 

affidavit for a warrant for her arrest for allegedly communicating a false report. 
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The district court denied summary judgment to the defendant. On appeal, the 

defendant argued that he was entitled to summary judgment because, even if he 

had made false allegations, facts stated in the affidavit established probable cause 

to arrest the defendant for a different offense. The Fifth Circuit reversed: “the 

validity of the arrest would not be saved by facts stated in the warrant sufficient 

to establish probable cause for a different charge from that sought in the 

warrant.” However, the defendant was entitled to qualified immunity because 

“this was not clearly established at the time of his conduct.” 

#Fourth Amendment – Good Faith Exception 

#Miscellaneous 

Boudreau v. Lussier, 901 F.3d 65 (1st Cir. Aug. 21, 2018) 

This was an action brought under Section 1983 and the Electronic 

Communications Privacy Act. The plaintiff’s employer suspected him of viewing 

child pornography at work. The employer “covertly installed screenshot-capturing 

software on Boudreau’s computer, which confirmed their suspicions. This led 

them to contact law enforcement.” After the plaintiff’s arrest and nolo plea to 

one count in State court he filed the action against the individuals who 

participated in the events that led to his arrest and followed his arrest.  The 

district court granted summary judgment. The court of appeals affirmed, 

concluding that (1) the impoundment and search of the plaintiff’s vehicle after his 

arrest was reasonable under the “community caretaking function” exception to 

the Warrant Requirement; (2) there was no proof of a conspiracy to entrap the 

plaintiff into driving on a suspended license; (3) there was no impermissible 

search of the plaintiff’s work computer because the business owner had apparent 

authority to allow law enforcement to conduct a warrantless search; (4) even 

assuming that the affidavits submitted in support of search warrants omitted 

material facts and were disregarded, probable cause existed for the issuance of 

the warrants; and (5) the screenshots were not intercepted contemporaneously  

with their transmission and thus was not a violation of EPCA. Finally, the court of 

appeals held expert testimony was required to defeat summary judgment on the 

EPCA claim, which plaintiff did not present. 

#Admissibility 
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#Fourth Amendment – Warrant Required or Not 

#Miscellaneous 

Crocker v. Beatty, No. 17-13526 (11th Cir. Apr. 4, 2018) (per curiam) 

This was an appeal by the defendant, a sheriff’s deputy, from the denial of his 

motion for summary judgment. The plaintiff had filed a Section 1983 action 

against the defendant, alleging that his Fourth Amendment rights had been 

violated when the defendant seized a cell phone after the plaintiff had taken 

photos and videos of a crash scene from an “interstate grass median.” After the 

defendant refused to return the phone the plaintiff refused to leave the scene 

and he was arrested for resisting an officer without violence. Addressing the 

exigent circumstances exception to the Warrant Requirement, the court of 

appeals held that, even assuming “arguendo [that] it was reasonable for Beatty to 

consider that the photographs and videos may be evidence of a crime,” there 

were “no facts in the record [to] support the conclusion that a reasonable, 

experienced agent would have thought destruction of the evidence was 

imminent.” The court of appeals also rejected the defendant’s argument that he 

was entitled to qualified immunity: 

Beatty’s argument, however, is that the application of this exception to 

the seizure of cell phones—in particular, Internet-connected smart 

phones like Crocker’s iPhone—was not clearly established in 2012.  But 

this argument asks far too much.  The novelty of cutting-edge electronic 

devices cannot grant police officers carte blanche to seize them under 

the guise of qualified immunity.  This is not how our analysis operates.  

Even in ‘novel factual situations,’ we must deny qualified immunity 

when clearly established case law sends the ‘same message to 

reasonable officers.  *** Our case law has sent a consistent message, 

predating 2012, about the warrantless seizure of personal property and 

how exigent circumstances may arise.  The technology of the iPhone 

simply does not change our analysis.  To hold otherwise would deal a 

devastating blow to the Fourth Amendment in the face of sweeping 

technological advancement.  These advancements do not create 

ambiguities in Fourth Amendment law; the principles remain as always.  

Because of this, Beatty is not entitled to qualified immunity. 

#Fourth Amendment – Exigent Circumstances 
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#Fourth Amendment – Warrant Required or Not 

#Fourth Amendment – Good Faith Exception 

Cruise-Gulyas v. Minard, No. 18-2196 (6th Cir. Mar. 13, 2019) 

This was an interlocutory appeal by the police officer defendant from the district 

court’s denial of his motion to dismiss a Section 1983 action on qualified 

immunity grounds. The defendant had pulled over the plaintiff for speeding but 

gave her a ticket for a lesser traffic violation. As she drove away the plaintiff gave 

a defendant “an all-too-familiar gesture *** with her hand *** and without four 

of her fingers showing.” The defendant then pulled over the plaintiff a second 

time and changed the ticket to a speeding offense. The court of appeals affirmed: 

(1) the second stop was a seizure under the Fourth Amendment and required a 

showing of probable cause distinct from the first; (2) “[a]ny reasonable officer 

should know that a citizen who raises her middle finger engages in speech 

protected by the First Amendment”; and (3) “[a]n officer who seizes a person for 

Fourth Amendment purposes without proper justification and issues her a more 

severe ticket clearly commits an adverse action that would deter her from 

repeating that conduct in the future.” 

#Fourth Amendment – Good Faith Exception 

#Miscellaneous 

Gould v. Farmers Ins. Exchange, No. 4:17 CV 2305 RWS (E.D. Mo. Aug. 30, 2018) 

This is a putative class action brought under the Telephone Consumer Protection 

Act. The plaintiff sought to compel two non-party agents of the corporate 

defendants to produce documents related to text messages they purportedly sent 

to potential customers. The agents argued, among other things, that compelling 

production would violate their Fifth Amendment privilege against self-

incrimination.  The court granted the motion to compel: “the Agents’ mere 

possession, production, or authentication of call logs or other documents is not 

the act that would tend to incriminate them. The Fifth Amendment protection 

*** does not protect against disclosure of the requested documents because of 

the ‘settled proposition that a person may be required to produce specific 

documents even though they contain incriminating assertions of fact or belief 
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because the creation of those documents was not “compelled” within the 

meaning of the privilege.’” (quoting United States v. Hubbell, 530 U.S. 27 (2000)). 

#Fifth Amendment – Self-Incrimination 

I/M/O Grand Jury Subpoena, No. 18-3071 (D.C. Cir. Dec. 18, 2018) (Judgment) 

This was an appeal from the denial of a motion to quash a grand jury subpoena. 

The corporation served with the subpoena argued that it was immune under the 

Foreign Sovereign Immunities Act and that the subpoena was unenforceable 

under Fed. R. Crim. P. 17(c)(2) because it would require the corporation to violate 

another country’s domestic law. The court of appeals affirmed, concluding that, 

among other things, the corporation had failed to carry its burden to show that 

compliance would violate the other country’s law. The text of the law did not 

support the corporation’s position and the corporation’s submissions that 

purported to explain an “atextual interpretation lack[s] critical indicia of 

reliability.” 

#Miscellaneous 

Hately v. Watts, No. 18-1306 (4th Cir. Mar. 6, 2019) 

This is an action brought under the Stored Communications Act, a statute that 

one commentator has described to be “notoriously difficult to understand.” Here, 

the court of appeals reversed the district court and held that previously opened 

and delivered emails stored in a web-based email service were in protected 

“electronic storage” under the SCA.  

For an extended discussion of the SCA and the circuit split over its interpretation, 

see Orin Kerr’s article in the “Articles” Section of this Supplement. 

#SCA 

Johnson v. Duxbury, No. 18-2098 (1st Cir. July 29, 2019) 

This was a Section 1983 action brought by a police officer against the municipality 

by which he was employed and the chief of police. The officer alleged that the 

defendants violated his Fourth Amendment rights by demanding his cell and 

home phone records in the course of an internal investigation into his conduct. 

The district court granted summary judgment in the favor of the defendants. The 
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First Circuit affirmed, concluding that the demand did not implicate the Fourth 

Amendment because "an individual has no reasonable expectation of privacy in a 

phone service provider's records of the phone numbers that he dialed or from 

which he received calls." In so ruling, the Court of Appeals relied on the third-

party doctrine and distinguished the demand for phone numbers at issue from 

demands for content. It also rejected the officer's argument that, by requesting 

the phone records from him rather than from the service provider, the officer had 

a reasonable expectation of privacy because he had "physical possession of a 

copy." 

#Fourth Amendment – Warrant Required or Not 

#Third-Party Doctrine 

I/M/O Search of: A White Google Pixel 3 XL Cellphone In a Black Incipio (D. Idaho 
July 26, 2019) 

A magistrate judge denied the Government's application to "compel a subject's 

finger on a cellphone to conduct a forensic search," concluding that granting the 

application would infringe on the suspect's Fifth Amendment privilege against 

self-incrimination. The district court reversed the magistrate judge and granted 

the application: 

Where, as here, the Government will pick the fingers to be pressed on 

the Touch ID sensor, there is no need to engage the thought process of 

the subject at all in effectuating the seizure. The application of the 

fingerprint to the sensor is simply the seizure of a physical 

characteristic, and the fingerprint by itself does not communicate 

anything. It is less intrusive than a forced blood draw. Both can be done 

while the individual sleeps or is unconscious. Accordingly, the Court 

determines--in accordance with a majority of Courts that have weighed 

in on this issue--that the requested warrant does not violate the Fifth 

Amendment because it does not require the suspect to provide any 

testimonial evidence. [footnotes omitted]. 

#Fifth Amendment – Self-Incrimination 
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Pagan-Gonzalez v. Moreno, No. 16-2214 (1st Cir. Mar. 22, 2019) 

“This case requires us to consider the constitutional boundaries for the use of 

deception by law enforcement officers seeking consent for a warrantless search.  

We conclude that the search at issue here violated the Fourth Amendment 

because the circumstances -- including a lie that conveyed the need for urgent 

action to address a pressing threat to person or property -- vitiated the consent 

given by appellants.  We further hold that the defendants are not entitled to 

qualified immunity from civil liability for the unlawful search because any 

reasonable officer would have recognized that the circumstances were 

impermissibly coercive.  However, we reject a related claim alleging malicious 

prosecution on the ground that, even if it had merit, the defendants would be 

entitled to qualified immunity.” 

#Fourth Amendment – Warrant Required or Not 

#Fourth Amendment – Good Faith Exception 

#Miscellaneous 

I/M/O Search of a Residence in Aptos, California, Case No. 17-mj-70656-JSC-1, 
2018 WL 1400401 (N.D. Ca. Mar. 20, 2018) 

This matter arose out of the Government’s application pursuant to the SCA to 

compel the real party in interest (Spencer) to provide access to three electronic 

storage devices seized during the search of his home. The court granted the 

application. It found that “the record demonstrates that Mr. Spencer’s knowledge 

of the encryption passwords is a foregone conclusion and—in addition—that the 

authenticity, possession, and existence of the sought-after files are a foregone 

conclusion. In either event, the testimony inhering to the act of decryption is a 

foregone conclusion that ‘adds little or nothing to the sum total of the 

Government’s information.’ (quoting Fisher v. United States, 425 U.S. 391 (1976)). 

#Encryption 

#Fifth Amendment – Self-Incrimination 
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I/M/O Search of a Residence in Oakland, California, 354 F. Supp. 3d 1010 (N.D. Ca. 
2019) 

Here, the court denied an application to compel anyone present at the time of a 

search of a premises to “press a finger (including a thumb) or utilize other 

biometric features, such as facial or iris recognition, for the purposes of unlocking 

the digital devices found in order to permit a search of the contents as authorized 

by the search warrant.” In denying the application, the court found: (1) the 

application was overbroad as there was no probable cause to compel any person 

who might be in the premises at the time of the search to provide a biometric 

feature to “unlock any unspecified device that may be seized during the 

otherwise lawful search”; (2) the warrant was overbroad insofar as it sought to 

permit the search of a device “on a non-suspect’s person simply because they are 

present” at the time of the search; (3) the proposed use of biometric features to 

unlock a device would be testimonial in nature and raise the issue and, even if 

there was probable cause to seize devices, that probable cause “does not permit 

the Government to compel a suspect to waive” the Fifth Amendment privilege; 

and (4) the foregone conclusion did not apply because, citing Riley v. California 

and noting the volumes of information on a device, “the Government inherently 

lacks the requisite prior knowledge of the information and documents that could 

be obtained by a search of these unknown digital devices ***.” The court then 

permitted the Government to make a new application consistent with its ruling. 

#Encryption 

#Fifth Amendment – Self-Incrimination 

Miscellaneous 

I/M/O Search of *** Washington, District of Columbia, Case No. 18-sw-0122 
(GMH) (D.D.C. June 26, 2018) 

The Government filed an application for a warrant to search a premise and to 

seize, among other things, evidence found on electronic devices. The Government 

also sought to compel “biometric features of an individual believed to have 

perpetrated the alleged offenses *** in connection with any biometric 

recognition sensor-enabled” device within the scope of the warrant. The court 

appointed the Federal Public Defender as amicus to submit its views on the 
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lawfulness of the application. The court issued the warrant. Addressing the Fourth 

Amendment, the court concluded that this standard should be complied with in 

all future applications that sought to compel the use of biometric features:  

when attempting to unlock a *** device during the execution of a 

search warrant that authorizes the search of the device, the 

government may compel the use of an individual’s biometric features, if 

(1) the procedure is carried out with dispatch and in the immediate 

vicinity of the premises to be searched and if, at time of the compulsion, 

the government has (2) reasonable suspicion that the suspect has 

committed a criminal act that is the subject matter of the warrant, and 

(3) reasonable suspicion that the individual’s biometric features will 

unlock the device, that is, for example, because there is a reasonable 

suspicion to believe that the individual is a user of the device. [footnote 

omitted]. 

The court also held that the compelled use of a biometric feature would not 

implicate Fifth Amendment privilege against self-incrimination because the 

individual would not communicate anything of a testimonial nature. 

#Fifth Amendment – Self-Incrimination 

#Fourth Amendment – Warrant Required or Not 

#Miscellaneous 

Taylor v. Saginaw, No. 17-2126 (6th Cir. Apr. 25, 2019) (Amended Opinion) 

The plaintiff, a “frequent recipient of parking tickets,” filed this Section 1983 

action against the defendant city and one of its employees. The plaintiff alleged 

that the city’s practice of “chalking” – using chalk to mark the tires of parked 

vehicles to track how long they have been parked, abridged her Fourth 

Amendment right to be free from unreasonable searches. The district court 

dismissed the complaint, finding that, although chalking might be a search, it was 

reasonable. The Sixth Circuit reversed. It concluded: (1) chalking constituted a 

common law trespass upon a constitutionally-protected area and therefore was a 

search under the Fourth Amendment pursuant to United States v. Jones, 565 U.S. 

400 (2012); (2) the search was intended to secure information used by the city to 

issue parking citations; and (3) the warrantless search in issue did not fall within 

the community caretaking or automobile exceptions to the Warrant Requirement.  
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The court remanded with this observation: “When the record *** moves beyond 

the pleadings stage, the City is, of course, free to argue anew that one or both of 

those exceptions do apply, or that some other exception to the warrant 

requirement might apply.” 

#Fourth Amendment – Warrant Required or Not 

United States v. Ackell, No. 17-1784 (1st Cir. Oct. 24, 2018) 

The defendant was convicted of stalking under 18 U.S.C. Section 2261A. On 

appeal, among other things, he challenged the statute under which he was 

charged on First Amendment grounds. The First Circuit affirmed the conviction. 

The matter arose out of a series of online communications between the 

defendant and a third person. When the latter wanted to end their online 

relationship, the defendant threatened to expose her. The First Circuit held that 

the statute in issue penalized conduct rather than speech and that, “while 

acknowledging that *** [the statute] could have an unconstitutional application, 

and remaining cognizant of the chilling-effect-related concerns inherent in 

declining to invalidate a statute that can be applied to violate the First 

Amendment – we are unconvinced that we must administer the ‘strong medicine’ 

of holding the statute facially overbroad.” The appellate court observed that “as-

applied challenges will properly safeguard the rights that the First Amendment 

enshrines.” 

#Social Media 

United States v. Anzalone, No. 17-1454 (1st Cir. Apr. 24, 2019) 

Playpen was an online forum hosted on the Tor Network that allowed users to 

upload, download, and distribute child pornography. The FBI had taken control of 

Playpen and maintained the website live for two weeks to identify and arrest 

users. The defendant was identified as a Playpen user and indicted for possession 

and receipt of child pornography. He moved to suppress evidence obtained 

pursuant to a Network Investigative Technique (“NIT”) and to dismiss the 

indictment for outrageous government conduct. The district court denied both 

motions. The First Circuit affirmed. The appellate court held that the defendant’s 

challenge to the NIT warrant under Fed. R. Crim. P. 41 and to the inapplicability of 

the Leon exception had been foreclosed by its earlier decision of United States v. 
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Levin. The court also held that the totality of the circumstances set forth in the 

NIT warrant established the existence of probable cause. The First Circuit then 

rejected the defendant’s argument that the Government’s conduct in running the 

website was so outrageous as to require the dismissal of the indictment, although 

the court observed that “the strategy that the government employed *** falls 

close to the line. In an ideal world, there would be effective ways to intercept 

individuals who trade and distribute child pornography online other than running 

a child pornography website for two weeks.  But we live in a less than ideal world.  

Ultimately, we agree with the district court that the FBI's Playpen sting does not 

clear the high bar we have set for the outrageous government conduct defense to 

succeed.” 

#Miscellaneous 

United States v. Asgari, No. 18-3302 (6th Cir. Mar. 19, 2019) 

The Government suspected that the defendant, born in Iran, lied on his visa 

application and transmitted scientific information to Iran in violation of U.S. law. A 

magistrate judge issued a warrant in 2013 to search the defendant’s email 

account for evidence of these crimes. Based on information uncovered from that 

search the Government secured a second warrant in 2015 to search subsequent 

emails. The district court granted the defendant’s motion to suppress evidence 

secured through the warrants, finding that the application for the first warrant did 

not demonstrate the existence of probable cause and the good faith exception to 

the Warrant Requirement did not apply. The Sixth Circuit reversed. As to probable 

cause, the appellate court held that, “it doesn’t matter because the Leon good-

faith exception applies.” First, the supporting affidavit for the 2013 warrant 

alleged facts sufficient that “investigators operating in good faith reasonably 

could have thought the warrant was valid.” Second, although there were 

omissions from and “technically inaccurate” statements in the affidavit, none led 

to a deliberate or reckless falsehood. 

#Fourth Amendment – Good Faith Exception 

United States v. Babcock, No. 17-13678 (11th Cir. May 24, 2019) 

In this case, police officers investigating a domestic disturbance 

confiscated a suspect’s cell phone and held it for two days before 
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eventually obtaining a warrant to search it.  The appeal before us 

presents two Fourth Amendment questions.  First, was the seizure 

justified on the ground that the officers had reasonable suspicion to 

believe that the phone’s owner was engaged in criminal wrongdoing—

was it, in effect, a permissible ‘Terry stop’ of the phone?  We hold that 

it was not.  Second, in the particular circumstances of this case, did the 

officers have probable cause to believe not only that the phone’s owner 

had committed a crime and that the phone contained evidence of that 

crime, but also that the suspect would likely destroy that evidence 

before they could procure a warrant?  We hold that they did.  

Accordingly, and on that ground, we affirm the district court’s order 

denying the motion to suppress.  

#Fourth Amendment – Exigent Circumstances 

#Fourth Amendment – Warrant Required or Not 

United States v. Bell, No. 17-3505 (7th Cir. June 3, 2019) 

An individual who stole firearms brokered a deal with the defendant to sell the 

weapons. The individual was arrested for another offense, agreed to cooperate, 

and implicated the defendant. The cooperation included the individual showing 

an FBI agent a photo of a weapon that the defendant supposedly texted to the 

individual. When the defendant was arrested an officer seized the defendant’s flip 

phone. The officer opened the phone. Its home screen showed a weapon that 

might have been a stolen weapon. Thereafter, the FBI secured two warrants to 

search the defendant’s phone. One warrant application referred to the 

warrantless search. The other did not. The defendant moved to quash his arrest 

warrant and suppress evidence obtained from the phone, arguing that, without 

the information from the warrantless first search, probable cause was lacking for 

both. The district court denied the motion, concluding that: (1) the warrantless 

search violated the Fourth Amendment; and (2) even striking the information 

secured through the warrantless search, probable cause exited for issuance of the 

two warrants. On appeal, the court of appeals accepted that the warrantless 

search was illegal. However, there was an independent source for the photo. 

Moreover, even after the exclusion of the “tainted information,” probable cause 

existed for both warrants and law enforcement would have sought the warrants 
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even if it was unaware of the fruits of the warrantless search. The court of appeals 

also declined to remand for a Franks hearing.  

#Fourth Amendment – Warrant Required or Not 

United States v. Brewer, No. 18-2035 (7th Cir. Feb. 4, 2019) 

The defendant and his girlfriend “travelled the country robbing banks, a la Bonnie 

and Clyde.” The Government secured a warrant from an Indiana state judge for 

real-time GPS vehicle monitoring and tracked the defendant’s car to California 

where he and his girlfriend committed a robbery. He was arrested and convicted 

of bank robbery and argued on appeal, among other things, that the Government 

violated the Fourth Amendment by tracking him to California when the warrant 

only permitted monitoring in Indiana. The Seventh Circuit rejected the argument, 

concluding that there was no remedy under the Fourth Amendment for 

“noncompliance with a state-based, ancillary restriction in the warrant.” 

(footnote omitted). 

#Fourth Amendment – Warrant Required or Not 

#Miscellaneous 

United States v. Carpenter, No. 14-1572 (6th Cir. June 11, 2019) 

“This case returns on remand from the Supreme Court.” The Sixth Circuit affirmed 

the defendant’s conviction, concluding that the FBI agents who collected the 

defendant’s CSLI pursuant to the SCA did so in good faith. 

#Fourth Amendment – Good Faith Exception 

#Fourth Amendment – Warrant Required or Not 

United States v. Diggs, 18 CR 185-1 (N.D. Ill. May 13, 2019) 

The defendant and others were charged under the Hobbs Act for robbing a 

jewelry store. While investigating the robbery a detective obtained without a 

search warrant from a third party more than a month’s worth of GPS location 

data for a vehicle associated with the defendant. The data was secured from a 

business that extended credit to the defendant’s wife to buy the car.  The wife’s 

contract included this provision: “If your vehicle has an electronic tracking device, 
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you agree that we may use this device to find the vehicle.” Citing United States v. 

Jones, 565 U.S. 400 (2012) and Carpenter v. United States, the defendant moved 

to suppress the evidence derived from the warrantless search. The district court 

granted the motion. First, the court found that the GPS data “fits squarely within 

the scope of the reasonable expectation of privacy identified by the Jones 

concurrences and reaffirmed in Carpenter.” The court rejected the Government’s 

argument that the third-party doctrine applied, concluding that the detailed 

record of the defendant’s movements made the application of that doctrine 

inconsistent with Carpenter. The court then held that, consistent with Byrd v. 

United States, the defendant had standing to challenge the search. The court 

rejected application of the good faith exception because there was no binding 

Seventh Circuit precedent on point at the time of the search on which a 

reasonable officer could have relied. Finally, the court held that the contract 

language did not give the company permission to continuously track the vehicle 

for any purpose. 

#Fourth Amendment – Good Faith Exception 

#Fourth Amendment – Warrant Required or Not 

#Third-Party Doctrine 

United States v. Donahue, No. 17-943-cr (2d Cir. Feb. 15, 2018) (Summary Order) 

The defendant pled guilty to receipt of child pornography. He was sentenced to a 

term of imprisonment followed by 20 years’ supervised release. A special 

condition was imposed that prohibited the defendant from having direct or 

indirect contact with a minor “through another person or through a device” 

unless he were supervised. After his release from prison the probation office filed 

a revocation petition because, among other things, the defendant used his 

employer’s computer to search for child pornography. The defendant admitted to 

the violations and was sentenced to another term of imprisonment and 20 years’ 

supervised release. The district court re-imposed a special condition that the 

defendant not have unsupervised contact with minors. The court delegated to the 

probation office the defendant’s contact with his nine-year-old son who lived in 

Virginia. The defendant challenged this prohibition and delegation. The Second 

Circuit reversed and remanded because the district court had not explicitly 
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identified the sentencing goal of the condition, had not clarified whether the goal 

was to protect the defendant’s son, and had not made clear whether the father-

son relationship was sufficiently established to merit constitutional protection. 

The appellate court held that the delegation to probation might be impermissible. 

#Probation and Supervised Release 

United States v. Elbaz, Crim. Action No. TDC-18-0157 (D. Md. June 20, 2019) 

The defendant was charged with one count of conspiracy to commit wire fraud 

and three counts of wire fraud. In connection with its investigation the 

Government collected millions of documents. Knowing that some might be 

protected under the attorney-client or some other privilege, the Government 

established a “filter team” to identify and separate privileged and nonprivileged 

materials before turning the latter over to the prosecution team. Any privileged 

documents for which the defendant held the privilege or was a recipient of the 

communication were provided to the defendant and her attorneys. Other 

privileged documents not related to the defendant were identified on a privilege 

log which was provided to them. Once discovery began the Government 

produced the nonprivileged documents to the defendant after applying search 

terms to ensure that only relevant documents were produced. However, the 

prosecution team did not conduct a manual review because, “according to the 

Government, the volume was too large for it to both review each document and 

produce the files to Elbaz in accordance with the discovery schedule.” To make a 

long story short, unfiltered materials were uploaded to a Relativity database and 

the prosecution team “accessed or were presumed to have accessed 137 

potentially privileged communications, 103 of which represent unique 

communications or conversations, once duplicates and near-duplicates are 

excluded.” The defendant moved to dismiss the indictment or disqualify the 

prosecution team. The district court found no violation of the Sixth Amendment 

right to counsel. It rejected the defendant’s argument that the Government’s 

possession of attorney-client confidential information was a per se violation and 

found that the defendant had failed to establish either intentional misconduct or 

prejudice. Thus, neither dismissal of the indictment nor disqualification was 

warranted, “particularly where the Government’s voluntary decision [to] replace 

the prior members of the trial team with three new trial attorneys with no earlier 
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involvement in this case has eliminated any argument of prejudice to Elbaz.” 

However, the court ordered that certain privileged email and related 

communications be excluded from evidence at trial. The court did extend a note 

of caution to the Government:  

the Prosecution Team’s request to have some of the contents of two 

hard drives containing thousands of unfiltered documents uploaded to 

the Relativity database was a significant error in judgment not justified 

by a perceived need to meet discovery deadlines. And concern about 

meeting discovery deadlines should have been addressed through a 

motion to extend the deadline rather than engaging in shortcuts 

without considering the potential consequences. The Court trusts that 

the Government will take all necessary steps to avoid similar errors in 

the future and will hold the Government fully accountable for any 

additional lapses. 

#Discovery Materials 

#Miscellaneous 

#Sixth Amendment – Assistance of Counsel 

United States v. Elmore, No. 16-10109 (9th Cir. Mar. 4, 2019) 

Following a drive-by murder in 2012, the police obtained a State warrant that 

authorized the seizure of the defendant’s historical CSLI. The application for the 

warrant incorporated facts learned by the police in the investigation of the 

murder and stated that those facts appeared to demonstrate the existence of 

probable cause to believe that the CSLI could lead to the identification of the 

murderer. However, the defendant was “barely mentioned” in the affidavit and 

did not point to the defendant {what did not “point to the defendant”?}. After the 

CSLI data was secured, the defendant was indicted by a federal grand jury on four 

counts related to the murder and moved to suppress the CSLI data. The district 

court granted the motion, finding that probable cause had not been shown to link 

the defendant to the murder or that the defendant was in the area of the murder 

at the time it was committed. The district judge also rejected application of the 

Leon exception to the Warrant Requirement. The Ninth Circuit reversed. The 

court held that, “[t]he affidavit’s scant and innocuous references to Gilton do not 

establish a ‘fair probability’ that evidence of the crime would be found in Gilton’s 
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location data.” The Ninth Circuit also rejected the Government’s argument that 

two inferences could support the finding of probable cause. However, the court 

held that the Leon exception applied:  

In light of the prevailing belief in 2012 that CSLI data was not protected 

by the Fourth Amendment, we conclude that there was no ‘willful’ or 

‘grossly negligent’ error here where the officers nevertheless took the 

precautionary step of seeking a warrant and provided ample factual 

background by which the magistrate could reach his own determination 

of the existence of probable cause.  Although we conclude that the 

magistrate’s determination was erroneous, we hold that the police here 

were not required to second-guess the determination of a neutral and 

detached magistrate.  As such, we conclude that application of the 

exclusionary rule to Gilton’s CSLI data would have no ‘appreciable 

deterrent’ effect and is thus unwarranted. [footnote omitted]. 

#Fourth Amendment – Good Faith Exception 

#Fourth Amendment – Warrant Required or Not 

United States v. Gatto, No. 17-cr-0686 (S.D.N.Y. June 1, 2018) 

The defendants were charged with conspiracy to commit wire fraud, wire fraud, 

and money laundering. The charges arose from an alleged scheme to bribe high 

school basketball players in exchange for commitments to attend certain 

universities and retain the defendants’ services. Law enforcement seized the 

defendants’ cell phones incident to their arrests and applied for search warrants. 

A magistrate judge issued the warrants, which specified the categories of 

evidence responsive to the warrants.  Each warrant listed targeted search 

techniques that utilized the Cellebrite program to search but stated that, 

depending on the circumstances, “a complete review of the seized ESI may 

require examination of all of the seized data to evaluate its contents and 

determine whether the data is responsive to the warrant” (footnote omitted). 

The defendants moved to suppress evidence derived from the searches. The 

district court denied the motion because: (1) probable cause existed to believe 

that the defendants’ phones were used for relevant communications based on 

information derived from wiretaps; (2) the magistrate judge had a “sufficiently 

substantial basis” to conclude that probable cause existed as to one defendant’s 

second phone based an agent’s statement that the defendant was on his way to a 
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meeting and had used numerous cell phones to commit the offenses; and (3) the 

warrants satisfied the Particularity Requirement because the warrants “listed the 

criminal offenses with which defendants had been charged ***. Each warrant also 

described the places—i.e., the specific cell phones – to be searched. And each 

specified exactly the types of content that fell within the scope of the warrant” 

(footnote omitted). The court also rejected the defendants’ argument that the 

authorization to search all content rendered the warrants overbroad: “Such an 

invasion of a criminal defendant’s privacy is inevitable, however, in almost any 

warranted search because in ‘searches for papers,’ it is certain that some 

innocuous documents will be examined, at least cursorily, in order to determine 

whether they are, in fact, among those papers authorized to be searched.” 

(citation omitted). Finally, the court concluded that, even if the warrants were 

defective, the Leon exception to the Warrant Requirement would be applicable. 

#Discovery Materials 

#Fourth Amendment – Good Faith Exception 

#Fourth Amendment – Particularity Requirement 

#Fourth Amendment – Warrant Required or Not 

United States v. Goldstein, No. 15-4094 (3d Cir. Jan. 22, 2019) 

We granted Appellant Jay Goldstein’s petition for rehearing to address 

the effect of the Supreme Court’s recent decision in Carpenter v. United 

States on our prior panel decision, United States v. Stimler.  In Stimler, 

we held that the District Court properly denied Goldstein’s motion to 

suppress his cell site location information (CSLI) because Goldstein had 

no reasonable expectation of privacy in his CSLI, and, therefore, the 

government did not need probable cause to collect this data.  Carpenter 

sets forth a new rule that defendants do in fact have a privacy interest 

in their CSLI, and the government must generally obtain a search 

warrant supported by probable cause to obtain this information. 

However, we still affirm the District Court’s decision under the good 

faith exception to the exclusionary rule because the government had an 

objectively reasonable good faith belief that its conduct was legal when 

it acquired Goldstein’s CSLI. 

#Fourth Amendment – Good Faith Exception 
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#Fourth Amendment – Warrant Required or Not 

United States v. Guerrero-Torres, No. 17-13812 (11th Cir. Mar. 8, 2019) (per 
curiam) 

The defendant was a suspect in an ongoing missing child investigation. Law 

enforcement arranged to meet with him. When they eventually met, and after 

the police rang his cell phone a number of times with no answer, the defendant 

stated that the phone had been damaged by rainwater and would not turn on. He 

also stated that, because he believed the phone did not work properly, he threw 

it away in a public area. However, the defendant said it was his intent to keep the 

content secret and that he believed the password would keep others from 

accessing content. A landscaper found the phone and the police retrieved it. 

Thereafter, the defendant was arrested. After the defendant had been 

questioned a digital forensic specialist extracted data from the phone. Images of 

child pornography were found. In subsequent interrogations the defendant 

admitted that he knew the phone had been found by the landscaper but did not 

ask it be returned. He also volunteered what he apparently thought was the 

complete password to the police (it was not). He also told the police that he was 

not surprised to learn that the images were found because “you can find 

everything on phones.” The district court denied the defendant’s motion to 

suppress, finding that the defendant had abandoned the phone. He was found 

guilty of possession and production of child pornography. The Eleventh Circuit 

affirmed the convictions. The court held that the defendant failed to establish a 

subjective expectation of privacy in the content such that he lacked standing to 

contest the search. The court did not address “whether the contents of a 

password-protected cellphone can be abandoned” or whether any exceptions to 

the Warrant Requirement justified the warrantless search. 

#Fourth Amendment – Warrant Required or Not 

United States v. Harris, No. 17-3087 (6th Cir. Feb. 5, 2018) 

The defendant was convicted of securities and wire fraud. He argued on appeal, 

among other things, that the trial court had erred in failing to investigate 

potential extraneous influence on a juror. The defendant presented evidence that 

someone had viewed his LinkedIn profile during the trial and that that person was 
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the live-in girlfriend of a juror. This and other facts led the defendant to conclude 

that the juror had discussed the trial with his girlfriend.  The trial court denied the 

defendant’s motion to conduct a hearing pursuant to Remmer v. United States, 

347 U.S. 227 (1954). The Sixth Circuit reversed and remanded: “Although Harris 

did not establish that Juror 12 was exposed to unauthorized communication, 

Harris did present a colorable claim to extraneous influence, which necessitated 

investigation.” The district court had abused its discretion by neither holding a 

hearing nor allowing the defendant to conduct an investigation. 

#Social Media 

#Trial-Related 

United States v. Highbull, No. 17-2728 (8th Cir. July 6, 2018) 

The defendant pled guilty to one count of sexual exploitation of a child but 

reserved the right to challenge the denial of his motion to suppress evidence 

recovered from a cell phone that his girlfriend gave law enforcement. The district 

court denied the motion, finding that the girlfriend acted as a private actor and 

not as a government agent. The girlfriend retrieved the phone from the 

defendant’s vehicle after her son had called the police to report that the 

defendant was harassing his mother, the girlfriend. She told the police on their 

arrival that there were images of her infant daughter on the phone but she could 

not find these. The police took the phone, uncovered the images, and charged the 

defendant. The Court of Appeals affirmed the defendant’s conviction. It 

concluded that, although the police knew of and acquiesced in the girlfriend’s 

search of the vehicle, they did not request it be done and that her purpose in 

doing so was for a compelling personal motive (the protection of her daughter). 

#Fourth Amendment – Warrant Required or Not  

United States v. Holena, No. 17-3537 (3d Cir. Oct. 10, 2018) 

The defendant repeatedly visited an online chatroom to entice a fourteen-year 

old boy to have sex. The “boy” was an FBI agent. The defendant pled guilty to 

attempting to entice a minor to engage in sexual acts and was sentenced to ten 

years’ imprisonment and lifetime supervised release. As a special condition, he 

was forbidden to use the Internet without the approval of his probation officer, 
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had to submit to regular searches of his computer and home, and had to permit 

the installation of monitoring and filtering software on his computer. The 

defendant violated the terms of his supervised release twice, once by going online 

to update social media profiles and answer email and then by logging into 

Facebook without approval and lying about doing so. After each violation the 

court sentenced the defendant to incarceration and re-imposed the special 

conditions. At the latest hearing the judge imposed another lifetime ban, 

forbidding the defendant to possess or use any computer, electronic 

communications device, or electronic device. The defendant appealed. The Court 

of Appeals reversed and remanded: (1) the conditions were contradictory; (2) the 

bans were “draconian” and made without adequate findings. Specifically, the 

court of appeals questioned the length and scope of the bans; and (3) the bans 

raised First Amendment concerns as these “limit an array of First Amendment 

activity. And none of that activity is related to his [the defendant’s] crime. Thus, 

many of the restrictions on his speech are not making the public safer.”  

#Probation and Supervised Release 

United States v. Kolsuz, No. 16-4687 (4th Cir. May 9, 2018) 

Hamza Kolsuz was detained at Washington Dulles International Airport 

while attempting to board a flight to Turkey because federal customs 

agents found firearms parts in his luggage.  After arresting Kolsuz, the 

agents took possession of his smartphone and subjected it to a month-

long, off-site forensic analysis, yielding a nearly 900-page report 

cataloguing the phone’s data.  The district court denied Kolsuz’s motion 

to suppress, applying the Fourth Amendment’s border search exception 

and holding that the forensic examination was a nonroutine border 

search justified by reasonable suspicion.  Kolsuz ultimately was 

convicted of attempting to smuggle firearms out of the country and an 

associated conspiracy charge.  

Kolsuz now challenges the denial of his suppression motion.  First, he 

argues that the forensic analysis of his phone should not have been 

treated as a border search at all.  According to Kolsuz, once both he and 

his phone were in government custody, the government interest in 

preventing contraband from crossing the border was no longer 

implicated, so the border exception should no longer apply.  Second, 

relying chiefly on Riley v. California, 134 S. Ct. 2473 (2014) (holding that 



 

24 
 

search incident to arrest exception does not apply to searches of cell 

phones), Kolsuz urges that the privacy interest in smartphone data is so 

weighty that even under the border exception, a forensic search of a 

phone requires more than reasonable suspicion, and instead may be 

conducted only with a warrant based on probable cause.  

We agree with the district court that the forensic analysis of Kolsuz’s 

phone is properly categorized as a border search.  Despite the temporal 

and spatial distance between the off-site analysis of the phone and 

Kolsuz’s attempted departure at the airport, the justification for the 

border exception is broad enough to reach the search in this case.  We 

also agree with the district court that under Riley, the forensic 

examination of Kolsuz’s phone must be considered a nonroutine border 

search, requiring some measure of individualized suspicion.  What 

precisely that standard should be – whether reasonable suspicion is 

enough, as the district court concluded, or whether there must be a 

warrant based on probable cause, as Kolsuz suggests – is a question we 

need not resolve:  Because the agents who conducted the search 

reasonably relied on precedent holding that no warrant was required, 

suppression of the report would be inappropriate even if we disagreed.  

Accordingly, we affirm the judgment of the district court. 

#Fourth Amendment – Good Faith Exception 

#Fourth Amendment – Warrant Required or Not 

United States v. Lickers, No. 18-2212 (7th Cir. June 27, 2019) 

The defendant was observed by undercover officers sitting alone in a parked car 

while looking at his phone and watching a family with young children in a nearby 

playground. When they approached the vehicle, they observed a towel in the 

defendant’s lap and the defendant’s demeanor and behavior changed. The 

officers directed the defendant to remove the towel and, doing so, exposed his 

genitals. The defendant admitted that he had been pleasuring himself while 

looking at Craigslist. The officers directed the defendant to exit the vehicle, at 

which time the officers smelled marijuana. A dog search was conducted, 

marijuana found in the vehicle, prompting an inventory search resulting in the 

officers recovering a cell phone, laptop, and digital camera. A State judge issued a 

warrant to search the devices and the search revealed sexually explicit images of 

young children. The defendant was indicted on State drug and child pornography 
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charges. A State judge suppressed all the evidence, finding that there was no basis 

to remove the defendant from his vehicle and no basis to detain him pending the 

arrival of the dog. All State charges were then dismissed. Federal authorities then 

entered the picture and sought a warrant for the phone and laptop. The 

application included a copy of the State warrant application and disclosed that 

the earlier search uncovered child pornography. A federal judge issued a warrant. 

The resulting search uncovered pornographic images and videos of young 

children, and the defendant was indicted for possessing and transporting child 

pornography. He moved to suppress the evidence. That was denied by the district 

judge, who found that the defendant’s suspicious behavior created reasonable 

suspicion necessary to seize the defendant when he was ordered out of the car. 

The district judge also rejected the defendant’s challenge to the federal warrant. 

The defendant was convicted of possession of child pornography and sentenced 

to a term of imprisonment and lifetime supervised release. The Seventh Circuit 

affirmed: (1) the officers had reasonable suspicion to believe that the defendant 

had committed a crime and to detain him for a brief time under Terry v. Ohio, 392 

U.S. 1 (1968); (2) the dog’s alert to marijuana and other circumstances furnished 

probable cause for the search of the vehicle; and (3) once marijuana was found, 

probable cause existed for the inventory search and seizure of the devices. 

Turning to the State and federal warrants, the Seventh Circuit concluded that 

both lacked probable cause. However, the FBI agent who obtained and executed 

the federal warrant acted in good faith and the Leon good faith exception to the 

Warrant Requirement was applicable. Finally, the appellate court held that the 

district court had not abused its discretion in imposing the lifetime supervised 

release. 

#Fourth Amendment – Good Faith Exception 

#Fourth Amendment – Warrant Required or Not 

#Probation and Supervised Release 

United States v. Loera, No. 17-2180 (10th Cir. May 13, 2019) 

While executing a warrant to search the defendant’s home for evidence of 

computer fraud, FBI agents discovered child pornography on four of the 

defendant’s CDs. The agents continued their search for evidence of computer 

fraud while one agent continued to search the CDs and another searched for 
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evidence on other devices. The agents seized devices that appeared to contain 

evidence of computer fraud as well as the four CDs. One week later, an agent 

reopened the CDs without a warrant so that he could describe the images in an 

application for a second warrant to search all seized devices for child 

pornography. A magistrate judge issued the second warrant and the agents 

thereafter found more evidence of child pornography. The district court denied 

the defendant’s motion to suppress. The defendant pled guilty to receipt of child 

pornography but reserved his right to appeal. The Tenth Circuit affirmed the 

denial of the motion to suppress: (1) there were no pretextual motivations on the 

part of the FBI in obtaining the first warrant; (2) the search by the two agents was 

reasonable as they continued looking for evidence of computer fraud; (3) the 

warrantless search one week later was unlawful because it exceeded the scope of 

the first warrant and no exception to the Warrant Requirement applied; (4) 

excising descriptions of child pornography obtained during the unlawful search, 

the application for the second warrant did not demonstrate the existence of 

probable cause; the Leon “exception does not apply *** because the illegality at 

issue stems from police unlawful conduct, rather than magistrate error, and 

therefore the deterrence purposes of the Fourth Amendment are best served by 

applying the exclusionary rule”; and (5) “the district court’s supportable findings 

demonstrate by a preponderance of the evidence that the FBI would have 

inevitably discovered the child pornography evidence on Loera’s electronic 

devices through lawful means independent from *** [the] unlawful second 

search.” 

#Fourth Amendment – Good Faith Exception 

#Fourth Amendment – Warrant Required or Not 

#Miscellaneous 

United States v. Moore-Bush, Crim. Action No. 3:18-30001-WGY (D. Mass. June 3, 
2019) 

The defendants moved to suppress evidence derived from a camera affixed to a 

utility pole over the course of eight months. The pole was across the street from 

their home and captured video of, but not audio from, events occurring near the 

exterior of the home. The camera could zoom in to read license plates but could 
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not peer inside windows. It could also pan and tilt. The camera produced a 

digitalized recording that the Government could search. In response to the 

motion, the Government argued that its use of the camera was not a “search” 

under the Fourth Amendment. The district court disagreed: 

[the defendants] have exhibited an actual, subjective expectation of 

privacy that society recognizes as objectively reasonable. *** First, the 

Court infers from their choice of neighborhood that they subjectively 

expected that their and their houseguests’ comings and goings over the 

course of eight months would not be surreptitiously surveilled. *** 

Second, the Court rules that the Pole Cameras collected information 

that permitted the Government to peer into Moore-Bush and Moore’s 

private lives and constitutionally protected associations in an 

objectively unreasonable manner. See United States v. Jones, 565 U.S. 

400, 415 (2012) (Sotomayor, J., concurring). 

The district court also held that the surveillance “risks chilling core First 

Amendment activities.” The court also observed that, because of the digitalized 

nature of the video, “even if the Government were to show no contemporaneous 

interest in these intimate personal details, the Government can go back on a 

whim and determine a home occupant’s routines with to-the-second specificity” 

and that that capacity “distinguishes this surveillance from human surveillance.” 

However, the court suppressed only those “aspects” of the camera’s features 

that, “taken together, *** permit the Government to piece together intimate 

details of a suspect’s life.” The district court did not address exceptions to the 

Warrant Requirement or rule on evidence “collected indirectly from the Pole 

Camera.” 

#Fourth Amendment – Warrant Required or Not 

United States v. Reddick, No. 17-41116 (5th Cir. Aug. 17, 2018) 

Private businesses and police investigators rely regularly on ‘hash 

values’ to fight the online distribution of child pornography.  Hash 

values are short, distinctive identifiers that enable computer users to 

quickly compare the contents of one file to another.  They allow 

investigators to identify suspect material from enormous masses of 

online data, through the use of specialized software programs—and to 

do so rapidly and automatically, without the need for human searchers.  
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Hash values have thus become a powerful tool for combating the online 

distribution of unlawful aberrant content.  The question in this appeal is 

whether and when the use of hash values by law enforcement is 

consistent with the Fourth Amendment.   

For the Fourth Amendment concerns not efficiency, but the liberty of 

the people ‘to be secure in their persons, houses, papers, and effects, 

against unreasonable searches and seizures.’  There is no precedent in 

our circuit concerning the validity of these investigative tools under the 

Fourth Amendment, and to our knowledge no other circuit has 

confronted the precise question before us.  This case therefore presents 

an opportunity to apply established Fourth Amendment principles in 

this new context.  

One touchstone of our Fourth Amendment jurisprudence is that the 

Constitution secures the right of the people against unreasonable 

searches and seizures conducted by the government—not searches and 

seizures conducted by private parties.  Under the private search 

doctrine, the Fourth Amendment is not implicated where the 

government does not conduct the search itself, but only receives and 

utilizes information uncovered by a search conducted by a private party.   

The private search doctrine decides this case.  A private company 

determined that the hash values of files uploaded by Mr. Reddick 

corresponded to the hash values of known child pornography images.  

The company then passed this information on to law enforcement.  This 

qualifies as a ‘private search’ for Fourth Amendment purposes.  And the 

government’s subsequent law enforcement actions in reviewing the 

images did not effect an intrusion on Mr. Reddick’s privacy that he did 

not already experience as a result of the private search.  Accordingly, 

we affirm the judgment of the district court. 

#Fourth Amendment – Warrant Required or Not 

United States v. Sawyer, No. 18-2923 (7th Cir. July 9, 2019) 

The defendant entered a conditional guilty plea to possession of a firearm as a 

felon. On appeal, he challenged the denial of his motion to suppress evidence 

found during a search of his backpack, which he “left inside a home that he had 

entered unlawfully.” The district court denied the motion, concluding that the 

defendant had no “legitimate expectation of privacy in the house and therefore 

none in the unattended backpack.” The court of appeals affirmed: “Although the 
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district court mischaracterized Sawyer’s argument as an issue of ‘standing,’ it 

properly concluded, nonetheless, that Sawyer, as a trespasser, had no reasonable 

expectation of privacy ***.” Moreover, the backpack search did not violate the 

Fourth Amendment because the owner of the home consented to a search of the 

home, which included the backpack: “An otherwise unreasonable search is 

permissible when a third party with common control over the searched premises 

consents, or when someone with apparent authority does so.” 

#Fourth Amendment – Warrant Required or Not 

United States v. Smith, No. 17-2446 (2d Cir. Jan. 7, 2019) (Summary Order) 

A New York State trooper came across the defendant, who was passed out inside 

his vehicle parked on the side of a road. The defendant was visibly intoxicated. 

The defendant was put in the care of two forest rangers. The trooper searched 

the vehicle for the defendant’s identification or a vehicle registration. While doing 

so the trooper came across an image on a tablet that the trooper thought was 

child pornography. The trooper seized the tablet. Just over a month later the 

trooper applied for a warrant. The warrant was issued and videos and images of 

child pornography were found on the tablet. The defendant was indicted for 

possession of child pornography, his motion to suppress denied, and he pled 

guilty to six counts. He reserved his right to appeal the denial of the motion to 

suppress. The Second Circuit declined to second-guess the district court when it 

determined that the trooper was credible in his testimony that the image he 

observed was in plain view. The defendant also argued that the failure of the 

police to “preserve the tablet’s settings at the time of seizure required the district 

court to infer that the factory settings had not been changed.” The Second Circuit 

rejected this argument because there was no evidence that the police acted in 

bad faith. However, the Second Circuit reversed and remanded for a “fuller 

explanation and further findings” on whether the month-long delay in securing a 

warrant was reasonable. 

#Fourth Amendment – Warrant Required or Not 

#Miscellaneous 

#Preservation and Spoliation 
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United States v. Touset, No. 17-11561 (11th Cir. May 23, 2018) 

This appeal presents the question whether the Fourth Amendment 

requires reasonable suspicion for a forensic search of an electronic 

device at the border. U.S. Const. amend. IV. Karl Touset appeals the 

denial of his motions to suppress the child pornography found on 

electronic devices that he carried with him when he entered the 

country and the fruit of later searches. We recently held that the Fourth 

Amendment does not require a warrant or probable cause for a forensic 

search of a cell phone at the border. United States v. Vergara, 884 F.3d 

1309 (11th Cir. 2018). Touset argues that, in the light of the decision of 

the Supreme Court in Riley v. California, 134 S. Ct. 2473 (2014), 

reasonable suspicion was required for the forensic searches of his 

electronic devices. But our precedents about border searches of 

property make clear that no suspicion is necessary to search electronic 

devices at the border. Alternatively, the border agents had reasonable 

suspicion to search Touset’s electronic devices. We affirm. 

#Fourth Amendment – Warrant Required or Not 

United States v. Vergara, 884 F.3d 1309 (11th Cir. 2018) 

This appeal presents the issue whether warrantless forensic searches of 

two cell phones at the border violated the Fourth Amendment. U.S. 

Const. amend IV. Hernando Javier Vergara appeals the denial of his 

motion to suppress evidence found on two cell phones that he carried 

on a cruise from Cozumel, Mexico to Tampa, Florida. He argues that the 

recent decision of the Supreme Court in Riley v. California, 134 S. Ct. 

2473 (2014)—that the search-incident-to-arrest exception to the 

warrant requirement does not apply to searches of cell phones—should 

govern this appeal. But we disagree. The forensic searches of Vergara’s 

cell phones occurred at the border, not as searches incident to arrest, 

and border searches never require a warrant or probable cause. At 

most, border searches require reasonable suspicion, but Vergara has 

not argued that the agents lacked reasonable suspicion to conduct a 

forensic search of his phones. We affirm. 

#Fourth Amendment – Warrant Required or Not 
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DECISIONS – STATE 

Carver Fed. Savings Bank v. Shaker Gardens, Inc., 2018 NY Slip Op 08975 (3d Dept. 
App. Div. Dec. 27, 2018) 

This was an appeal from orders denying the plaintiff’s motions to hold two 

defendants in contempt. The plaintiff had secured a judgment against the 

defendants and served subpoenas on them for the production of documents and 

their appearance at depositions. Neither complied. Eventually, both appeared for 

depositions but refused to answer questions or produce documents, instead 

invoking the Fifth Amendment. The appellate court found that a finding of civil 

contempt was amply justified as to one defendant and stated the question on 

appeal to be “whether defendant’s invocation of the Fifth Amendment *** in 

response to each of the questions presented, and his assertion of the privilege as 

a basis for withholding disclosure of the documents demanded in the subpoena, 

served to purge himself of the contempt.” The appellate court held that tax 

information sought by the subpoenas fell within the “required records exception” 

to the privilege and had to be produced. As to the remaining information sought, 

one defendant did not assert that he was subject to any criminal investigation or 

proceeding and failed to show that his fear of prosecution was other then 

“imaginary.” His claim was remanded for particularized objections and an in 

camera inquiry. The other defendant’s claim (as well as her invocation of the 

spousal privilege) was also remanded. 

#Fifth Amendment – Self-Incrimination 

#Miscellaneous 

Commonwealth v. Anthony Almonor, 94 Mass. App. Ct. 161 (2018) 

This case presents the question whether the police unreasonably 

delayed obtaining a warrant to search the contents of cellular 

telephones (second warrant), where those cell phones had already been 

properly seized pursuant to a lawful first warrant and were being held 

as evidence pending trial. A Superior Court judge held that the delay in 

seeking the second warrant was unreasonable *** and suppressed the 

fruits of the search conducted pursuant to the second warrant. We 

reverse, concluding that the delay in seeking the second warrant was 

not unreasonable, where the cell phones were already lawfully in police 
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custody and were reasonably expected to remain so until trial. 

[footnote omitted]. 

#Fourth Amendment – Warrant Required or Not 

Commonwealth v. Jerome Almonor, 482 Mass. 35, 120 N.E.2d 1183 (Mass. 2019) 

The police quickly identified the defendant as the person suspected of 

murdering the victim with a sawed-off shotgun. In an attempt to 

pinpoint the location of the fleeing suspect, the police caused the 

defendant's cell phone to be ‘pinged.’ They did so without a warrant. 

The legality of that ping in these circumstances is the central legal issue 

in this murder case. *** 

This appeal raises an issue of first impression in Massachusetts: whether 

police action causing an individual's cell phone to reveal its real-time 

location constitutes a search in the constitutional sense under either 

the Fourth Amendment or art. 14. For the reasons set forth below, we 

conclude that, under art. 14 [of the Massachusetts Declaration of 

Rights], it does. We also conclude, however, that in the circumstances 

of this case, the warrantless search was supported by probable cause 

and was reasonable under the exigent circumstances exception to the 

search warrant requirement. We therefore reverse the motion judge's 

allowance of the defendant's motion to suppress. [footnotes omitted]. 

#Fourth Amendment – Exigent Circumstances 

Commonwealth v. Bell, J-103-2018 (Pa. Sup. Ct. July 17, 2019) 

The defendant was arrested for DUI. He refused to submit to a blood test and was 

charged with drunk driving and a traffic offense. The defendant moved 

unsuccessfully to suppress evidence of his refusal to submit to the warrantless 

test. A police officer testified about the defendant’s refusal and he was found 

guilty of all charges. The defendant moved for reconsideration in light of Birchfield 

v. North Dakota. The trial court granted a new trial because the court has relied 

on the defendant’s refusal as a basis for the conviction. An intermediate appellate 

court reversed, relying on Pennsylvania’s implied consent law. The Pennsylvania 

Supreme Court agreed: “we conclude the ‘evidentiary consequence’ provided by 

Section 1547(e) for refusing to submit to a warrantless blood test – the admission 

of that refusal at a subsequent trial for DUI – remains constitutionally permissible 

post-Birchfield.” 
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#Miscellaneous 

#Trial-Related 

Commonwealth v. Brennan, 481 Mass. 146 (2018) 

The defendant was charged with two counts of criminal harassment. The charges 

arose out of allegations that he had concealed GPS devices on the vehicles of a 

married couple and had used the devices to track their movements. The trial 

court dismissed the charges, finding that the Commonwealth had not alleged 

sufficient “qualifying acts” under the statute in issue. The Supreme Judicial Court 

reversed, concluding that concealing a GPS device on a vehicle qualified as an 

“act,” a sufficient number of acts had been alleged, there was evidence that the 

couple suffered substantial emotional distress, and the defendant’s conduct was 

willful and malicious. The court also made this observation: 

As technology has advanced, the tools that people can use to harass 

victims have increased. *** The law has not fully caught up to the new 

technology, and given the speed with which technology evolves, it may 

sometimes leave victims without recourse. See id. at 48-49. The 

Legislature may wish to explore whether the conduct of a private 

person electronically monitoring the movements of another private 

person should be criminalized, regardless of whether it would 

constitute criminal harassment. In these circumstances, the defendant's 

behavior satisfied the three acts necessary for the criminal harassment 

statute, but there may be occasions where the facts might not be 

sufficient for the statute to encompass a defendant's conduct. [footnote 

omitted]. 

#Miscellaneous 

#Social Media 

Commonwealth v. Carter, 474 Mass. 624, 52 N.E.3d 1054 (2019), petition for cert. 
pending, No. 18A1112 (U.S. filed Apr. 29, 2019) 

The defendant was indicted for and convicted of involuntary manslaughter arising 

out of her exchange of text messages with an individual who she encouraged to 

commit and her voice contact with him while he did so. The Massachusetts 

Supreme Judicial Court held the evidence was sufficient to establish the 

defendant’s guilt beyond a reasonable doubt. The court also rejected the 
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defendant’s argument that the statute under which she was charged was 

unconstitutionally vague and that her conviction violated her right to free speech. 

#Miscellaneous 

#Social Media 

Commonwealth v. D’Adderio, No. 833 MDA 2018 (Pa. Super. Ct. June 17, 2018) 

The defendant was convicted of harassment under Pennsylvania law after she 

directed multiple Facebook posts to an individual that were “vulgar and 

inflammatory.” She argued on appeal that her posts were protected by the First 

Amendment and that the harassment statute was unconstitutionally overbroad.  

The appellate court affirmed the conviction. It held that her posts “did not 

express social or political beliefs or constitute legitimate conduct” and were not 

protected by the First Amendment. The court also held that the statute in issue 

does not punish constitutionally protected speech and, thus, was not overbroad. 

#Miscellaneous 

#Social Media 

Commonwealth v. Feliz, 481 Mass. 689 (2019) 

The defendant pled guilty to possession and distribution of child pornography. At 

sentencing, the court imposed GPS monitoring as a condition of probation as 

required by a Massachusetts statute. The trial court rejected the defendant’s 

argument that the condition was an unreasonable search, found the statute in 

issue constitutional, and rejected an as-applied challenge. On appeal, the 

Supreme Judicial Court reversed: 

The defendant argues that, as applied to him, the condition of 

mandatory GPS monitoring, pursuant to G. L. c. 265, § 47, constitutes an 

unreasonable search under the Fourth Amendment and art. 14. We 

consider this argument in light of the United States Supreme Court's 

holding that GPS monitoring is a search. See Grady v. North Carolina 

***, is overinclusive in that GPS monitoring will not necessarily 

constitute a reasonable search for all individuals convicted of a 

qualifying sex offense. 

Article 14 requires an individualized determination of reasonableness in 

order to conduct more than minimally invasive searches, and GPS 
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monitoring is not a minimally invasive search. To comport with art. 14, 

prior to imposing GPS monitoring on a given defendant, a judge is 

required to conduct a balancing test that weighs the Commonwealth's 

need to impose GPS monitoring against the privacy invasion occasioned 

by such monitoring. 

We conclude that, in the circumstances of this case, the 

Commonwealth's particularized reasons for imposing GPS monitoring 

on this defendant do not outweigh the privacy invasion that GPS 

monitoring entails. Accordingly, as applied to this defendant, GPS 

monitoring is an unconstitutional search under art. 14. [footnote 

omitted]. 

#Probation & Supervised Release 

Commonwealth v. Fredericq, 482 Mass. 70 (2019) 

The defendant was indicted for trafficking cocaine. He moved to suppress the 

cocaine and cash seized from a warrantless search of his residence. That motion 

was granted by a judge who concluded that the evidence seized were the fruits of 

the “unlawful police tracking of a cellular telephone through which the police 

obtained *** [CSLI] without a search warrant based on probable cause.” The 

Supreme Judicial Court affirmed the suppression order: 

We conclude that the defendant has standing to challenge the 

Commonwealth's warrantless CSLI search because, by monitoring the 

telephone's CSLI, the police effectively monitored the movement of a 

vehicle in which he was a passenger. We further conclude that, under 

the circumstances here, the seizure of the cocaine and cash was the 

direct result of information obtained from the illegal CSLI search; that, 

under the fruit of the poisonous tree doctrine of the exclusionary rule, it 

is irrelevant whether the defendant had a reasonable expectation of 

privacy in the crawl space where the cocaine was found; and that the 

Commonwealth has failed to meet its burden of proving that the seizure 

was sufficiently attenuated from the illegal search such that it should 

not be deemed a forbidden fruit of the poisonous tree. Specifically, we 

conclude that the defendant's consent to a search of his residence did 

not purge the seizure from the taint of the illegal CSLI search, where the 

consent was obtained through the use of information obtained from 

that search. For these reasons and as discussed more fully infra, we 
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affirm the order granting the defendant's motion to suppress. [footnote 

omitted].  

#Fourth Amendment – Warrant Required or Not 

#Fourth Amendment – Good Faith Exception 

#SCA 

Commonwealth v. Johnson, 481 Mass. 710 (2019) 

The defendant was convicted of breaking and entering and related offenses. 

Evidence offered against him at trial included GPS location data recorded from a 

GPS monitoring device that had been attached to the defendant as a condition of 

probation. He had moved to suppress the evidence, arguing that the 

Commonwealth’s accessing and reviewing the GPS data was an unreasonable 

search. The motion was denied. The defendant argued on appeal, among other 

things, that accessing the data was an unconstitutional warrantless search. The 

Supreme Judicial Court affirmed the denial of the motion to suppress, concluding 

that,  

although the original imposition of GPS monitoring as a condition of the 

defendant's probation was a search, it was reasonable in light of the 

defendant's extensive criminal history and willingness to recidivate 

while on probation. We also conclude that once the GPS device was 

attached to the defendant, he did not possess a reasonable expectation 

of privacy in data targeted by police to determine his whereabouts at 

the times and locations of suspected criminal activity that occurred 

during the probationary period. Accordingly, no subsequent search in 

the constitutional sense under either art. 14 or the Fourth Amendment 

occurred.  

#Fourth Amendment – Warrant Required or Not 

#Probation and Supervised Release 

Commonwealth v. Jones, 481 Mass. 540 (2019) 

The defendant was indicted for prostitution-related offenses. A cell phone was 

seized at the time of his arrest. Because the Commonwealth believed that the 

contents of the phone included material and inculpatory evidence it secured a 

warrant to search the phone. It could not do so, however, because the phone was 
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encrypted and the defendant, asserting the Fifth Amendment privilege, refused to 

provide the password. A trial judge denied a motion to compel, finding that the 

Commonwealth had not shown that the defendant’s knowledge of the password 

was a foregone conclusion. The court also denied a renewed motion. On appeal, 

the Supreme Judicial Court reversed and remanded. First, the court held that 

Article 12 of the Massachusetts Declaration of Rights requires the Commonwealth 

to prove beyond a reasonable doubt that the defendant knows the password for 

the foregone conclusion doctrine to apply. Then, the court held that there were 

sufficient facts to meet that burden as the phone was in the defendant’s 

possession at the time of his arrest and statements made by a witness tended to 

show the defendant’s regular use of the phone. Finally, the court held that, “a 

judge acting on a renewed Gelfgatt motion may consider additional information 

without first finding that it was not known or not reasonably available at the time 

of the first filing.”  

The court also rejected the trial judge’s imposition of an additional requirement 

on the Commonwealth, distinguishing between knowledge of a password and 

content: 

The motion judge required the Commonwealth to prove the 

defendant's knowledge of the password, and the existence of 

information relevant to the charges against the defendant within the LG 

phone, with ‘reasonable particularity.’ This standard has been used to 

define the level of particularity required in the identification of 

subpoenaed documents. *** Here, neither documents nor the contents 

of the LG phone are sought. *** [T]he Commonwealth therefore need 

not prove any facts with respect to the contents of the LG phone. The 

only consideration is whether the defendant knows the password to the 

encrypted device. The reasonable particularity standard, which 

considers the level of specificity with which the Commonwealth must 

describe sought after evidence, is therefore inapt in the context of 

compelled decryption. Indeed, as other courts have noted, the 

defendant either knows the password or does not. His knowledge 

therefore must be proved to a level of certainty, not described with a 

level of specificity. *** We need not address how the reasonable 

particularity standard combines with the proof beyond a reasonable 

doubt requirement in document production cases, as no such content 

has been sought in this case. 
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#Fifth Amendment – Self-Incrimination 

Commonwealth v. Knox, J-83-2017 (Pa. Sup. Ct. Aug. 21, 2018) 

At issue here was “whether the First Amendment *** permits the imposition of 

criminal liability based on the publication of a rap-music video containing lyrics 

directed to named law enforcement officers.” The defendant had been arrested 

after a traffic stop, during which the police found a stolen weapon and drugs. The 

defendant was charged with a number of offenses and, while the charges were 

pending, he wrote and recorded a rap song, titled “F—k the Police,” which was 

put on video along with photos showing the defendant motioning as if he was 

firing a weapon. The arresting officers were identified by name and the video was 

uploaded onto social media sites. The defendant was charged with making 

terroristic threats and witness intimidation under Pennsylvania law. He was found 

guilty of the charges and the conviction affirmed by the intermediate appellate 

court. The Pennsylvania Supreme Court affirmed. After canvassing precedent, the 

court concluded, “[f]irst, the Constitution allows states to criminalize threatening 

speech which is specifically intended to terrorize or intimidate. Second, in 

evaluating whether the speaker acted with an intent to terrorize or intimidate, 

evidentiary weight should be given to contextual circumstances ***.” (footnote 

omitted). The court held that there was sufficient evidence to support the finding 

that the defendant acted with the subjective intent to commit the crimes and that 

the video constituted a “true threat.” 

#Social Media  

Commonwealth v. Pacheco, 2019 PA Super. 208 (Pa. Superior Ct. July 3, 2019) 

The defendant appealed his conviction on multiple counts of possession with 

intent to deliver and other related offenses. He argued on appeal that the trial 

court erred in denying his motion to suppress real-time CSLI evidence. The 

evidence was secured through orders issued under the Pennsylvania Wiretap Act. 

Pursuant to the order, the defendant’s wireless service provider, “at the direction 

of law enforcement, actively sends signals to the cell phone, causing it to transmit 

its location to the *** provider, which then provides law enforcement with a real-

time record of the location of those connections.” Analyzing the Supreme Court’s 

decision in Carpenter v. United States, the Superior Court “saw no meaningful 
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distinction between the privacy issues related to historical as opposed to real-

time CSLI, concluded that law enforcement was required to secure a search 

warrant for the former, and held that the orders that had been secured did not 

satisfy the probable cause requirement of the Fourth Amendment. The Superior 

Court reversed and remanded for further proceedings. 

#Fourth Amendment – Warrant Required or Not 

#Third-Party Doctrine 

Commonwealth v. Raspberry, 93 Mass. App. Ct. 633, 107 N.E.3d 1195 (2018) 

The defendant appealed from the denial of her motion to suppress evidence 

obtained by police through warrantless real-time tracking of her location using 

CSLI and through a search of her vehicle. The trial court denied the motion and 

the Appeals Court affirmed. Law enforcement was lawfully monitoring a 

telephone conversation during which the defendant said she would kill someone. 

An officer then made an “exigent request” to AT&T, which agreed to cooperate 

and made a number of “emergency pings” to the defendant’s cell phone number, 

enabling law enforcement to locate the vehicle the defendant was in. The 

appellate court held that the “emergency aid” exception to the warrant and 

probable cause requirements of the Fourth Amendment and Article 12 applied 

because law enforcement had objectively reasonable grounds to believe that an 

emergency existed and law enforcement conduct had been reasonable. The 

appellate court also held that, since the police had probable cause to believe that 

the defendant possessed a loaded weapon, the automobile exception justified the 

warrantless search of the vehicle. 

#Fourth Amendment – Exigent Circumstances 

#Fourth Amendment – Warrant Required or Not 

#Miscellaneous 

Edwards v. Florida, No. 3D17-734 (Fla. 3d DCA June 26, 2019) 

The defendant, a former police officer, appealed her conviction and sentence for 

official misconduct. “Her primary contention *** is that the trial court erred in 

denying her motion to suppress evidence obtained from a personal flash drive 

plugged into her work computer.” Evidence offered against the defendant came 



 

40 
 

from the flash drive, which, she contended, was personal property that had been 

illegally seized when her work computer had been legally seized. The District 

Court of Appeal affirmed: The flash drive was plugged into a work computer, the 

computer was in an office shared with another officer who had full access to the 

defendant’s computer, the computer was connected to a network which anyone 

with appropriate credentials could access, and a login banner warned, among 

other things, that users of the network had no expectation of privacy. 

#Fourth Amendment – Warrant Required or Not. 

Everett v. State of Delaware, No. 257, 2017 (Del. Sup. Ct. May 29, 2018) 

A detective monitored the defendant’s Facebook page using a fake profile for 

approximately two years. At some point the detective used the fake profile to 

send the defendant a “friend request,” which the defendant accepted. Thereafter, 

the detective saw a photo on the defendant’s Facebook page which showed, 

among other things, a firearm. This led the detective to apply for a search warrant 

of the defendant’s home. The warrant was issued and, among other things, a 

weapon was found.  The defendant was indicted and convicted of possession of a 

firearm by a “person prohibited.” The defendant learned of the deceptive 

Facebook activity on the first day of the trial. His motion for a mistrial or a hearing 

was denied. On appeal, the defendant argued that the monitoring of his Facebook 

page was an unlawful warrantless search and that any evidence seized pursuant 

to the search should be suppressed. He did this by arguing that the trial court had 

erred in denying his motion for a “reverse-Franks” hearing. The Delaware 

Supreme Court affirmed: The defendant did not have a reasonable expectation 

under either the Fourth Amendment or the Delaware Constitution that the 

Facebook posts he had voluntarily shared with the detective and others would 

not be disclosed. The court declined to extend its discussion to the sharing of 

information with third parties such as an internet service provider. 

#Fourth Amendment – Warrant Requirement or Not 

#Social Media 

#Third-Party Doctrine 
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Facebook, Inc. v. Superior Court, S256686 (Cal. Sup. Ct. July 17, 2019) (en banc) 

The trial judge in an ongoing gang-related murder trial ordered production of 

private social media postings. The California Supreme Court denied relief to the 

service providers because the trial had begun and the trial judge had found a 

"strong justification for access  to the sought information." 

NOTE: This order is not available electronically.  

#SCA 

#Trial-Related 

Facebook, Inc. v. Wint, No. 18-CO-958 (2019) 

This was an emergency appeal from an order holding Facebook in civil contempt 

for refusing to comply with subpoenas served by the defendant in a murder trial. 

The subpoenas, which had been authorized by the trial judge, sought production 

of records from various social media accounts, including the content of 

communications. Facebook argued on appeal that the SCA barred it from 

complying. The Colorado Supreme Court reversed. It concluded that the SCA 

prohibited compliance and that there were no statutory exceptions that would 

allow Facebook to comply. The court also rejected the defendant’s argument that 

criminal defendants have a “constitutional right to obtain evidence for trial and 

that this court therefore should reject a reading of the SCA that would preclude 

providers from complying with criminal defendants’ subpoenas.”  

#Miscellaneous 

#Social Media 

#Trial-Related 

Facebook, Inc. v. Superior Court, S230051 (Cal. Sup. Ct. May 24, 2018) 

Real parties in interest Derrick D. Hunter and Lee Sullivan (defendants) 

were indicted by a grand jury and await trial on murder, weapons, and 

gang-related charges arising out of a driveby shooting in San Francisco. 

Each defendant served a subpoena duces tecum on one or more 

petitioners, social media service providers Facebook, Inc. (Facebook), 

Instagram, LLC (Instagram), and Twitter, Inc. (Twitter) (collectively, 

social media providers, or simply providers). The subpoenas broadly 
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seek public and private communications, including any deleted posts or 

messages, from the social media accounts of the homicide victim and a 

prosecution witness. 

As explained below, the federal Stored Communications Act (18 U.S.C. § 

2701 et seq.; hereafter SCA or Act) regulates the conduct of covered 

service providers, declaring that as a general matter they may not 

disclose stored electronic communications except under specified 

circumstances (including with the consent of the social media user who 

posted the communication) or as compelled by law enforcement 

entities employing procedures such as search warrants or prosecutorial 

subpoenas. Providers moved to quash defendants' subpoenas, asserting 

the Act bars providers from disclosing the communications sought by 

defendants. They focused on section 2702(a) of the Act, which states 

that specified providers ‘shall not knowingly divulge to any person or 

entity the contents of’ any ‘communication’ that is stored or maintained 

by that provider. They asserted that section 2702 prohibits disclosure by 

social media providers of any communication, whether it was 

configured to be public (that is, with regard to the communications 

before us, one as to which the social media user placed no restriction 

regarding who might access it) or private or restricted (that is, 

configured to be accessible to only authorized recipients). Moreover, 

they maintained, none of various exceptions to the prohibition on 

disclosure listed in section 2702(b) applies here. And in any event, 

providers argued, they would face substantial technical difficulties and 

burdens if forced to attempt to retrieve deleted communications and 

should not be required to do so.  

Defendants implicitly accepted providers' reading of the Act and their 

conclusion that it bars providers from complying with the subpoenas. 

Nevertheless, defendants asserted that they need all of the requested 

communications (including any that may have been deleted) in order to 

properly prepare for trial and defend against the pending murder 

charges. They argued that the SCA violates their constitutional rights 

under the Fifth and Sixth Amendments to the United States Constitution 

to the extent it precludes compliance with the pretrial subpoenas in this 

case. 

The trial court, implicitly accepting the parties' understanding of the 

SCA, agreed with defendants' constitutional contentions, denied 

providers' motions to quash, and ordered them to produce the 

requested communications for the court's review in camera. Providers 
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sought, and the Court of Appeal issued, a stay of the production order. 

After briefing and argument, the appellate court disagreed with the trial 

court's constitutional conclusion and issued a writ of mandate, directing 

the trial court to quash the subpoenas. We granted review. 

Our initial examination of the Act, its history, and cases construing it, 

raised doubts that section 2702 of the Act draws no distinction between 

public and restricted communications, and that no statutory exception 

to the prohibition on disclosure could plausibly apply here. In particular, 

we questioned whether the exception set out in section 2702(b)(3), 

under which a provider may divulge a communication with the ‘lawful 

consent’ of the originator, might reasonably be interpreted to permit a 

provider to disclose posted communications that had been configured 

by the user to be public. 

Accordingly, we solicited supplemental briefing concerning the proper 

interpretation of section 2702. In that briefing, all parties now concede 

that communications configured by the social media user to be public 

fall within section 2702(b)(3)'s lawful consent exception to section 

2702's prohibition, and, as a result, may be disclosed by a provider. As 

we will explain, this concession is well taken in light of the relevant 

statutory language and legislative history. 

The parties differ, however, concerning the scope of the statutory 

lawful consent exception as applied in this setting. Defendants 

emphasize that even those social media communications configured by 

the user to be restricted to certain recipients can easily be shared 

widely by those recipients and become public. Accordingly, they argue 

that when any restricted communication is sent to a ‘large group’ of 

friends or followers the communication should be deemed to be public 

and hence disclosable by the provider under the Act's lawful consent 

exception. On this point we reject defendants' broad view and instead 

agree with providers that restricted communications sent to numerous 

recipients cannot be deemed to be public—and do not fall within the 

lawful consent exception. Yet we disagree with providers' assertion that 

the Act affords them ‘discretion’ to defy an otherwise proper criminal 

subpoena seeking public communications. 

In light of these determinations we conclude that the Court of Appeal 

was correct to the extent it found the subpoenas unenforceable under 

the Act with respect to communications addressed to specific persons, 

and other communications that were and have remained configured by 

the registered user to be restricted. But we conclude the court's 
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determination was erroneous to the extent it held section 2702 also 

bars disclosure by providers of communications that were configured by 

the registered user to be public, and that remained so configured at the 

time the subpoenas were issued. As we construe section 2702(b)(3)'s 

lawful consent exception, a provider must disclose any such 

communication pursuant to a subpoena that is authorized under state 

law. 

Ultimately, whether any given communication sought by the subpoenas 

in this case falls within the lawful consent exception of section 

2702(b)(3), and must be disclosed by a provider pursuant to a 

subpoena, cannot be resolved on this record. Because the parties have 

not until recently focused on the need to consider the configuration of 

communications or accounts, along with related issues concerning the 

reconfiguration or deletion history of the communications at issue, the 

record before us is incomplete in these respects. Accordingly, resolution 

of whether any communication sought by the defense subpoenas falls 

within the statute's lawful consent exception must await development 

of an adequate record on remand. 

We will direct the Court of Appeal to remand the matter to the trial 

court to permit the parties to appropriately further develop the record 

so that the trial court may reassess the propriety of the subpoenas 

under the Act in light of this court's legal conclusions. 

#Social Media 

#SCA 

D.J. v. C.C., A151996 (Cal. Ct. App. 1st App. Dist. Div. Two Jan. 7, 2019) 

D.J. sought a restraining order against his former wife. He alleged that she had 

harassed and abused him by posting humiliating details about him on the 

Internet. The trial judge found that the ex-wife’s conduct constituted abuse under 

the controlling statute and issued a restraining order using a pre-printed 

California Judicial Council form. Before that order had been issued, another court 

had declined to issue a similar order, finding that the relief sought would 

constitute a prior restraint and that an order could not issue absent a finding that 

the ex-wife’s speech was unlawful. The Court of Appeal affirmed. There was 

substantial evidence to support the finding of abuse. Moreover, the Court of 

Appeal rejected the ex-wife’s argument that the order was an unconstitutional 
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prior restraint: the order, “which prevents C.C. from harassing D.J., was not aimed 

at C.C.’s speech: it was aimed at her abusive and harassing conduct, as found by 

the court after a hearing, and only incidentally affected her speech. *** As the 

trial court explained, C.C. had no right to use her free speech rights in an abusive 

fashion, which the court found she had done.” (footnote omitted). 

#Social Media 

Ex Parte: Jordan Bartlett Jones, No. 12-17-00346-CR (Tex. Ct. App. 12th Dist. 
Apr. 18, 2018) 

The petitioner was charged with unlawful disclosure of intimate visual material in 

violation of the Texas “revenge pornography” statute, which, among other things, 

prohibits the disclosure of certain visual material in various formats. The trial 

court denied his request for habeas relief, rejecting the petitioner’s argument 

that the statute violated the First Amendment. On appeal, and addressing a facial 

challenge to the statute, the court found that, “[b]ecause the photographs and 

visual recordings are inherently expressive and the First Amendment applies to 

the distribution of such expressive media in the same way it applies to their 

creation, *** the right to freedom of speech is implicated *** .” (footnote 

omitted). The appellate court then held that the statute’s regulation of speech 

was content-based and subject to strict scrutiny. The appellate court rejected the 

argument of the respondent State of Texas that any visual material within the 

scope of the statute was contextually obscene. The court concluded that the 

statute did not use the least restrictive means to achieve the “compelling 

government interest of preventing the intolerable invasion of a substantial 

privacy interest” and therefore violated the First Amendment. The appellate court 

also held that the statute was overbroad “in the sense that it violates rights of too 

many third parties by restricting more speech that the Constitution permits.” 

#Miscellaneous 

#Social Media 

G.A.Q.L. v. State, No. 4D18-1811 (Fla. Ct. App. 4th Dist. Oct. 24, 2018) 

Two passcodes stand in the way of the state accessing the contents of a 

phone alleged to belong to a minor.  The state sought, and the trial 

court agreed, to compel the minor to provide two passcodes, finding 
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that ‘the act of producing the passcodes is not testimonial because the 

existence, custody, and authenticity of the passcodes are a foregone 

conclusion.’  We disagree.  The minor is being compelled to ‘disclose the 

contents of his own mind’ by producing a passcode for a phone and a 

password for an iTunes account.  Further, because the state did not 

show, with any particularity, knowledge of the evidence within the 

phone, the trial court could not find that the contents of the phone 

were already known to the state and thus within the ‘foregone 

conclusion’ exception.  We grant the minor’s petition for writ of 

certiorari and quash the trial court’s order compelling the disclosure of 

the two passcodes. 

#Fifth Amendment – Self-Incrimination 

Mobley v. State, A18A0500 (Ga. Ct. App. June 27, 2018) 

A driver appealed from his conviction of various offenses arising out of a fatal 

crash. He had moved unsuccessfully to suppress evidence derived from the 

“airbag control module” of the vehicle he was driving, which showed that he had 

been driving at 93 mph five seconds before airbag deployment. On appeal, the 

driver relied on Riley v. California and argued that, since the module was 

analogous to a cell phone, he had a reasonable expectation of privacy in its 

content. He also argued that he had a reasonable expectation of privacy because 

the information was not exposed to the public and was difficult to retrieve and 

analyze. The Georgia Court of Appeals upheld the warrantless search: (1) there 

was no reasonable expectation of privacy in the data because it was exposed to 

the public when the vehicle was being operated on public road;, (2) data related 

to the functioning of the vehicle and its systems was qualitatively different from 

personal data found on cell phones; and (3) the data was not recorded on a long-

term basis. However, the Court repeated its strong preference for searches to be 

conducted pursuant to warrants and that law enforcement “faced with an 

investigative need to obtain data from a vehicle’s ACM to err on the side of 

caution by obtaining a search warrant before retrieving that information.” 

#Fourth Amendment – Warrant Required or Not 
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Park v. State, 305 Ga. 348 (2019) 

The defendant was convicted of child molestation and related offenses. After he 

was released from prison he was classified as a “sexually dangerous predator” 

under Georgia law. That classification required that the defendant wear and pay 

for an ankle monitor for the rest of his life (even after he had completed his 

probation). After the monitor was fitted, he was arrested and indicted for 

tampering with it. He argued that he could not be prosecuted because the statute 

was unconstitutional. A trial court rejected the argument and the Georgia 

Supreme Court allowed an interlocutory appeal. Relying on Grady v. North 

Carolina, the court held that the statute in issue authorized a search that 

implicated the Fourth Amendment. The court then held the lifetime monitoring to 

be unreasonable because (1) the permanent application of the monitor and 

collection of data constituted a “significant intrusion” on the defendant’s privacy, 

and (2) the monitoring did not constitute a reasonable “special needs” search. 

Thus, the court held the statute unconstitutional on its face. The court also noted 

that the “wearer pays” provision could be problematic if, for example, an 

individual were unable to pay. 

#Fourth Amendment – Warrant Required or Not 

#Probation and Supervised Release 

People v. Aleyniko, 2018 NY Slip Op 03174 (Ct. App. 2018) 

While employed by Goldman Sachs the defendant compressed, uploaded, and 

downloaded its high frequency trading source code. He was convicted under a 

New York statute that criminalized the making of a tangible reproduction or 

representation of secret scientific material. The trial court set aside the jury 

verdict, concluding that the defendant’s conduct did not fall within the statute. 

An intermediate appellate court reversed. The New York Court of Appeals 

affirmed: 

Ideas begin in the mind.  By its very nature, an idea, be it a symphony or 

computer source code, begins as intangible property.  However, the 

medium upon which an idea is stored is generally physical, whether it is 

represented on a computer hard drive, vinyl record, or compact disc.  

The changes made to a hard drive or disc when information is copied 

onto it are physical in nature.  The representation occupies space.  
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Consequently, a statute that criminalizes the making of a tangible 

reproduction or representation of secret scientific material by 

electronically copying or recording applies to the acts of a defendant 

who uploads proprietary source code to a computer server. 

#Miscellaneous 

#Trial-Related 

People v. Augustus, 116 A.D.3d 981 (2d Dept. NY App. Div. 2018) 

The defendant was convicted of murder. The Second Department of the New York 

Appellate Division reversed the conviction. The defendant had moved to 

challenge a warrant pursuant to which a saliva sample was taken from him and to 

suppress evidence derived from that search. Those motions were denied. The 

evidence offered against the defendant included his DNA profile, obtained from 

the saliva sample. However, the affidavit submitted in support of the search 

warrant failed to establish probable cause:  

The detective stated that he believed evidence related to the victim’s 

murder may be found in the defendant’s saliva based on his interviews 

of witnesses, information supplied to him by fellow police officers, and 

his review of police department records. However, the detective did not 

identify the witnesses or indicate what information he obtained from 

them, and did not specify what police department records he reviewed, 

or what information was contained in the records. 

Reversal and remand were required because the error was not harmless. 

#Fourth Amendment – Warrant Required or Not 

#Trial-Related 

People v. D.B., A149815 (Cal. Ct. App. 1st App. Dist. Div. 4 June 6, 2018) 

The defendant minor was adjudicated a ward of the State for bringing a knife 

onto school grounds. Thereafter, he was arrested and charged for smoking 

marijuana in violation of his conditions of release and for drug-related use. The 

minor was then charged with another drug-related offense. The juvenile court 

imposed an electronic search condition pursuant to which probation could 

monitor the minor’s cell phone to keep him “on track” while he was in drug 

treatment. The condition required the minor to surrender all devices to probation 
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on demand. The Court of Appeal modified the condition, concluding that there 

was “slight justification” for the condition and that it was “constitutionally 

overbroad because it is not narrowly tailored to achieve its ostensible purpose or 

meet Minor’s needs.” 

#Probation and Supervised Release 

People v. Buza, 4 Cal. 5th 658 (2018) 

California law requires California law enforcement to collect DNA samples from 

persons arrested for and convicted of felony offenses. The defendant was 

arrested for arson and related felonies. He refused to provide a DNA sample and 

was later convicted of the felonies and for refusing to provide a DNA specimen. 

His conviction for the latter offense was reversing on appeal. That ruling was 

reversed and remanded by the California Supreme Court. On remand, the 

intermediate appellate court again reversed the conviction under the California 

Constitution as an unreasonable search and seizure. The California Supreme Court 

reversed: 

Defendant raises a number of questions about the constitutionality of 

the DNA Act as it applies to various classes of felony arrestees. But the 

question before us is a narrower one: Whether the statute's DNA 

collection requirement is valid as applied to an individual who, like 

defendant, was validly arrested on ‘probable cause to hold for a serious 

offense’—here, the felony arson charge for which defendant was 

ultimately convicted—and who was required to swab his cheek as ‘part 

of a routine booking procedure’ at county jail. *** Under the 

circumstances before us, we conclude the requirement is valid under 

both the federal and state Constitutions, and we express no view on the 

constitutionality of the DNA Act as it applies to other classes of 

arrestees. We accordingly reverse the judgment of the Court of Appeal 

in this case. 

#Fourth Amendment – Warrant Required or Not 

#Miscellaneous 

People v. Davis, 2019 CO 24 (2019) 

After the defendant’s arrest, he wanted someone to contact his girlfriend and 

have his car retrieved. The defendant gave his cell phone to an officer to make 
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the call and gave the officer his password. He then offered up his phone a second 

time. The police thereafter obtained a warrant to search the contents of the 

phone and used the previously disclosed password to conduct the search. A trial 

court suppressed evidence from the phone, holding that the defendant had given 

“very limited” consent for the police to use the password. The Colorado Supreme 

Court reversed: 

The limited scope of Davis’s consent to use the passcode does not alter this 

analysis.  In general, an individual does not retain an expectation of privacy in 

‘information revealed to a third party and conveyed by him to Government 

authorities, even if the information is revealed on the assumption that it will be 

used only for a limited purpose.’ *** Here, where Davis voluntarily disclosed his 

passcode directly to law enforcement, this principle holds especially true.  Once 

an individual discloses the digits of his passcode to law enforcement, we conclude 

that it is unreasonable to expect those digits to be private from the very party to 

whom he disclosed them, regardless of any limitations he might be said to have 

implicitly placed upon the disclosure. 

#Encryption 

#Fourth Amendment – Warrant Required or Not 

People v. Ellis, 2019 NY Slip Op. 05183 (Ct. App. June 27, 2019) 

The defendant, a convicted sex offender, was indicted for failing to disclose that 

he had a Facebook account, although he had disclosed the identifier he used to 

log in to Facebook, and the name by which he went on Facebook. A trial-level 

court denied the defendant’s motion to dismiss the appeal. An appellate court 

reversed and dismissed the appeal on statutory interpretation grounds. The Court 

of Appeals affirmed, concluding that a Facebook account is not an “internet 

provider” within the meaning of the statute in issue. 

#Social Media 

People v. Fonerin, 2018 NY Slip Op 01480 (2d Dept. App. Div. 2018) 

A codefendant set fire to a homeless man while the defendant recorded the 

incident on his cell phone. The incident was also captured on surveillance footage. 

The defendant appealed his conviction for assault in the first degree, arguing, 
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among other things, that the verdict was against the weight of the evidence. The 

Second Department reversed the conviction: 

It is undisputed that the defendant did not assist the codefendant in 

dousing the victim with lighter fluid or setting fire to the victim, and did 

not supply any of the materials to the codefendant to commit the 

criminal act. The defendant’s actions, in uttering, ‘Do that shit, man,’ as 

the codefendant doused the victim with lighter fluid, and in filming this 

incident for approximately one minute before rendering any aid to this 

particularly vulnerable and helpless victim, were deplorable. However, 

his actions did not support the jury’s finding beyond a reasonable doubt 

that he solicited, requested, commanded, importuned, or intentionally 

aided the codefendant to assault the victim, and that he did so sharing 

the codefendant’s state of mind.  

A dissenting judge disagreed: “Upon viewing the surveillance video, the cell 

phone video played to the jury, and all the evidence proferred, I am certain, as 

found by the jury, that the defendant importuned the codefendant to commit this 

reprehensible act and fully shared the codefendant’s intent.” 

#Trial-Related 

People v. Hackett, 2018 NY Slip Op 07557 (4th Dept. App. Div. 2018) 

The defendant was convicted of the rape of a minor. Relying on Riley v. California, 

he argued on appeal that the trial court erred in denying his motion to suppress 

text messages between the minor and himself found on his cell phone. The cell 

phone was seized when the defendant was arrested and, in an application for a 

search warrant for the cell phone, the affiant stated that an officer had “sent a 

text message to the phone number that had been used during earlier 

communications between victim and defendant, and the officer noted that the 

phone recovered from defendant *** signaled the arrival of a new text message 

moments later.” The appellate court rejected the defendant’s reliance on Riley: 

“Although Riley prohibits warrantless searches of cell phones incident to a 

defendant’s arrest, Riley does not prohibit officers from sending text messages to 

a defendant, making observations of a defendant’s cell phone, or even 

manipulating the phone to some extent upon a defendant’s arrest.” Since no 

information contained in the application suggested a warrantless search the 

denial of the motion was affirmed. Moreover, even if the text message did 
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constitute an unconstitutional search and was stricken, the application contained 

sufficient information to establish probable cause for a search. 

#Fourth Amendment – Warrant Required or Not 

People v. Haggray, 162 A.D.3d 1106 (3d Dept. June 7, 2018) 

The defendant appealed from his conviction for robbery and grand larceny. He 

argued that, “the People deprived him of an opportunity to develop an effective 

argument on appeal by failing to provide him with certain video and photographic 

exhibits that were introduce into evidence at trial in a format that he could readily 

view.” (footnote omitted). The Third Department found that the argument had 

merit and directed the prosecution to provide the defendant’s counsel with 

copies of the exhibits “in a format readily accessible by modern personal 

computer equipment, and provide defendant’s counsel with the necessary 

instructions and program requirements to do so.” 

#Miscellaneous 

#Trial-Related 

People v. Herskovic, 2018 NY Slip Op 06763 (2d Dept. App. Div. Oct. 10, 2018) 

The defendant was convicted of, among other things, gang assault. His conviction 

was reversed on appeal. The complainant was unable to identify any person who 

assaulted him. The complainant’s sneaker was recovered six days after the assault 

and testing of a DNA sample taken from the sneaker used to determine that DNA 

from the defendant and the complainant was likely to have been on the sneaker. 

However, the analysis was questionable. “Under the circumstances of this case, 

including the complainant’s inability to positively identify any of his attackers, the 

varying accounts regarding the incident, and the DNA evidence, which was less 

than convincing, we find that the evidence, when properly weighed, did not 

establish the defendant’s guilt beyond a reasonable doubt.” 

#Trial-Related 

People v. Jones, 2018 NY Slip Op 07752 (2d Dept. App. Div. Nov. 14, 2018) 

The defendant was convicted of conspiracy to commit murder and other gang-

related offenses. At trial, the prosecution presented testimony from police 



 

53 
 

officers about their investigation and introduced thousands of social media posts 

of the defendant, co-defendants, and charged and uncharged co-conspirators. 

The trial court declared a police officer an “expert” and permitted him to testify 

about gangs. The defendant’s conviction was reversed for this and other reasons: 

Georg’s testimony also ran afoul of the proscription against police 

experts acting as summation witnesses, straying from their proper 

function of aiding the jury in its fact[f]inding, and instead ‘instructing 

the jury on the existence of the facts needed to satisfy the elements of 

the charged offense’ ***. During the trial, Georg read Facebook posts 

verbatim to the jury, offered commentary about the time of each post 

in relation to key events in the case, and connected evidence of the 

parties exchanging their phone numbers with records confirming that a 

call was subsequently placed.  The defendant’s counsel correctly 

objected to such testimony *** on the ground that Georg was no longer 

acting as an expert witness but was usurping the jury’s function by 

interpreting, summarizing, and marshaling the evidence.   

#Social Media 

#Trial-Related 

People v. Kennedy, Docket No. 154445 (Mich. Sup. Ct. June 29, 2018) 

The defendant was convicted of a 1993 murder. His trial counsel had requested 

the appointment of a DNA expert to help understand the evidence. That evidence 

was derived from swabs taken from the victim’s body in 2011 that included a 

mixture of DNA profiles from the defendant and three others. The defendant’s 

profile matched the major donor’s and also matched swabs from other areas of 

the victim’s body. The trial court denied the request. An intermediate appellate 

court affirmed the conviction and the denial of the request because “defendant 

did not produce enough evidence that an expert would have aided the defense, 

nor did defendant raise enough specific concerns with the evidence.” (footnote 

omitted). The Michigan Supreme Court reversed. It held that, following Ake v. 

Oklahoma, 470 U.S. 68 (1985), a remand was necessary to apply a due process 

analysis and, “in particular, whether defendant made a sufficient showing that 

there exists a reasonable probability both that an expert would be of assistance to 

the defense and that denial of expert assistance would result in a fundamentally 

unfair trial.” 
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#Trial-Related 

People v. Lively, 163 A.D.3d 1466 (4th Dept. 2018) 

The defendant was convicted of murder. On appeal, he argued that his counsel 

had not provided effective assistance when counsel failed to make timely motions 

to suppress. Evidence offered against the defendant was derived from the 

warrantless search of a garbage tote in the curtilage of his grandmother’s house. 

The police conducted a limited search of the premises in search of a recently 

missing girl and that search fell within the emergency exception to the Warrant 

Requirement. Evidence consisting of CSLI and text messages was also offered. 

Assuming arguendo that Carpenter v. United States “applies with equal force to 

the contents of text messages sent or received by the phone,” the warrantless 

search of the phone was justified by exigent circumstances. Finally, although the 

Fourth Department acknowledged that the defendant’s counsel had failed to 

object to the prosecutor’s mischaracterization of DNA evidence, that 

mischaracterization did not rise to the level of misconduct that deprived the 

defendant of due process. The conviction was affirmed. 

#Fourth Amendment – Exigent Circumstances 

#Fourth Amendment – Warrant Required or Not 

#Sixth Amendment – Assistance of Counsel 

#Trial-Related 

People v. Powell, 2018 NY Slip Op 06768 (2d Dept. App. Div. Oct. 10, 2018) 

The defendant was convicted of murder and criminal possession of a weapon. 

Testimony was offered against him by an expert who performed DNA testing on 

the murder weapon and DNA analysis reports that set forth certain facts that 

tended to establish the defendant’s guilt. The defendant’s conviction was 

reversed on appeal because of prosecutorial misconduct during summation when 

the prosecutor, among other things, “misrepresented and overstated the 

probative value of the DNA evidence by telling the jury that the defendant’s DNA 

was on the safety of the murder weapon.” The Second Department also held that 

the defendant had been denied effective assistance of counsel when his attorney 

failed to object to the prosecutor’s improper comments during summation. 
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#Sixth Amendment – Assistance of Counsel 

#Trial-Related 

People v. Spicer, 2019 IL App (3d) 170814 (3d Dist. Mar. 7, 2019) 

After the defendant was arrested for criminal possession of a controlled 

substance the State moved to compel him to disclose the password for a cell 

phone found on him when he was arrested. The defendant admitted that the 

phone belonged to him but would not provide the password. The trial court 

denied the motion, finding that it would violate the defendant’s Fifth Amendment 

privilege against self-incrimination. The appellate court affirmed, adopting the 

reasoning of G.A.Q.L. v. State: 

Here, the State is not seeking the passcode per se but the information it 

will decrypt. The cases that declare the passcode to be a nontestimonial 

communication operate under the framework that the passcode is the 

testimonial communication and that it falls under the foregone 

conclusion exception to the fifth amendment privilege. We consider 

that the proper focus is not on the passcode but on the information the 

passcode protects. The State claims it sustained its burden of proving 

with reasonable particularity that it knew the passcode existed, that 

Spicer knew the passcode, and that it would be authenticated by 

entering it into Spicer’s phone. However, what the State actually 

needed to establish with reasonable particularity was the contents of 

the phone, which it did not do.  

The State does not know what information might be on Spicer’s phone 

but surmises that cell phones are often used in unlawful drug 

distribution and such information would be available on Spicer’s phone. 

The State has not provided a particularized description of that 

information or even evidence that any useful information exists on the 

phone. The State sought and was granted in the search warrant access 

to most of the information in Spicer’s phone, including call logs, text 

messages, multimedia messages, instant messaging communications, 

voicemail, e-mail, all messaging applications, phonebook contacts, 

videos, photographs, Internet browsing, and mapping history and GPS 

data between May 24 and June 24, 2017. The State does not identify 

any documents or specific information it seeks with reasonable 

particularity. The State is engaging in a fishing expedition, and the 

foregone conclusion exception does not apply here.     Even if we were 
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to conclude that the foregone conclusion exception properly focuses on 

the passcode, the State did not and could not satisfy the requirements 

for the foregone conclusion exception. While the State is aware that the 

passcode existed and that Spicer knew it, the State could not know that 

the passcode was authentic until after it was used to decrypt Spicer’s 

phone. Moreover, the production of Spicer’s passcode would provide 

the State more information than what it already knew. Although the 

focus of the foregone conclusion is on the passcode, in our view, it 

properly should be placed on the information the State is ultimately 

seeking, which is not the passcode but everything on Spicer’s phone. 

We find that requiring Spicer to provide his passcode implicates his fifth 

amendment right against self-incrimination and the trial court did not 

err in denying the State’s motion to compel. 

#Fifth Amendment – Self-Incrimination 

People v. Ulett, 2019 NY Slip Op 05060 (Ct. App. June 25, 2019) 

The defendant was convicted of murder for the shooting of an individual outside 

an apartment building in Brooklyn. Several witnesses placed the defendant at the 

scene and two identified him as the shooter. The defendant argued on appeal 

that the prosecution had committed a reversible Brady violation by failing to 

disclose “a surveillance video that captured the scene at the time of the shooting, 

including images of the victim and a key prosecution witness.” The Court of 

Appeals reversed the conviction, concluding the video “would have changed the 

tenor of the trial, placing the People’s case in such a different light as to 

undermine confidence in the verdict.” The missing videotape could have been 

used to impeach the witnesses and would have provided leads for additional 

admissible evidence. Moreover, “the prosecutor’s statements in summation, 

which denied the existence of a video, ‘compounded the prejudice to the 

defendant.’” 

#Discovery Materials 

#Trial-Related 

Pollard v. State, No. 1D18-4572 (Fla. 1st Dist. Ct. App. June 20, 2019) 

The defendant was arrested and charged with armed robbery. Law enforcement 

seized his iPhone pursuant to a warrant and sought to compel him to disclose the 
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passcode so that “broad categories” of encrypted data could be accessed. The 

supporting affidavit did not “state the existence or content of any specific text, 

picture, or other particular information” but noted that there was “reason to 

believe” that the defendant had used the iPhone to communicate with a co-

defendant. The trial court granted the motion to compel. The court of appeal 

reversed: 

To what extent does the Fifth Amendment right against self-

incrimination protect a suspect in a criminal case from the compelled 

disclosure of a password to an electronic communications device in the 

state’s possession? Courts differ in their legal analysis of this question, 

resulting in no consensus in state and federal courts; indeed, different 

approaches currently exist between two Florida appellate courts on the 

topic. In this case, we conclude that the proper legal inquiry on the facts 

presented is whether the state is seeking to compel a suspect to 

provide a password that would allow access to information the state 

knows is on the suspect’s cellphone and has described with reasonable 

particularity. 

#Encryption 

#Fifth Amendment – Self-Incrimination 

D.R. v. D.A., 17-P-339 (Mass. Ct. App. May 8, 2018) 

This was an action in which D.R. sought a permanent abuse prevention order 

against her husband. The trial court granted the order, finding that the 

defendant’s Facebook “like” of a birthday greeting to the wife was a “true threat.” 

On appeal, the husband argued that the trial court had abused its discretion in 

construing the “like” as a threat of physical harm. The appellate court affirmed, 

concluding that the totality of the circumstances supported the order: The wife 

had been suffering from repeated verbal, physical, and emotional abuse from the 

husband. The “like” could be construed as a threat of imminent harm because the 

husband had posted how someone with the wife’s birthdate would die. The 

circumstances demonstrated that the “like” by the husband would be a reminder 

to the wife of the post. 

#Social Media 
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H.R. v. NJ State Parole Board, Docket Nos. A-2843-16T3 and A-2987-16T3 (N.J. 
App. Div. Dec. 20, 2018)  

Two convicted sex offenders challenged the imposition of continuous satellite-

based GPS monitoring, arguing that the monitoring violated their right to be free 

from unreasonable searches under the New Jersey Constitution. The trial court 

held that the monitoring was a “special needs search” and that the governmental 

need to monitor convicted sex offenders outweighed the reduced privacy interest 

of one offender, who was serving parole supervision for life. The trial court also 

held that the government’s need did not outweigh the privacy interest of the 

other offender, who had completed his sentence for a lesser crime. The Appellate 

Division affirmed both rulings. 

#Probation and Supervised Release 

In re Jawan S, 2018 IL App (1st) 172955 (June 29, 2018) 

The defendant was adjudicated a delinquent after being found guilty of firearms 

offenses. He was sentenced to two years’ probation and appealed the imposition 

of three conditions, one that he not display any illegal gang, gun, or drug activity 

on his social media. The appellate court affirmed: (1) “Given the concerns *** 

about the actual or potential role of gangs in respondent’s life, and the specific 

evidence that he was likely involved in a gang-related shooting ***, the *** 

online gang restrictions were directly related to the facts of the offense and the 

juvenile court’s concerns about the potential obstacles to respondent’s 

rehabilitation” and (2) “respondent has not identified any way in which the 

juvenile court’s *** social-media condition places an unreasonable burden on his 

first-amendment rights.” 

#Probation and Supervised Release 

State v. Brown, Opinion No. 27814 (S.C. Sup. Ct. June 13, 2018) 

A cell phone was found in a home that had been burglarized. The phone was 

taken to a police station, secured in an evidence locker, and thereafter opened by 

a detective who guessed the passcode. The content of the phone led to the 

defendant, who was convicted of burglary. The trial court denied the defendant’s 

motion to suppress the evidence derived from the warrantless search, finding 
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that the phone had been abandoned. The intermediate appellate court affirmed 

the conviction, as did the South Carolina Supreme Court. That court rejected the 

defendant’s argument that the reasoning of Riley v. California “fundamentally 

alters the abandonment analysis when the property in question is the digital 

information on a cell phone.” Instead, the court held that, “the unique character 

of cell phones *** is one factor a trial court should consider when determining 

whether the owner has relinquished his expectation of privacy.” Examining the 

record, the court concluded: “The idea that a burglar may leave his cell phone at 

the scene of his crime, do nothing to recover the phone for six days, cancel 

cellular service to the phone, and then expect that law enforcement officers will 

not attempt to access the contents of  the phone to determine who committed 

the burglary is not an idea that society will accept as reasonable.” 

#Fourth Amendment – Warrant Required or Not 

State v. Culver, 384 Wis. 2d 222 (Ct. App. 2018) 

The defendant posted nude photos of a woman. He was convicted of violating a 

Wisconsin statute that criminalized posting or publishing a private depiction of a 

person and for being a felon in possession of a firearm. On appeal, he challenged 

the “posting or publishing” law as overbroad. The Wisconsin Court of Appeals 

rejected the argument: “Given the many boundaries that hem in the area of 

proscribed conduct, we conclude the statute is not overbroad.” In doing so, the 

court had this to say about the use of hypotheticals: 

Culver criticizes the statute’s failure to explain what happens if an 

image is published with consent, but the consent is later withdrawn. 

Culver questions whether the publisher would become criminally liable 

at that point. He does not explain, however, why this hypothetical tends 

to make the statute overbroad. We will not venture a guess. Although it 

is appropriate, and often necessary, to pose hypotheticals in mounting a 

facial challenge, the hypotheticals must point up situations where the 

statute impermissibly infringes on protected speech. Culver does not 

connect his hypothetical to a First Amendment violation. 

#Social Media 
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State v. Diamond, A15-2075 (Minn. Sup. Ct. Jan. 17, 2018) 

This case presents an issue of first impression:  whether the Fifth 

Amendment privilege against self-incrimination protects a person from 

being ordered to provide a fingerprint to unlock a seized cellphone.  

Neither the Supreme Court of the United States nor any state supreme 

court has addressed this issue.  

The police lawfully seized a cellphone from appellant Matthew 

Diamond, a burglary suspect, and attempted to execute a valid warrant 

to search the cellphone.  The cellphone’s fingerprint-scanner security 

lock, however, prevented the search, and Diamond refused to unlock 

the cellphone with his fingerprint, asserting his Fifth Amendment 

privilege against self-incrimination.  The district court found no Fifth 

Amendment violation and ordered Diamond to provide his fingerprint 

to unlock the cellphone so that the police could search its contents.  

After the court of appeals affirmed, we granted Diamond’s petition for 

review.  Because the compelled act here—providing a fingerprint—

elicited only physical evidence from Diamond’s body and did not reveal 

the contents of his mind, no violation of the Fifth Amendment privilege 

occurred.  Accordingly, we affirm. 

#Encryption 

#Fifth Amendment – Self-Incrimination 

State v. Green, A-56/57 (N.J. Sup. Ct. July 23, 2019) 

In this case, a robbery victim identified her assailant from an extensive 

database of digital photos. To assess the reliability of the identification 

process requires an understanding of modern-day digital databases.  

In some respects, they are today’s equivalent of a paper mugshot book. 

In other ways, digital systems are far superior, thanks to advances in 

technology. The system used here, for example, allows officers to pare 

down a large field of photos to match a witness’s physical description of 

a suspect. When an eyewitness selects a photo that looks similar to the 

culprit, the system can further narrow the field to display only other 

similar images. Officers can also print copies of photos and generate a 

report of what a witness viewed.  

In this appeal, the witness was mistakenly allowed to review digital 

photos through a feature of the database meant to be used by law 
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enforcement officers, not eyewitnesses. In addition, the police saved 

only the photo the victim ultimately selected -- an image of defendant. 

Beyond that, the system contained multiple photos of defendant 

because of his recent prior arrests, which raises concerns about 

mugshot exposure and its effect on the reliability of identifications.  

We consider what took place in light of known risks associated with 

eyewitness identification, as well as case law and a court rule that 

address how identification procedures should be conducted and 

preserved. We also propose revisions to Rule 3:11 to offer clearer 

guidance on which photos officials should preserve when they use an 

electronic database to identify a suspect. In addition, to guard against 

misidentification, we place on the State the obligation to show that an 

eyewitness was not exposed to multiple photos or viewings of the same 

suspect. 

Under the circumstances, we find that the trial court properly 

suppressed the identification in this case. We therefore affirm and 

modify the judgment of the Appellate Division majority, which largely 

upheld the trial court.  

#Miscellaneous 

#Trial-Related 

State v. Lizotte, 2018 VT 92 (2018) 

This case requires us to consider whether defendant’s Fourth 

Amendment rights were violated when his online service provider, AOL, 

searched his transmissions, detected suspected child pornography, and 

sent information to the National Center for Missing and Exploited 

Children (NCMEC), which opened the email and attachment and 

provided it to law enforcement.  We conclude that AOL was not acting 

as an agent of law enforcement when it searched defendant’s 

transmissions, and that NCMEC and law enforcement did not expand 

AOL’s private search by viewing the file already identified by AOL as 

containing child pornography.  In addition, any expansion of the search 

by opening the related email did not invalidate the warrant because the 

other information in the affidavit independently provided probable 

cause to search.  We affirm. 

#Fourth Amendment – Warrant Required or Not 
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State v. Mixton, No. 2 CA-CR 2017-0217 (Az. Ct. App. Div. Two July 29, 2019) 

The defendant was convicted on twenty counts of sexual exploitation of a minor. 

He was identified as a result of an undercover operation through an ad on an 

internet advertising forum. After a person-to-person message exchange with an 

undercover detective, federal agents participating in the investigation served a 

federal administrative subpoena on the messaging provider to obtain the 

defendant's IP address. This led to another federal subpoena to an internet 

service provider, which gave a street address of the user to whom the IP address 

was assigned. This led to a search warrant for the address. The police seized 

various electronic devices during execution of the warrant. Images found on these 

devices led to the prosecution and convictions. The defendant moved to 

suppress, arguing that the Fourth Amendment and the corresponding section of 

the Arizona Constitution required a warrant or other court order. The trial court 

denied the motion, finding that the defendant had no recognized privacy interest 

in subscriber information. The Court of Appeals reversed. It held that the 

defendant did not have a "federally recognized privacy interest in his subscriber 

information or IP address" and, therefore, the Fourth Amendment was 

inapplicable. However, turning to an analysis of the Arizona Constitution, the 

Court of Appeals rejected the application of the third-party doctrine: 

we conclude that internet users generally have a reasonable 

expectation of privacy in their subscriber information. We therefore join 

the several other states that have declined to apply the federal third-

party doctrine established in Miller and Smith under their state 

constitutions in circumstances analogous to those before us.  In the 

internet era, the electronic storage capacity of third parties has in many 

cases replaced the personal desk drawer as the repository of sensitive 

personal and business information—information that would 

unquestionably be protected from warrantless government searches if 

on paper in a desk at a home or office.  The third-party doctrine allows 

the government a peek at this information in a way that is the twenty-

first-century equivalent of a trip through a home to see what books and 

magazines the residents read, who they correspond with or call, and 

who they transact with and the nature of those transactions.  Cf. Riley v. 

California ***. We doubt the framers of our state constitution intended 

the government to have such power to snoop in our private affairs 

without obtaining a search warrant. 
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*** 

We are mindful our supreme court has expressed a reluctance to depart 

from Fourth Amendment precedent in analyzing suppression issues 

under article II, § 8. *** But the federal third-party doctrine, at least as 

applied to obtain Mixton’s identity here, is unsupportable in our view.  

We therefore decline to apply it on independent state law grounds. ***  

Because the search warrant in this case was issued based upon 

identifying information obtained in violation of Mixton’s rights under 

article II, § 8, we turn to the issue of whether the evidence recovered in 

execution of the warrant should have been suppressed. [footnote 

omitted]. 

The Court of Appeals then held that the good faith exception to the Warrant 

Requirement of the Arizona Constitution applied as it was objectively reasonable 

for the police to have relied on a "significant body of appellate law, some of it 

binding," and affirmed the convictions. The Court of Appeals also rejected the 

defendant's argument that Arizona statutory exceptions to the exclusionary rule 

applied. 

#Fourth Amendment – Good Faith Exception 

#Fourth Amendment – Warrant Required or Not 

#Third-Party Doctrine 

State v. Phillip, No. 77175-2-1 (Wash. Ct. App. July 1, 2019) 

The defendant had been convicted of murder. Evidence against him included CSLI. 

The Court of Appeals reversed that conviction, concluding the affidavits used to 

secure the CSLI were not supported by probable cause. After reversal, the State 

moved the trial court for issuance of a subpoena directed to the defendant’s 

service provider. The supporting affidavit attached prior ones that included 

information from CSLI that had been determined to be tainted. The trial court 

allowed the subpoena and the defendant granted interlocutory review. The Court 

of Appeals suppressed the subpoena under the warrant requirement of the 

Washington Constitution and the Fourth Amendment, relying on the Supreme 

Court’s decision in Carpenter v. United States. The Court of Appeals also held that 

the warrant submitted in support of the subpoena failed to establish probable 
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cause and that the trial court had not made sufficient particularized findings that 

supported the existence of probable cause. 

#Fourth Amendment – Warrant Required or Not 

State v. Shackelford, No. COA18-273 (N.C. Ct. App. Mar. 19, 2019) 

The defendant was convicted on four counts of felony stalking based primarily on 

the contents of posts on his Google Plus account. He had posted about a woman 

with whom he had an encounter and who secured a “no contact” order against 

him. On appeal, the defendant asserted an as-applied challenge to the statute 

under which he was convicted. In reversing the conviction, the North Carolina 

Court of Appeals held that defendant’s posts were not “speech integral to 

criminal conduct” such that the First Amendment did not apply. The court then 

held that, as applied to the defendant, the statute was a content-based restriction 

that had to survive strict scrutiny. Finally, the court held that the statute did not 

survive strict scrutiny because there was a less restrictive means to accomplish its 

goal, the no-contact order. 

#Social Media 

State v. Solomon, 419 P.3d 436 (Wash. Ct. App. Div. 1 May 29, 2018) 

The State appealed from an order that dismissed the charges against the 

defendant, finding that the actions of a police officer constituted outrageous 

conduct in violation of the defendant’s due process rights. Here are the relevant 

facts: 

a law enforcement officer anonymously published an advertisement on 

an online classifieds platform reserved for those over the age of 18 and 

indicated that she was "a young female" seeking an individual 

interested in a casual sexual encounter. Joshua Solomon responded to 

the advertisement. Thereafter, the police officer assumed the guise of a 

fictional 14-year-old girl and sent Solomon nearly 100 messages laden 

with graphic, sexualized language and innuendo and persistently 

solicited him to engage in a sexual encounter with the fictional minor, 

notwithstanding that he had rejected her solicitations seven times over 

the course of four days. 
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The Washington Court of Appeals affirmed: “Given the court’s finding that law 

enforcement has initiated and controlled the criminal activity, persistently 

solicited Solomon to commit the crimes so initiated, and acted in a manner 

(through the use of language and otherwise) repugnant to the trial judge’s view of 

the community’s sense of justice, the trial judge’s determination was tenable.” 

#Miscellaneous 

#Social Media 

State v. VanBuren, 2018 VT 95 (Sup. Ct. 2019) 

The defendant was charged with disclosure of nonconsensual pornography in 

violation of Vermont’s “revenge pornography” law. She moved to dismiss the 

charge against her, arguing that the statute violated the First Amendment 

because it restricted protected speech and could not survive strict scrutiny. She 

also argued that the complainant had no reasonable expectation of privacy in her 

images because these had been sent to a Facebook user. The defendant had 

accessed the user’s account without permission and posted the images to “teach 

her a lesson.” The trial court granted the motion. The Vermont Supreme Court 

reversed: “[t]he statute is narrowly tailored to advance the State’s compelling 

interests, does not penalize more speech than necessary to accomplish its aim, 

and does not risk chilling protected speech on matters of public concern.” The 

court directed the parties to brief an “as applied” challenge and other statutory 

issues. 

#Social Media 

State v. Verrill, Docket No. 219-2017-CR-072 (N.H. Super. Ct. Nov. 5, 2018) (Order 
on Motion to Search in Lieu of Search Warrant) 

The State moved to allow the search of servers and/or records maintained by 

Amazon for recordings made by an Echo smart speaker with Alexa voice 

command capacity. The court found that the State could proceed ex parte as the 

defendant had no standing to object to the motion and that there was probable 

cause to believe that the server and/or records may contain evidence of a murder 

and possible removal of a body. Accordingly, it issued an order directing Amazon 

to produce recordings for a two-day period. 
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#Miscellaneous 

Weida v. State, Case No. 79502-1711-CR-00687 (Ind. Sup. Ct. Apr. 12, 2018) 

The defendant had sexual intercourse with a minor. They told police that before 

they had sex they looked at pictures of the minor on her cell phone, viewed other 

explicit photos on the defendant’s phone, and the minor showed the defendant a 

website she had found about incest. The defendant also admitted that he used his 

phone to google explicit photos and showing those to the minor. The defendant 

pled guilty to felony incest and was sentenced to imprisonment for one year and 

two years’ probation. Two special conditions were imposed, the first prohibiting 

the defendant from, among other things, accessing or using certain websites, chat 

rooms, or IM programs frequented by children and the second broader condition 

barring the defendant from accessing the Internet without prior approval by his 

probation officer. An intermediate appellate court upheld the conditions. The 

Indiana Supreme Court reversed in part. The court upheld the first condition: 

“When a defendant commits a sex crime against a child, as happened here, it is 

reasonable to restrict that defendant’s access to children through any medium.” 

However, the Supreme Court found that the trial court had abused its discretion 

by “imposing an unreasonable condition that did not reasonably relate to 

rehabilitating Weida and protecting the public” and remanded with instructions 

to impose a reasonable Internet restriction.  

#Probation and Supervised Release  

#Social Media 

I/M/O Welfare of: A. J. B., Child, A17-1161 (Minn. Sup. Ct. June 19, 2019) 

The appellant, a minor, created an anonymous Twitter account and used it to post 

“cruel and egregious insults” about a fellow student. The appellant was charged 

under two Minnesota statutes, one directed at stalking-by-mail and the other at 

mail-harassment. He moved to dismiss the charges, arguing, among other things, 

that the statutes were facially overbroad in violation of the First Amendment. The 

trial court denied the motion and the appellant was found guilty and adjudicated 

a delinquent. The intermediate appellate court affirmed. The Minnesota Supreme 

Court held the stalking-by-mail statute to be unconstitutional because of “the 

substantial ways in which *** [it] can prohibit and chill protected expression” and 
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because the statute was not subject to a narrowing construction. The Supreme 

Court severed two words from the mail-harassment statute and, having done so, 

upheld it. The supreme court remanded to determine whether the appellant’s 
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curiam) 

The petitioner, a defendant in related civil and criminal actions, sought to quash 

portions of a discovery order entered in the civil action that required him to 
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issues surrounding the testimonial nature of social media and the production of 
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and witness statements served in preparation for a trial in England. The 
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