EOTSS Intune MDM Support: Microsoft Intune
MDM instructions for
New Commonwealth-issued i0S Devices with
Apple Business Manager
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Ensure your device is compatible
Before getting started, you need to ensure that:

You are enrolled in Multi-Factor Authentication (MFA).

In order to enroll in Intune MDM, you must be enrolled in MFA. Instructions on how to set up MFA can
be found here: https://www.mass.gov/guides/set-up-azure-ad-mfa

You have a New Commonwealth-issued iOS device.

These instructions are for new (“out of the box”) Commonwealth-issued iOS devices ONLY.

You have access to a wireless internet connection.

In order to download, install and configure Intune MDM, your device must connect to the internet.

NOTE ON APPLE IDs:
You must use a Commonwealth-issued Apple ID on your new Commonwealth-issued iOS device.

During device setup, the only credentials you will be prompted for are your Commonwealth AD username
and password. Any and all iOS apps you require may be downloaded from the Intune Company Portal.
However, in order to use the iMessage feature, you must sign in through Settings using your
Commonwealth-issued Apple ID (see Log in to iCloud, below).
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https://www.mass.gov/guides/set-up-azure-ad-mfa

Sign into your iOS device

You will need to power on your device and run through a few prompts prior to opening the
Company Portal.

NOTE: These prompts are slightly different than those you would normally see on a personal iOS
device.

QUICK INSTRUCTIONS
Power on device > language > country > wifi > “Next” > “Get Started” > “Dismiss”

LONG INSTRUCTIONS

Step 1: Power on your device, and swipe to open. When prompted, select your preferred
language and country, then connect to a wifi network.

Step 2: Once connected to a wifi network, the below screen will appear. Click “Next”.

[untl Verizon = 11:35 AM =
< Back ‘ Next

Remote
Management

Enrolling in remote management will allow
this iPhone to be managed by:

Commonwealth of Massachusetts

Remote management includes the
ability to restrict functionality, install
apps, manage the backup of data, and
monitor internet traffic and some device
settings.

Learn more about remote
management...
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Step 3: The below screen will appear; there is no action to take. Move to Step 4.

Step 4: The below screen will appear; there is no action to take. Move to Step 5.
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Step 5: The below screen will appear; click “Get Started”.

GG AN T DA

Welcome to iPhone

| | .I
Weather FindMy™ | shortcuts

Contacts Files Stocks Translate

o

Edit Home Screen

To rearrange icons, touch and hold any
icon until it starts to wiggle, then drag
icons to desired locations.

Drag an icon to the far right to create
additional Home screens.

Press the Home button when done.

Dismiss
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Step 7: The Company Portal will start downloading automatically
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Configure Microsoft Intune MDM Company Portal
Once the Company Portal app downloads and installs on your iOS device, you may sign into and
configure the Company Portal.

QUICK INSTRUCTIONS:

Open Company Portal > “Sign in” > username > “Next” > password > “Sign in” > “Ok” > “Allow”
> “Begin” > “TSS” > “Continue” > home screen > “Change Now” > device passcode > “Continue”
> confirm device passcode > “Set Passcode” > Company Portal > “Retry” > “Done”

LONG INSTRUCTIONS
Step 1: Open the Company Portal from your home screen. The below screen will appear; click
“Sign in”.

[

Company Portal
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MeCrenolt privmcy & Coolbes
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Step 2: Sign in using your Commonwealth AD credentials (enter username, click “Next”, enter
password, click “Sign in”).
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Step 3: The below screen will appear; click “Ok”.

sy
ork resources.
turn this off later in app settings.

"Comp Portal” Would Like to
Send You MNotifications
Motifications may include sterts,

-souncty, and ican badges, These can
ke configured in Setlings,

Don‘t Allow Allow
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Step 5: The below screen will a

= 11:39 AM

ppear; click “Begin”.
¥

Set up Commonwealth of
Massachusetts access

Set up your device to access your email,
devices, Wi-Fi, and apps for work.

() Get your device managed

I
(2) Check device settings

Postpone

Step 6: Select “TSS” then click “Continue”.

Choose the best category for
this device

This category helps your IT admin provide access
ta company resources for this davice. After
setting this category, you must contact your IT
admin to change it

TRE

|
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Step 7: The below screen will appear; there is no action to take. Move to Step 8.

Step 8: The below screen will appear; there is no action to take. Move to Step 9.
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Step 9: Navigate back to your home screen. The below notification will pop-up; click “Change

Transiate

Tipg

d

Passcode Requirement

You must set aniPhane unlock
passcode within 59 minutes

A

DEVICE PASSCODE
REQUIREMENTS:

v" 6 or more letters/numbers
v 1 special character
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Sharicuts

Set Passcode

Emergency Call

Unilities Comp Portal

{ Back

Checking device settings

Tap Retry to recheck your compliance with
Commanwealth of Massachusetts
regquirements.

iPhone 11

Last eheckod: Jan 26, 2022 at 9:55 AM

@ Setadevice password

Higw to resclhve thes

. i

A

If you see the same
screen after clicking
“Retry”, try again — it may
take a few moments for
the changes to take effect
in the background.

Step 12: Navigate back to the Company Portal. The below screen will appear; click “Retry”.
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Step 13: The below screen will appear; there is no action to take. Move to Step 14.

w Verizon 11:45 AM

¢ Back

Check device settings

We are checking whether your device
meets Commonwealth of Massachusetts
compliance and security policies. This may
take a few minutes.

Feel free to browse the web or make a cup of coffee while
we finish up.

Step 14: The below screen will appear; click “Done”. You're all set! You can now download
apps directly from the Company Portal.

You're all set!

You should now have access to your amail,
devices, Wi-Fi, and apps for work.

& Get your device managed A
l

@ Checking device settings

The Apple Store is disabled.
You will not be able to
download and install apps
through the Apple Store.

Instead, you will download
and install apps directly from
the Company Portal.
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Download and Install Approved Apps from the Company Portal
Now that you have downloaded the Intune Company Portal, you will be able to download and
install approved apps directly from the Company Portal.

NOTE: The Apple Store is disabled; you will be unable to download and install apps from the
Apple Store.

QUICK INSTRUCTIONS:
Open Company Portal > “Apps” > select app > “Install”

LONG INSTRUCTIONS

Step 1: Open the Intune Company Portal app from your home screen, and navigate to the
“Apps” screen.

Featured apps Wi all
Microsoft Excel Microsoft Microsoft
CneDrive Cutlook
Recently published View all apps

Micrasolt Ward

Mizrosolt Corporation

Microsoft Teams

Microsoft Carparation

Migrosoft Corporatian

Micresoft Outlook
Microsolt Corporation

6
3 ddicrosoft PowerPaint

T
T
Apo

(.
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Step 2: Select the app you want; click “Install”.

Step 3: The following screen will appear; there is no action to take. Move to Step 4.
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Step 4: Navigate back to your home screen; after a few moments, the app will begin to
download and install.

O

Watch

Unilities Coanp Fortad

ONCE THE APP IS DOWNLOADED AND INSTALLED
You must perform the following actions before you may use the app(s) you have downloaded and installed:

1. Open the app
2. Select your Commonwealth ID
3. The following notification will pop-up; click OK:
Your organization is now
protecting its data in this app.

You need to restart the app to
continue.

OK
4. Close, then reopen the app.
5. The following notification will pop-up; click OK.

Your IT administrator is now
helping you protect work or
school data in this app.

OK

Please note this is for initial app setup only; you will not be prompted to perform the above steps again.




Log in to iCloud
In order to use the iMessage feature, you must log into iCloud using your Commonwealth-
issued Apple ID.

NOTE: During device setup, the only credentials you will be prompted for are your
Commonwealth AD username and password. Any and all iOS apps you require may be
downloaded from the Intune Company Portal.

QUICK INSTRUCTIONS:
Open Settings > “Sign in to your [device]” > enter Commonwealth-issued Apple ID and password > enter
verification code if prompted

LONG INSTRUCTIONS
Step 1: Open Settings from your home screen.

Step 2: Select “Sign in to your [device]”

..|Ia
Sign in to your iPhone

Set up iCloud, the App Store, and more.

Settings

Airplane Mode

Wi-Fi

Bluetooth

Cellular

Step 3: Enter your Apple ID and password.

Step 4: If prompted, enter the six-digit verification code sent to your trusted device or phone
number and complete sign in.
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Helpful Links

MFA

Multi-factor Authentication service page
https://www.mass.gov/multi-factor-authentication

How to set up Multi-factor authentication
https://www.mass.gov/guides/set-up-azure-ad-mfa

Multi-factor authentication FAQs
https://www.mass.gov/info-details/multi-factor-authentication-fags

Changing your Azure MFA security information and default options
https://www.mass.gov/info-details/configuring-azure-mfa-security-options-and-changing-default-
methods

Support

Request IT support or services
https://www.mass.gov/how-to/request-it-support-or-services

ServiceNow Portal
https://massgov.service-now.com/sp

Page | 20


https://www.mass.gov/multi-factor-authentication
https://www.mass.gov/guides/set-up-azure-ad-mfa
https://www.mass.gov/info-details/multi-factor-authentication-faqs
https://www.mass.gov/info-details/configuring-azure-mfa-security-options-and-changing-default-methods
https://www.mass.gov/info-details/configuring-azure-mfa-security-options-and-changing-default-methods
https://www.mass.gov/how-to/request-it-support-or-services
https://massgov.service-now.com/sp

	Ensure your device is compatible
	You are enrolled in Multi-Factor Authentication (MFA).
	You have a New Commonwealth-issued iOS device.
	You have access to a wireless internet connection.
	NOTE ON APPLE IDs:

	Sign into your iOS device
	QUICK INSTRUCTIONS
	LONG INSTRUCTIONS

	Configure Microsoft Intune MDM Company Portal
	QUICK INSTRUCTIONS:
	LONG INSTRUCTIONS

	Download and Install Approved Apps from the Company Portal
	QUICK INSTRUCTIONS:
	LONG INSTRUCTIONS

	Log in to iCloud
	QUICK INSTRUCTIONS:
	LONG INSTRUCTIONS

	Helpful Links
	MFA

	Support

