EOTSS Intune MDM Support: Microsoft Intune
MDM install for Commonwealth-issued iOS
Devices
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Ensure your device is compatible
Before getting started, you need to ensure that:

You are enrolled in Multi-Factor Authentication (MFA).

In order to enroll in Intune MDM, you must be enrolled in MFA. Instructions on how to set up MFA can
be found here: https://www.mass.gov/guides/set-up-azure-ad-mfa

You have a Commonwealth-issued iOS device.

These instructions are for Commonwealth-issued iOS devices ONLY.

You have upgraded to the latest version of iOS.

In order to download, install and configure Intune MDM, your device must be running the latest iOS
software.
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https://www.mass.gov/guides/set-up-azure-ad-mfa

Change the name of your iOS device

You will need to change the name of your iOS device prior to enrollment. You will name the
device based on:

1. your Secretariat’s three-letter MMARS code
2. followed by “-C-“ (“C” is for cellphone)
3. followed by your first initial and last name

EXAMPLE:
®

Ace Smith works for EOTSS. They will rename their phone: TSS-C-ASmith

1. TSS

2. -C-

3. ASmith
QUICK INSTRUCTIONS

Open “Settings” > “General” > “About” > “Name”

LONG INSTRUCTIONS
Step 1: Open “Settings” from your home screen.

Step 2: Click “General”.

o' Google Fi & 12:50 PM

Settings

General

Control Center
Display & Brightness
Home Screen

Accessibility

-. Wallpaper
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Step 3: Click “About”.

3:047 o LTE ()

£ Settings General

Software Update

AirDrop
AirPlay & Handoff
Picture in Picture

CarPlay

iPhone Storage

Background App Refresh

Step 4: Click “Name”.

| Google Fi = 12:25 PM

About

Name

Software Version
Model Name
Model Number

Serial Number F17D5BR4PLIY

Coverage Expired

Songs

Videos

Photos

Step 5: Change the name of your iOS device (see example above Step 1).
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Install and Configure Microsoft Intune MDM Company Portal
After you complete the name change, you may proceed to the app store to download the
Company Portal app.

QUICK INSTRUCTIONS:
Open App Store > search for Company Portal (it will be a blue icon) > click “Get”

LONG INSTRUCTIONS
Step 1: Open the App Store from your home screen.

o'l Googl.. & @0 & 12:56 PM

Q. company portal
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Step 3: Click “Get”.

- T « 12:56 PM

Intune Company
Portal

4.6
%k ek ok

What's New

ion 4.19.0 Tmo ago

We've been improving the stability of the
Company Portal. This helps keep your
information safe and makes the aj

Preview

Games Apps
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Logging into the Microsoft Intune MDM Company Portal
Now that you have downloaded the Intune Company Portal, you will need to login to the
application using your Commonwealth email address.

QUICK INSTRUCTIONS:

Open Company Portal > “Sign in” > enter Commonwealth email address > “Next” > enter password >
“Sign in” > “Continue” > “Begin” > “Commonwealth of Massachusetts owns this device” >
“Continue” > “Continue” > “Allow” > “Close” > “Settings” > “Profile Downloaded” > “Install” >
“Install” > “Trust” > “Done” > “General” > “Continue” > “Continue”

LONG INSTRUCTIONS
Step 1: Open the Intune Company Portal app from your home screen and click “Sign in”.

12:44 PM

Company Portal

es and keep
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Step 2: Enter your Commonwealth email address and click “Next”.

T 12:44 PM (=)

Cancel

B® Microsoft

Signin

Can't access your account?

Sign in from another device

Step 3: Enter your password and click “Sign in”.

You will use your Active Directory (AD) email address and password. For more information on

your AD account, click here.

u|

> 12:45 PM

Cancel

&« @mass.gov

Enter password
Forgot my password
—

WARNING This system contains
government information and is restricted
to authorized users only.By accessing this
portal you are consenting to system
monitoring for law
enforcement.Unauthorized access to the
system may subject you to disciplinary
action.
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https://www.mass.gov/info-details/how-to-reset-your-password

Step 4: Click “Continue”.

T 12:48 PM

Cancel @& janage.microsoft.com aA

Continue to Company Portal

Continue

Commonvwealth of Privacy Terms

2021 Micresaft, All rights reserved

Step 5: Click “Begin”.

< Authenticator 3= & 12:45 PM

)

Set up Commonwealth of
Massachusetts access

Set up your device to access your email,

devices, Wi-Fi, and apps for work.

(1) Select device and enrollment type
Review privacy information
Download management profile

nstall management profile

Check device settings
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Step 6: Select “Commonwealth of Massachusetts owns this device”, and click “Continue”.

< Authenticator 3= & 12:46 PM

< Back

Select device and
enroliment type

Who owns this device? .
If you do not see this

Commonwealth of Massachusetts
owns this device

option, please stop and

contact your agency’s IT
Help Desk.

Continue

Step 7: Click “Continue”.

< Authenticator % % 12:46 PM

< Back

Device management and
your privacy

Here is what Commonwealth of
Massachusetts can and cannot see or do on
your device. Data collected will only be used
to ensure your device is compliant with
policies to protect Commanwealth of
Massachusetts data.

N

- View browsing history on this device

« See your personal emails, documents, contacts,
or calendar

+ Access your passwords

- View, edit or delete your photos

- See the location of a personal device

Continue
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https://www.mass.gov/how-to/request-help-with-a-computer-problem
https://www.mass.gov/how-to/request-help-with-a-computer-problem

Step 8: Click “Allow”.

< Authenticator 3= & 12:46 PM

Cancel @& janage.microsoft.com aA

Download management profile

This website is trying to download a
configuration profile. Do you want to
allow this?

of Privacy Terms
@ 2021 Microseft, All rights reserved.

Step 9: Click “Close”.

Profile Downloaded

Review the profile in Settings app if
you want to install it.
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Step 10: Open “Settings” from your home screen, then click “Profile Downloaded”.

12:47 PM

Settings

Apple ID, iCloud, Media & Purchases

If you do not see this

Profile Downloaded option, please stop and
contact your agency’s
Airplane Mode ® IT H6|Q Desk.

Wi-Fi

Bluetooth

Cellular

Notifications

Sounds

Do Not Disturb

Step 11: Click “Install”.

12:47 PM

Install Profile

Management Profile

y 10SProfileSigning.manage.microsoft.com

escription Install this profile to get access to your
company apps

Contains Device Enrollment Challenge

More Details
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https://www.mass.gov/how-to/request-help-with-a-computer-problem
https://www.mass.gov/how-to/request-help-with-a-computer-problem

Step 12: Click “Install”.

12:47 PM

Step 13: The below screen will be displayed; move to Step 14.

Enrolling Certificate

Management Profile

10SProfileSigning.manage.microsoft.com

Install this profile to get access to your
company apps

Device Enrollment Challenge

More Details
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Step 14: Click “Trust”.

12:48 PM

Remote Management
Do you trust this profile's source to

enroll your iPhone into remote
management?

Step 15: Click “Done”.

12:48 PM

Profile Installed

Management Profile

10SProfileSigning.manage.microsoft.com

Install this profile to get access to your
company apps

Mobile Device Management

Device |dentity Certificate

More Details

The previous screen
will automatically
change to this screen,
and you will see this
pop-up window.
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Step 16: Navigate back to Settings -> General -> Device Management. Click “Management

Profile”.

12:48 PM

Device Management

Management Profile

th of

Step 17: Click “Continue”.

== 12:48 PM

- )
Cancel @& ianage.microsoft.com aA (

Continue to Company Portal

Continue

Commonwealth of Massachusetts Privacy Terms

2021 Micreseft, All rights reserved

> M
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Step 18: Click “Continue”.

12:48 PM

Set up Commonwealth of
Massachusetts access

Set up your device to access your email,

devices, Wi-Fi, and apps for work.
Select device and enroliment type
Review privacy information
Download management profile
Install management profile

5) Check device settings

Continue

You have successfully enrolled in Intune MDM for Commonwealth-
issued iOS devices!
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Helpful Links

MFA

Multi-factor Authentication service page
https://www.mass.gov/multi-factor-authentication

How to set up Multi-factor authentication
https://www.mass.gov/guides/set-up-azure-ad-mfa

Multi-factor authentication FAQs
https://www.mass.gov/info-details/multi-factor-authentication-fags

Changing your Azure MFA security information and default options
https://www.mass.gov/info-details/configuring-azure-mfa-security-options-and-changing-default-
methods

Active Directory (AD) Account

How to reset your password
https://www.mass.gov/info-details/how-to-reset-your-password

Support

Request IT support or services
https://www.mass.gov/how-to/request-it-support-or-services

ServiceNow Portal
https://massgov.service-now.com/sp
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