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Getting Started

Before getting started with the Commonwealth VPN, you need to ensure that:

You are enrolled in Multi-Factor Authentication (MFA).

In order to use the new EOTSS VPN, you must be enrolled in MFA. Instructions on how to set up MFA can be
found here: https://www.mass.gov/guides/set-up-azure-ad-mfa

You have local admin rights.

To install the Commonwealth VPN client you will need local administrator rights. If you are using a
Commonwealth-issued computer, you will likely need to work with your IT support group to install the VPN
client. If you are using your personal device, you likely already have local administrator rights.

You have the most up-to-date version of the Mac OS installed.

The Commonwealth VPN client is only compatible with the most current version of Mac OS.

You have been provisioned with a Commonwealth VPN account.

Once the requested VPN account has been provisioned, your agency will notify you that you have access to
VPN. If you download the VPN client and are unable to log in, you may need to wait until a VPN account has
been provisioned for you.


https://www.mass.gov/guides/set-up-azure-ad-mfa

Downloading the Mac VPN client

The steps outlined below were verified using Mac OS 10.14 (Mojave) and 10.15

(Catalina), with Chrome as the browser.

DownloadthePulseSecureSoftware

Commonwealth VPN for Mac requires two software components: the Pulse Secure Agent and the
Pulse Secure App Launcher. Specific versions of the software are required and the instructions below

describe the process to download the software.

NOTE: *Depending on the version, these files may be generically named

“PulseSecureApplauncherAppleSigned.dmg” and “PulseSecure.dmg”. Please

Step 1: Run the following command to manually download the Pulse Secure files. This

command downloads the files to the users “Downloads” folder.

Step 2: Open a terminal from Applications / Utilities directory.

T robariposl — -bash — B0=2d

moab:~ rebertpoals

Step 3: Paste the command at the $ prompt:

curl --output ~/Downloads/PulseSecure.dmg ftp://cjisftp.chs.state.ma.us/PulseSecure.dmg --output
~/Downloads/PulseSecureAppLauncherAppleSigned.dmg
ftp://cjisftp.chs.state.ma.us/PulseSecureAppLauncherAppleSigned.dmg --user

eotssmacvpn:VPN@eotss



Step 4: The two Pulse Secure files will be downloaded to the Downloads directory;

PulseSecure.dmg and PulseSecureAppLauncherAppleSigned.dmg
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Installing the Mac VPN client

Install the Pulse Secure Agent Software

Step 1: Go to your downloads folder; you will see the two Pulse Secure files you just

downloaded. Double-click PulseSecure.dmg to open the PulseSecure Installer package

Step 2: Double-click the PulseSecure.pkg object to launch the installer
" YOK ) . Pulse Secure.9.1.4.1883

L

PulseSecure.pkg

Step 3: You will be prompted with a Security message. Click the
"OK"button.



"PulseSecure.pkg” can't be opened
because Apple cannot check it for malicious
software.
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This software needs to be updated. Contact the
developer for more information.

cjisftp.chs.state.ma.us
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Step 4: Open "System Preferences" under the Apple menu in the top left of your Mac.
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Step 5: Select the “Security & Privacy” icon
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Step 6: Atthe bottom of the "General" tab, thereisan option to “Allow apps downloaded from.” You will

see a message that PulseSecure.pkg was blocked from use.

Click ‘Open Anyway' button



@ < i Security & Privacy Q

FileVault  Firewall  Privacy

A login password has been set for this user Change Password...

Require password 5 minutes B after sleep or screen saver begins

Allow apps downloaded from:

“PulseSecure.pkg” was blocked from use because it is not from an Open Anyway
identified developer.

(=] Click the lock to make changes.

Step 7: If you get this message, just click the "OK" button

"“PulseSecure.pkg” can't be opened
3 . because Apple cannot check it for malicious
p“( software.

This software needs to be updated. Contact the
developer for more information.

cjisftp.chs.state.ma.us




Step 8: Close the 'Systems Preferences’ screen using the red circle in the top left corner.

O < |2 - Security & Privacy

Step 9: The Pulse Secure Installer will launch and you will see the following page. Select the

"Continue" button to start the installation process

@ i Install Pulse Secure
Welcome to the Pulse Secure Installer
Welcome to the Pulse Secure Client for Mac installer. You will

e Introduction be guided through the steps necessary to install this
software.

N

Pulse Secure

Continue




Step 10: Click the "Install" button

@& & Install Pulse Secure

Standard Install on “Macintosh HD"

irftroduction This will take 57.6 MB of space on your computer.

Destination Select Click Install to perform a standard installation of this software

e Installation Type on the disk “Macintosh HD".

Q Change Install Location...
N
Pulse Secure

Go Back Install

Step 11: You will be prompted to verify yourself by using Touch ID or entering the password of your

Mac.

—_ Installer is trying to install new software.

|
22\ Installer is trying to install new software. L‘ ESHEL Yotk pazeword 1o sllow this.
M\ | @
(@’\\@\\ Touch ID or enter your password to allow this. | or User Name: Lucas McCain
;"N |
@ ‘ Password: || |
Use Password... Cancel

Cancel Install Software



Step 12: You will be prompted with a series of popup dialogues requesting approval to proceed.
Which windows you see depends on how your Mac security is configured. Click "OK" if the message

is presented.

“Installer” wants access to control “System #/stoin Bollcy Ie proventing losding

- g - Preferences”. Allowing control will provide
& access to documents and data in “System PulseSecure.
Preferences”, and to perform actions within . Please click ALLOW button for “Pulse Secure LLC"
that app. under Security & Privacy Settings.
? Don't Allow oK OK

System Extension Blocked

5 H A program tried to load new system extension(s)
signed by "Pulse Secure LLC". If you want to enable
these extensions, open Security & Privacy System
Preferences.

Open Security Preferences “

Step 13: Finally, theinstallation process will completeand you will be asked if you “want to move the

Pulse Secure Installerto the trash?” Click the "Move to Trash" button.

Do you want to move the “Pulse Secure”
Installer to the Trash?

To keep this package and disk image in its current
location, click Keep.

Keep Move to Trash

Step 14: Onefinal dialogue will askif the “Installer” can access Downloads Folder. Click the ‘OK’ button

“Installer” would like to access files in your
Downloads folder.

? Don’t Allow OK




Step 15: Onceinstallation is complete, you will receive a message stating “Theinstallation was

successful.” Click"Close."

® O & Install Pulse Secure
The installation was completed successfully.
@ Introduction
« Destination Select
o Installation Type
© Installation
® Summary

N

Pulse Secure

The installation was successful.

The software was installed.

Close




Install the Pulse Secure App Launcher

Step 1: Go back to your downloads folder, Double-Click PulseSecureAppLauncherAppleSigned.dmg

to start the PulseSecureAppLauncher Installer.

PulseSecureAppLauncher.m
pkg

Step 2: Double click the PulseSecureAppLauncher.mpkg object to launch the installer

Step 3: Similar to the firstinstall, you will receive a message warning you that “... can't be opened

because Apple cannotcheckitfor malicious software.” Clickthe "OK" button

: “"PulseSecureAppLauncher.mpkg” can’'t be

o opened because Apple cannot check it for
p‘{ malicious software.

This software needs to be updated. Contact the
developer for more information.

cjisftp.chs.state.ma.us




Step 4: Again, open "System Preferences" under the Apple menu in the top left of your Mac and click

the "Open Anyway" button at the bottom half of window.

@ 4 » e Security & Privacy Q,

BEEGE Fievault  Firewall  Privacy

A login password has been set for this user  Change Password...

Require password 5 minutes after sleep or screen saver begins

Allow apps downloaded from:

L]

“PulseSecureAppLauncher.mpkg” was blocked from use because it Open Anyway
is not from an identified developer.

L[ Click the lock to make changes.

Step 5: Click the "Open" button

: “"PulseSecureAppLauncher.mpkg” can't be
opened because Apple cannot check it for
malicious software.

] This software needs to be updated. Contact the
developer for more information.

cjisftp.chs.state.ma.us
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Step 6: Close any open windows till you get to the window below “The Pulse Secure Application

Installer”.Clickthe "Continue" button tostarttheinstallation process

- ———— — -

@ ‘w Install Pulse Secure Application Launcher
Welcome to the Pulse Secure Application Launcher Installer
Welcome to the Pulse Secure Application Launcher for Mac

e Introduction installer. You will be guided through the steps necessary to
install this software.

N

Pulse Secure

Continue



Step 7: Click the "Install" button

® C ‘e Install Pulse Secure Application Launcher [l '
Standard Install on “Macintosh HD"
e [ntrodiction This will take 4.3 MB of space on your computer.
« Destination Select Click Install to perform a standard installation of this software |
. in your home folder. Only the current user of this computer
BRI will be able to use this software. I
3
S
pUlse Secure Go Back Install

Step 8: Onceinstallation is complete, you will receive a message stating “Theinstallation was
successful”. Click"Close."

® & Install Pulse Secure Application Launcher @

The installation was completed successfully.

Introduction
Destination Select

Installation Type

Installation

e @& @& o @

Summary

The installation was successful.

The software was installed.

N

Pulse Secure .




When you click the "Close" button, you will be prompted to with the following windows.

Step 10: Click the 'Move to Trash' button

Do you want to move the “Pulse Secure
Application Launcher” Installer to the
Trash?

To keep this package and disk image in its current
' location, click Keep.

r Keep Move to Trash

Step 11: Click the "OK" button

"In staller" would like to access files in your

Downloads fulk.

! Don't Allow OK




Configure VPN for Mac

Login to the Commonwealth VPN

Step 1: Open a new browser window and typein the address bar:

https://mavpn.vpn.state.ma.us/azure/ thenclick enter.

Step 2: Your browser window will be redirected and you will be presented with the

Commonwealth login page. Enterthe PIN you received via Azure AD for MFA and clickthe

"Verify" button.

W | THE COMMONWEALT
v OF MASSACHUSETTS
jessica.m.powers@mass.gov

Enter code

[ We texted your phone +X XXX-XXX-XX48.
Please enter the code to sign in.

Having trouble? Sign in another way

More information

WARNING This system contains government
information and is restricted to authorized users
only.By accessing this portal you are consenting to
system monitoring for law
enforcement.Unauthorized access to the system may
subject you to disciplinary action.

Page | 18


https://mavpn.vpn.state.ma.us/azure/

Start the Pulse Secure VPN Client

Once successfully authenticated, your browser will be redirected to the MA VPN home page.

Step 1: Hit the start button to the right of the Pulse Secure.

.....

Step 2: Youwill be promptedtoopenthe “PulseApplicationLauncher”. Click "Allow" to start the

download process.
P

Do you want to allow this page to open
"PulseApplicationLauncher”?

Cancel Allow

Step 3: You may be presented with the following message about an untrusted server. This

message can be ignored and it is safe to click the "OK" button.

Page | 19



You are about to authenticate to an untrusted server. There are \
problems with the site's security certificate:

The certificate or certificate chain is based on an untrusted root.

The certificate chain is not complete.

Should Pulse continue to connect?

| Save settings View Cancel “

o

Step 4: Finally, the PulseSecure client will establish a VPN connection. Once connected, you will be
able to login to your office desktop.

NOTE: If the connection displayed is incomplete, or if you have to manually enter the
connection, please use the following: https://mavpn.vpn.state.ma.us/azure/

Connections |

smmpm s sure )
Connected - manual override

Step 5: When done with VPN, click the "Disconnect" button to terminate your connection to VPN.

Page | 20


https://mavpn.vpn.state.ma.us/azure/

Helpful Links

VPN
Commonwealth VPN Service
https://www.mass.gov/commonwealth-vpn-service

Commonwealth VPN FAQs
https://www.mass.gov/info-details/commonwealth-vpn-fags

Commonwealth VPN Eligibility and Requirements
https://www.mass.gov/info-details/commonwealth-vpn-eligibility-and-requirements

How to use the Commonwealth VPN
https://www.mass.gov/info-details/how-to-use-the-commonwealth-vpn

MFA

Multi-factor Authentication service page
https://www.mass.gov/multi-factor-authentication

How to set up Multi-factor authentication
https://www.mass.gov/guides/set-up-azure-ad-mfa

Multi-factor authentication FAQs
https://www.mass.gov/info-details/multi-factor-authentication-fags

Changing your Azure MFA security information and default options
https://www.mass.gov/info-details/configuring-azure-mfa-security-options-and-changing-default-
methods

Page | 21
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