Commonwealth of Massachusetts

Information Technology Division

Security Design Review (SDR)

Security Design Review (SDR)

This questionnaire is intended to provide ITD with the information necessary to perform a comprehensive review of your security-related request.   

Service Request/Project ID:_____________________ Date:__________________________________________

Project Name:________________________________ Revision Number: _______________________________
Agency Name: _______________________________ MMARS Code (3 Letter Code):_____________________
Agency Street Address: _______________________________________________________________________
Technical Contact Information (Must be a State Employee, not a consultant)
Name: _____________________________________________________________________________________

E-Mail Address:  _____________________________________________________________________________

Phone Number: ______________________________________________________________________________
Initial Contact

The agency should work with their vendor, if necessary, to complete the questionnaire.  When completed, attach this document to the associated E2E service request.  If you have questions, please contact your Service Account Manager.
APPROVALS

Agency Security Administrator 


Enterprise Security Representative

Name:  





Name: 

Phone Number:




Phone Number: 

Signature:_____________________________

Signature:_____________________________

Note:  Requests must be approved by both the Agency Security Administrator and Enterprise Security Representative prior to implementation.  Any changes to the agreed upon design will require resubmission and approval.

Notes and Definitions begin on Page 9
Network Diagram

Provide a diagram displaying the placement of each server and a line with the protocols used to communicate between the servers.  Please be very cautious on the direction of the arrow heads on the lines.  The arrow must point in the direction that the communication is initiated.  The diagram should also include the following:
· Access From the Internet to the Public Access Servers (ITD or Agency DMZ) – show all protocols that will be used to access the Public Access Server from the Internet. 

· Access between Public Access Network and Internal Network – show all protocols that are to be used for communication between the Public Access Server and the servers on the internal network.

· Access between DMZ’s – show all protocols that are to be used for communication between servers in different DMZ’s.
Example Diagram
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Server List


Provide a list of all servers, hostnames, and IP addresses (if known), along with a brief description of function. 

Example Server List

Hostname

Function


IP Address

Sample-web-001
New application Web server
172.31.78.91

Sample-db-001

Database Server

172.31.23.32
	Hostname
	Function
	IP Address

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	


Access Requirements

· Place an “X” in the "Required" block for each service that is required and provide the hostname or IP address in the "Source" and "Destination" columns.   Please see the Definitions Section for suggested terms you can use for different sources.  If you utilize any ports and/or protocols that are not predefined on this document it will require additional security review which may delay implementation of this request.

· Please specify which services will be used.  Entries in the "Initiated From" and "To" columns can be a specific hostname, IP address (if known) or IP subnet range.   To request unrestricted host access specify Networks for example the Internet and State internal Network are referred to as "ALL", just the internal network is referred to as the State Internal Network in the Initiated from column.  In the To Field this should be specific hosts and not network ranges.

Please refer to the Commonwealth Security Design Review standards for additional information. This document can be found at: Enterprise Public Access Standards for e-Government Applications: Network Security
ACCESS TO INTERNET DMZ (From Anywhere Internet / External / other DMZ)

Complete this section if servers are to be made accessible from the Internet.

Please specify which services will be used.  Entries in the “Initiated From” and “To” columns can be a specific hostname or IP address (if known) or IP subnet range. To request unrestricted host access specify "ANY" in the “Initiated From” column.

	“X” if Required
	Protocol
	Port
	Source
	Destination

	
	
	
	Initiated From
	ITD DMZ
	Agency DMZ

	
	HTTP
	80
	
	
	

	
	HTTPS
	443
	
	
	

	
	FTP
	21
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	


Tip:
All servers that are to be available for access from the Internet must be located in an Internet facing network that is located off of an ITD Managed Firewall, referred to as an Internet facing DMZ.  ITD currently provides an Internet facing DMZ as part of the Security Design Review.  Agencies may choose to have an Internet facing DMZ at their location, however this is still subject to the Security Design Review guidelines and the firewalls must be managed by ITD.
ACCESS OUT OF INTERNET DMZ (Initiated from Internet DMZ to any other zone)
Complete this section if a connection is to be initiated from an Internet facing DMZ to servers in any other zone
	“X” if Required
	Protocol
	Port
	Source
	Destination

	
	
	
	Internet DMZ
	ITD DMZ 
(APP or Database) 
	Agency DMZ (App or Database)
	Internal Network

	
	HTTP
	80
	
	
	
	

	
	HTTPS
	443
	
	
	
	

	
	ODBC
	1433
	
	
	
	

	
	SQL*Net
	1521
	
	
	
	

	
	Netezza
	5480
	
	
	
	

	
	CommBridge
	1501
	
	
	
	Internal-mq-2
146.243.2.4

	
	CommBridge
	1515
	
	
	
	Internal-mq-2

146.243.2.4

	
	SMTP
	25
	
	Itd-smtp-dmz
	
	

	
	DNS
	53
	
	Internet-dns
Internet-dns2
	
	

	
	NTP
	123
	
	Internet-dns
Internet-dns2
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	


Tip:
All servers that are accessed from the Internet DMZ must be located in either an Application DMZ or a Database DMZ.  ITD currently provides Application and Database DMZs as part of the Security Design Review.  Agencies may choose to setup their own Application or Database DMZs at their location, however this is still subject to the Security Design Review guidelines and the firewall in front of an Application DMZ must be managed by ITD.
ACCESS IN TO APPLICATION DMZ OR DATABASE DMZ

Complete this section if data is to be moved between servers in the DMZ network and servers on the Commonwealth's Internal Network when communication is initiated by the server on the internal network.  

	“X” if Required
	Protocol
	Port
	Source
	Destination

	
	
	
	Initiated From
	App DMZ
	Database DMZ

	
	HTTP
	
80
	
	
	

	
	HTTP
	8080
	
	
	

	
	HTTPS
	443
	
	
	

	
	HTTPS
	8443
	
	
	

	
	LDAP
	389
	
	
	

	
	LDAPS
	636
	
	
	

	
	SSH
	22
	
	
	

	
	FTP
	21
	
	
	

	
	ODBC
	1433
	
	
	

	
	SQL*Net
	1521
	
	
	

	
	Netezza
	5480
	
	
	

	
	CommBridge
	1501
	
	
	

	
	CommBridge
	1515
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	


Tip:
All servers located in either an Application DMZ or a Database DMZ can be accessed from other DMZ’s and the Internal network but not directly from the Internet.  Agencies may choose to setup their own Application or Database DMZs at their location however this is still subject to the Security Design Review guidelines and the firewall in front of any Application DMZ that is accessed from an Internet facing DMZ must be managed by ITD.
ACCESS OUT OF APPLICATION DMZ OR DATABASE DMZ
Complete this section only if outbound email from a DMZ server is required
	“X” if Required
	Protocol
	Port
	Source
	Destination

	
	
	
	Initiate From
	Extended DMZ

(App or Database)
	Internal Network

	
	ODBC
	1433
	
	
	

	
	SQL*Net
	1521
	
	
	

	
	SMTP
	25
	
	Itd-smtp-dmz
	

	
	CommBridge
	1501
	
	
	Internal-mq-2
146.243.2.4

	
	CommBridge
	1515
	
	
	Internal-mq-2
146.243.2.4

	
	DNS
	53
	
	Internet-dns
Internet-dns2
	

	
	NTP
	123
	
	Internet-dns
Internet-dns2
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	


Tip:
All servers located in either an Application DMZ or a Database DMZ can be accessed from other DMZ’s and the Internal network but not directly from the Internet.  Agencies may choose to setup their own Application or Database DMZs at their location however this is still subject to the Security Design Review guidelines and the firewall in front of any Application DMZ that is accessed from an Internet facing DMZ must be managed by ITD.
ACCESS FROM ANY DMZ IN TO STATE WAN
Complete this section if data is to be moved between ITD and an Agency DMZ or between two different Agency DMZs.

	“X” if Required
	Protocol
	Port
	Initiate From
	Internal Network

	
	ODBC
	1433
	
	

	
	SQL*Net
	1521
	
	

	
	CommBridge
	1501
	
	Internal-mq-2

146.243.2.4

	
	CommBridge
	1515
	
	Internal-mq-2

146.243.2.4

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


Tip: 
All servers that are to be available for access from the Internet must be located in an Internet facing network that is located off of an ITD Managed Firewall, referred to as an internet facing DMZ.  ITD currently provides an Internet facing DMZ as part of the Security Design Review.  Agencies may choose to setup their own Internet facing DMZ at their location however this is still subject to the Security Design Review guidelines and the firewalls must be managed by ITD.
NOTES:

1. All mail destined for mail servers on the Commonwealth's Internal Network will be relayed through content filtering and virus scan servers
2. All mail destined for the Internet from DMZ servers will be relayed through content filtering and virus scan servers. 
3. DNS and NTP queries to ITD DNS servers are allowed from servers on an Agency DMZ.  The server names are internet-dns.state.ma.us and internet-dns2.state.ma.us
4. Encapsulation of unsupported protocols will not be allowed; this will be detected by the Firewall and dropped.

5. Communication initiated from the Internet is not allowed directly into the Commonwealth's Internal Network.

6. Communication initiated from servers located in the Public Access Network is not allowed out to the Internet.

7. Only allowed from Agency Internal network to Agency DMZ.

8. Communications that are not explicitly permitted are denied.

DEFINITIONS:
Internet DMZ
Any subnet off of a firewall that allows Internet traffic directly in to the subnet.
Application DMZ
Any subnet off of a firewall that allows traffic into it from a web application.
Database DMZ
Any subnet off of a firewall that contains database servers that host agency data.

Extended DMZ
Any subnet off of a firewall that allows traffic into it from an Internet facing DMZ, in some cases that may also be an Application DMZ or a Database DMZ.

Management DMZ
A subnet off of a firewall that hosts management systems and/or management access to systems.  For example a Network Management System, the Remote Access Card in a server, a Virtual Environments Hypervisor, etc.

Protected Subnet
A subnet off of a firewall, where the systems located in this subnet are being protected from all external sources (this could include Management and Database DMZ’s).
State Internal Network
All IP addresses that are protected from the Internet by the ITD Managed Internet firewall cluster.  This does not include any IP addresses in any type of DMZ.
ANY
All IP addresses on the State Internal Network and the internet; this does not include IP addresses in any type of DMZ.
� EMBED Visio.Drawing.6  ���
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