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Purpose

This policy contains requirements to assist the Information Technology Division’s (ITD) management with responsibilities associated with supporting an Instant Messaging Solution that supports the business requirements of ITD’s user community while protecting ITD’s technical environment.  This policy addresses the following areas of concern:
· Authorized Instant Messaging Solution for use within ITD
· Required Configuration, Controls or Settings
· Acceptable Use of Instant Messaging Solution

· Compliance and Enforcement of this Policy

Applicability
· ITD Employees (Full or Part Time) who use any instant messaging solution within the boundaries of the ITD technical environment are subject to the requirements contained in this policy.
· Any Contracted resource that is responsible for accessing ITD’s technical environment for any reason during the course of the contractual engagement is subject to the requirements contained in this policy.
Policy 

Individuals that require the use of an Instant Messaging Solution must comply with the requirements stated within this policy.
1) Authorized Instant Messaging Solutions
Individuals that require the use of an Instant Messaging Solution are required to use solutions approved and adopted by the Chief Technology Officer.  

a) Lync Server 2010
At this time the only authorized Instant Messaging Solution is Lync Server 2010.
Individuals are not authorized to use any other type of Instant Messaging Solution within ITD’s technical environment.

2) Required Configuration, Controls and Settings

The following configuration requirements must be in place and may not be disabled by any individual utilizing an ITD authorized Instant Messaging Solution. 

a) Security requirements

i) Authorized Access Methods – Access is assigned by placing the user in a designated distribution list which enables the user to log on to OCS.  The Messaging team will be responsible for this list.
ii) External Party Communications – Lync Server 2010 will only operate on MAGNet and communication is only possible between authorized users as defined in item 1. 
b) Accessibility requirements

i) Settings specifically related to compliance with Enterprise Accessibility Standards

3) Acceptable Use of ITD Authorized Instant Messaging Solution
Due to the inherent security, records conservation and privacy risks associated with the use of ubiquitous Instant Messaging Solutions, ITD has limited the authorized use of Instant Messaging Solutions Lync Server 2010, as configured and deployed by the Messaging Team.  
Individuals that require the use of an Instant Messaging Solution must:

a) Use only ITD authorized solutions within ITD’s technical environment.  

b) Comply with all applicable ANF Acceptable Use Policy provisions
c) Adhere to all required configuration, controls and settings as deployed by the Messaging Team, e.g. users are not permitted to disable, reconfigure or alter settings unless specifically authorized within the deployed configuration of the solution.

d) Refrain from sending any personally identifiable or other information that is classified as having high sensitivity

e) Other (authorized downloading of attachments or files, links to external sites, etc.)
4) Compliance and Enforcement of this Policy
a) Individuals that require the use of an Instant Messaging Solution must limit use to only those authorized and implemented by the Chief Technology Officer.

b) Failure to comply with any aspect of this policy may result in disciplinary action up to and including termination.
Roles and Responsibilities

All agency divisions and departments governed by the Commonwealth Enterprise Policies are subject to the referenced roles and responsibilities in addition to those specifically stated within this supporting agency policy.  The roles and responsibilities associated with implementation and compliance with this policy follow:

Chief Information Officer

· Review and implementation of this policy, revisions and supporting procedures.
Chief Technology Officer

· Approve this policy, revisions and supporting procedures.

· Approve authorized Instant Messaging Solutions for use by ITD authorized users.
Chief Security Officer (CSO)
· Review of this policy, revisions and supporting procedures.
· Enforce the security based requirements of this policy.
· Provide security representation and guidance for identification of devices that comply with the Commonwealth’s Enterprise Security Policies, Standards and Procedures. 
ITD Executive Staff
· Review of and feedback for this policy, revisions and supporting procedures including:

· Distribution to and collection of feedback from staff members

· Distribution to and collection of feedback from appropriate resources external to ITD for purposes of assuring alignment with broader initiatives and/or precedent requirements, i.e. bargaining unit officials, board membership, external agency officials or relevant communities of interest.
ITD Staff
· Comply with the requirements articulated in this policy.
· Provide feedback during review cycles for this policy.
Enterprise Policy and Architecture Group

· Development and maintenance of this policy.
· Manage review and publication cycle of this policy.
· Provide guidance and support in implementing and adhering to this policy.
MassMail Messaging Team
· Implement and enforce all administrator-based requirements on authorized ITD Instant Messaging Solutions.
Third parties
· Comply with all relevant aspects of this agency specific policy. 
Supporting Documents

While all Enterprise Policies, Standards and Procedures must be complied with; the following were specifically referenced in development of this policy:
Enterprise Information Security Policy

Enterprise Data Classification Standards
Enterprise Accessibility Standards (both IT Accessibility and Web Accessibility)
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