EOTSS Remote Access VPN
iPhone/iPad Client Install

Table of Contents

Ensure your iPhone/iPad is compatible.........ccooeeiiiiiiiiiicieecee e 3
You are enrolled in Multi-Factor Authentication (MFA). ....cccooviiviiniiniiireeeeeeee e 3
You have an iPhone/iPad with an internet connection..........ccccoeceeviiviiiennciee e 3
You have been provisioned with a Commonwealth VPN account..........cccoecceevviieniiieniieenciee e, 3

For Personal Devices ONLY: You know your Apple ID, password and iPhone/iPad unlock code.

.............................................................................................................................................................. 3
Download and install the Ivanti Secure Access app from Company Portal..........ccccoeveveninienicneenennen. 4
Launch Company POTtal........ccceiieriiiiiiiiiiecieesee ettt st ste e saeeseeessteeteesaeesseesnnesnses 4
Download the Current VPN CHENT .......ooiiiiiiieieie ettt sttt s 4
Configure VPN for iPhone/iPad .........coooi oottt 5
Configuring YOUT CONMNECHION ...ccuiiiuiiiiiiiieeee ettt sttt e b e s ae e st e et e e be e sbeesbeesaeeeaeas 5
HEIPIUL LINKS ..ttt st sb et b e s bbbt nb e e nenrs 9

R 000] 010 ) o TP T O PP P PP UPPPPPOPPPPI 9

Prepared by the Massachusetts Executive Office of Technology Services and Security

Last Updated: October 30, 2024
Page | 1



Page | 2



Ensure your iPhone/iPad is compatible

Before getting started, you need to ensure that:
You are enrolled in Multi-Factor Authentication (MFA).

In order to use the new EOTSS VPN, you must be enrolled in MFA. Instructions on how to set up MFA
can be found here: https://www.mass.gov/guides/set-up-azure-ad-mfa

You have an iPhone/iPad with an internet connection.

These instructions are for installing the Commonwealth VPN client on an Apple iPhone or an iPad
ONLY.

You have been provisioned with a Commonwealth VPN account.

Once the requested VPN account has been provisioned, your agency will notify you that you have
access to VPN. If you download the VPN client and are unable to log in, you may need to wait until a
VPN account has been provisioned for you.

You have a Commonwealth Issued iPhone or iPad

If you have a Commonwealth issues device, the VPN client app will be available to download in the
Company Portal.

For Personal Devices ONLY: You know your Apple ID, password
and iPhone/iPad unlock code.

To install the EOTSS VPN client or remove an old VPN client, you will need to download and install an
app from the App Store. You will need your Apple ID and password, and iPhone/iPad unlock code, in
order to do so.
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https://www.mass.gov/guides/set-up-azure-ad-mfa

Download and install the Ivanti Secure Access app
from Company Portal

Launch Company Portal

Step 1: Open and sign into Company Portal on your iPhone/iPad.
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Download the Current VPN Client

Step 2: Download and install Ivanti Secure Access Client. Once installation is complete, the app
will appear on your home screen.
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Step 3: Open Ivanti Secure Access Client app from the home screen and Allow push notifications.
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Configure VPN for iPhone/iPad

Configuring your connection

Step 4: Once downloaded, launch the Pulse Secure app - you will immediately be prompted to
enter the URL for the VPN connection. Enter https://mavpn.vpn.state.ma.us/azure/ and click

“Connect”.
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Step 5: On the next screen (titled “Add a Connection”), enter “Commonwealth VPN” under
“Connection Name”. No further information needs to be entered on this screen - click “Connect”

Step 6: Secure Access would like to Add VPN Configurations. Select “Allow”. Enter your
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to add a connection.
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iPhone/iPad Passcode and click “Done”
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Pre Sign-In Notification

Security Warning

THIS GOVERNMENT COMPUTER CONTAINS
CONFIDENTIAL INFORMATION. You are
prohibited from accessing any confidential
information without a legitimate business reason.
This system is subject to monitoring which may
result in the acquisition, recording and analysis of
all data communicated, transmitted, processed, or
stored by a user. BY USING THIS SYSTEM YOU
EXPRESSLY CONSENT TO SUCH MONITORING.
Use of this system must adhere to any and all
agency and Commonwealth Enterprise Information
Security Policies and Standards
(https://www.mass.gov/handbook/enterprise-
information-security-policies-and-standards).

Under G.L. c. 62C, section 21 and section 21B,
G.L. c. 62E, and G.L. c. 119A, any unauthorized
disclosure, inspection or use of tax or child support
information may subject Commonwealth
Employees and contractors to criminal penalties,
lismissal from Cc h employment or
termination of a Commonwealth contract.

Step 7: You will be routed to the EOTSS Pre-Sign-in Notification page. Click “Proceed”

WARNING! BY ACCESSING AND USING THIS
GOVERNMENT COMPUTER SYSTEM YOU ARE
CONSENTING TO SYSTEM MONITORING FOR
LAW ENFORCEMENT AND OTHER PURPOSES.
UNAUTHORIZED USE OF, OR ACCESS TO, THIS
COMPUTER SYSTEM MAY SUBJECT YOU TO
CRIMINAL PROSECUTION AND PENALTIES.

Decline Proceed

Step 8: Use your Commonwealth issued VPN credentials to login and follow MFA prompts.
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Can't access your account?
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Step 9: Congratulations! You are now connected to VPN via Ivanti Secure Access app on your

iPhone/iPad. Swipe and Tap

() to connect/disconnect

Connected to VPN

Disconnect from VPN
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Helpful Links

VPN

Commonwealth VPN Service
https://www.mass.gov/commonwealth-vpn-service

Commonwealth VPN FAQs
https: //www.mass.gov/info-details/commonwealth-vpn-fags

Commonwealth VPN E11g1b111ty and Requirements

How to use the Commonwealth VPN
https://www.mass.gov/info-details /how-to-use-the-commonwealth-vpn

MFA

Multi-factor Authentication service page
https://www.mass.gov/multi-factor-authentication

How to set up Multi-factor authentication
https: //www.mass.gov/guides/set-up-azure-ad-mfa

Multi-factor authentlcatlon FAQs

Changing your Azure MFA security information and default options
https://www.mass.gov/info-details /configuring-azure-mfa-security-options-and-changing-default-

methods

Support

Request IT support or services
https://www.mass.gov/how-to/request-it-support-or-services

ServiceNow Portal
https://massgov.service-now.com/sp
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