EOTSS Remote Access VPN
BYOD PC Client Install
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Ensure your computer is compatible

Before getting started, you need to ensure that:

You are enrolled in Multi-Factor Authentication (MFA).

In order to use the new EOTSS VPN, you must be enrolled in MFA. Instructions on how to set up MFA can
be found here: https://www.mass.gov/guides/set-up-azure-ad-mfa

You have a Windows 10 or higher personal device.

EOTSS prohibits the use of Windows 7 or older personal devices because Microsoft no longer provides
support or security patches for the older operating system.

If you are trying to install the Commonwealth VPN client on a Commonwealth-issued device via SCCM

(Software Center) OR a Mac, please use the following instructions:

Instructions for VPN client install/uninstall for Secretariats/Agencies on EOTSS SCCM

Instructions for VPN client install BYOD Mac devices

You have been provisioned with a Commonwealth VPN account.

Once the requested VPN account has been provisioned, your agency will notify you that you have access
to VPN. If you download the VPN client and are unable to log in, you may need to wait until a VPN account
has been provisioned for you.

You have Local Admin Rights.

To install the EOTSS VPN client or remove an old VPN client, you will need local administrator rights. If
you are using your personal device, you likely already have local administrator rights.


https://www.mass.gov/guides/set-up-azure-ad-mfa
https://www.mass.gov/doc/instructions-for-vpn-client-installuninstall-for-secretariatsagencies-on-eotss-sccm/download
https://www.mass.gov/doc/eotssvpn-supportcommonwealth-vpn-byod-client-install-mac/download

Remove an old VPN client before installing a new one (if necessary)

Check to ensure you do not already have a version of Pulse Secure installed.
All previous versions must be removed before installing the latest version of

Pulse.

Step 1: Clickthe Windows logo on the bottom left of the screen, then click “Settings.
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Step 2: Select “Apps” on the Settings page and then “Installed Apps”. Search for Pulse
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Apps > Installed apps

Pulse Secure|

3 apps found

. Pulse Secure 9.1
¥ 5113525 | Pulse Secure, LLC | 10/26/2024

) Plse Secure Setup Client
911413525 | Pulse Secure, LLC | 10/28/2024

[ Pulse Secure Setup Client 64-bit Activex Control
3111 | Pulse Secure, LLC | 10/28/2024

Related settings

B System components
Manage system components that are preinstalled on Windows

Related support

&)  Help from the web
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Step 3: Onthe Apps page, uninstall all items starting with “Pulse Secure.”

- a x
Apps > Installed apps
pulse Q = 8 8
3 apps found = Filter by:  All drives ~ T Sortby: Name(AtoZ) ~

Pulse Secure 91
W 9113525 | Pulse Secure, LLC | 10/28/2024

m Pulse Secure Setup Client

911413525 | Pulse Secure, LLC | 10/28/2024 Uninstall

IE Pulse Secure Setup Client 64-bit Activex Control
3111 | Pulse Secure, LLC | 10/28/2024

Note: Select “No” to saving all current Pulse Secure configuration settings

Pulse Secure 8.1 Uninstall

0 Save all current Pulse Secure configuration settings?

Step4:Oncealloldclientshave beenremoved, pleaserebootthedeviceand thenstartthe
tssrav3.exeinstallation a secondtime, followingtheinstructions belowon howtoinstall the
Commonwealth VPN client.

Download the Commonwealth VPN client

@ For the purposes of these instructions, you MUST use a Commonwealth VPN
account or an authorized guest account to access the SharePoint site. All guest
accounts must have MFA: EOTSS MFA instructions for Guest Users.pdf | Mass.gov
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https://www.mass.gov/doc/eotss-mfa-instructions-for-guest-users

Step 1: Visit the EOTSS Security Engineering File Pickup Current VPN Client SharePoint
page here: TSS - Security Engineering File Pickup-Dropoff - Current VPN Client - All

Documents

Step 2: In the SharePoint site, click “Download” in the navigation to download the files.

£ Search this library

TSS - Security Engineering File Pickup-Dropoff

Share €2 Copylink <m Sync £ Add shortcut to OneDrive . Download @l Exportto E

kup > Current VPN Client

(B Name

| Download

Bl Export to Excel

;’J Search this library

TSS - Security Engineering File Pickup-Dropoff

1 Automate

P Integrate -

Modified Madified [ Share G Copylink  f@ Sync
ps-pulse-linux-22.6r1-b31437-64b ller.deb
ps-pulse-linux-22.8r1-b31437-installer.rpm wen
8= ps-pulse-mac-22.8r1-b31437-installer.dmg February 28 Wenizel,

i tssrav-22.8.1EXE

Files will download via your browser into a zip file.

Recent download history

~.  OneDrive_2025-03-14.zip
121 MB = Resuming...

Full download history 4
— Al LUJCUITIETNLS > jis )
Step 3: Open your downloads folder to view the files
Current VPN Client X +
&« d I ] (I Users > meccar » Downloads » OneDrive_2025-03-14 > Current VPN Client Search Cu
@ New ~ T Sort ~ = View v (8 Extractall
Al 0 MName Type Compressed size Password ...  Size Ratio Date modified
ome
R Gal [7] ps-pulse-linwx-22.8r1-b31437-64... DEB File Mo 0% 3/14/2025 6:28 PM
allery
D ps-pulse-linux-22.8r1-b31437-in...  RPM File Mo 0% 3/14/2025 6:28 PM
D ps-pulse-mac-22.8r1-b31437-in...  DMG File No 0% 3/14/2025 6:28 PM
— tssrav-22.8.1 Application Mo 0% /2025 6:28 PM
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https://massgov.sharepoint.com/sites/TSS-SecurityEngineeringFilePickup-Dropoff/Pickup/Forms/AllItems.aspx?csf=1&web=1&e=Tk5YYr&CID=08c75c56%2D5d49%2D46cc%2D9650%2D06bc0c6c176d&FolderCTID=0x012000CD320B28F487D045B643BCA0D20B2922&id=%2Fsites%2FTSS%2DSecurityEngineeringFilePickup%2DDropoff%2FPickup%2FCurrent%20VPN%20Client
https://massgov.sharepoint.com/sites/TSS-SecurityEngineeringFilePickup-Dropoff/Pickup/Forms/AllItems.aspx?csf=1&web=1&e=Tk5YYr&CID=08c75c56%2D5d49%2D46cc%2D9650%2D06bc0c6c176d&FolderCTID=0x012000CD320B28F487D045B643BCA0D20B2922&id=%2Fsites%2FTSS%2DSecurityEngineeringFilePickup%2DDropoff%2FPickup%2FCurrent%20VPN%20Client

Step 4: Double click to open the zip folder “Current VPN Client” and double click on the
tssrav-22.8.1 file to begin download

Current VPN Client x +
& 4 C |:| > =+ Users > mccar > Downloads > OneDrive_2025-03-14 > Current VPN Client Search Current VPN Cli
@ New ~ % [in} = o} T Sort v = View - (5 Extractall
A Home O Name Type Compressed size Password .. | Size Ratio Date modified
El Gallery D ps-pulse-linux-22.8r1-b31437-64...  DEBE File 7.227KB  MNo 7227KB 0%
D ps-pulse-linux-22.8r1-b31437-in...  RPM File 12,242KB Mo 12,242KB 0% 3/ 3 PM
= B - e e e
>
- ‘I tssrav-22.8.1 Application 65728KB No 65728KB 0% 3/14/2025 6:28 PM

STOP — Be sure to download the correct file. You MUST download the “tssrav-
@ 22.8.1.exe” file to install the most up-to-date version of the Commonwealth VPN
client.

Unpack and install the Commonwealth VPN client

Step 1: Once you double click on the tssrav-22.8.1 file, select “Run”

Compressed (zipped) Folders x

I This application may depend on other compressed
, files in this folder.

For the application ta run propery, it is recommended
that you first extract all files.

Run Cancel

Step 2: If you receive the message below, click “More info” then click “Run anyway”. /f
you do not receive the message below, move to Step 3.

Windows protected your PC

gnized app from
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Step 3: If prompted by Windows, click “Yes” to allow tssrav-22.8.1.exe or the temporary msi
file to run.

User Account Control X

Do you want to allow this app to make
changes to your device?

‘B 57eb50.msi

Verified publisher: Pulse Secure, LLC
File origin: Hard drive on this computer

Show more details

Yes No

Step 4: The Ivanti client will install on your device. You may see several windows open
during the installation process:

Ivanti Secure Access Client

a Please wait while Windows corfigures lvanti Secure Access Client

* . a
- Ivanti

Secure Access Client
Time remaining: 5 seconds

_ —— Cancel

Ivanti Secure Access Clent | ©2
Version 227.3 Al

Step 5: Your device will require a restart once installation is complete. Restart your device
to access the Ivanti Secure Access Client

EOTSS VPN Client 22.7.3

You must restart your computer before the new settings will
take effect.

Do you want to restart your computer now?

Step 6: Search for “lvanti Secure Access Client” and launch

= o Apps  Documents Web  Settings Folders Pt P 1059 ™M Q‘

Best match

: s Qo
1 lvanti Secure Access Client "
o App

Apps Ivanti Secure Access Client

) App
@ Repair Ivanti Secure Access Client
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ivanti

Secure Access Client

File  Help
|+ rd X|
:

s Al | Close |

@ You are now ready to use the Commonwealth VPN!

Common errors and how to troubleshoot

If you click “This program ran correctly” and a message like the one below appears telling
you “Client Already Installed”:

1. Follow the instructions above to Remove an old VPN client before installing a
new one (if necessary).

2. Then, follow the instructions to Download the Commonwealth VPN client and
Unpack and install the Commonwealth VPN client.
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Helpful Links

VPN

Commonwealth VPN Service
https://www.mass.gov/commonwealth-vpn-service

Commonwealth VPN FAQs
https://www.mass.gov/info-details/commonwealth-vpn-fags

Commonwealth VPN Eligibility and Requirements
https://www.mass.gov/info-details/commonwealth-vpn-eligibility-and-requirements

How to use the Commonwealth VPN
https://www.mass.gov/info-details/how-to-use-the-commonwealth-vpn

MFA

Multi-factor Authentication service page
https://www.mass.gov/multi-factor-authentication

How to set up Multi-factor authentication
https://www.mass.gov/guides/set-up-azure-ad-mfa

Multi-factor authentication FAQs
https://www.mass.gov/info-details/multi-factor-authentication-fags

Changing your Azure MFA security information and default options
https://www.mass.gov/info-details/configuring-azure-mfa-security-options-and-changing-default-
methods

Support

Request IT support or services
https://www.mass.gov/how-to/request-it-support-or-services

ServiceNow Portal
https://massgov.service-now.com/sp
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