Cyber351: Incident Response Planning Forum
October 10, 2024
Template 

This template is provided to facilitate your documentation of information, processes, questions and notes as you develop your Incident Response Plan

We have compiled a list of additional resources for you.  The list and excerpts from some of these resources are provided for your convenience starting on page 18. 
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PREPARATION
Determine the stakeholders who will be part of the Cyber Incident Response Team (CIRT)
City/Town/School Leader:
	Name:
	Email: 

	Work Phone
	Mobile Phone

	Alternate Email:
	Alternate Phone:


Incident Response Coordinator, CIO or Chief Privacy Officer:
	Name:
	Email: 

	Work Phone
	Mobile Phone

	Alternate Email:
	Alternate Phone:


Information Technology Coordinator or Chief Information Security Officer:
	Name:
	Email: 

	Work Phone
	Mobile Phone

	Alternate Email:
	Alternate Phone:


MSP Technology Staff: 
	Name:
	Email: 

	Work Phone
	Mobile Phone

	Alternate Email:
	Alternate Phone:

	Name:
	Email: 

	Work Phone
	Mobile Phone

	Alternate Email:
	Alternate Phone:






Communications Coordinator:
	Name:
	Email: 

	Work Phone
	Mobile Phone

	Alternate Email:
	Alternate Phone:


Organization Legal Counsel:
	Name:
	Email: 

	Work Phone
	Mobile Phone

	Alternate Email:
	Alternate Phone:


Chief Financial Officer:
	Name:
	Email: 

	Work Phone
	Mobile Phone

	Alternate Email:
	Alternate Phone:


Human Resources:
	Name:
	Email: 

	Work Phone
	Mobile Phone

	Alternate Email:
	Alternate Phone:



Other:
	Name:
	Email: 

	Work Phone
	Mobile Phone

	Alternate Email:
	Alternate Phone:

	Name:
	Email: 

	Work Phone
	Mobile Phone

	Alternate Email:
	Alternate Phone:





Members of the CIRT should be tasked with contacting any additional business contacts, partners, and vendors to aid in the notification requirements under state law(s)
	CIRT Owner
	Vendor Name:
	Name
	Email: 
	Telephone: 

	Information Technology Coordinator
	Evaluation & Remediation MSP/Vendor
	
	
	

	City/Town/School Leader

	Cyber Insurance Company 
	MIIA
Other
	 
	800-526-6442
 xxx-000-xxxx

	Incident Response Coordinator
	Local Law Enforcement 
	Police Chief or Resource Officer
	
	

	Information Technology Coordinator
	EOTSS SOC
	EOTSS Security Operations Center
	eotss-soc@mass.gov 
	 

	Information Technology Coordinator

	Mass Fusion Center
	State Police
	fusion@pol.state.ma.us
	508-820-2233

	City/Town/School Leader

	Other Municipal Officials (Mayor/Select Board) or Superintendent
	
	
	

	Chief Financial Officer
	Mass Comptroller’s Office                          (If an Incident Results in a Data Breach of Personally Identifiable Information Under M.G.L. C. 93h, Additional Reporting Is Required to the Following Entities:AG Office, Office of Consumer Affairs and Business Regulations, and Affected Massachusetts Residents)

	 

	CTREmergencyNotification@Mass.gov.
	

	Incident Response Coordintaor
	Mass Attorney General’s Office    (Per M.G.L. ch. 93H 
If you know or have reason to know that your organization has experienced a data breach covered by the Breach Notification Law, you must notify the Attorney General’s Office.)
	 
	https://www.mass.gov/info-details/reporting-data-breaches-to-the-attorney-generals-office

	

	Outside Legal Counsel
	
	
	
	

	Credit Monitoring/Identity theft mitigation services 
	
	
	
	

	
Finance 3rd Party Vendor

	
	
	
	

	
Assessing 3rd Party Vendor


	
	
	
	

	
HR Payroll 3rd Party Vendor 

	
	
	
	

	
  TBD 3rd Party Vendor
	
	
	
	

	
  TBD 3rd Party Vendor 
	
	
	
	




Cyber Insurance 
	Company
	

	Contact 
	

	Phone number
	

	Email 
	

	Insurance coverage period
	

	What’s covered
	

	
	

	
	

	
	




Definitions 
	Cyber attack
	

	Breach
	

	PII
	

	
	

	Destructive Attack 
	

	Disruptive Attack
	

	
	

	Malware
	

	Distributed Denial of Service - DDoS
	

	Spoofing
	

	APT (Advanced Persistent Threat)
	

	Business Email Compromise (BEC/CEO Fraud)
	

	
	

	Zero Trust
	

	Multi Factor Authentication
	

	Virtual Private Network (VPN)
	

	
	

	
	

	
	

	
	

	
	



Severity Levels 
	Level
	Criteria
	CIRT members involved
	Communication Chain

	Low
	
	
	

	Medium
	
	
	

	High
	
	
	



Examples 
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Policies and Procedures 
	Title
	Exists (Y/N)
	Need to Create (Y/N)
	Key points
	Implementation (who will write it, how will it be delivered, is training needed, how will acceptance/compliance be tracked, etc.)

	Asset Inventory
	
	
	
	

	Acceptable Use 
	
	
	
	

	Cyber Training
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	



Known Gaps 
	Gap
	Plan to Address
	Team member responsible
	Notes

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	



Communication Scripts 
	Communication
	Audience
	Person responsible for writing
	Legal Approval Needed
	Frequency of communica- tion
	Phone number for questions/ continuation of service 

	Incident Observed 
	Departments affected
	
	
	
	

	Disruption in Service
	Residents, Parents and Customer Services employees
	
	
	
	

	Social Media Post
	Employees and Residents
	
	
	
	

	Progress made
	Employees and Residents
	
	
	
	

	
	
	
	
	
	

	Any/all of the above
	Media 
	
	
	
	



DETECTION & ANALYSIS 
	Question
	
	Date
	Notes

	Where did the incident occur?
	
	
	

	Who reported/ discovered the incident?
	
	
	

	How was it discovered?
	
	
	

	Are other areas compromised by the incident? What are they and when were they discovered? 
	
	
	

	What is the scope of the impact?
	
	
	

	What is the business impact?
	
	
	

	Have the source(s) of the incident been located? If so, where, when, and what are they?
	
	
	


(SANS Institute, The Incident Handlers Handbook)
[bookmark: _Hlk177655536]
Questions/Notes 
______________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________






Known Gaps 
	Gap
	Plan to Address
	Team member responsible
	Notes

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	












CONTAINMENT, ERADICATION & DISCOVERY 
	Process / Protocol 
	Description 
	Questions/Notes 

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	




	Question
	
	Date
	Notes

	Can the problem be isolated? 
	
	
	

	Are all affected systems isolated from non-affected systems? 
	
	
	

	Have forensic copies of affected systems been created for further analysis? 
	
	
	

	Have all commands and other documentation since the incident has occurred been kept up to date so far?  
	
	
	

	If the system can be taken offline proceed to Eradication phase
	
	
	

	Can the system be reimaged and then hardened with patches and/or other countermeasures? 
	
	
	

	Have all malware and other artifacts left behind by attackers been removed? 
	
	
	


(SANS Incident Handlers Handbook)


Questions/Notes 
______________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________


Known Gaps 
	Gap
	Plan to Address
	Team member responsible
	Notes

	
	
	
	

	
	
	
	

	
	
	
	




Documentation 
*see samples, page 26
	Form
	Description/Data included

	Incident Report 
	

	Incident Detector Information
	

	Incident Containment 
	

	Incident Eradication 
	

	
	

	
	



POST INCIDENT ACTIVITY
Damage Costs (include both damage cost and containment efforts) 
	Damage description
	Cost
	Notes
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	



Policies and Procedures to update/create 
	Policy
	Update description
	Notes
	Was existing policy followed?
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	




Lessons Learned 
__________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

	What Worked
	What Didn’t Work 

	
	

	
	

	
	

	
	

	
	



Investments to be made
	Description
	Cost
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	



IRP Revisions Needed 
	Phase
	Description
	Notes

	
	
	

	
	
	

	
	
	








Maintenance & Going Forward
Tabletop Exercise Dates
	Date
	Attendees
	Time Allotted
	Scenario
	Outcome
	Notes 

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	















Additional Resources

CISA MS-ISAC Ransomware Guide 
https://www.cisa.gov/sites/default/files/publications/CISA_MS-ISAC_Ransomware%20Guide_S508C.pdf

MS-ISAC Enhancement Incident Response
https://www.cisecurity.org/insights/white-papers/ms-isac-cybersecurity-enhancement-and-incident-response

MS-ISAC #StopRansomware Guide
https://www.cisa.gov/sites/default/files/2023-10/StopRansomware-Guide-508C-v3_1.pdf 

Public Power Cyber Incident Response Playbook
https://www.publicpower.org/system/files/documents/Public-Power-Cyber-Incident-Response-Playbook.pdf

SANS Cyber incident response handling forms 
https://www.sans.org/information-security-policy

SANS Incident Handler’s Handbook 
https://www.sans.org/white-papers/33901/

NYSAC Primer
https://www.nysac.org/media/amnldt2c/cybersecurity-primer-for-county-government-leaders-sept-2022-update-2.pdf


Cybersecurity is Everyone’s Job 
https://www.nist.gov/system/files/documents/2018/10/15/cybersecurity_is_everyones_job_v1.0.pdf

NIST Incident Response Recommendations and Considerations for Cybersecurity Risk Management
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-61r3.ipd.pdf

NIST Security and Privacy Controls for Information Systems and Organizations (3.8 Incident Response, p. 149)
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-53r5.pdf 

Collaboration: The Ultimate Cybersecurity Tool for Government 
https://adlumin.com/resource/report/collaboration-the-ultimate-cybersecurity-tool-for-government/

KnowBe4 Ransomware Hostage Rescue Manual 
https://info.knowbe4.com/ransomware-hostage-rescue-manual-0

Federal Government Cybersecurity Incident and Vulnerability Response Playbooks 
https://www.cisa.gov/sites/default/files/2024-08/Federal_Government_Cybersecurity_Incident_and_Vulnerability_Response_Playbooks_508C.pdf

Mass Cyber Center Incident Response Template and Checklist
https://masscybercenter.org/Response-Plan-Materials


Selected excerpts from resource list
CISA, MS-ISAC
https://www.cisa.gov/sites/default/files/publications/CISA_MS-ISAC_Ransomware%20Guide_S508C.pdf 
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Public Power Cyber Incident Response Playbook
https://www.publicpower.org/system/files/documents/Public-Power-Cyber-Incident-Response-Playbook.pdf
Overview 
· Identify your cyber incident response team
· Identify contacts and response service contracts for cybersecurity service providers and equipment vendors. 
· Understand the system and environment 
· Outline your incident reporting requirements and timelines 
· Identify the response procedures the CIRT will take to investigate, contain, eradicate, and recover from a variety of different incidents 
· Identify the external response organizations – including law enforcement, information sharing organizations, and cyber mutual assistance groups – you may engage during cyber incident response
· Develop strategic communication procedures for cyber incidents 
· Define response procedures and responsibilities of the legal team during cyber incident investigation and response. 

10 Steps to Develop a Cyber Incident Response Plan 
1. Establish a Cyber Incident Response Team (CIRT) 
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2. Develop a 24/7 Contact List for Response Personnel and Partners 
3. Compile Key Documentation of Business-Critical Networks and Systems 
4. Identify Response Partners and Establish Mutual Assistance Agreements 
5. Develop Technical Response Procedures for Incident Handling 
6. Classify the Severity of Cyber Incidents 
7. Develop Strategic Communication Procedures 
8. Develop Legal Response Procedures 
9. Obtain leadership buy-in and sign off 
10. Exercise the Plan, Train Staff, and Update the Plan Regularly 
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SANS Cyber incident response handling forms 
https://www.sans.org/information-security-policy/
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MS-ISAC Enhancement Incident Response
https://www.cisecurity.org/insights/white-papers/ms-isac-cybersecurity-enhancement-and-incident-response
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NYSAC Primer – Questions for Executive Level Discussion 
https://www.nysac.org/media/amnldt2c/cybersecurity-primer-for-county-government-leaders-sept-2022-update-2.pdf
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Collaboration: The Ultimate Cybersecurity Tool for Government; A Government Technology Thought Leadership Paper| Adlumin
https://adlumin.com/resource/report/collaboration-the-ultimate-cybersecurity-tool-for-government/
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Human behavior can affect your organization’s ability to response to a cyber incident.  According to Sangster, managing the following leadership personas is key to building a collaborative, cohesive plan. 
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Part of the CISO’s responsibility is understanding how group dysfunctions and biases might manifest themselves, then empowering the team to make the best possible decisions rather than engage in finger-pointing and defensiveness.  

Incident response relies on making excruciating decisions quickly with not enough information to go on.  It’s mapping a path for turning volatility, uncertainty, chaos and ambiguity (also known as VUCA) into the exact opposite: vision, understanding, clarity and action.  
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«Threat to critical business processes
orfunctions

«Threat to the availability of critical
information systems

« Anincident or series of incidents that
resultin a data breach

“Threat to non-critical information
systems

«Threat to organization-wide shared
information systems such as LAN,
network drives, applications etc.

“Threat to information systems that
support a department, business nit or
user such s printers, workstations
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If extended identification or analysis
s needed, CISA, MS-ISAC and local,
state, orfederal law enforcement may
beinterested in any of the following
information that your organization
determines it can legally share:

= Recovered executable fle

= Copies of the eadmefile - DO NOT
REMOVE the file or decryption may notbe:
possible.

= Live memory (RAM) capture fom systems.
ith additional signs of compromise (use
of explit toolkits, RDP actiiy, additonal
fles found locally)

= Images of infected systems with
additional signs of compromise (use of
exploittoolkit, RDP actiiy, additonal
fles found locally)

= Maware samples

= Names of any other malware identified on
yoursystem

= Encrypted file samples.

= Logfiles (Windows Event Logs from
‘compromised systems, Firewall logs, etc)

= Any PowerShellscripts found having
executed on the systems.

= Any user accounts created in Active:
Directory or machines added to the.
network during the exploitation

o Email addresses used by the attackers.
‘and any associated phishing emails

= Acopy of the ransom note:

= Ransom amount and whether or not the:
ransom was paid

© Bitcoin wallets used by the attackers

= Bitcoin wallets used to pay the ransom (if
applicable)

= Copies of any communications with
attackers.
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Upon voluntary request, C1SA and
MSISAC can assistuith analysis (..,
‘phishing emais, storage media, logs,
‘malware) atno cost to supportyour
organization in understanding the root
‘cause of an incident, even inthe event
‘additional remote assistance s not
requested:

= CISA- Advanced Malware Analysis
Center. https://www.malware.us-
cert gov/ MahwareSubmission/
pages/ submission.jsf
= MSISAC - Malicious Code Analysis
Platiom (SLIT organizations only):
hitps:;/ /wwwcisecurity.org/
spotiight/ cybersecurityspotiight-
malware-analysis/
= Scans a suspicious file or Unifom
Resource Locator (URL) against
‘several antivinus vendorsto
detemnine f it matches known
malicious signatures.
= RunsafileorURLina sandboxto
analyze behavior
o Provides a user with a summary
reportof malware behavior,
including files accessed, tasks
‘and other behaviora raits
5 Users can optto keep submissions
private and make direct requests
for assistance fom MS-ISAC;
users can also mark submissions.
for sharing with CISA
o Email: meapGeisecurity.org toset
up an account
= Remote Assistance - Requestvia
(CISA Central of MS-1SAC Security
‘Operations Center (see contact
information below)
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Federal Asset Response Contacts

{7 Federal Threat Response Contacts

Upon voluntary request, federal asset response
includes providing technical assistance to

affected entities to protect their assets, mitigate.
wuinerabilities, and reduce impacts of cyber incidents.
while identifying other entities that may be at risk,
assessing potential risks t0 the sector or regon,
facilitating information sharing and operational
coordination, and providin guidance on how to best
use federal resources and capabilites.

‘What You Can Expect:
= Specific guidance to help evaluate and remediate
ransomware incidents

= Remote assistance to identify the extent of the.
‘compromise and recommendations for appropriate.
containment and mitigation strateges (dependent
on specific ransomware variant)

= Phishing email, storage media, og and maiware
analysis, based on voluntary submission (ulkdisk
forensics can be performed on an as-needed basis)

= Contacts
o Cisk
= Witps://us-certcisa.gov/ report,
Central@cisa.gov or
(888) 282-0870
- Cybersecurity Advisor (htps://w.cisa.€ov/
regions) (Enter your local CISA CSAs

phone number and email address ]

5 MSISAC:
- soc@msisac.org Or (866) 787-4722

Upon voluntary request, federal threat response
includes law enforcement and national seourity
investigative activity: collecting evidence and
intelligence, providing attribution, inking,

related incicents, identifying additional affected
entities, identifying threat pursuit and disruption
‘opportunities, developing and executing action
t0 mitigate the immediate threat, and facilitating
information sharing and operational coordination
with asset response.

What You Can Expect:
= Assistance in conducting a criminal
investigation, which may involve collecting
incident artifacts, to include System images.
and malware samples.
= Contacts:
o FBl
- hitps://www.bi. gov/ contact-us/ feld-
offices.
- [Enter your local FBI feld office POC
phone number and email address ]
o Usss:
- hitps://www.secretservice. £ov/ contact/
feld-offices/

- [Enter your local USSS field office POC
phone number and email address ]
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CISA and MSISAC encourage
‘SLTT organizations to consider
the Albert IDS to enhance a
defense-in-depth strategy. CISA
funds Albert sensors deployed by
the MSHSAC, and we encourage
‘SLTT govemments to make

use of them. Albert serves as
an early warning capability for
the Nation's SLTT governments
and supports the nationwide
ybersecurity situational
awareness of CISA and the
Federal Government. For more
information regarding Albert,
‘see: https://ww.cisecurity.
org/services/ albert-network.

‘monitoring/. .
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red Cyber Incident Response Team (CIRT) Approach

Cyber Incident First Response Team

Roles:

~Cyber Incident Response Manager « Conducs ntilivestigation of lets
‘ ' et o Tamertaod | Decres s et
(if ifferent from above) « Mobilzes the ful response team resources appropriate tothe inddent
/0T Uikson or Power Operatons Le3d . iy constiutethe ull T for some inadents.
- Often oversees plan development and updates after an inddent
W8, CIRT Steering Committee Roles:

~Senior Executive or Manager(s), e.8,
ChiefIformation Securky Oficer

~General Counsel or designee

« Assess and confirm the Firt Response Team's declaration of a
cyber incident

« Help determine the compositon of employees and contractors who
‘make up the Ful CIRT

« Oversee Incdent investigation, response, and reporting.

- Hevate the ncident and notifythe C-sute and Board of Directors
Ina signficant imnadent

i

Full Cyber Incident Response Team
1T Technical Response Team often a mix
of staff and service providers)

+Legal Counsel
-Public Afars/Communications
- NERC CIP Manager (I applcable)

- Additonal scale-up support:
- Humanresources  » Logistis lead

- Fnance/procurement representatie.
- Designated lison reporting roles

Roles:

- One RT member often plays severalroles:

« Roles may be filed by utily or munidpal employees and third party
Service providers.

- Resources are mobilized based on the needs of the nddent

- Activaion may expand as the ncident evolves

- Gitylstateffederal agendes and other externalresponse.
organizations may ako asist the CRT with the response:
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First Response Team Roles

Cyber Incident.
Response Manager

Manage cyber incident from detection to recovery and direct response procedures. Declare
and categorize cyber incidents. Notfy and liaise with senior management. Work with the CIRT
Steering Committee to ensure the CIRT has the necessary personnel, resources, and skils.
Requires a working knowledge of the utifty’ IT systems and cybersecurity capabiltes.

Senlor Management/
Exccutive

‘Assess the business impact of a cyber incident with SME input. Allocate resources or authorize.
contracted cyber incident services. Communicate with city/state/federal officals. Determine.
when to voluntarily engage outside SUpPOTt or request cyber mutual aid.

IT Technical Response.

(One or multiple staff
from the ulty and/or
municipal IT security
department or
contracted service.
provider)

Investigate and analyze cyber incidencs; and identify and conduct actions necessary to contain,

eradicate, and recover from an incident under direction of the Cyber Incident Response

Manger. Required capabilities include:

+ Network Management: Technical understanding of the utilty's necwork to analyze, block, or |
restrict data flow in and out of necwork.

+ Workstatlon and Server Adminlstratlon: Analyze compromised workscations and servers.

+ Forensic Investigatlon: Gather and analyz incident-related evidence at the direction of
counsel and in a legaly acceptable manner; conduct root cause analysis.

+ Applications/Database Administration: Understanding of the normal/baseline operation of
enterprise applications to analyze abnormal behavior.

1T/0T Lialson or Power|
Operations Lead

Coordinate between IT cybersecurity staff and operations staff during cyber events that.
Could affect operations. Assess and communicate potential Impacts of a cyber incident on
control systems and energy delivery; communicats impacts to the Cyber Incident Response.
Manager; and direct response procedures that affect energy delivery systems and equipment.
Requires a working knowledge of the utilty’s critcal operations systems (e.g, SCADA system,
distribution management system).
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Additional CIRT Roles (as required)

Legal Counsel

‘Overses the investigation of the cyber incident. Assess the legal ramifications of 2 cyber
incident. Ensure regulatory and contractual compliance. Ensure all response activities comply
with federal and local rules and regulations.

See Section 6: Cyber Incident Response Legol Procedures.

Communications/
Public Affalrs
Personnel

Support the technical response team in devising messages to appropriately communicate to
allrelevant stakeolder groups. Proacively communicate and quickly respond to all employee,
medis, and customer inquiries. Work with other utilities and APPA to coordinate messaging.
across the industry for significant cyber evens.

See Section 5: Strategic Communication Procedures.

NERC CIP Manager
(i applicable)

Ensure incident response actions and reporting comply with NERC CIP requiremens

Human Resources

Ensure staff resources to enable 24/7 response operations as directed by the Cyber Incident
Response Manager. Assist with managing any communications with employees relating to the
cyberincident.

Logistics Lead

Manage all activiies percaining to logistics of cyber response (¢.g., food, accommodation,
workspace, equipment, building and network access, etc).

Finance
Representative

Determine the cost of an incident and appropriately allocat funds to management team.

Physical Securlty
Officer

Manage and ensure needed physical access o on-ste and off-sie premises and physical
protection of cyber infrastructure.

Unlon Lialson

Communicate with union leadership to ensure employee reporting protocols are met.

Law Enforcement
Ualson

Nocfy law enforcement of the cyber incident, in coordination with the CIRT Steering
Commite.

Lialson to Senlor
Executives/Board of
Directors

Keep senior leadership and the Board of Directors apprised of the response to the incident,
any operational o business impacts, and any internal or external communications. Share the
inputof the senior leadership and board with the full CIRT.

Federal Lialson

‘Communicate with federal response entities (e.g, MS-ISAC, E-ISAC, DHS/NCCIC, DOE, etc)
for situational awareness, regulatory compliance, incident reporting, and mitigation assistance.

Cyber Insurance.
Liason

Communicate with the insurance company and ensure compliance with policy requiremens
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NIST's Computer Security.

ing Guide provides the following categories for functional impact,

information impact, and recoverabiliy effort.

None No effect to the organization's abily to provide all services to all users
Low Minimal ffect the organization can st provide sl critcal services to all users but has lost effciency
Medium Organization has lost the abilty o provide a ritcal service t @ subset of system users

High Organization is no longer able to provide some critca services t any users

None No information was exfitrated, changed, deleted, or otherwise compromised

Privacy Breach

Sensitive personally identfiable information (PI) of Customers, employees, beneficaries, etc.
was accessed or exfirated

Proprietary | Unclassified proprietary information, such a5 protected critcal infrastructure information (PCI),
Breach was accessed or exfitrated

Integrity Loss | Sensicive or proprietary information was changed or deleted

Regular Time to recoveryis predictable with existing resources.

Supplemented

Time to recovery s predictable with addiional resources:

Extended

Time to recoveryis unpredictable; additional resources and outside help are needed

Not Recoverable

Recovery from the Incident s not possible (2.8, sensitive data exfilrated and posted publIch);
launch investigation
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Experts recommend avoiding
immediate actions that might
compromise investigation or
recovery, such as:

Shutting down servers and systems, as this

clears the temporary memory that can provide

Valuable information about the incident.

Cutting off a server from the Internet as
it may be difficult to determine the extent of
compromise if the server is disconnected from its
control server.

Restoring affected systems from a backup
until the team can verify that backups have not.
been compromised.

Relnstalling on the same server or device
without a forensic copy or Image, a5 this can
descroy or override vital evidence.
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Evidence Preservation Practices

Incident handlers commonly recommend the
following procedures:

+ Preserve affected system log file such as firewall,
VPN, ma, necwork, client, web, server, and
intrusion detection system ogs.

+ Work with forensic experts to dynamically image
all affected systems before disconnecting fo.
preserve memory images, which can help idencity
Sophisticated attack techniques that do not
“write" to the hard drive. Memory images and
logs are critcal to identify the origin of an attack
and what data may have been accessed or lost.

+ Avoid probing affected computers o systems
unless directed by a forensic expert, a5 this could
alter evidence or alert hackers that their activity
has been detected, which might cause them
o conceal their tracks or cause further system
damage.

+ Law enforcement agencies may request original
hard drives as evidence, requiring the team to
replace drives with a new system image.

+ Store evidence and incident records in a secure,
cenal location. Clearly document how evidence
was preserved and which individuals have.
handied all evidence throughout the incident.
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What to Document.
+ The type of the incident
+ The date and time of the incident

+ Ifthe incidentis ongoing.

+ How the incident was discovered and the.
personnel who discovered it

* Affected devices, applications, or systems

* Current or anticipated impacts of the incident,
both inside and outside the organization

+ The type and sensidviry of data stored in affected
systems

+ Any mitigation measures planned o already
taken

+ Logs or other records of the incident

+ Listof stakeholders already contacted or other
resources engaged

+ Organization and inciden response team points-
of-contact (POC) details
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Pre-staging Equipment for Forensic

Analysi

To prepare for incident investigation, consider pre-

staging tools and equipment for forensic analysis

- A designated forensic workstation and blank,
removable hard drives to create disk images,

preserve log files, and save other relevant incident
data,

Spare or virtual workstations, servers, and networking
equipment to restore backups, test malware, etc.

Dedicated laptops installed with digitalforensic
Software to analyze disk images and packe sniffers/
protocol analyzers to capture and analyze network
craffic

Evidence gathering accessories, such as incident
handiing forms, chain of custody forms, evidence

Storage bags/tags, and locked evidence storage.
boxes.
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‘CYBER INCIDENT RESPONSE HANDLING FORMS. PAGE__OF

INCIDENT IDENTIFICATION

Name:
Titte:
Phone:
Mobile:
Emall:

Organization:

Type of Incldent Detected:
3 Denial of service (Dos)

O phishing

Incident Information:
Attack Vecor:

Function:

Assec

Site (f applicable):

Point of Contact:
Phone:

Mobile:

Emait

Address:

Additional Information:

DATE UPDATED:

Incident Detector Informa

Date and Time Detected:

Initlal Response Action:

Additional Information:

Incident summary

0 Malware O5QLinjection 0 cyper-physical

[ Man-in-the-middle attack O zero-day exploit

How was the Incldent Detectet
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‘CYBER INCIDENT RESPONSE HANDLING FORMS.

PAGE

__OF

INCIDENT CONTAINMENT

Isolate Impacted systems:

Cyber Incident Response Team Manager approved removal from necwork? [T YES
£ VES, date and tme systems were removed:

1£NO, state the reason:

Backup Impacted systems:
System backup successful for allystems?  CIYES [INO

Name of persons who performed backup:

Backup sart date and tme:
Backup completion date and time:

Backup tapes seaied? TIVES [INO Seal Date:
Backup tapes contacc:

Backup location:

Name: Dace:

Signature:

DATE UPDATED:

onNo
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‘CYBER INCIDENT RESPONSE HANDLING FORMS. PAGE

__OF

INCIDENT ERADICATION DATE UPDATED:

Name of persons and organizations performing forensics on systems:
Name: Organization:
Phone: Emai:

Organization:
Emai:

Organization:
Emai:

Was the vulnerablllty and attack vector Identified? CIYES TINO
Describe:

What was the valldation procedure used to ensure the Incldent was fully eradicated?
Describe:
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Incident Response Commander Flowchart
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Incident Handling Commander Flowchart Smsisac
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nisT
Framework

Discussion Questions

IDENTIFY

Have we identified all our assets? Hardware, software, data? Ifo, have we prioritized? Talk through
that inventory. Are there questions? Is everything accounted for?

Ifnot, what do we need to do to get this complete? How long il that take? What resources are
necessary to support this effort? What s the role weallplay in this effort?

Do weall know and understand our biggest vulnerabilties?

What are the 1-2 actions we should and can realistically do over the next 6 months to address this part
of the frameworkz

PROTECT

What are the mechanisms we already have in place? Does the CISO and IT Director thinkitis enough?
Where are wefaling short? What can we do about t7

How much does it cost per year to continue these protections? Are we ableto sustain the level of effort
and resources necessary?

Do we have cyber insurance and are we all aware of whatit covers and does not cover?
fthereis more we can do, what willit take to carry it out?
What people, processes, or technology protections need attention over the next & months?

DETECT

What technical, human, and analytical mechanisms do we have in place to detectif someone has
accessed our assets?

Couldwe do anything more? What are the resource implications of doing more?
52 county do we reward detection by our employees? Should we?

RESPOND

Do wehave an Incident Response Plan? If o, does that plan cover technical, legal, communication,
publicinformation, and insurance with clear roles and responsibiltes for each employee?

1fwe have 2 plan, have we practiced t? Have we held a tabletop exercise?

fwe do not have aplan, do we have a plan to develop  plan? What resources and information will it
take to develop a plan? How long and who should be involved?

What are our short-term and long:term actions to meet this partof the framework?

RECOVER

Whatis our county’s plan to restore all functionality to our government operations? Whois leading the
effort?
Have we identified and vetted vendors who can assistfthereis cyber event?

Have we budgeted funding (I and security assistance, overtime, products) for when a cyber event
takes place?
Cyberinsurance will not cover all expenses
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DEFINITIONS OF SELECT CYBERSECURITY TERMINOLOGY

Cybersecurity
Insurance

The insurance polices that adressfrst-and third-party losses as  result of a computer-based attack
or malfunction of an organization's information technology systems. There ae three main compo-
nents of cyberinsurance: coverage and exclusions, security questionnaires, and rate schedlles.

Cybersecurity
Training.

The process and procedures that involve educating the workiorceto understand cybersecuriy issues,
how to idenify riks, and be proactive to mitigatecyber wilnerabltes.

Investnor create  cybersecuriy training gide.
Ensure that cyber raning addresses relevantrisk asessment indings

(see “Cybersecurity Program’).

Provide interactive training courses.

Schedule regular testing.

Compiletet results and improve through adjustmentsto the training program and content.
Implement and enforce new polices.

Retrain workforce members on a regular basis.

Be consistent with ll the steps.

E

EEEr

Cyber Attack

n attack, via cyberspace, targeting an organization's use of cyberspace for the purpose of disrupting,
disabling, destroying, or maliciously controling a computing environment/infrastructure; or
destroying the integrity of the data or stealing controlled information.

Cyber Breach

Anincident wherein information i accessed,stolen or taken from a system without the knowledge
o authorization ofthe system's owner. Note: Foregal determination of a breach, ounties should
consult the definition in the NYS Information Security Breach Notifcation Act of 2005 currently
“unauthorized access or acquisiton of computerized data which compromises the securt,
confidentialiy or integrityofprivate information’)

Cyber Framework.

‘Acollection of best practices that an organization should follow to manage ts cybersecurityrisk.

TABLE # 2: CATEGORIES OF CYBER ATTACKS

Term

Definition

DataLoss

Also known as data breach, this can be ane of the most damaging cyber attacks, depending on the
importance of your data. Your organization's election information, financial data, and P (personaly
identifable information) may be atrisk of eing exposed or used maliciously. Note: For legal deter-
mination of a breach, counties should consult the definition n the NYS Information Security Breach
Notification Actof 2005 (curently “unauthorized access or acauisition of computerized data which
‘compromisesthe security,confidentialityorintegrity of privte information’).

Disruptive

“This type of attack is designed to disrupt or impair your organization’ abilty to function properly.
Examples of this type of attack include ransomware and Distributed Denial of Service (DDoS). This
type of attack can last days or weeks.In the case of a disruptive ransomware attack, an unprepared
organization may find themselves with no choice but to pay the ransom.

Destructive

In this attack, adversaries such as malicious insiders and hacktvists deliver destructive attacks
designed to harm an organization by damaging tsIT infrastructure or data. A destructive attack could
be as simple as deleting data or wiping all the software offa computer.

Disinformation

“This attack spreads alse information about a workforce member o an organization's activities and
inflicts reputational, financial, and even legal damage. Malicious disinformation about an
organization can spread quickly through many diferent social and digital channels.
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Cybersecurity
isnotanIT
problem to
solve.ltisa
business risk
tomanage.”

Mark Sangster, Vice President and
Chiet Srtegy Offcer Adumin
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The human element
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The hero - Determined to singlehandedly
fixthe problem

The martyr - Generally an IT person who
feels like they're the ones who made a
mistake

The hoarders — People who want to collect
allthe data, do an end run around the team
and go straight to the boss with everything
gathered

The lawyer — The person who keeps.
bringing up allthe risks that need to be
considered
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Understanding Cyber Risk Management: The NIST Framework in Layman’s Terms

NIST Framework

Business Description

Technical Description

Category
Identify Determining what your county has, whatis |Identify assets (i.e. hardware, software, and network
most important, and what are the biggest | infrastructure), policies, vulnerabilities, threats, legal and
threats to what you have. regulatory requirements.
Protect Allthetechnology, people, and Safeguards (technology, policies, and training) that are put in
processes that protect the county’s assets. | place to limit or contain a potential cyber event.
Detect Ways to know if someone has accessed the | Activities designed to monitor, identify, and alert of a
county’s assets. potential cybersecurity event.
Respond | Making sure all leaders, technical staff, | A plan and set of activities to take action on a detected cyber
and employees know what to doif event to contain and mitigate the potential impact.
‘someone accesses the county’s assets,
then they doit.
Recover Activities to get the county's assets back, | Activities to restore all functions, capabilities, and services

protected, and then get back to normal
operations.

impacted by the cybersecurity event.





