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INTRODUCTION 1

The Irving A. Glavin Regional Center (Center) is operated by the Department of Mental 
Retardation pursuant to Chapter 123B of the Massachusetts General Laws.  The Center 
provides support, housing options, training, and services to mentally retarded persons of 
all ages throughout central Massachusetts. The objectives of the Center include 
promoting optimum development of the mentally retarded,  preventing costly long-term 
institutionalization of these individuals, and providing assistance to agencies and 
professionals assigned to the care of these individuals. 

Our audit was initiated as a result of a Chapter 647 report filed by the Center. The 
purpose of our review was to determine the internal control weaknesses that contributed 
to the alleged thefts of appropriated state funds totaling $19,230 by a former employee 
of the Center. The former employee was able to fraudulently pay personal utility bills and  
make unallowable purchases through the Center's payment system.  Chapter 647 requires 
the Office of the State Auditor to determine the internal control weaknesses that 
contributed to or caused an unaccounted-for variance, loss, shortage, or theft of 
property; identify the internal control policies and procedures that need modifications; 
make recommendations that address the correction of the condition found; and report 
the matter to appropriate management and law enforcement officials. 

AUDIT RESULTS 4 

INADEQUATE INTERNAL CONTROLS RESULTED IN FRAUDULENT PAYMENTS 
TOTALING $19,230 4 

In accordance with Chapter 647 of the Acts of 1989, management at the Center 
reported to the Office of the State Auditor a series of alleged fraudulent transactions 
totaling $15,148 that occurred during the period October 25, 2000 to September 18, 
2001.  Based upon our review, we determined that the alleged fraudulent transactions 
actually totaled $19,230 (see Appendix III).  We found that the Center was not 
following established internal controls over agency funds.  Specifically, the Center did 
not ensure that financial duties were segregated, which enabled a single employee to 
make purchases, receive invoices in the mail, prepare and enter payment vouchers, 
and circumvent the approval process.  As a result, a former clerk was able to 
fraudulently use $7,423 of the Center's funds to pay for her personal utility bills and 
personal equipment purchases. 

In addition, we noted that the Center did not adequately safeguard spare (unassigned) 
business credit cards.  Specifically, 47 spare Wal-Mart credit cards were not 
adequately secured, which enabled the former clerk to make fraudulent purchases 
totaling $11,807.  The Center establishes credit card accounts with selected vendors 
to facilitate and expedite daily routine operating expenses for the Center's community 
homes, as well as for necessary business office expenses.  We also found that the 
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Center was unaware that the clerk had in her possession a Wal-Mart credit card when 
she was suspended on August 27, 2001, allowing her the opportunity to make 
additional fraudulent purchases after that date.  In response to our audit, the Center 
indicated that it has instituted internal control measures to ensure that duties are 
segregated in the purchasing, preparation and payment, and approval process.  Also, 
the Center indicated that it has amended its guidelines for credit cards to include 
measures to safeguard unassigned business credit cards.   
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INTRODUCTION 

Background 

The Irving A. Glavin Regional Center (Center) is operated by the Department of Mental 

Retardation (DMR) as authorized under Chapter 123B of the Massachusetts General Laws.  The 

Center, which is located in Shrewsbury, also houses DMR’s Regional II Office, which serves all 

of Worcester County.  The Center provides support, housing options, training, and services to 

retarded persons of all ages throughout central Massachusetts. The objectives of the Center are 

to provide mentally retarded persons with a range of high-quality training programs that serve 

three functions: 

• Assist in promoting optimum development. 

• Help to prevent problems that could otherwise result in costly long-term 
institutionalization. 

• Assist agencies and professionals in developing skills necessary for training persons 
assigned to their care. 

In order to reach these stated objectives, the Center has developed six specific goals: 

• Provide training and consultation to support programs and services for retarded persons 
of all ages throughout central Massachusetts; 

• Serve as a resource for families, area programs, and other providers in the surrounding 
community; 

• Provide an array of services aimed at preventing the unnecessary institutionalization of 
retarded persons (i.e., to develop alternatives to institutionalization); 

• Promote the goal of family living for mentally retarded persons; 

• Offer programs aimed at enabling families and other providers of services to develop 
and carry out effective developmental plans for retarded persons; 

• Promote the philosophy that retarded persons can and should have a normal role in their 
families, their communities, and in society. 
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As of December 2001, the Center was serving 541 consumers who reside at 25 community 

homes at the Irving A. Glavin Center, the Monson Developmental Center, and the Templeton 

Developmental Center.  DMR Region II expenditures totaled $104,059,535 in fiscal year 2001 

and $111,129,120 in fiscal year 2002. 

Our audit was initiated as a result of a Chapter 647 report filed by the Center with the Office of 

the State Auditor (OSA).  The Center’s report indicated that there was a series of fraudulent 

transactions totaling $15,148 that occurred during the period October 25, 2000 to September 18, 

2001 when a former employee allegedly submitted personal utility bills along with unallowable 

personal purchases from various vendors into the Center’s accounting system for payment.  

However, after the completion of our review, we determined the alleged thefts actually totaled 

$19,230. 

Chapter 647 requires the OSA to determine the internal control weaknesses that contributed to 

or caused an unaccounted-for variance, loss, shortage, or theft of property; identify the internal 

control policies and procedures that need modification; make recommendations that address the 

correction of the condition found; and report the matter to appropriate management and law 

enforcement officials. 

Audit Scope, Objectives, and Methodology 

In accordance with Chapter 11, Section 12, of the General Laws and Chapter 647 of the Acts of 

1989, we have conducted an examination of certain activities of the Center’s purchasing and 

payment system for the period July 1, 1999 through December 31, 2001.  Our review was 

conducted in accordance with applicable generally accepted government auditing standards for 

performance audits issued by the Comptroller General of the United States.  The Center’s 

financial activity and its compliance with applicable laws and regulations are the responsibility of 

its management. 

The purpose of our review was to determine the internal control weaknesses that contributed to 

the alleged theft of appropriated state funds by payment of personal utility bills and personal 
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purchases made through the Center’s business office.  In addition, through audit testing we 

attempted to attest to the dollar amount and extent of the alleged thefts. 

To accomplish our objectives, we: 

• Studied and evaluated management controls and the flow of transactions through the 
Center’s administrative and accounting system. 

• Reviewed and evaluated controls over payment vouchers and credit card expenditures. 

• Examined the conditions that surrounded the alleged thefts that were reported in the 
Chapter 647 reports. 

• Interviewed various Center personnel involved with purchasing and expenditure 
payment processing. 

In addition, we worked in conjunction with the Worcester County District Attorney’s Office and 

the Shrewsbury Police Department in determining the extent of the alleged fraudulent 

transactions.  The Worcester County District Attorney’s Office is currently prosecuting this case.  

The final disposition of this matter is pending in Worcester Superior Court.  DMR has notified 

the Massachusetts Retirement Board of the alleged thefts at the Center and has requested that 

the clerk’s retirement funds be frozen until a determination is made.  The Center has filed a 

claim with DMR’s bonding company.  The bonding company has accepted the Center’s claim. 

The claim of $19,230 less the $10,000 deductible will be paid to the Center.  
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AUDIT RESULTS 

INADEQUATE INTERNAL CONTROLS RESULTED IN FRAUDULENT PAYMENTS TOTALING 
$19,230 

In accordance with Chapter 647 of the Acts of 1989, management at the Irving A. Glavin 

Regional Center (Center) reported to the Office of the State Auditor (OSA) a series of alleged 

fraudulent transactions totaling $15,148 that occurred during the period October 25, 2000 to 

September 18, 2001.  Based on our review, we determined that the alleged fraudulent 

transactions actually totaled $19,230, including unauthorized payment vouchers totaling $7,423 

for personal utility bill payments and merchandise purchases and unauthorized credit card 

payments totaling $11,807 for electronic equipment and other merchandise. 

a. Inadequate Segregation of Duties in the Purchasing and Payment Cycle Resulted 
in Unauthorized Payment Voucher Purchases Totaling $7,423 

We found that the Center was not following established internal controls over agency funds.  

Specifically, the Center did not ensure that financial duties were adequately segregated, allowing 

one employee to make purchases, receive vendor invoices in the mail, prepare and enter 

payment vouchers, and circumvent the approval process.  As a result, a former clerk at the 

Center was able to misappropriate $7,423 of the Center’s funds for personal utility payments and 

equipment purchases. 

According to Generally Accepted Accounting Principles (GAAP), it is management’s 

responsibility to establish adequate controls over all aspects of an entity’s operations.  GAAP 

identifies segregation of duties as a primary principle in any internal control plan.  The 

fundamental premise of segregated duties is that an individual should not be in a position to 

initiate, review, undertake, and approve the same transaction.  The Department of Mental 

Retardation (DMR), as required by Chapter 647 of the Acts of 1989, prepared an Internal 

Control Plan for the Center’s use, establishing control measures necessary for the adequate 

segregation of duties over the payment process.  Chapter I, Section 3, of DMR’s Internal 

Control Plan, states, in part: 

Individuals responsible for data entry of encumbrances and payment vouchers 
should not be responsible for preparing or approving these documents. . . . 
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Individuals responsible for acknowledging the receipt of goods or services should not 
also be responsible for purchasing or payment activities. 

Moreover, the Office of the State Comptroller’s (OSC) Internal Control Guide for Managers, 

Section 1, Chapter I, states, in part: 

Adequate internal controls allow management to delegate responsibilities to 
subordinate staff and con ractors with reasonable assurance that what they expect to
happen, actually does.  Managers must develop internal controls for each activity for
which they are responsible.  The internal controls exercised over individual activities, 
when taken collectively, become the internal controls of the program or 
administrative function of which they are part. . . . 

t  
 

tNo system of internal con rol functions properly without the knowledge and support 
of management at all levels. 

Contrary to the above criteria, the Center did not ensure that duties relative to the payment 

process at the Center were adequately segregated, enabling a clerk complete control over the 

purchasing, processing, and payment cycle.  

On August 27, 2001, officials at the Center were notified by a utility company of a questionable 

telephone account number.  Specifically, the telephone company was unclear on how to apply 

the Center’s recent payment.  Upon review, the Center realized this payment was for an 

employee’s (a clerk) personal telephone bill and later found three additional personal utility 

payments, bringing the total unauthorized personal payments to $1,242.  Later that day (August 

27, 2001), the Center indefinitely suspended the clerk and notified the local police department, 

the Worcester County District Attorney’s Office, and the Office of the State Auditor of this 

theft.  

On September 19, 2001, the clerk was arrested on unrelated criminal charges.  The local police 

department notified the Center that, at the time of her arrest, the clerk had in her possession 

original authorized payment vouchers from the Center, unused purchase orders, and a Wal-Mart 

credit card issued in the name of the Center.  Upon the Center’s further review, it was 

determined that the clerk had fraudulently purchased various merchandise totaling $2,465 from a 

local store (Spags), made another personal utility payment bringing the total utilities to $1,514, 

and fraudulently expended $11,169 with the stolen credit card.  In November 2001, at our 

entrance conference, the Center provided us a Chapter 647 theft report totaling $15,148. 
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During the period July 1, 1999 to September 30, 2001, the Center expended over $2,414,106 on 

utility bills. We reviewed all utility payments, attempting to match the account numbers from the 

reported theft to items paid during this period.  Our analysis of the Center’s utility payments did 

not disclose any additional charges for the account numbers that the clerk used for payment of 

her personal expenses.  Additionally, we reviewed 100% of the purchases made at Spag’s for the 

period July 1, 2000 to September 30, 2001, totaling $43,984.  Our review disclosed additional 

questionable purchases of $3,444, which we discussed with Center officials.  In aggregate, a total 

of 15 Spag’s transactions totaling $5,909 were fraudulent. 

The Center is currently working with the local police department and the Worcester County 

District Attorney’s Office.  DMR has notified the Massachusetts Retirement Board of the 

alleged thefts at the Center and has requested that the clerk’s retirement funds be frozen until a 

determination is made.  Additionally, the Center has filed a claim with DMR’s bonding 

company.   

The Center’s lack of management oversight at the business office resulted in certain internal 

controls not being adhered to.  This created an environment that allowed an individual to 

circumvent established procedures and perpetrate fraudulent activities resulting in theft. 

Recommendation 

The Irving A. Glavin Regional Center should adhere to the internal control guidelines 

promulgated by GAAP, DMR, and the OSC.  Specifically, segregation of duties should be a key 

element in the purchasing and payment cycle. Individuals who are allowed to make purchases 

should not be allowed to participate in the bill payment process.  Additionally, the Center should 

ensure that the individual who prepares the payment vouchers is not the same individual who 

enters the payment vouchers into the Commonwealth’s payment system, and all payment 

vouchers should be reviewed and approved by management.  In addition, management should 

conduct periodic reviews of the internal controls and adherence to them. 
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Auditee’s Response 

Region II has reorganized its Business Offices.  At the time of the audit, the Region 
had three (3) distinct Business Offices, one located at each Facility in the Region, 
those being the Glavin Regional Center in Shrewsbury, the Monson Developmental 
Center in Palmer and the Templeton Developmental Center in Baldwinville.  Region II
now has one Business Office and it is housed at the Monson Developmental Center. . 
. .  

 

. 

I
 

 t  

t

[The organizational chart for the Region II] Business Office . . . clearly delineates the 
segregation of duties among the staff . . .  The duties are distinct and those staff 
that prepare the Payment Vouchers (PV’s) are not the same staff that data enter 
them for payment.  Purchasing Staff do not enter vouchers for payment. 

The Region I  Policy for purchasing and payments is . . . currently operational in the 
Region.  This policy gives us another layer of review and hopefully would detect any
fraudulent purchases made by staff at retail stores since the actual register tape is o
be reviewed by the authorized staff person prior to the paperwork being submitted 
for payment. 

The Business Office has also institu ed a system whereby all PV’s entered are 
reviewed the following day.  This post audit of our invoices allows us to review the 
previous day’s activity and determine if a payment has been made erroneously or 
fraudulently. 

Finally, the Regional Operations Manager will make periodic reviews of the Business 
Office and determine if these guidelines are being followed. 

b. Inadequate Controls over Credit Cards Resulted in Unauthorized Purchases 
Totaling $11,807 

During our review period the Center had 119 business credit cards with nine vendors with which 

$149,154.71 was charged, as illustrated below.  

 
 

VENDOR

 
NO. OF 
CARDS

NO. OF 
ASSIGNED 

CARDS

NO. OF 
 SPARE 
CARDS

 
TOTAL EXPENDED 

FY 2001 

 
TOTAL EXPENDED 

FIRST QUARTER 2002 
      
Barnes & Noble  2  2  0   $       103.64 - 
Borders Books  2  2  0   476.01   $       79.95  
CVS  2  2  0   108.33  - 
Home Depot  4  4  0  40,127.41   12,231.24  
Sears  2  2  0  13,361.46   1,497.56  
Staples  4  4  0   2,146.25   857.56  
Sunoco – 
 The Fleet Card 

 3  3  0   2,698.56   1,086.93  

Target  1  1  0 -  3,107.00  
Wal-Mart    99  52  47       57,838.48     13,434.33  
Totals  119  72  47   $116,860.14   $32,294.57  
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During our audit we reviewed the internal controls that the Center established over credit card 

payments and the safeguarding of spare (unassigned) credit cards.  Based upon our review, we 

determined the Center did not establish adequate control measures, enabling an employee to 

make unauthorized purchases.  According to the Center’s Chapter 647 report, fraudulent credit 

card transactions totaled $11,169.  However, our review of credit card transactions detected an 

additional $638 in unauthorized transactions, bringing the aggregate total to $11,807. 

The Center establishes credit card accounts with selected vendors to facilitate and expedite daily 

routine operating expenses for the Center’s community homes, as well as for necessary business 

office expenses.  Credit cards were assigned to employees at the community homes, and spare 

credit cards were placed in a desk drawer in the business office.  The Center maintained an 

inventory listing of all assigned credit cards located in the various community homes by 

employee name, type of credit card, and applicable credit card account number.  However, the 

Center did not safeguard the unassigned spare credit cards left in the business office.   

Specifically, 47 Wal-Mart credit cards remained in a desk drawer, which according to officials 

was locked, in the business office.  Although the Center provided us with its written policies and 

procedures for credit card usage, we noted that they contained no control measures for the 

safeguarding of unassigned or spare credit cards. 

Prudent business practices advocate that unassigned credit cards be stored in a secure place, an 

inventory listing of each card be maintained, and that a sign-out sheet be established to indicate 

which employee is authorized to make purchases with the credit card to prevent unauthorized 

usage.  However, the Center did not adequately control these spare credit cards, did not 

inventory them, and did not establish a sign-out sheet when credit cards were used by employees 

of the business office.  When questioned why the business office would need so many credit 

cards, Center officials stated that Wal-Mart requires all its business customers to be issued a 

minimum of 99 cards to establish a credit account. These officials added that, although business-

related purchases are necessary, it was not necessary to retain 47 spare credit cards.  When asked 

why the spare cards were not destroyed, the officials stated that, although they had considered 

doing so, they never carried out the proper action. 

8 



ERROR! REFERENCE SOURCE NOT FOUND. AUDIT RESULTS 

Because the Center did not destroy or adequately safeguard these spare (unassigned) credit cards, 

an employee of the business office was able to make unauthorized purchases totaling $11,807 

using two of the spare Wal-Mart credit cards held in the business office, during the period July 

10, 2001 to September 18, 2001. 

Moreover, the employee who made these unauthorized credit card purchases was also able to 

intercept the August monthly credit card bill from Wal-Mart because, as previously noted, the 

business office duties were inadequately segregated.  Hence, the Center was unaware of the 

fraudulent Wal-Mart credit card purchases made by the clerk at the time she was suspended on 

August 27, 2001.  As a result, fraudulent Wal-Mart purchases made from July 10, 2001 to August 

27, 2001 totaling $5,664 remained undetected by the Center until the clerk’s arrest on September 

19, 2001.  Moreover, after the clerk’s arrest, the Center realized that the clerk possessed a spare 

unassigned Wal-Mart credit card and was able to make additional fraudulent charges of $5,505, 

bringing the total to $11,169.  Based upon our review of all Wal-Mart purchases, we ascertained 

that this clerk made $11,807 in fraudulent purchases. 

The Center notified Wal-Mart on September 20, 2001, that the Center was terminating its credit 

card accounts. 

Recommendation 

The Center should amend its current written guidelines over credit card usage to include internal 

control measures over the safeguarding of unassigned or spare credit cards.  Specifically, 

unassigned credit cards should be locked and inventoried.  In addition, a sign-out sheet should 

be established indicating the credit card number, name of the employee using the card, dates 

signed out and returned, and the type and amount of purchase made.  Moreover, the number of 

spare or unassigned credit cards should be reviewed and only a minimum be maintained.  

Additionally, the Center should ensure that duties are adequately segregated so that individuals 

who make credit card purchases do not also review or reconcile the monthly credit card bills. 

9 



ERROR! REFERENCE SOURCE NOT FOUND. AUDIT RESULTS 

Auditees Response 

Currently, Region II is not doing business with Wal-Mart as there is a discrepancy in
the billing which we are reconciling.  All Wal-Mart credit cards have been destroyed 
with the exception of ten (10) cards which are currently kept in a safe in our 
Revenue Office in the Region.  There are no credit cards in the Community Homes 
except the Commonwealth VISA cards assigned to specific individuals.  All other retail 
store credit cards are also kept in the safe in the Revenue Office.  An inventory of 
these cards is kept by the Operations Manager.  For the Business Office located at 
the Monson Developmental Center, cards are also kept in a safe with the inventory 
kept by the Business Manager.  Credit cards have not, as yet, been assigned to our 
Area Offices.  This will happen some time in Fiscal Year 2003. 

 

r t
 

 

 

The Region’s policy rega ding the use of retail store credit cards sta es that cards 
must be kept in a secure location and be inventoried daily.  A sign out/sign in log is 
attached to the policy and is used every time a card is given to staff. 

Finally, the Credit Card statements received each month are reviewed by the 
Business Manager to ensure that all charges are documented prior to the processing 
for payment. 
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APPENDIX I 

Chapter 647, Acts of 1989, An Act Relative to Improving the Internal Controls within State Agencies
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Chapter 647, Acts of 1989, An Act Relative to Improving the Internal Controls within State Agencies 
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Chapter 647, Acts of 1989, An Act Relative to Improving the Internal Controls within State Agencies  
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APPENDIX II 

Chapter 647 Awareness Letter from the State Auditor and the State Comptroller  
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Chapter 647 Awareness Letter from the State Auditor and the State Comptroller  
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APPENDIX III 

Glavin Regional Center Schedule of Alleged Thefts

DATE VENDOR AMOUNT ITEMS PURCHASED
7/10/2001 WalMart 495.84$            VHS-C CAMC, 19" CTV, misc
7/12/2001 WalMart     309.66$            Cigs, PPD Phone Cards, Phone, misc
7/15/2001 WalMart 442.40$            Sanyo 31" CTV, misc
7/16/2001 WalMart 523.38$            Sony 
7/17/2001 WalMart 393.75$            Pan. VHS-C
7/21/2001 WalMart 80.15$              misc
7/27/2001 WalMart 209.85$            CD Player
7/28/2001 WalMart 138.18$            Pellet guns, ammo
7/29/2001 WalMart 471.45$            10000 BTU Grill

8/7/2001 WalMart     279.11$            misc 
8/22/2001 WalMart 523.38$            Sony 
8/23/2001 WalMart 361.41$            Emerson 19" CTV, 5CD Player, misc
8/24/2001 WalMart 216.71$            PPD Cell Card, misc auto supplies
8/25/2001 WalMart 503.12$            5 DVD/CD Stereo, misc
8/26/2001 WalMart 566.67$            Pan. Home Theater, misc
8/27/2001 WalMart 627.90$            Computer

9/5/2001 WalMart 524.97$            Pan. Home Theater
9/6/2001 WalMart 676.38$            Digital Camera, PPD Cell Card
9/7/2001 WalMart 240.14$            PhotoSmart, misc
9/7/2001 WalMart 524.86$            Digital Camera
9/8/2001 WalMart 573.35$            Digital Camera, misc
9/9/2001 WalMart 733.95$            1/2 Carat Diamond Ring

9/11/2001 WalMart 495.57$            Misc Stereo Equipment
9/12/2001 WalMart 627.90$            Computer
9/13/2001 WalMart 628.95$            Sanyo 35" CTV
9/18/2001 WalMart 638.26$            Stereo Equipment

TOTAL WALMART 11,807.29$       

DATE VENDOR AMOUNT ITEMS PURCHASED 
5/7/2001 Spag's 350.44$            3 CD Recorders, misc

5/16/2001 Spag's 369.99$            18V Hammer Drill Recip Saw Kit
6/5/2001 Spag's 398.00$            2 DVD Players

6/18/2001 Spag's 369.99$            Cordless Sawzall Saw
6/20/2001 Spag's 349.00$            CD Player

7/1/2001 Spag's 419.99$            32" Stereo CTV
7/3/2001 Spag's 200.78$            DVD Player, misc

7/11/2001 Spag's 399.98$            2 DVD Players
7/30/2002 Spag's 749.98$            Rotary Hammer, 14.4V Drill & Saw Kit

8/8/2001 Spag's 650.03$            DVD Player, Cordless Saw
8/9/2001 Spag's 323.54$            Mitre Saw, misc

8/13/2001 Spag's 499.99$            Demolition Hammer
8/19/2001 Spag's 406.96$            Pressure Washer & Supplies
8/24/2001 Spag's 420.78$            Electronics, misc

TOTAL SPAG'S 5,909.45$         
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Glavin Regional Center Schedule of Alleged Thefts 

DATE VENDOR AMOUNT
8/7/2001 NE Telephone 249.89$         
8/7/2001 NE Telephone 249.90$         

10/25/2000 NE Telephone 271.63$         

TOTAL NE TELE 771.42$         

DATE VENDOR AMOUNT
8/21/2001 Mass Electric 371.31$         
8/21/2001 Mass Electric 370.81$         

TOTAL MASS ELEC 742.12$         

TOTAL 19,230.28$    
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