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INFORMATION EXCHANGE AGREEMENT
BETWEEN

PURPOSE, LEGAL AUTHORITIES, AND DEFINITIONS
A. Purpose
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For each entity signatory to this Agreement, CMS and the relevant PMA are each a
“Party” and collectively “the Parties.” By entering into this Agreement, the Parties agree
to comply with the terms and conditions set forth herein, as well as applicable law and
regulations. The terms and conditions of this Agreement will be carried out by authorized
officers, employees, and contractors of CMS and the respective PMA.

This Agreement, and any data disclosures under il, do not constitute a “maiching
program” as defined by the Privacy Act of 1974 (5 United States Code (U.5.C.)

§ 552a{a)(R)). The purpose of the disclosures described herein is not for establishing or
venlying initial or continuing entitlement to or eligibility of individuals with respect to
federal benefit programs.

Any disclosure(s) of CMS Data, or any individually-identifiable derivative of this CMS
Data, by the undersigned or ils agents to a Downstream User, as defined below, shall be
made in accordance with applicable law as well as any applicable provisions in this or
other goveming documents.

B. Lepal Authoritics

Among other potential provisions, the following statutes and regulations govern the
exchange and/or disclosure of data under this agreement and the correspending DRA.:

l. CMS:

a. The Privacy Act of 1974 (5 U.S.C. § 552a), and the regulations and applicable
system of record (SOR) notices (SORMNs) as detailed in Section 11LB; the Office
of Management and Budget (OMB) Circular A-130, Managing Information as a
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2, PMAs:

a. The HIPAA Privacy and Security Rules at 45 CFR parts 160 and 164,

b. Section 1935(c) of the Act.

¢. The Medicare Prescription Drug, Improvement and Modernization Act of 2003
(MMA) (Pub. L. 108-173, enacted on December 8, 2003) and the implementing
regulations at 42 CFR § 423.910, which established reporting by states, and the
frequency with which states must submit a data file identifying Dually Eligible
Individuals in their state (not applicable to territories). The file is called the
“MMA File,” but is occasionally referred to as the “State Phasedown File.”

C. Definitions

The following terms have the described meaning in this document:

“Breach™ means the loss of control, compromise, unauthorized disclosure,
unauthorized acquisition, or any similar occurrence where (1) a person other than an
authorized user accesses or polentially accesses personally identifiable information,
or {2) an authorized user accesses, or potentially accesses personally identifiable
information for an other than authonized purpose [HHS Policy and Plan for Preparing

for the Responding to a Breach of Personally [dentifiable Information (PID (June 29,
2017)).

“Care Coordination™ means uses of the data (¢.g., analysis, monitoring, or feedback)
to support interventions — andfer the design of interventions — a1 the individual
beneficiary level that have the notential to imnrove the care of Thially Elioihie
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“CMS DRA Custodian Form™ means the “Medicaid-Medicare Dual Eligible Data
Request and Attestation Custodian Form.” The CMS DRA Custodian Form
supplements the CMS DRA Form. The CMS DRA Custodian Form tracks data
custodians that provide data storage for the PMA and, by signing, the data custodians
acknowledge the terms specified in the CMS DRA and CMS DRA Custodian Form.

“Custodian” means the individual or entity that is tasked by the PMA with primary
responsibility for ensuring that the data received under this Agreement is used,
disclosed and maintained in accordance with the terms, conditions, safeguards and
procedures laid out in this Agreement and applicable law,

“Downstream User” means any person or entily {(e.g., a treating practitioner
contractor, business associate or subcontractor of the PMA) that receives CMS Data
or individually identifiable derivative data from the PMA in accordance with the
terms of this Agreement and the corresponding DRA.

“Dually Eligible Individual” or “Dually Eligible Beneficiary” means an individual
who is entitled to both Medicare benefits under Title XV of the Act and medical
assiztance under Tiile XIX of the Act,

. “Enrollment Database File™ or “EDB File" refers to the file produced from the EDB

data query process between CMS and a state to determine eligibility and enrollment
information for Dually Eligible Individuals. The EDB File incledes detailed Medicare
beneficiary information on Medicare Parts A and B only.

- “Encounter Data™ means the record submitted o CMS about an enrollee receiving

any item(s) or service(s) provided through Medicaid or Medu:an: under a pnq:md,
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19,

20,
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g ]

“Medicare” means the health benefit program established under Title XVIII of the
Act.

“Medicare-Medicaid Coordination Office”™ or “MMCO"” means the Federal
Coordinated Health Care Office of CMS.

“MMA File™ or “State Phasedown File™ means the file states submit to CMS to
identify Dually Eligible Individuals in their state, including full-benefit and partial-
benefit Dually Eligible Individuals {that is, those individuals who get Medicaid help
with Medicare préemiums, and, often, for cost-sharing). It is called the “MMA File”
based on the Medicare Prescription Drug, Improvement and Modemization Act of

2003 (MMA) (Pub. L. 108-173, enacted on December 8, 2003). This is not applicable
to territories.

“Medicare-Medicaid Data Sharing Program” means the elective process under which
CMS shares Medicare data with PMAs for the purposes of Care Coordination,
Program Integrity, and/or Cruality Improvement. Under this process, CMS discloses
Specified Medicare Data to the PMA. This is not applicable to territories.

“Participating Medicaid Agency™ or “PM A" means a state or termitory Medicaid
agency or other agency of the state or territory tasked with assisting the Medicaid
agency. PMA includes such parties’ contractors, subcontractors, and agents that work
on behalf of such Medicaid agency to carry out Medicaid program functions.

“PDE Data™ means Medicare Part D Prescription Drug Event data that are reported to
CMS by Part D prescription drug plan sponsors,
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25, “Quality Improvement” means uses of the data {¢.g., analysis, monitoring, or
teedback) to support interventions — and/or the design of interventions — at the
individual dual eligible beneficiary level that have the potential to improve or assess
the quality of care of Dually Eligible Individuals and include certain activities
dezcribed in the first and second paragraphs of the definition of “Health Care
Operations” in the HIPAA Privacy Rule a1 45 CFR § 164.501.

26. “specified Medicare Data” means any of the following types of data that CMS shares
as part of the Medicare-Medicaid Data Sharing Program for Care Coordination,
Quality Improvement, or Program Integrity, including, but not limited to: Medicare
Part A and Part B claims data, PDE data, eligibility and enrollment data, Minimum
Data Set (MDS) data, Outcome and Assessment Information Set (OASIS) data, and
encounter data from Encounter Data System (EDS). Specified Medicare Data
includes derivative files built by or for the PMA out of Specified Medicare Data that
15 subject to this Agreement. PMAs request these data via the CMS DRA. Specified
Medicare Data represents a specific subset of CMS Data,

27. "State Buy-in File" or “Buy-in File” means the data exchange between CMS and 2
state or termitory where the state or territory sends CMS a data file to determine
beneficiary Part A and B premiums lability.

2B. "Temitory Beneficiary Query™ or “TBQ™ means the daia query where a PMA requests
data from the CMS MDB to determine eligibility and enrollment information for
Dually Eligible Individuals. Under this query process, PMAs query for detailed
Medicare beneficiary information on Medicare Parts A_ B, C (Medicare Advantage),
and D (ineluding plan enrollment and Low Income Subsidy (LIS) eligibility).
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Responsibilities of the PMA

The PMA attests that it will maintain, use, and disclose the CMS Data in accordance with
this Agreement, the comresponding DRA, and other applicable law, including anv
applicable state laws,

request re-use of the CMS Data for additional purposes outside of this Agreement; such
requests are subject to CMS review and approval before re-use may oceur.
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1. CMS Medicare-Medicaid Data Sharing Program, only:

In order to receive Specificd Medicare Data under the Medicare-Medicaid Data
Sharing Program, the PMA must submit a request to CMS that includes the
following: (1} an acknowledgement that the PMA is a HIPA A-covered entity; (2) a
list of the requested data files and, if applicable, data elements; and (3) an atiestation
that the Specified Medicare Drata being requested is the “minimum necessary™ to
camry out the stated use of the data, as defined in the HIPAA Privacy Rule at 45 CFR
§ 164.502(b). CMS5 will only approve requests for Specified Medicare Data that assert
that the PMA is requesting it for the PMA"s Quality Improvement, Care
Coordination, and/or Program Integrity purposes. The PMA should consult with legal
or other counsel if it 15 unsure of whether it is requesting the data for those purposes.
If such assertions can be made, the request should be made using the CMS DRA.

The PMA should maintain a:
4. list of all Downstream Users o whom the PMA shares CMS Data; and,
b. data management plan that should be available upon CMS request.
Ill. DESCRIPTION OF THE DATA THAT MAY BE DISCLOSED
A. Exchanges and Data Files Covered by this Agreement

. CMS Medicarc-Medicaid Data Sharing Program — CMS shares (upon state request
and CMS approval) Specified Medicare Data with state PMAs for the purposes of
Care Coordination, Program Integrity, and/or Quality Improvement related to the
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MMA File submission. The MMA File Exchange is operational, and open 1o state
P Az, only.

State Buy-In File Exchange — CMS and PMAs exchange data on who is enrolled in
Medicare and which parties are liable for paying that beneficiary's Parts A and B
premiums. These data exchanges support stateterritory, CMS, and the Social Security
Administration (SSA) premium accounting, collections, and enrollment functions. To
effectuate the state payment of Medicare Part A or Part B premiums, a state submits
data on a buy-in file to CMS, which includes a record for each Medicare beneficiary
for whom the state is adding or deleting coverage, or changing buy-in status. In
response, CMS retums an updated transaction record, as well as a Part A or Part B
billing record showing the state's premium responsibility. The State Buy-in File
Exchange is operational, and open to state and territory PMAs.

B. Systems of Records

CMS will provide CMS Data from the following SORs:

CMSE Encounter Data System (EDS), System No., 09-70-0506, published at 79 FR
34539 (June 17, 2014), as amended at February 14, 2018 (83 FR 6591). Data
maintained in the EDS will be released pursuant to routine use number 2 and number
7, as set forth in the SORN,

Enrollment Data Base (EDB), System Mo, (89-T0-0502; last modified at 73 FR 10249
{February 26, 2008}, as amended at April 23, 2013 (78 FR. 23938), February 18, 2016
(81 FR 8204) and February 14, 2018 {83 FR 6591). Data maintained in the EDB will
be released pursuant fo routine use number 2 and 10, as set forth in the SORN.,



STATE MEDICARE-MEDICAID DATA OF DUALLY ELIGIBLE INDIVIDUALS LEA )

C. CMS Data Repositories

7. Chronic Condition Warehouse (CCW), System No. 09-T0-0573, published at 79 FR
64802 (October 31, 2014), as amended at February 14, 2018 (83 FR 6591). Data
maintained in the CCW will be released pursuant to routinge use number 2 and number
11, as set fonth in the SORN.

8. Medicare Integrated Data Repository (IDR), System No. 09-70-0571, published at 71
FR 74915 (December 13, 2006}, as amended at October 20, 2011 (76 FR 65198),
April 23, 2013 (73 FR 23938}, May 29, 2013 (78 FR 32257) and February 14, 2018
(83 FR 6591). Data maintained in the IDR will be released pursuant to routine use
number 2 and number 11, as set forth in the SORN,

3. Number of Records Involved and Operational Time Factors

As of 2018, the nationwide CMS Data records include approximately 12 million
beneficiaries who are identified as Dually Eligible Individuals. Medicare records
disclosed to the PMA under this Agreement will be limited to Dually Eligible Individuals
residing in the PMA's state or termitory.

The records exchanged under this agreement and the correspending DRA, specifically
through the MMA File Exchange, will be used, in part, to confirm and/or add to CMS"s
current records regarding dually eligible Medicare beneficiaries,

E. Data Elements Involved

The CMS Data made available in accordance with applicable law upon the request of the
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obtains under the terms of this Agreement, and that PMA does not obtain any right, title, or
interest in any of the data furnished by CMS. The PMA will only retain the CMS Data and
any denvative of the CMS Data for the period of time required by law or for any processing
or purpose related to the approved uses for which the data were received.

PROCEDURES FOR PRIVACY AND SECURITY

A. Insigning this agreement and the corresponding DRA, the PMA attests that the requested
CMS Data will be protected as required by applicable law, including but not limited to
the HIPAA Privacy and Security Rules at 45 CFR parts 160 and 164, including through
the establishment of appropriate administrative technical and physical safeguards to
protect the integrity, security, and confidentiality of the data, and to prevent unauthonzed
use or access to it. Additionally, the PMA acknowledges that various provisions of the
LS, Code, including, but not limited to, the Privacy Act (5 U.S.C. § 552a), 42 US.C.
1320d-6 (HIPAA), and Title 18, as well as the corresponding regulations, specify civil
andfor criminal penalties that may be applied by applicable law enforcement authorities
with respect to various misuse, including wrongful acquisition or use of, data. In signing
this agreement, the PMA further affirms that such safeguards will provide a level and
scope of security that is not less than the level and scope of security requirements
established for federal agencies by the OMB in:

l. OMB Circular No, A-130, Appendix Ill--Security of Federal Automated Information
Sysiems,

2. Federal Information Processing Standard 200 entitled “Minimum Security
Requirements for Federal Information and Information Systems,” and
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Further, the PMA agrees that the data must
not be physically moved, transmitted, or disclosed in any way from or by the Data
Custedians’ site(s) to an entity not listed on the IEA or DRA without written approval

froom "M% nnlese concrh mnvemanl Iranemieeian ar dieelonsnre 1o raanirad b o lasr






STATE MEMTCARE-MEDICALD DATA OF DUALLY ELIGIBLE INDIVIDUALS [EA 12

A,

Effective Date: This Agreement will become effective when signed by authorized
officials of both parties.

- Duration: The duration of this Agreement is five years. Parties to this Agreement may

exécute a new agreement prior to the close of a five-year peniod. The IEA remains in
effect if both parties are working towards executing a new agreement.

. Modification: The parties may modify this Agreement at any time by a wrilten

madification agreed upen by both parties.

. Termination: Either party may unilaterally terminate this Agreement upon written notice

to the other party, in which case the termination shall be effective 30 days afier the date
of that notice or at a later date specified in the notice. PMA agrees that it has the duty to
protect and maintain the privacy and securily of CMS Data, and that duty shall continue
in full force and effect until such CMS Data is returned and/or destroyed. For any CMS
Data or derivative data with respect to which destruction is not feasible, the privacy and

security requirements of this Agreement and the corresponding DRA shall survive the
termination or expiration of this Agreement.

Breach: If CMS determines that there may have been an Incident or Breach of the CMS
Data or individually identifiable derivative data or information by the PMA, its
contraclors and'or agents, and/or any Downstream Users that violates the terms of this
Agreement, CMS may, in its sole discretion, immediately and unilaterally terminate this
Agreement upon notice o PMA. PMA covenants and agrees to cease using and return
and/or destroy all CMS Data and derivatives therefrom in its possession,
contractors'/agents’ possession, or Downstream Users' possession immediately upon
notice of termination for an Incident or Breach unless otherwise required by law. PMA
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E-Mail: sharon.donovanl @cms.hhs.gov

Candace Anderson, Management Analyst
Medicare-Medicaid Coordination Office
Program Alignment Group

Federal Coordinated Health Care Office
Centers for Medicare & Medicaid Services
7500 Security Boulevard

Location: S3-13-05

Baltimore, MD 21244-1850

Telephone: (410) 786-1553

E-Mail: candace.anderson@cms.hhs.gov

. Privacy Policy and Agreement Issues:

Barbara Demopulos, CMS Privacy Act Officer
Division of Security, Privacy Policy and Governance
Information Security and Privacy Group

Office of Information Technology

Centers for Medicare & Medicaid Services

7500 Security Boulevard

Location: N1-14-40

Baltimore, MD 21244-1850

Telephone: (410) 786-6340

E-mail: Barbara.Demopulos@cms.hhs.gov

13
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C. Panticipating Medicaid Agency Points of Contact (POC)

Jason Gong

Data Service Analyst, Data Integrity

Offtce of Medicaid

Massachusetts Executive Office of Health and Human Services
1 Ashburton PL. 1 1™ FL.

Boston, MA 02108

Telephone: (617) 276-4213

E-mail: jason_gongflimass. gov



The authorized program official, whose signature appears below, accepts and expressly
agrees to the terms and conditions expressed herein, and confirms that no verbal
agreements of any kind shall be binding or recognized, and hereby commits their
respective organization to the terms of this Agreement.

Approved by: (Signature of Authorized CMS Program Official)

Sharon M, G2k beeoran -5

Date: 2021.06.03
Donovan -5 ;1e.0000

Sharon Donovan, Director Date:
Program Alignment Group

Federal Coordinated Health Care Office

Centers for Medicare & Medicaid Services
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B. Centers for Medicare & Medicaid Services Approving Official

The authorized approving official, whose signature appears below, accepts and expressly
agrees to the terms and conditions expressed herein, and confirms that no verbal
agreements of any kind shall be binding or recognized, and hereby commits their
respective organization to the terms of this Agreement.

Approved By: (Signature of Authorized CMS Approving Official)

Digitally signed by Michael E.

Michael E. Pagels -S Pagels s

Date: 2021.06.24 15:41:36 -04'00"
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C. Participating Medicaid Agency Approving OfTicial

The authorized Panicipating Medicaid Agency approving official, whose signature
appears below, accepts and expressly agrees to the terms and conditions expressed herein,
and confirms that no verbal agreements of any kind shall be binding or recognized, and
hereby commits their respective organization to the terms of this Agreement.

NAME OF PARTICIPATING MEDICAID AGENCY

State Nawe: Massachusens

Medicaid Agency Name: MassHealth

Approved By: (Signature of Authorized State or Territory Approving Official)

&L

Dani ai " Date:

Assistant Secretary and Director of MassHealth
Massachusetts Executive Office of Health and Human Services




