Commonwealth of Massachusetts

Outside Vendor Computer Requirement and
Connectivity Process




MDOR VPN Setup Procedures

Initial Setup:

Install Junos Pulse for windows client on your computer

(Windows Version)

JlunaosPulsexd4.V  JunosPulsexdi.V
8.0R3.1.msi #.0R3.1.msi

Open Pulse Secure Client Interface and create new connections... File > Connections > Add
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Mo Connections
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Enter a Name for the connection: Vendor IPSEC (Connection name can be anything you want)
Enter a URL for the service: juno.dor.state.ma.us/vendor/ipsec

Click the Add button to continue.

AddComecton X

Type:

| UAC or SSL-VPN v|

Mame:

Yendaor IPSEC

Server URL:

juno.dorstate. ma.usivendorfipsec

Lo (e J (Lomen ]

Click Connect on the newly created profile.

File Help
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Connecting.... you will then be prompted for User Name and Passcode.

File Help

Connections

L o
User Name: Your Active Directory Username
Passcode: RSA Pin and Token Code

Click on Connect

Connect to: Vendor IPSEC

User MName:

Flease enter your passcode:
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You have now successfully connected to the MDOR Internal Network

- X
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Open Remote Desktop Connection

Computer: Enter your work computer's fully qualified domain name you're trying to remotely access in the form, [computer
name].[domain]

EXAMPLE: If your computer is named DOR-123456, you would type DOR-123456.dorfsmain.ad.dor

Click on Connect

& Remote Desktop Cnnnechl @ﬂu

J| Remote Desktop
>¢) Connection

Computer: DOR-123456 dorfsmain.ad .dor -

Username: Mone specified

You will be asked for credentials when you connect.

g/ Show Cptions l Connect I [ Help ]
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Enter your credentials at sign in, will connect you to the Remote Desktop where you can access the PC in your network. Use
(DOMAIN\Username) logon format.

Windows Security u

Enter your credentials
These credentials will be used to connect to
T [ dorfsmain’, ]
h | | Password |
|| Domain: dorfsmain i
[ QK ] ’ Cancel
b T 1
Read the disclaimer and click OK
rb - Remote Desktop Connection EIM‘

u are prohibit:
M is subj

, inspectic
to criminal penalties,
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Login with your Active Directory Username and Password

Click on OK
) - Remote Desktop Connection [E=E)

Login to Windows

A2, Massachusetts

Department of Revenue

User Name:

Password:

Log on to: DORFSMAIN

Choose how to authenticate with OneSign

@) Password Fingerprint ID Token Proximity Card

Ending your Remote Desktop Session

= (Click the X found at the top center of your screen
= Click OK — This will disconnect you from your remote connection with your host computer
=  Please remember to disconnect from Junos Pulse client as well

IMPORTANT:

When connecting to MDOR VPN, locally you can't access the internet. However, your Wi-Fi stays connected.

~~~ End of Document ~~~
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