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I.  

Introduction


The Office of the General Counsel has received inquiries from various Bureaus regarding how the Health Insurance Portability and Accountability Act (HIPAA) will impact a program’s ability to carry out its public health functions. Some entities that are required to report to the Department protected health information (PHI) under various provisions of law believe that HIPAA will prohibit the continuation of such reporting.
 The purpose of this memo is to review the provisions of HIPAA that address public health authorities and health oversight activities and evaluate how PHI can be used and disclosed for public health purposes without the imposition of additional requirements.  This review demonstrates sufficient language in the HIPAA statute as well as the Privacy Rule and the accompanying commentary to conclude that HIPAA was not intended to interfere with on-going public health activities.  Procedures in place for public health surveillance, the reporting of injuries and diseases, as well as the inspection of facilities with protected health information (PHI) as part of DPH’s oversight functions should not be significantly impacted by the implementation of HIPAA privacy standards.  

II.

Relevant Regulatory Framework


The central issue facing programs is that providers or other entities required to report PHI to the Department are objecting to this requirement, believing that HIPAA prohibits the disclosure
 of PHI.  A review of the statute illustrates that HIPAA was not intended to interfere with the implementation of state public health laws and programs.  The Privacy rule maintains the status quo by providing for the use and disclosure of PHI to public health authorities and health oversight agencies without requiring individual authorization or imposing any other requirements, where the reporting is authorized by law, the public health authority is authorized by law to collect or receive the information for public health surveillance, investigation and interventions; or the health oversight agency is authorized by law to receive disclosures for oversight activities. 

A. The Statute


The HIPAA statute explicitly provides it is not intended to limit existing state public health activities.  In §1178(b), it provides that “nothing in this part shall be construed to invalidate or limit the authority, power, or procedures established under any law providing for the reporting of disease or injury, child abuse, birth, or death, public health surveillance, or public health investigation or intervention.”   The preamble to the rule, in discussing this section, states that:  

This section appears to carve out an area over which 

the States have traditionally exercised oversight and authority--the 

collection of vital statistics, the enforcement of laws regarding child 

abuse and neglect, and the conduct of public health surveillance, 

investigation, and intervention. State laws in these areas may involve 

reporting of individually identifiable health information to State or 

local authorities. Section 1178(b) indicates that existing or future 

State laws in these areas are enforceable, notwithstanding any privacy 

requirements adopted pursuant to section 264(c). In addition, covered 

entities should not be inhibited from complying with requests 

authorized by State law for release of information by public health 

authorities for the stated purposes.

    It should be noted that the limitation of section 1178(b) applies 

to the “authority, power, or procedures established under any law.'' 

Public health laws often convey broad general authorities for the 

designated agency to protect public health, including enforcement 

powers, and these State authorities and powers would remain 

enforceable. Further, section 1178(b) also covers “procedures'' 

authorized by law; we read this language as including State 

       administrative regulations and guidelines.   

         64 FR 59998

B. The Privacy Rule

The general standard under the Privacy Rule is that if there is a valid authorization, PHI can be used
 and disclosed for any and all purposes specified in the authorization. The Privacy Rule, however, sets forth a number of exceptions to the required authorization.  This memo does not analyze all the exceptions, but focuses on three exceptions in particular that relate to the Department’s public health activities.  Please note that there are distinct circumstances when other exceptions may be applicable to uses and disclosures of PHI by the Department.

1. 45 CFR §164.512(a):  Standard:  uses and disclosures required by law

(1) A covered entity may use or disclose protected health information to the extent that such use or disclosure is required by law and the use or disclosure complies with and is limited to the relevant requirements of such law.

2.  45 CFR §164.512(b):  Standard: uses and disclosures for public health activities 

(1) Permitted disclosures. A covered entity may disclose protected health information for the public health activities and purposes described in this paragraph to: 

(i) A public health authority that is authorized by law to collect or receive such information for the purpose of preventing or controlling disease, injury, or disability, including, but not limited to, the reporting of disease, injury, vital events such as birth or death, and the conduct of public health surveillance, public health investigations, and public health interventions; or, at the direction of a public health authority, to an official of a foreign government agency that is acting in collaboration with a public health authority…; 

 (2) Permitted uses. If the covered entity also is a public health authority, the covered entity is permitted to use protected health information in all cases in which it is permitted to disclose such information for public health activities under paragraph (b)(1) of this section. 

The Department is a public health authority, which is defined in the Privacy Rule as:


an agency or authority of … a State… a political subdivision of a State … or a person or entity acting under a grant of authority from or contract with such public agency, including the employees or agents of such public agency or its contractors or persons or entities to whom it has grated authority, that is responsible for public health matters as part of its official mandate.

45 CFR §164.501

3.   45 CFR §164.512(d):  Standard: uses and disclosures for health oversight activities.
(1) Permitted disclosures. A covered entity may disclose protected health information to a health oversight agency for oversight activities authorized by law, including audits; civil, administrative, or criminal investigations; inspections; licensure or disciplinary actions; civil, administrative, or criminal proceedings or actions; or other activities necessary for appropriate oversight of: 

(i) The health care system; 

(ii) Government benefit programs for which health information is relevant to beneficiary eligibility; 

(iii) Entities subject to government regulatory programs for which health information is necessary for determining compliance with program standards; or 

(iv) Entities subject to civil rights laws for which health information is necessary for determining compliance…

 (4) Permitted uses. If a covered entity also is a health oversight agency, the covered entity may use protected health information for health oversight activities as permitted by paragraph (d)(1) of this section. 

The Department also constitutes a health oversight agency, defined in the Privacy Rule as:


an agency or authority of…a State… a political subdivision of a state…or a person or entity acting under a grant of authority from or contract with such public agency…that is authorized by law to oversee the health care system (whether public or private) or government programs in which health information is necessary to determine eligibility or compliance, or to enforce civil rights laws for which health information is relevant.

45 CFR § 164.501


The preamble to the final rule indicates that “required by law” includes, among other things, a statute or regulation requiring production of information or disclosures of PHI (65 FR 82497).  Exceptions (b) and (d) stipulate that the disclosure or use must be “authorized by law.”  Public Health laws have been interpreted to give broad authority.  Law in this context also is interpreted broadly to include regulations and guidelines. (64 FR 59998)   If there is any ambiguity with regard to reporting requirements, the promulgation of a regulation may be the best way to clarify any gray areas, provided that there is sufficient statutory authority.  Statutory authority may be derived from specific program statutes or from more general public health or oversight statutes.  Please check with the lawyer for your program when making these determinations.



The preamble to the final rule clearly highlights the conclusion that disclosures for traditional public health activities may continue uninhibited by HIPAA requirements.


covered entities [may] disclose protected health information without individual authorization directly to public health authorities, such as the Food and Drug Administration, the Occupational Safety and Health Administration, the Centers for Disease Control and Prevention as well as state and local public health departments, for public health purposes as specified in the NPRM. 

(65 FR 82526)(emphasis supplied)

C. Office of Civil Rights Guidance Document

In December 2002, the Office of Civil Rights (OCR) issued a guidance document explaining significant aspects of the privacy rule.  The discussion regarding disclosures for public health purposes, highlighted the fact that disclosures “required by law” are permitted pursuant to 45 CFR 164.512 (a); however, many public health disclosures, of the type also discussed in this memo, are “authorized by law,” pursuant to 164.512 (b) and (d).  The distinction is that the disclosures discussed under (b) and (d) may be authorized or permitted, as opposed to required by law.  Nonetheless, it is critical to note that HIPAA allows for such disclosures without an individual’s authorization in the same way that it does for disclosures “required by law.”  The guidance from OCR clearly states that, “[I]n order to do their job of protecting the health of the public, it is frequently necessary for public health officials to obtain information about the persons affected by a disease…The Privacy Rule continues to allow for the existing practice of sharing protected health information with public health authorities that are authorized by law to collect or receive such information to aid them in their mission of protecting the health of the public.”  (p. 80 OCCR HIPAA Privacy 12/3/02)

III.

Implementation

The exceptions discussed above, for a public health authority or health oversight agency, allow programs to continue to collect PHI that the Department has traditionally collected for surveillance, public health investigations, inspections and interventions, without obtaining individual authorizations or without the imposition of any other requirements. Programs are advised to review and document their statutory and/or regulatory authority to collect PHI or to conduct inspections or surveillance.  Programs may also want to draft an advisory regarding such disclosures, to clarify any misconceptions regarding HIPAA that may exist among the larger community required to report PHI to DPH. Advisories should clearly cite the statutory or regulatory authority for the collection of PHI as well as the HIPAA provision that permits the continued collection of such PHI (45 CFR 164.512 (a), (b) or (d)).  

� The Standards for Privacy of Individually Identifiable Health Information (45 CFR Parts 160 and 164) (Privacy Rule) went into effect on April 14, 2003.


� The Privacy Rule defines disclosure as “the release, transfer, provision of access to, or divulging in any other manner of information outside the entity holding the information.” 45 CFR §164.501.


� The Privacy Rule defines use as “with respect to individually identifiable health information, the sharing, employment, application, utilization, examination, or analysis of such information within an entity that maintains such information.” 45 CFR §164.501





5
1

