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MOVEit™ Q .

The MOVEit™ platform is a secure file transfer server/service that provides a secure at-rest and in-transit solution for
sharing, transferring files and data. MOVEit™ provides a secure way to perform automated (scheduled) system-to-
system file transfers and it also supports manual (user-performed) login transfers. Users are set up with accounts and
home folders where they can upload and download files.

System to System Access

e System to System provides full automation of the secure file transfer process

e Your company will be required to implement an SFTP client which will communicate with MOVEit™ to automate
the secure file transfer process

e Automated SFTP interface between MOVEit™ and your SFTP client will be secured using SSH key pair
authentication

e SFTP Clients that are known to work with MOVEit™ can be provided upon request.

Manual Login Access

e Manual Login is for companies that choose not to implement an SFTP client

e The MOVEit™ platform will have no system connectivity to your company, so you will need to log into the RMV’s
MOVEIit™ solution to execute the secure file transfer manually.

e Youwill be required to request login access to the RMV MOVEit™ solution using the MOVEit™ End User Request
Form.

Getting Started:

1. Decide which transmission method you will be using for SFTP MOVEit™ batch process.
e Manual Login, or
e System to System
2. Complete and submit MOVEit™ documentation to cots application support@dot.state.ma.us
e Access Form
e End User Request Form (manual login only)
3. You will receive an email from the MOVEit™ team with your MOVEit™ QA credentials.
4. Loginto MOVEIit™ https://transferga.massdot.state.ma.us
5. Email cots application support@dot.state.ma.us when you are ready to start connectivity QA testing

NOTE: The RMV requires that all external business partners test the MOVEit™ connection, files and data they send
and/or receive from the RMV. You must successfully complete testing prior to being granted access to our MOVEit™
production environment.

There are two MOVEit™ environments that you will use for the MOVEit™SFTP Platform:

1. MOVEit™ QA environment: https://transferqa.massdot.state.ma.us

This environment is ONLY used for testing. When you log into the testing environment you will see that the
environment has a Teal Background.

2. MOVEit™ Production environment: https://transfer.massdot.state.ma.us/

The production environment is the environment that you will use to receive and/or send files to the RMV.
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L ogeing into MOVEt™

1. Navigate to the appropriate MOVEit™ web link.
2. Enteryour Username & password and click Sign On

Username
Username

Password

Password

MASSDOT NOTICE

You are about to log on to MassDOT's computer
network, This is a reminder that your use of the
network's IT rescurces is governed by MassDOT's

3. Click to open your Home Folder and navigate to your files.

« 0O @ 105/ /ANSIRI QR MASSEOL STATE.MA.US, Prurmin s 4 2 ST S % = £ @

signed onto MassDOT as MY ACCOUNT SIGN OUT HELP
21 Howme o
£ Welcome to MasaDOT
" FOLDERS
LOGS
Q search ' (= Fotd & Recent Downloads
AT T e
a Upload

v New Files (0

MOVEit Help

For MOVEit related issues, forgotten passwords, or password resets you can email DOTServiceDesk@state.ma.us or call
(857) 368-4357.

Downloading and Uploading Files via MOVEit™

Depending on which line(s) of business you conduct with the RMV the look of your MOVEit™ account folder structure
may vary, but we put together examples & instructions for each of the user groups below:

> Receive Excise Tax Commitments;
» Participate in the Non-Renewal Program;
> Receive Excise Tax Commitments and also Participate in the Non-Renewal Program

NOTE: All files that are placed in MOVEit™ folders will be deleted in 30 days.
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Examples:

Excise Tax Commitment Downloading
For users that only receive an excise commitment from the RMV, see below on how to download your commitment.

1. Loginto MOVEit™
2. Click your Home folder

Folders
ral
Find: Q
~ | Name File ID Size/Contents
159 0 [

) Home 452576216

3. Check the box for the file you would like to open and click Download icon X

a a
e L - o ° - '5ér D ww O aus
massDOT massDOT
b9 [ P/ b =/ v
jors E———— — — - o inee Folders.
= ]

4. A new window “Save As” will display. Save your file.

> Desktop > Mass work > ESC Graph

5. Process the Excise Commitment as you do today.

IMPORTANT NOTE: If you are currently Interface Testing with ATLAS you will log into the MOVEit™ QA environment

and pick up your “test excise commitment file” in the ATLAS Testing folder.
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Non-Renewal - Uploading

For users that exchange Non-Renewal files with the RMV, see below on how to upload your file(s).

1. Loginto MOVEit™
2. Click your Home folder

09 Mustcr +
massDOT
Y5
b =%/ vl
0 Home Folders
Qs Wan

.

~

3. Click the nonrenew folder and then click the request folder

a

massDOT i
b9ia /)

4. Click the Upload Files button

- o
Sored o MassDOT v Hagen Kowim 00T e’ i el bew
Created &
x o
i . ° ° L o °
massDOT
2 =/ v

5. A new window “Upload Files” will display; click Browse to select the file you want to upload

Upload Files X

Upload To

/Home/nenrenew/request

Notes

Notes

¢ Drop files to add or Browse...

m Eancel
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« R > ThisPC > hagank (\\datacluster\users) (P) » R2 > Documentation > Nonrenew v @ | Search Nonrenew P
Organize + New folder =~ 1 @

Paddy's Stuff  ~ Name Date modified Type

Text Document

photo - exampleD] 5416t
& Pictures MonRenewlnput_ssmple01_20190904020541.6xt Text Document
Projects NonRenewinput_Testd1_20190904020541 st Text Document
R2
Documentati
Nonrenew

JO1_JEFFERY_,
scenarios

| 0865HREWSB

| 134 AVON_E»

| 208_DOVER_E

1 319MASHPEE

| JO1_JEFFERY_.

I MO4MUNICIF o <

| [AnFies ¢ ~

File name: ut_exampleD] 541,64
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6. Once you select the file you want to upload click Open and then click Upload

Upload Files X Upload Files X

Upload To Upload To

Notes Notes

Notes Notes

o Drop files to add or Browse... @ HNonRenewlnput_example01_201%0904020541.txt

B NonRenewlnput_example01_20190904020541 .txt x

7. Your file will be processed by the RMV after 7pm and a response file will be placed in your nonrenew/response

folder.

IMPORTANT NOTES:

» Non-Renew files placed in your request folder (Mon-Fri) before 7pm will be processed the same evening and
a response file will be returned to you.

» Non-Renew files placed in your request folder (Mon-Fri) after 7pm will be processed the next business day.

» Non-Renew request files may contain records for inquires, marks and clears. There is no need to send
multiple files.

» If more than one Non-Renew file is submitted in a day only one response file will be returned.

Non-Renewal - Downloading

For users that exchange Non-Renewal files with the RMV, see below on how to download your file.

1. Loginto MOVEit™
2. Click your Home folder

o ’ « B
€ > C 8 ot
@ = Sewch hs Q v o @ o R G " (-8 °
massDOT
b =/ v

St a0 g o O s s Sad e

Folders
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3. Click the nonrenew folder and then click the response folder

F— « x|+
L o o L] o o
massDOT
Lo
V7 = P/ v
T ey T ™
0 ome Folders
- .
a
o
x &

6. Check the box for the file you would like to open and click the download icon +

o

o -0
. o o @ L] o °
massDOT
i
V9 = P/ v
et Ko 8T " -
N Folders
- .
®
s x 4

7. Anew window “Save As” will display. Save your file.

€ Sevels e
<« v 4 > ThisPC > hagank (\\datacluster\users) (P:) > RZ > Documentation > Nonrenew ~ @ SearchNonrenew »
Organize v New folder = @
& Pictures A Name Date modified Type
Projects NonRenewlnput_exampled1_20190904020541 bt Text Document
R2 NonRenewlnput_sampled1_20180904020541.bxt Text Document
Documentati NonRenewlnput_Testd1_20190904020541.bxt Text Document
T NonRenewOutput_Exampled1_20190905020541.txt Text Document

JO1_JEFFERY.,
scenarios
RECYCLER
Restore
RMV Website ¢
RMVM Potenti

sui-state pelice

Templates R
File name: | NonRenewOutput_Exampled1_20190905020341.0¢ v
Save as type: | Text Document (*:bxt) v

P Conce

8. Process the Non-renew file as you do today.

IMPORTANT NOTE: If you are currently Interface Testing with ATLAS you will log into the MOVEit™ QA environment to
upload your “test request non-renew file” and then to download your “test response non-renew file” in the ATLAS
Testing folder.
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Excise Tax QA Folder Structure Non-Renew QA Folder Structure

QA

z Z
- i Mon-Renew
[ =

Excisa Toax

ATLAS

Excise & Non-Renew QA Folder Structure

Multiple Programs, Multiple Files
i.e. Non-Renew and Excise

1 >

|
Il B

I ATLAS l [ l ALARS
Request Response Request Response
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Excise Tax Folder Structure

Production

>
U!er
M!elt

Excise Tax

Non-Renew Folder Structure

Production

@
Uitr
MoRelt

Non-Renew l

Response

.
[l

Request

Excise & Non-Renew Folder Structure

Multiple Programs, Multiple Files
i.e. Non-Renew and Excise

Production

[ >

I Mon-Renew

Reqguest

-
N

Response
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