EXAMINATION PROCEDURES

Non-Bank Automated Teller Machines

Objective:  Assess the adequacy of systems to manage the risks associated with Non-Bank automated teller machines (ATM) and Independent Sales Organization (ISO) relationships, and management’s ability to implement effective due diligence, monitoring, and reporting systems. 

1. Determine if the Financial Institution (institution) has identified any customers with Non-Bank ATM customers.
2. Determine if these customers have any Non-Bank ATM activity in subject institution’s operating accounts

a. Commissions only

b. Reimbursements only

c. Commissions and Reimbursement

If “a” then do not proceed.  If “b” or “c”, then proceed to #3.

3. Review the policies, procedures, and processes related to Non-Bank ATM accounts. Evaluate the adequacy of the policies, procedures, and processes given the institution’s Non-Bank ATM and ISO relationships and the risk they present. Assess whether the controls are adequate to reasonably protect the institution from money laundering and terrorist financing. 

4. From a review of reports and internal risk rating factors, determine whether the institution effectively identifies and monitors Non-Bank ATM accounts. 

5.  Determine whether the institution’s system for monitoring Non-Bank ATM accounts for suspicious activities, and for reporting suspicious activities, is adequate given the institution’s size, complexity, location, and types of customer relationships. 

6. Determine whether the institution sponsors network membership for ISOs.  If the institution is a sponsor, review contractual agreements with networks and the ISOs to determine whether due diligence procedures and controls are designed to ensure that ISOs are in compliance with network rules. Determine whether the institution obtains information from the ISO regarding due diligence on its sub-ISO arrangements. 

Transaction Testing 

On the basis of the institution’s risk assessment of its Non-bank ATM and ISO relationships, as well as prior examination and audit reports, select a sample of Non-bank ATM accounts. From the sample selected, perform the following examination procedures: 

1. Review customer due diligence (CDD) information. Determine whether the information adequately verifies the ISO’s identity and documents:

· Registration with the Division of Banks (for Massachusetts Non-Bank ATMs)

· Existence of contract with ISO(if applicable)

· Source of funds to fill the ATM

· Separate account

· Customer’s business proceeds

· Impact of filling ATM on cash activity

· ISO Identity

· Withdrawal from subject bank

· Other

· How customer is reimbursed for withdrawals from the Non-Bank ATM  

· How customer receives commissions

· Reconciliation of cash out of ATM and reimbursements

· Do they match

2. Review any reports used to monitor Non-Bank ATM accounts. Determine whether the flow of funds or expected activity is consistent with the CDD information. 

Determine whether a sponsored ISO uses third-party providers or servicers to load currency, maintain Non-Bank ATMs, or solicit merchant locations. If yes, review a sample of third-party service agreements for proper due diligence and control procedures.
