Exhibit D: PHD Matching & Data Flow
D1: All files except APCD (including MassHealth) and Case Mix

Updated 08/20/2020

Agency / DPH Bureau Data
Environment

PHD Processing
Environment
(Only SAP has access)

CHIA Data

Environment
[For datasets external to CHIA only. Please see Exhibit D2 for details on APCD
(including MassHealth) and Case Mix]

PHD Analytic Environment
(SAP & PHD approved analysts have access)

(ﬂgency/ DPH Bureau sends raw dem

SAP receives the Subset file

\ (Data Source) to SAP via secure exchange
mechanism /

The potential matching variables are:
First Name, Last Name, DOB, SSN, Sex, and Zip
Code

\ 4

(identifiers needed for

matching and analytic
variables needed for
analysis)
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SAP processes subset
(Cleans, recodes, and assigns
a DPH Random ID Number
(RID) and partitions subset

DPH Analytic
File = analytic
variables + RID

\ 4

secure encrypted
environment until CHIA
Matched File is Received

Stores DPH Analytic File in

CHIA Matched
File = CHIA
Surrogate ID + RID
+ Match Level
*See note for
records that do
not match

A\ 4

e DPH receives the
CHIA Matched File

e Uses the RID to match
records in the CHIA
Matched File and DPH
Analytic File.

e The resulting
relationship is a one
CHIA Surrogate ID to
many RIDs.

e After matching the
records, the RIDs are
dropped.

Note: processing
happens in SAS. Final
DPH Matching File is
converted from a SAS

dataset to a text file

DPH Matching
File = Identifier
variables + RID
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before running through
File Secure

Runs DPH Matching File through

File Secure software to hash

(encrypt) the records (resultant

file = Hashed DPH Matching File)
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Hashed DPH
Matching
File =
Hashed
Identifier
variables + RID

Hashed DPH
Matching File is
deleted from SAP
environment

Hashed DPH e Receives and matches the
Matching Hashed DPH Matching File to
File = the hashed APCD identifiers.
Hashed e Every record matched is
Identifier assigned a project specific CHIA
variables + RID Surrogate ID*

\ 4
A\ 4

CHIA Matched
File = CHIA
Surrogate ID +
RID + Match

Level

A copy of unduplicated
CHIA Surrogate IDs is kept
in a secure location to be

used in future linkages.

\ 4

Sends copy of Hashed DPH
Matching File to CHIA via
secure mechanism

PHD Analytic
File = CHIA
Surrogate ID
+ analytic
variables

A\ 4

A

Notifies DPH that link is

complete & sends CHIA

Matched File to DPH via
secure mechanism

A

Sends PHD Analytic

A

Hashed DPH
Matching File is
deleted from CHIA
environment

File to PHD
Environment

Notes:

*For unmatched records:

- CHIA Assigns a dummy CHIA Surrogate ID of “999”

- DPH analyzes linkage stats and then drops them. These records do not appear on the
analytic files.

Permanent
Final File Structure
(Illustrative Example)

Each corresponding PHD Analytic
File is stored in separate folders:

CHIA Surrogate
ID 1234 + Vitals
analytic data

CHIA Surrogate
ID 1234 + PMP
analytic data

CHIA Surrogate
ID 1234 + DTA
analytic data

CHIA Surrogate
ID 1234 + Cancer
analytic data
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