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Benefits

•Self-Service Portals
•Self service reduces errors, handoffs and rework

•Easy to submit electronic information 
•More visibility to whole process 

Ease of Use

•Reminders for items that are due
•Notification that submission has occurred
•Instant status updates when forms are processed
•Form validation occurs on interactive form entry
•Interactive forms can have help tips

Continuous Feedback

•24/7
•List all PERAC Memos

Access

•Secure communication with PERAC
•Access to users based on roles (Admin, staff, Board member, Board chair)

Security
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Overview

BOARD DIRECTOR/ADMIN

BOARD MEMBER MEDICAL VENDOR

FINANCIAL VENDOR

PERAC
COMPLIANCE

PERAC
DISABILITY

PERAC FRAUD

PERAC MAILINGS

PERAC EXECS
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Board Portal

§ Secure online location for 
Retirement Boards:
• Submit forms for 

Compliance and Disability

• Review status of all forms 
and requests

• Receive reminders for due 
items

• Access PERAC Memos
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PERAC Portal

§ Secure online location for PERAC:

• Review all Compliance 
and Disability forms

• Respond to forms
and requests

• Schedule Disability 
medical appointments

• Receive cash books 
and fund information
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Medical Vendor Portal

§ Secure online location for 
Medical Vendors:

• Submit forms for Medical 
Panel and CME

• Review status of all forms

• Access appointment 
documents
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PERAC Helpdesk

§ 617-591-8983

§ 617-666-4446 ext.983
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§ Browsers supported
• Internet Explorer - versions 

10 and 11

• Chrome

• Firefox - most recent version

• Edge

§ Browsers not supported
• Safari

• Any other browsers or 
versions not listed

§ Browser Settings
• Accept cookies

§ Security Settings
• Medium

Browser and Security
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Internet Explorer

§ Security and Privacy Settings-Medium

• Go To-Tools, Internet Options, Security tab and Privacy tab
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Internet Explorer (Continued)

§ Pop-up Blocker Settings - Allow
• The first time the PROSPER application is run, a message at the 

bottom of your screen will ask you if pop-up’s should be allowed.
o Select always Allow

• If the above does not work, 
Go To-Tools, Privacy Tab(IE11), 
Pop-up blocker, Pop-up blocker 
settings and add the site to 
the Allowed site list.
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Chrome 

§ Security and Privacy Settings

§ Go To - Settings (upper right 
three dots)

• Show advanced settings 
(bottom of page)

• Scroll down to Privacy

• Click on Content settings
o Cookies - allow local data to 

be set
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Chrome (Continued)

§ Pop-up Blocker Settings

• The first time the PROSPER application 
is run, a message at the bottom of 
your screen will ask you if pop-up’s 
should be allowed.

o Select always Allow

• If the above does not work, 
Go To-Tools, Pop-up blocker, 
Pop-up blocker settings and add 
the site to the Allowed 
site list. [*.]perac.state.com



13

Firefox 

§ Privacy Settings

§ Go to Options

• Privacy

• History
o Firefox will: ‘Use custom 

setting for history’.

o Check ‘Accept cookies 
from sites.’

o Accept third-party 
cookies: ‘Always’

o Keep Until: ‘they expire’
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Firefox (Continued) 

§ Pop-up Blocker
• The first time the 

PROSPER application is 
run, a message at the 
bottom of your screen 
will ask you if pop-up’s 
should be allowed.

o Select always Allow

§ If above does not work
• Go to Options

• Content

• Pop-ups

o Un-check ‘Block pop-up windows’.
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Q & A



16

Registration - New User

§ A new user has to have an account approved and set up 
in PROSPER.

• Application form can be found 
http://www.mass.gov/perac/education/edu-materials/get-to-
know-prosper.html AND 
http://www.mass.gov/perac/education/edu-materials/

§ User will get an email with link to PROSPER.

• Link is only valid 
for 48 hours.

http://www.mass.gov/perac/education/edu-materials/get-to-know-prosper.html
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Set Password

§ Enter User Name (email address)

§ Create password
• Min- 8 characters

• Includes at least 3 of the following 
categories:
o Uppercase A-Z

o Lowercase a-z

o Numbers 0-9

o Special Characters !@#$%^&*_+

• Cannot contain spaces, part of your first, last or account name

§ Re-enter password

§ Click submit

§ You will be prompted to update your password every 60 days.

User Name
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How To Create Strong Password

§ Bruce Schneier’s method

§ Security expert Bruce Schneier put forth a password method back in 2008 
that he still recommends today. It works like this: Take a sentence and 
turn it into a password.

§ The sentence can be anything personal and memorable for you. Take the 
words from the sentence, then abbreviate and combine them in unique 
ways to form a password. Here are four sample sentences that I put 
together.

§ WOO!TPwontSB = Woohoo! The Patriots won the Super Bowl!

§ PPupmoarT@O@tgs = Please pick up more Toasty O’s at the grocery store.

§ 1tubuupshhh…imj = I tuck button-up shirts into my jeans.

§ W?ow?imp::ohth3r = Where oh where is my pear? Oh, there.
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Security Questions

§ Select questions from 
dropdown list

• First and Second question 
must be different

§ Answers must have a 
minimum of two (2) 
characters

• First and Second answers 
must be different
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Future Log In 

§ URL: Prosper.perac.state.ma.us
can be found on the PERAC Home Page

§ Enter User Name 
and Password

§ Select Sign In button
User Name
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Answer Security Questions

§ Enter answer to the security question shown

• Accessing from a new machine will prompt a security question

• More than one user on a machine will prompt a security 
question
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Session Time Out

§ After 20 min of no activity the 
application will display a 
time out message.

§ Select ‘Extend’ to continue use.

§ Select ‘End’ to close the session.

§ If neither is selected after 
30 seconds, you will be logged 
out and a message will display

This number will 
count down from 30
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Locked Out For Failed Attempts

§ 5 failed attempts before lock out.

§ Contact PERAC IT to unlock

§ 617-591-8983

User Name
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Forgot Password

User Name
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Forgot Password (Continued)

User Name
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Sign Out
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When a Person Is Involved In More Than 
One Board
§ Member of multiple boards. Log in, then choose 

from a list of boards.
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Q & A
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Compliance

§ Home Page
• Tasks

• Notifications

§ Compliance
• Board Members 

• Vendors 

• Vendor Procurement

• Education
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Board Home Page 
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Board Home Page Memos 



32

Board Home Page Tabs 
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Board Home Page Tasks

Tasks are items that need some action to be taken.  
Selecting a specific task will bring you to that task.



34

Board Member Tasks

Tasks will contain detailed information on form and 
the action that needs to be taken.
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Task Completion

A Complete banner will appear once the form 
has been successfully signed and submitted.
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Tasks Updated

Task disappear from the list once completed. 
This list changes from 3 to 2 remaining tasks.
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Notifications

Notifications are items that are primarily informational. Notifications show 
for 30 days only. Selecting a notification will display the full notification.
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Notifications (Continued)

Selecting a notification will display the full notification.
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Q & A
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Compliance Tab
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Vendor Procurement
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Vendor Procurement (Continued)
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Vendor Procurement (Continued)
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Vendor Status
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Vendor Procurement
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Vendor Procurement (Continued)
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Vendor Procurement (Continued)
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Under Review

More than one document can be attached
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Under Review (Continued)
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Q & A
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Retirement Board Change Form



52

Board Member Status



53

Board Member Page
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Board Member Page (Continued)
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Board Member Page (Continued)
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Q & A
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Education - Registration
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Education Registration (Continued)
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Education Registration (Continued)
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Education Updates
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Education Updates (Continued)
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Education Certificates
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Education Affidavit



64

Education
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Education (Continued)
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Q & A
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Eligibility Certification - Notification
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Member Signature
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Complete
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Term Pledge Notification
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Term Pledge Acknowledge
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Compliance - SFI

§ No changes to the current process

§ Once PERAC receives and reviews SFI you will 
receive a notification.
• SFI information is not recorded in PROSPER, 

just that the form was received and reviewed.


