Sample Confidentiality Policy

The following has been adapted from The Equal Justice USA VOCA Toolkit. This template is provided as a general sample and should be adapted, edited, and updated to meet the specific policies, procedures, and practices of your organization. 
	Subject: Confidentiality Policy for Employees, Volunteers and Board Members

	Policy Number:

	Effective Date: 


1. Purpose
In this section the agency should explain the purpose of this document, such as to create a policy and procedure to ensure the safety and confidentiality of personal information.  

2. Policy
In this section, the agency should state’s its policy regarding confidentiality. For example, to ensure that personal and financial information is kept confidential both during and after employment or volunteer service. Staff and volunteers, including board members, are expected to return materials containing confidential information at the time of separation from employment or expiration of service. Unauthorized disclosure of confidential or privileged information is a serious violation of this policy and will subject the person(s) who made the unauthorized disclosure to appropriate discipline, including removal/dismissal.
3. Definitions
In this section, the agency may wish to provide definitions of relevant terms such as “disclosure”, or “confidential material”. 
4. Procedures
The agency should explain the steps it will take to implement this policy. This procedure can include the following:
· An explanation of the steps the agency will take to ensure that written information is kept confidential, such as locking filing cabinets, shredding documents and wed-base privacy measures.

· An explanation of the steps the agency will take to ensure that individuals do not overhead any discussion of confidential information, such as using white noise machines or providing private space for consultation. 
· An explanation of the procedure for obtaining releases of information. 

· An explanation of exceptions to this policy, such as those required by mandated reporters, and the steps a staff member will take if confidential information must be disclosed for any reason. 

·    An explanation of the steps the agency will take in the event of the unauthorized disclosure of confidential information, including disciplinary action such as removal/dismissal. 
· An explanation of how the agency will disseminate the information in this policy, such including it in new hire onboarding, posting it on the agency’s website, or posting it in a public space. 

5. Training
The agency should describe its procedure to provide periodic training for agency employees in the agency’s confidentiality policy and procedure and distribute a copy of this plan to all staff members. 

I hereby certify that I have read, understand and agree to the Organization’s policies as described in this statement, with respect to confidential information. 
______________________________________________________________

Signature





_____________________

Date
______________________

This sample policy has been adapted from “Apply for VOCA Funding: A Toolkit for Organizations Working with Crime Survivors in Communities of Color and Other Underserved Communities” by Equal Justice USA, https://ejusa.org/updated-voca-toolkit-now-available/.
