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Legal Update

Commonwealth v. Snow
January 11, 2021
Search warrants for cell phones must contain temporal limits to meet particularity requirement.

Commonwealth v. Snow
SJC-12938
Relevant Facts:

On December 5, 2015 the victim was shot several times on a street in Boston and died.  The shooter was seen fleeing in a car driven by another person.   After receiving a tip, officers found the defendant in the driver’s seat of a car parked on a dead-end street.  There were two other men in the car.  The front passenger fit the description of the shooter.  All occupants were ordered out of the car.  The defendant was talking on his cell phone as he exited the car.  Officers seized the defendant’s phone.  

At booking the defendant told officers that the car was rented to his girlfriend and asked repeatedly how she could get it back. Police interviewed the girlfriend the next day.  She admitted that she rented the car and told police that the defendant called her to let her know he was being arrested.  
On February 23, 2016 police obtained a search warrant for the defendant’s phone.  The detective requested permission to search the phone unfettered by date restriction because it was unknown when the weapon was acquired and when any related conspiracy may have been formed.

Issues:  


Was there a nexus between the crime and the cell phone to be searched?

Was the search warrant particular enough to limit the scope of the search?

Short Answers:

Yes.  The search warrant established a nexus between the crime and the cell phone.

No.  A search warrant for a phone must set forth time restrictions of the content to be searched to properly limit the scope of the search. 

Discussion

Nexus

To establish a nexus between a cell phone and a crime there must be more than an allegation of a joint venture crime and a belief that co-venturers often use cell phones to communicate. The court also stated, “even though using a cell phone while fleeing the scene of a crime may lend support to an inference that the communication is about the crime, using a cell phone just prior to or during an arrest, in and of itself, does not.”  Using a cell phone when one is about to be detained will not, without more, be enough to provide a nexus between the phone and the crime. 
In this case, in addition to the call the defendant made soon after the shooting to the person who rented the getaway car, there was evidence supporting a reasonable inference that the crime was pre-planned and there were records of threatening cell phone communications between the shooter and the victim.  This was enough to establish a nexus between the crime and the phone. 

Particularity of the warrant

A search warrant must describe with particularity the places to be searched and the items to be seized.  With respect to cell phones, the warrant must be specific as to the electronic files to be searched and must contain some time restriction.    

Based upon the facts of this case, including the reasonable inference that the crime was planned in advance, there was a substantial basis for officers to search any part of the cell phone that contain communications.   

“[T]o be sufficiently particular, a warrant for a cell phone search presumptively must contain some temporal limit.”  The court indicated that the privacy interests at stake in a search of a cell phone are great, so a search warrant should err on the side of a narrow time frame.  Officers have the option of requesting a second, broader search warrant if information is learned during the execution of the first warrant that provides probable cause for a further search.

The court did not give any specific guidance on what time restrictions would be appropriate when seeking a search warrant for a cell phone because the facts of each case are different. The affidavit here contained information that the shooter and the victim had a dispute in the days leading up to the murder and that the car was borrowed earlier in the day.  The Court found that a search from years, months or even weeks before the crime would be unreasonable based upon those facts.   
The court determined that the appropriate remedy in this case is partial suppression and remanded the case to the Superior Court for further proceedings.
For specific guidance on the application of these cases or any law, please consult your supervisor or your department’s legal advisor or prosecutor. 


