
 
 
 
 
 
 
 
 
 
 
 
 

 
New Secure Mail System (ProofPoint) 

 
New Secure Mail URL:  https://securemail.mass.gov/encrypt 
 
 
 
 
 
 
 
 

 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Secure email received (example in Gmail) 
 

 
 
 
 
 
 

https://securemail.mass.gov/encrypt


When opened, follow the instructions to open the attachment to read the message 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Download/Open the attachment – it will open in a web browser: 
 

 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
Select:  Click to read message button 

 
 
 
 



 
If you have not already registered in the new system, you will be asked to register: 
 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

The validation code will be sent via a separate email 

 

 
 
 
 

 
 
 
 
 
 
Once all the required information is entered and you click continue your message will open 

 
 



If you have already registered in the new Secure Mail System and have received a secure email, enter your name and 

password when prompted, to login and view the message 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Read Message: 
 

 
 
Once read you can reply or reply all or logout 
 

 
 
 
 
 
 
 



 
Once you have read/replied to the message please ensure to logout 
 
Logout (top right) 

 
 
 

 
 
 
Once Logout is clicked, the below screen appears 

 
 
 

  



Creating a message from scratch via the Secure Mail Web Site 
 
Login to the URL with your email address: https://securemail.mass.gov/encrypt 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Enter your password 

 
  

https://securemail.mass.gov/encrypt


The compose message screen will automatically open 
 

 
 
 
 
 
 

 
 
 
 
 
**Please note that if you want/need a copy of the message you are sending you MUST click the send me a copy button 
 
 

 
 
 
 
 
 
 
Once you’ve composed the email and are ready to send, click on Send button 
 

 
 
 
 
 
 
 
After clicking send you can either click New Message or Logout button 

 
 

  



Registering without first receiving an email from a Commonwealth Employee 
 
 

Go to new URL:  https://securemail.mass.gov/encrypt 
 
Enter your email address and then click continue. 
 

 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
If you do not already have an account in the system, it will bring you to the registration page  
**Pick something you will easily remember for your security question – it will be used for self-service password reset** 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

https://securemail.mass.gov/encrypt


You will be prompted to register 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
The validation code will be sent via a separate email 

 

 
 

 
 
 
 
 
 
 
Once the information is entered and you hit continue you receive the following popup 
 
 
 
 
 
 
 
 
 
 

 
 



You will receive a message with a URL that will only work once and only be valid for 30 minutes - please remember to 
check your SPAM or Junk folders if you do not see the message in your inbox 

 
 
Click the link and your account will created/activated 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Click continue it will bring you to the compose message page (please see information in this document regarding 
composing/sending secure messages) 
 

 
  



Forgot Password Process 
 

Go to new URL:  https://securemail.mass.gov/encrypt 
 
Enter your email address and then click continue 
 

 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Click Continue and click Forgot Password on the next screen 
 
 

 
 
  

https://securemail.mass.gov/encrypt


You will be prompted to answer your security questions that you answered at registration 
 

 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 
Click Continue and you will be prompted to change your password (please note the password policy) 
**Once you’ve entered the new password twice and hit continue it will bring you to the read or compose message screen 


