
The Commonwealth of Massachusetts is implementing a new Secure Email System to replace the 

“Secure:” functionality of the Commonwealth’s Secure File and Email Delivery System (SFED). 

The new system delivers the full message to the recipient in the form of an encrypted attachment.  To 

decrypt the message the user will open the attachment and provide their credentials (an initial 

registration is required the first time using the system). 

The system is currently configured so that users with an SMTP addresses in @massmail.state.ma.us will 

not have to login to read the replies to messages sent.  Messages delivered to the Massmail 

environment are done via encrypted connections.  At the time of the writing of this documentation, all 

other domains are configured to receive encrypted attachments and users will be required to login to 

decrypt the reply messages. 

The new URL for SecureMail is:  https://securemail.state.ma.us 

Below are screen shots of the new system. 

 

Message Body 

 

  

https://securemail.state.ma.us/


Open the attachment 

 

  



First Time User’s Registration Screen 

 

Please enter the requested information – there is a dropdown list of questions to chose from. 

Registration Confirmation 

 



Opened Encrypted Message 

Note:  Users have the ability to reply/reply all to the message 

 

  



Reply to a secure message 

Please Note:  The system will automatically send a copy of the message to the sender. 

 

Please type your message in the space provided and click  when complete 

  



Composing a new secure message 

Please Note:  The system will automatically send a copy of the message to the sender. 

 
  



Composing a new secure message (cont.) 

Please Note:  Non-Commonwealth users will only be able to send to Commonwealth 

domains 

 

Please type your message in the space provided and click Secure when complete. 

  



 

Confirmation that the message was sent securely 

 

  



Sign Out confirmation Page 

 

  



Returning users needing to send a secure message using the website:  https://securemail.state.ma.us 

Login Page 

 

Please type in your email address and click  

Password Page 

 

Please type in your password and click  

  

https://securemail.state.ma.us/


Password Reset Screen 

Please Note:  The Question will be whichever question you chose during registration. 

 

Please type in the answer you provided during your registration and click  

 

  



Forgot Answer to Security Question 

Please click on Forgot your answer? 

 

 



You will receive an mail with the subject: SecureMail Password Reset 

 

 

You will be requested to set up your account again. 

 

  



 

Terms Of Use 

 

 


