HSEEP Exercise and Evaluation Guide: Public Safety and Security Response—EDS Security


	Public Safety and Security Response—EDS Security

	Exercise Evaluation Guide for a Discussion Based Tabletop Exercise (TTX)


	Capability Description: Public Safety and Security Response is the capability to reduce the impact and consequences of an incident or major event by securing the affected area, including crime/incident scene preservation issues as appropriate, safely diverting the public from hazards, providing security support to other response operations and properties, and sustaining operations from response through recovery. Public Safety and Security Response requires coordination among officials from law enforcement (LE), fire, and emergency medical services (EMS).

	Capability Outcome: The incident scene is assessed and secured, access is controlled, security support is provided to other response operations (and related critical locations, facilities, and resources), and emergency public information is provided, while protecting first responders and mitigating any further effect to the public at risk, and any crime/incident scene preservation issues have been addressed.

	Jurisdiction or Organization: 
	Name of Exercise: 

	Location: 
	Date: 

	Evaluator: 
	Evaluator Contact Info: 

	Note to Exercise Evaluators: Only review those activities listed below to which you have been assigned.


	Activity 1: Activate Safety and Security Plan

	Activity Description: Upon notification, mobilize and deploy to begin operations. 

	Tasks Observed (check those that were observed and provide comments)
Note: Asterisks (*) denote Performance Measures and Performance Indicators associated with a task. Please record the observed indicator for each measure 

	 
	Task /Observation Keys
	Task Completion 

	1.1

	Plan to provide and support 24/7 security coverage is in place.
	Task Completed?

     Fully [     ]     Partially [    ]     Not [     ]     N/A [     ]     

	1.2

	Process is in place to activate security staff, both professional and volunteer.
	Task Completed?

     Fully [     ]     Partially [    ]     Not [     ]     N/A [     ]     

	1.34
	Procedure is in place to determine the size and scope of the security requirements for each Emergency Dispensing Site (EDS).
	Task Completed?

     Fully [     ]     Partially [    ]     Not [     ]     N/A [     ]     

	1.4
	Procedure is in place to determine if specialized response units are necessary, based on the event scenario.

-Canine Unit, Bomb Squad, Tactical Unit, Traffic Unit, etc.
	Task Completed?

     Fully [     ]     Partially [    ]     Not [     ]     N/A [     ]     

	1.5
	Security coordinator(s) has been trained (as well as the back-up) on Strategic National Stockpile (SNS) security requirements.
	Task Completed?

     Fully [     ]     Partially [    ]     Not [     ]     N/A [     ]     

	1.6
(Res.B3d 3.1.1)
	Identify personnel needed to maintain security support and response. 

- Coordination with all responding LE agencies
- Resources identified based on specific needs
- Personnel identified and contacted in a timely manner
	Task Completed?

     Fully [     ]     Partially [    ]     Not [     ]     N/A [     ]     

	1.7
	Existing memoranda of agreement (MOA) with security agency(s) has been signed and reviewed within the past calendar year.
	Task Completed?

     Fully [     ]     Partially [    ]     Not [     ]     N/A [     ]     


	Activity 2: Resource Security

	Activity Description: Identify the need for and establish plan to secure resources, including personnel, pharmaceutical and medical supplies. 

	Tasks Observed (check those that were observed and provide comments)
Note: Asterisks (*) denote Performance Measures and Performance Indicators associated with a task. Please record the observed indicator for each measure 

	 
	Task /Observation Keys
	Task Completion 

	2.1

	Security plans for transportation of SNS materials and personnel have been developed.
	Task Completed?

     Fully [     ]     Partially [    ]     Not [     ]     N/A [     ]     

	2.2

	Escort plans for transport of materials from dispensing sites to other sites that may need material have been developed.
	Task Completed?

     Fully [     ]     Partially [    ]     Not [     ]     N/A [     ]     

	2.3

	Plans for the escort of personnel to and from sites venues have been developed.

-Use of public transportation, school buses, official vehicles, etc.
	Task Completed?

     Fully [     ]     Partially [    ]     Not [     ]     N/A [     ]     


	Activity 3: Control Traffic, Crowd, and Scene

	Activity Description: Direct/redirect traffic and pedestrians out of the affected area(s). Assess, coordinate, and establish force protection and perimeter zones, maintain a visible and effective security presence to deter criminal conduct and maintain law and order. 

	Tasks Observed (check those that were observed and provide comments)
Note: Asterisks (*) denote Performance Measures and Performance Indicators associated with a task. Please record the observed indicator for each measure 

	 
	Task /Observation Keys
	Task Completion 

	3.1
	Safety and Security plan is in place.

-Includes Traffic Control, Site Security (both inside and outside), Crowd Control, Site Evacuation, Security Breech Response, etc.
	Task Completed?

     Fully [     ]     Partially [    ]     Not [     ]     N/A [     ]     

	3.2
	Procedure in place to conduct Site Vulnerability Assessment.
	Task Completed?

     Fully [     ]     Partially [    ]     Not [     ]     N/A [     ]     

	3.3
	Plan to credential (via valid ID) all response staff is in place.
-Licensed professionals present a copy of professional licensure at EDS
	Task Completed?

     Fully [     ]     Partially [    ]     Not [     ]     N/A [     ]     

	3.4
	Behavioral Health concerns (i.e. stress related adverse reaction) are addressed in safety and security plans.

-Appropriate staff are trained to identify behavioral health concerns
	Task Completed?

     Fully [     ]     Partially [    ]     Not [     ]     N/A [     ]     

	3.5
	Procedure is in place to determine additional on-site needs.

-Physical barriers, extra lighting, staging area space, communications equipment, etc.
	Task Completed?

     Fully [     ]     Partially [    ]     Not [     ]     N/A [     ]     

	3.6
	Staff has been briefed/trained on the appropriate Rules of Engagement for use of force.
	Task Completed?

     Fully [     ]     Partially [    ]     Not [     ]     N/A [     ]     

	3.7
	Plan includes process to identify emergency egress, evacuation route.
	Task Completed?

     Fully [     ]     Partially [    ]     Not [     ]     N/A [     ]     


	Activity 4: Demobilize Safety and Security Response Operations

	Activity Description: Return to normal operations. 

	Tasks Observed (check those that were observed and provide comments)
Note: Asterisks (*) denote Performance Measures and Performance Indicators associated with a task. Please record the observed indicator for each measure 

	 
	Task /Observation Keys
	Task Completion 

	4.1
(Res.B3d 10.2.2)
	Participate in incident debriefing.

- Issues and accomplishments of mission documented
- Plan described to personnel to return to prior readiness state
- General Incident Stress Management (GISM) strategies discussed
	Task Completed?

     Fully [     ]     Partially [    ]     Not [     ]     N/A [     ]     

	4.2
(Res.B3d 10.1.4)
	Identify staff needs dependent upon their level of involvement and/or hours committed to the incident.

- Critical Incident Stress Management (CISM) services provided to those responders identified in the debriefings, or subsequent to the debriefings
- Additional time-off identified for responders and their families in the event that they are directly affected by the incident
	Task Completed?

     Fully [     ]     Partially [    ]     Not [     ]     N/A [     ]     

	4.3
(Res.B3d 10.5)
	Reconstitute personnel and equipment.

- Equipment is retrieved
- Equipment is inventoried and losses are documented
	Task Completed?

     Fully [     ]     Partially [    ]     Not [     ]     N/A [     ]     



Evaluator Observations

	Record your key observations using the structure provided below.  Please provide as much detail as possible, including references to specific Activities and/or Tasks. Document your observations with reference to plans, procedures, exercise logs, and other resources. Describe and analyze what you observed and, if applicable, make specific recommendations. Please be thorough, clear, and comprehensive, as these sections will feed directly into the drafting of the After-Action Report (AAR). Complete on separate pages if necessary.


	Strengths
1. Observation Title:
Related Activity:
Record for Lesson Learned? (Check the box that applies) Yes ___ No ___ 

1) Analysis: (Include a discussion of what happened. When? Where? How? Who was involved? Also describe the root cause of the observation, including contributing factors and what led to the strength. Finally, if applicable, describe the positive consequences of the actions observed.) 

 

2) References: (Include references to plans, policies, and procedures relevant to the observation) 

 

3) Recommendation: (Even though you have identified this issue as a strength, please identify any recommendations you may have for enhancing performance further, or for how this strength may be institutionalized or shared with others.) 

 

2. Observation Title:
Related Activity:
Record for Lesson Learned? (Check the box that applies) Yes ___ No ___ 

1) Analysis:
 

2) References:
 

3) Recommendation: 
 

3. Observation Title:
Related Activity:
Record for Lesson Learned? (Check the box that applies) Yes ___ No ___ 

1) Analysis:
 

2) References:
 

3) Recommendation: 
 

Areas for Improvement
1. Observation Title:
Related Activity:
Record for Lesson Learned? (Check the box that applies) Yes ___ No ___ 

1) Analysis: (Include a discussion of what happened. When? Where? How? Who was involved? Also describe the root cause of the observation, including contributing factors and what led to the strength. Finally, if applicable, describe the negative consequences of the actions observed.)

 

2) References: (Include references to plans, policies, and procedures relevant to the observation)

 

3) Recommendation: (Write a recommendation to address the root cause. Relate your recommendations to needed changes in plans, procedures, equipment, training, mutual aid support, management and leadership support.)

 

2. Observation Title:
Related Activity:
Record for Lesson Learned? (Check the box that applies) Yes ___ No ___ 

1) Analysis:
 

2) References:
 

3) Recommendation: 
 

3. Observation Title:
Related Activity:
Record for Lesson Learned? (Check the box that applies) Yes ___ No ___ 

1) Analysis:
 

2) References:
 

3) Recommendation: 
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