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COMMONWEALTH OF MASSACHUSETTS  

DEPARTMENT OF MENTAL RETARDATION  

ENHANCED SECURITY  -  INDIVIDUAL TO SECURITY GROUP RELATIONSHIP  

Run Date  :  06/06/2006  

Run Time  :  6:32:56 pm  

Provider: AMEGO   Security Group: NULL  

Provider:  AMEGO  

Security Group:  1 MAIN ST, BOSTON, MA  

No Individuals are associated to this security group  

Security Group: 10 SPRING ST, DEDHAM, MA  

Area Office   Race   GENDER   DOB   SSN   Name  

DEMERS, CONSUMER   XXX - XX - 9999   Female   Merrimack Valley   01/01/1970  

Total Number of Individuals:  1  

Security Group: 3 CANAL ST, WALTHAM, MA  

No Individuals are associated to this security group  

Security Group: 5 SPRING ST, DEDHAM, MA  

No Individuals are associated to this security group  

Security Group: None Assigned  

Area Office   Race   GENDER   DOB   SSN   Name  

ADAMS, BUGGIE   XXX - XX - 2222   Male   CAUCASIAN  Middlesex West   11/20/1979  

CLAUS, SANTA   XXX - XX - 9999   Male   UNKNOWN  Merrimack Valley   12/25/1920  

CORMIER, MARY   XXX - XX - 7547   Male   Metro North   04/04/1980  

DOHERTY, CONSUMER   XXX - XX - 9999   Female   Metro North   01/01/1970  

GAMACHE, TEST   XXX - XX - 9999   Male   REFUSES/CHOOSES NOT TO  SELF - ID  Cape Cod & Islands   06/23/1954  

MACBRIDGE, BRIGITTA   XXX - XX - 3333   Female   ASIAN/PACIFIC ISLANDER  Merrimack Valley   05/12/1971  

RISKPLAN, CONSUMER   XXX - XX - 9999   Male   CAUCASIAN  Merrimack Valley   02/02/1960  

Total Number of Individuals:  7  
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Reports | Alerts | Misc | IM Utilities | DPPC
Pending Alerts
Tools > Alerts > Pending Alerts > Pending Alerts

Alert Search Criteria
Subject: [ =l Recipient User: []

Reset | search

Your search found multiple matches. Please select the desired Alert.
Select Date of Alert Subject Alert Message

Alert
Enhanced Security Groups Needed: New HCSIS User is created:
Name: TOAST, AJ; VG User ID: TESTUSER2; Date:06/12/2006;

New User created - Security Groups
T |06/12/2006 | jationship needed

Time:03:08:24 PM
Existing User Reconfigured - Enhanced Security Groups Needed: HCSIS User reconfigured:
™ |06/12/2006 |Security Groups Relationship review|Name: HCSISFIVE, FRANK; VG User ID: FHCSISFIVE;
required Date:06/12/2006; Time:03:07:18 PM

Delete

User ID: ehcsiseleven
©2005 Commonwealth of Massachusetts. Monday, June 12, 2006 3:59 PM Your session will end sometime after 5:50 PM
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Chapter 1: Overview 
Home and Community Services Information System (HCSIS) is part of the Department of Developmental Services Information System (DDSIS) used by the DDS Staff and Private and State Operated Providers to help monitor the health and safety of the individuals served.  HCSIS is a web-based information system that includes: User Administration, Incident Management, Medication Occurrence Reporting, Restraint Reporting, Death Reporting, Investigations, Health Care Record, and National Core Indicators.
Purpose

This document is intended for the HCSIS Provider Administrator of Enhanced Security to use as an on-the-job reference to perform the Enhanced Security tasks in HCSIS.  This document contains step-by-step instructions for establishing and/ or modifying custom security groups and site security groups in HCSIS.  This document also contains instructions for accessing Enhanced Security Reports appropriate for the Provider Administrator of Enhanced Security.
Organization of User Guide
Each chapter of this User Guide is organized as follows:

· Course map - highlights the position within the user guide
· Learning objectives - describes what you will be able to do after completing the chapter

· Steps and Actions - shows what to do to accomplish the learning objectives

Background

Currently in HCSIS, a provider’s scope (whose records its staff can see) is defined as provider-wide, so a staff person in one residence, for instance, can see the incident records for any individual the provider serves, regardless of where in that provider’s programs that person is served.  For smaller providers this may be fine but for larger organizations with multiple programs and many staff, there may be need for further limitations on access.
The Enhanced Security option will allow the provider to associate individual consumers to particular programs or locations and to also associate staff to those same programs and locations, effectively limiting the scope for those staff.  While this will require additional administrative construction and monitoring by the provider, it will also allow providers to give staff access to individuals they serve and limit access to individuals they do not serve.
Applying Enhanced Security is done through the Administration Module.  It allows providers to associate individuals and users to a security group— if the provider administers enhanced security.

Setting up Enhanced Security (ES) is a four step process:

1. Manage and create Custom Security Groups. 
2. Second, build relationships between security groups and individuals 
3. Third, build relationships between security groups and users and
4. Lastly, manage and maintain security group assignments.
Security is defined by the following:
· Who the user can see

· Individual Relationships to Provider
· Individual Relationships to Service Coordinator
· Individual affiliation to Region and Area 

· What the user can do 

· Roles assigned in HCSIS determine what a user can do in the system; that is, what screens the user has access to and whether data can be viewed, entered and/or saved.
Enhanced Security adds a new layer to current HCSIS security and it is applied through the User ID. and not based on role.  Enhanced Security applies to Incident Management, Restraints, Medication Occurrences, Health Care Record and Death Reporting.  For these applicable modules enabling Enhanced Security will filter search results, filter results in all reports, and filter alerts.  Filters are based on the following rules:

· Users with one or more security groups will have access to only individuals assigned to the same security group.  

· Users with no security groups will not have any access to individuals, unless you assign them “All Individuals” access.  

It is the Provider’s choice to use Enhanced Security.  If the provider does not choose to use Enhanced Security, the system will follow the existing security model by checking the user’s organization and the individual’s provider relationships to determine if the user is part of an organization that is providing services to the individual.  According to this model, all users have access to all individuals.  If the provider chooses to use Enhanced Security, the system will check the existing security model and if a valid provider relationship exists, it will also check the individual’s security group(s) before giving the user access to see information about the individual.

Thus, Enhanced Security will limit access by giving provider organizations the ability to limit a user’s access to an individual based on the individual’s and user’s security groups.  If a provider chooses to use Enhanced Security, the provider will need to associate: individuals to a security group(s) and users to a security group(s). 
Providers Benefit Using Only Security Groups

Even if providers do not apply Enhanced Security, they can still benefit from some of its options.  For instance, creating Custom Security Groups allows the provider to name a service, like Transportation, and this service will appear as a choice in drop-down lists in the Responsible Site in the Incident Report.  In addition, providers will control the activation and deactivation of their sites.  For example, if the provider no longer provides services at a particular address by choosing a Status of “Inactive”, the site is marked deactivated.  The first three chapters of the user guide pertain to managing the sites, and to creating the Custom Security Groups  

Screens in Enhanced Security
The Enhanced Security module is made up of seven screens.  Some of the screens are only accessible to the DSS Help Desk while the others will be used by the HCSIS Provider Administrator of Enhanced Security to assign users and individuals to security groups and to maintain these relationships within their organization.

	Site/Security Group Management
	Enhanced Security Management

	1. Manage Sites
	1. Individual to Security Group

	2. Manage Security Groups
	2. Security Group to Individual

	
	3. User to Security Group

	
	4. Security Group to User

	
	5. Enhanced Security Settings


Process Flow

This high level Process Flow outlines the steps the Provider Administrator of Enhanced Security follows in applying Enhanced Security in HCSIS.  The steps of the process will be explained in detail in the following pages of the User Guide.
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Help Desk | User Administration | Site/Security Group Management | Enhanced Security Management
Individual to Security Group | Security Group to Individual | User to Security Group | Security Group to User | Enhanced Security Settings
Admin > Enhanced Security Management > Enhanced Security Settings > Settings

Name: AMEGO

Use Enhanced Security?

©2005 Commonvealth of Massachusatts Tuesday, June 06, 2006 6:25 PM. Your session vill and somatime after 8:25 PM





Work Plan

Below are recommended action steps to set-up Enhanced Security.
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Help Desk | User Administration | Site/Security Group Management | Enhanced Security Management
Manage Sites | Manage Security Groups.
Admin > Site/Security Group Management > Manage Security Groups > Security Groups

Provider Informa Name: AMEGO
Name Type SortOrder Affiliated to Status Updated By  Date Updated
© 1 MAIN ST, BOSTON, MA Site 1 MAIN ST, BOSTON Active  MORAN, PAT  06/06/2006
© 10 SPRING ST, DEDHAM, MA Site 10 SPRING ST, DEDHAM Active  MORAN, PAT  06/06/2006
O 3 CANAL ST, WALTHAM, MA Site 3 CANAL ST, WALTHAM Active  MORAN, PAT  06/06/2006
O 5 SPRING ST, DEDHAM, MA Site 5 SPRING ST, DEDHAM Active  MORAN, PAT  06/06/2006
(et

Security Group Information

‘Security Group Type: site

Name: = [CwAv ST, BosTON, WA

Affiated to: = 1w s7, BOSTON

Sort order —

Status: =[acive v

Comments:

Updated By: MORAN, PAT

Date Updated: 06/06/2006

Tuesday, June 06, 2006 6:22 PM
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Chapter 2: Manage Site Security Groups
Course Map 

[image: image2]
Learning Objective

At the end of this chapter, Provider Administrators of Enhanced Security will be able to deactivate site security groups, add comments and change sort order of site security groups in HCSIS.
Manage Site Security Groups
The Provider Administrator of Enhanced Security will manage their security groups.  The majority of security groups will probably be based on the site address locations that have been provided to DSS through the HCSIS implementation process.  These groups are called Site Security Groups.  DSS creates these Site Security Groups based on provider site address locations.  When new locations need to be added to the Site/ Security Group listings of the provider agency, the Provider must contact the DSS Help Desk.  Also, if a site address does not appear correctly and needs to be edited or modified, the DSS Help Desk needs to be contacted.  The DSS Help Desk will then add the site into the HCSIS system.  Three actions are available to providers for managing site security groups: Deactivating and/or Reactivating a site, adding comments and changing the sort order.
Deactivate/ Reactivate Sites 
A Site Security Group begins with a site address, a physical location, like 1 Main Street.  Providers will control the activation and deactivation of their sites.  Follow the steps below to deactivate and/ or reactivate a site.
	Step
	Action

	1.
	Login to HCSIS

	2.
	Navigate to the Enhanced Security screens using the following menu path:
Admin ( Site /Security Group Management ( Manage Security Groups ( Security Groups


The Security Groups screen appears.  The following is an example of the Security Groups screen.

[image: image3]
Follow the steps to deactivate or reactivate a site.
	Step
	Action

	3.
	Choose the site to edit by selecting the radio button to the right of the applicable site address and clicking Edit.

	4.
	From the Status drop-down menu, choose Active or Inactive.

	5.
	Comments may be added in the text box. 

	6.
	Click Save to update changes.


Why Deactivate or Reactivate a Site?
Since sites cannot be deleted, your sites will be labeled “Active” or “Inactive.”  A site is deactivated if it is no longer in use—such as a move or consolidation, for instance.  By deactivating the site, it can still be seen in reports for historical purposes.  If the site comes into use again, it can be reactivated by choosing Active.  
NOTE:

Individuals and Users must be removed before a security group can be deactivated.  See later chapters for details. 

Change Sort Order
The Sort Order allows the user to change the way the addresses appear in Enhanced Security.  Addresses will appear as follows: 10 Main St, 100 Main Street, and 20 Main Street.  For more information on this, look to next chapter. 
Summary of Steps to Manage Security Groups

	Step
	Action

	1.
	Login to HCSIS

	2.
	Navigate to the Enhanced Security screens using the following menu path:
Admin ( Site /Security Group Management ( Manage Security Groups ( Security Groups

	3.
	Choose the site to edit by selecting the radio button to the right of the applicable site address and clicking Edit.

	4.
	From the Status drop-down menu, choose Active or Inactive.

	5.
	Comments may be added in the text box and/ or Sort Order can be entered. 

	6.
	Click Save to update changes.


This page intentionally left blank

Chapter 3: Create and Manage Custom Security Groups
Course Map


[image: image4]
Learning Objective

At the end of this chapter, the Provider Administrators of Enhanced Security will be able to create Custom Security Groups.
Create Custom Security Groups
In some circumstances, a provider may need to create custom security groups.  These custom groups are used for such services as follows: family support, individual supports, transportation, etc.  The groups mentioned often have no fixed address—such as 1 Main Street, for instance.  Therefore, the groups should be associated to the corporate address.  Custom Security Groups are created so that an individual and users can then be connected to this custom group for security purposes. 
Providers Benefit Using Only Security Groups

Even if providers do not apply Enhanced Security, they can still benefit from some of its options.  For instance, creating Custom Security Groups allows the provider to name a service that was responsible at the time of an incident.  This service will appear as a choice in drop-down lists in the Responsible Site in the Incident Report.  (See the Impact of Creating Custom Security Groups for more details.)

To navigate to Security groups follow the actions below:

	Step
	Action

	1.
	Login to HCSIS

	2.
	Navigate to the Enhanced Security screens using the following menu path:
Admin ( Site /Security Group Management ( Manage Security Groups ( Security Groups


The following is an example of the header of the Security Groups screen.
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Help Desk | User Administration | Site/Security Group Management | Enhanced Security Management

Manage Sites | Manage Security Groups

sdmin > Site/Security Group Management > Manage Security Groups > Security Groups

Provider Information Name: BERKSHIRE COUNTY ARC

Name
€ 123 WEALTHY AV, PITTSFIELD, MA
€ 150 LAUREL ST, LEE, MA

€ 1531 W. ST, PITTSFIELD, MA

€ 160 PT GROVE, SOUTHWICK, MA

€ 165 STODDARD, PITTSFIELD, MA

Type Sort Order Affiliated to

site
site
site
site
Site

123 WEALTHY AV, PITTSFIELD
150 LAUREL ST, LEE

1531 W. ST, PITTSFIELD

160 PT GROVE, SOUTHWICK
165 STODDARD, PITTSFIELD

StatusUpdated By
Active
Active
Active
Active
Active

Date Updated
05/19/2006
05/19/2006
05/19/2006
05/19/2006
05/19/2006




NOTE:

By choosing to add security groups, the user is creating Custom Security Groups.  The following is an example of creating a group for Family Support.
	Step
	Action

	3.
	Select Add

	4.
	Name* the Custom Security Group (Family Support 1, Family Support 2)  

	5.
	Choose the corporate address in the Affiliated to drop-down list 

	6.
	If desired, type a numerical amount in the Sort Order

	7.
	Choose Active or Inactive in the drop-down list

	8.
	Click Save


*Important: Consider carefully when naming a Custom Security Group because it will appear in the drop-down for the Responsible Site field for incidents. If it is selected when creating an incident and later changed, the name will appear as changed in the incident report. 

This is a continuation of the Security Groups screen.  

[image: image6.png]b 9 ROBERT ST, PITTSHIELD, MA =lite 9 ROBERT ST, PITTSFIELD Active U>5/15/2006

€ 979 DALTON AV, PITTSFIELD, MA  Site 979 DALTON AV, PITTSFIELD Active 05/19/2006
€ 25A W. ST SUITE 200, LENOX, MA  Site  1.25 25A W. ST SUITE 200, LENOX Active HCSISFOUR, EDWARD 06/12/2006
€ BOB'S SECURITY GROUP Custom 1.20 258 W. ST, LENOX Inactive HCSISFOUR, EDWARD 06/12/2006
@ FAMILY SUPPORT Custom 1.26 500 HARRISON AVE, BOSTON Inactive HCSISFOUR, EDWARD 07/17/2006

[Rdd] edic

Security Group Information

Security Group Type: Custom
Name: = [FAMILY SUPPORT
Affiliated to: [500 HARRISON AVE, BOSTON =]
Sort Orde 125
= [Tnactive =]

[COMMENTS ABOUT THIS SECURITY GROUP HERE

Updated By: HCSISFOUR, EDWARD
Date Updated: 07/17/2006

_Reset | _save




Sort Order

Sort Order is useful to display a group together.  See the example above.  Two inactive Custom security Groups are arranged in ascending order. 

Status

A Custom Security Group’s status should be changed to Inactive and thereby, deactivated, if it is no longer in use.  For example, if no individuals currently belong to a group, the group may be deactivated.  By deactivating the group, it can still be seen in reports for historical purposes.  If the group comes into use again, it can be reactivated by choosing Active.  

Comments
Comments may be used to identify the particulars of the Custom Security Groups.

Editing Custom Security Groups

To edit Custom Security Groups, you follow the steps outlined earlier.  Once, you have chosen the desired Custom Security Group to change, you select Edit, make the necessary changes and select Save.  See below in the Impact of Creating Custom Security Groups, to see the value of getting the groups correctly the first time.  

Impact of Creating Custom Security Groups

Custom Security Groups will appear in Incident Management Report in the drop-down list for Responsible Site.  Hence, the names of the Custom Security Groups should be meaningful.  To further clarify, when one adds a Custom Security Group, it will appear as a choice for the user in the Responsible Site field in Incident Management.  The following is an example of the Incident Classification Screen with the Responsible Site choice. 
Again, from the Incident Management report, Custom Security Groups will display here:

[image: image7.png]Initial Report: Incident Classification
Date the incident was discovered (MM/DD/YYYY):
Approximate time the incident was discovered (HH:MM AM/PM):

Do you know the date and/or approximate time that the incident
occurred:

Date the incident occurred (MM/DD/YYYY):
Approximate time the incident occurred (HH:MM AM/PM):

Did staff directly observe the incident?

Was supervision at the time of incident being provided as assigned?
Responsible Site:

Brmaty,Categuiyjofincident 1 MAIN ST, BOSTON, MA

Secondary Category of Incident: |10 SPRING ST, DEDHAM, MA
. inury? |5 SPRING ST, DEDHAM, MA
there an injury? I TRANSPORTATION

|3 CANAL ST, WALTHAM, MA - Inactive
FAMILY SUPPORT - Inactive
Not Applicable





Consequently, how Custom Security Groups are named need to be meaningful for the whole agency.

Meanwhile, Site Security Groups will appear in the following fields in the Incident Management module: Site Location in Incident Reports, Responsible Site in Medication Occurrence, Provider Location in Restraints and Site Location in Optionally Reportable Events.  The following are examples of the drop-down lists.  Notice how the Inactive site addresses are listed in the various modules:
Incident Management

[image: image8.png]Location Name/Description:
Address Line
Address Line
Address Line
city:

State:

|1 MAIN ST, BOSTON, MA

10 SPRING ST, DEDHAM, MA
5 SPRING ST, DEDHAM, MA

|3 CANAL ST, WALTHAM, MA - Inactive
Not Applicable





In Medication Occurrences

[image: image9.png]Medication Occurrence
AMEGO

Responsible Site Phone Number (123-456-7856): —

Staff Responsible for MOR Follow-up (First Name): * |10 SPRING ST, DEDHAM, MA

Staff Responsible for MOR Follow-up (Last Name): = |3 CanaL Sx. WALTHAN, MA - Inactive
What happened?

Date of Discovery (MM/DD/YYYY):

Time of Discovery (HH:MM AM/PM):

Date of Medication Occurrence (MM/DD/YYYY):
Time of Medication Occurrence (HH:MM AM/PM):





Restraints
[image: image10.png]Restraint Basic Information

Restraint Type:
Type of Restraint Order:

If Renewal, Restraint ID:

Date of Restraint (MM/DD/YYYY):

Time of Restraint (HH:MM AM/PM):

Date of Restraint Removal (MM/DD/YYYY):

Time of Restraint Removal (HH:MM AM/PM):

1 MAIN ST, BOSTON, MA

10 SPRING ST, DEDHAM, MA
5 SPRING ST, DEDHAM, MA
|3 CANAL ST, WALTHAM, MA - Inactive





Optionally Reportable Events
[image: image11.png]‘Optionally Reportable Event
Date (AM/DDYY: | —
Time s o S —
Site location of incident:
Location Incident Occurred (Building Identification,

LS e T ST

Person Responsible for Follow-Up (First Name): 5 SPRING ST, DEDHAM, MA
T ] |3 CANAL ST, WALTHAM, MA - Inactive





Past site addresses appear as Inactive in the list.  (This allows HCSIS to connect past incidents to where they occurred.)
Summary of Steps to Create Custom Security Groups

	Step
	Action

	1.
	Login to HCSIS

	2.
	Navigate to the Enhanced Security screens using the following menu path:
Admin ( Site /Security Group Management ( Manage Security Groups ( Security Groups

	3.
	Select Add

	4.
	Name the Custom Security Group (For example, Family Support 1, Family Support 2)

	5.
	Choose the corporate address in the Affiliated to drop-down list 

	6.
	If desired, type a numerical amount in the Sort Order and enter Comments

	7.
	Choose Active or Inactive in the drop-down list

	8.
	Click Save


This concludes this step in Enhanced Security; the Security Groups are managed and created.
This page intentionally left blank

Chapter 4: Associate Individuals to Security Groups 
Course Map

[image: image12]
Learning Objective

At the end of this chapter, Provider Administrators of Enhanced Security will be able to associate individuals to Security Groups and remove individuals from Security Groups.
Associate Individuals to a Security Group
Individuals are connected to a Security Group to limit viewing of the individual’s information: only those users who are also connected to the same group as the individual will be able to view the information.  As a reminder, examples of Security Groups are the following: 1 Main Street, Family Support and Transportation.  The chapter discusses how to build relationships between individuals and Security Groups using the individual’s information to search for the individual and linking a security group to the individual.  
NOTE:

If Enhanced Security is turned on and an individual does not have a Security Group assigned, only a user who has been given “All individuals” access will be able to see this individual in HCSIS.  Very likely, your agency will want to assign “All Individuals” access to users like the Executive Director or the Director of Nursing.
Follow the steps below to begin the process.  
	Step
	Action

	1.
	Login to HCSIS

	2.
	Navigate to the Enhanced Security screens using the following menu path:
Admin ( Enhanced Security Management ( Individual to Security Group(Individual Search

	3.
	Type in individual’s name to search

	4.
	Click Search


Search for Individual

Connecting individuals to Security Groups can be done in one of two ways: search for the individual and associate the individual to security group(s), or choose a security group and associate individuals to a group.  The latter will be shown in the next chapter. 

Please note when searching in Enhanced Security if HCSIS finds a single match, it will go straight to the page where the user can select security groups.  If there is more than one match, the user will first have to click the link for the individual or user.
The following is an example of the Individual Search Box. 
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Help Desk | User Administration | Site/Security Group Management | Enhanced Security Management
Individual to Security Group | Security Group to Individual | User to Security Group | Security Group to User | Enhanced Security Settings
admin > Enhanced Security Management > Individual to Security Group > Individual Search

Information Name: BERKSHIRE COUNTY ARC

Individual Search Criteria

Proy

Last Name: First Name: [
ssi:

o] e





After identifying the appropriate individual, the user will be given the option to select from a list of active Security Groups.  In the Security Group list, both site addresses and custom groups will appear.  In the example used, the individual is connected to one group: a site address. 

Only individuals actively served by your agency will be returned in the search results.
The following is an example of the Individual to Security Group Relationship screen:
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Help Desk | User Administration | Site/Security Group Management | Enhanced Security Management

individual to Security Group | Security Group to Individual | User to Security Group | Security Group to User | Enhanced Security Settings
\dmin > Enhanced Security Management > Individual to Security Group > Individual To Security Group Relationship

100

Search

Provider Information Name: BERKSHIRE COUNTY ARC
Individual Information Name: HARDY, ISP BSN: XXX-XX-0007 | DOB: 03/01/1977 Gender: Female |Area Office: Holyoke/Ch

¥ 123 WEALTHY AV, PITTSFIELD, MA
™ 150 LAUREL ST, LEE, MA

71531 W. ST, PITTSFIELD, MA

™ 160 PT GROVE, SOUTHWICK, MA





Associate Individuals to a Security Group
Follow the steps below to associate an individual to a Security Group.
	Step
	Action

	5.
	Check the Security Group(s) to associate an individual

	6.
	Click Save


The following is an example of how to save an association of an individual to a Security Group(s). 
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NOTE:

Select All is used as a shortcut if the individual needs to be associated with all the Security Groups listed.  None is used to break all of the associations created in one quick step.
Remove Individual Associations from Security Groups 

When it comes time to remove an individual from a Security Group due to moving, etc., the process is similar to associating an individual to a Security Group.  Follow the steps below to remove an Individual from a Security Group. 

	Step
	Action

	1.
	Login to HCSIS

	2.
	Navigate to the Enhanced Security screens using the following menu path:
Admin ( Enhanced Security Management ( Individual to Security Group(Individual Search

	3.
	Type in individual’s name to search

	4.
	Click Search


Search for Individual

The following is an example of the Individual Search Box.  
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After identifying the appropriate individual, the user will be given the option to select from a list of active Security Groups.  In the Security Group list, both site addresses and custom groups will appear.  In the example used, the individual is connected to one group: the Custom Security Group Family Support. 
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Remove Individual Associations from Security Groups 

Follow the steps below to remove an association of an individual to a Security Group.  Since individuals must be removed before a security group can be deactivated, follow the steps below to do so.

	Step
	Action

	5.
	Uncheck the Security Group(s) to remove the association

	6.
	Click Save


The following is an example of how to save the changes. 
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NOTE:

Now, the individual is removed from a Security Group.  The individual may have no Security Group association.  If this is desired outcome, the task is complete.  Individual to Security Group Reports can help the Provider of Enhanced Security Administrator track changes made and maintain Security Groups.  
Summary of Steps to Associate (or Disassociate) individuals to Security Groups
	Step
	Action

	1.
	Login to HCSIS

	2.
	Navigate to the Enhanced Security screens using the following menu path:
Admin ( Enhanced Security Management ( Individual to Security Group(Individual Search

	3.
	Type in individual’s name to search

	4.
	Click Search

	5.
	Check the Security Group(s) to associate an individual Or Uncheck the Security Group(s) to remove the association

	6.
	Click Save


This concludes this step in the process of Enhanced Security: individuals are associated to Security Groups.  The next chapter covers an alternative method of building the Individuals to Security Group relationship.  

To make sure all individuals are placed within groups, reports should be run.  See the chapter “Provider Maintains Enhanced Security through Reports” for information. 
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Chapter 5: Associate Security Groups to Individuals
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Learning Objective

At the end of this chapter, Provider Administrators of Enhanced Security will be able to associate Security Groups to Individuals.

Associate Security Groups to Individuals
The previous chapter discussed how to build relationships between individuals and Security Groups using the individual’s information and finding a security group to associate to the individual.  This chapter has the same outcome (building relationships between the Security Groups and the individual); however, it starts with a Security Group and then the administrator finds individuals to associate to the Security Group.

Follow the steps below to search for the desired Security Group(s).
	Step
	Action

	1.
	Login to HCSIS

	2.
	Navigate to the Enhanced Security screens using the following menu path:
Admin ( Enhanced Security Management ( Security Group to Individual (Security Group Individuals

	3.
	Choose the desired Security Group in the drop-down  list

	4.
	Click Search


Search for Security Groups

The following is an example of the Security Group search screen. 
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Search for Individuals

Follow the step below to associate Security Groups to individuals.

	Step
	Action

	5.
	Click Search for Individuals to Associate


The following is an example of the Security Group search screen with results.
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Follow the step below to associate Security Groups to individuals.

	Step
	Action

	6.
	Type the individual’s name 

	7.
	Click Search 


The following is an example of the Security Group Search for Individual to Associate screen. 
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NOTE:

Security Groups encompass both the active Site Security Groups (physical address locations) and Custom Security Groups (Family Support).  In the example above, the Provider Administrator of Enhanced Security Administrator is searching for individuals to associate to the Security Group of Family Support. 
Follow the step below to associate Security Groups to individuals.

	Step
	Action

	8.
	Click the Associate to Security Group button


The following is an example of the Security Group to Individual Relationship screen.
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Remove many Individuals from a Security Group

Since, individuals must be removed before a security group can be deactivated, follow the steps below to remove individuals from Security Groups. 
	Step
	Action

	1.
	Login to HCSIS

	2.
	Navigate to the Enhanced Security screens using the following menu path:
Admin ( Enhanced Security Management ( Security Group to Individual (Security Group Individuals

	3.
	Choose the desired Security Group in the drop-down  list

	4.
	Click Search

	5.
	Select the individuals you want to remove, or choose Select All


The following is an example of the Security Group Individuals screen.
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	Step
	Action

	6.
	Click the Remove Association button.


The following is an example of the successful removal of individuals from a security group.  In this case, there are no individuals associated with this group, now. 
[image: image26.png]Mnss.gw%Y

Health and Human Services
wowe [[an [ aomn [ voous R

telp Desk | User Administration | Site/Security Group Management | Enhanced Security Management
ndividuzl to Security Group | Security Group to Individual | User to Security Group | Security Group to User | Enhanced Security Settings

dmin > Enhanced Security Management > Security Group to Individual > Security Group Individuals
Operation successful.
No individuals associated to this security group.

Name: BERKSHIRE COUNTY ARC

Security Group

‘Security Group: * [FAMILY SUPPORT. e
st

Provider Informati

Search for Individuals to Associate




NOTE:

Individuals must be removed before a security group can be deactivated.
Summary of Steps to Associate (or Disassociate) Individuals to Security Groups
	Step
	Action

	1.
	Login to HCSIS

	2.
	Navigate to the Enhanced Security screens using the following menu path:
Admin ( Enhanced Security Management ( Security Group to Individual (Security Group Individuals

	3.
	Choose the desired Security Group in the drop-down  list

	4.
	Click Search

	5.
	Click Search for Individuals to Associate 

	6.
	Type the individual’s name 

	7
	Click Search 

	8
	Click the Associate to Security Group button

	9
	Or, Choose the desired Security Group in the drop-down  list

	10
	Click Search

	11
	Choose the Individual to disassociate

	12
	Click Remove Association button


This concludes this step in the process of Enhanced Security: individuals are associated to Security Groups.  To make sure all individuals are placed within groups, reports should be run.  See the chapter Provider Maintains Enhanced Security for information on reports. 
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Chapter 6: Associate Users to Security Groups 
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Learning Objective

At the end of this chapter, Provider Administrators of Enhanced Security will be able to associate users to Security Groups.

Associate Users to Security Groups

In the earlier chapters, Security Groups were associated to individuals, now it is time to associate users to those Security Groups.  As a reminder, examples of Security Groups are the following: 1 Main Street, Family Support and Transportation.  The chapter discusses how to build relationships between users and Security Groups using the user’s information and then finding a security group to associate to the user.  
NOTE:

As indicated earlier, when Enhanced Security is enabled, users must have some assignment.  If a user has no Security Groups and has not been give access to All Individuals, he/she will have no access to anyone in HCSIS.  

Follow the steps below to begin the process. 

	Step
	Action

	1.
	Login to HCSIS

	2.
	Navigate to the Enhanced Security screens using the following menu path: 
Admin ( Enhanced Security Management ( User to Security Group ( User Search.

	3.
	Type user’s User ID or name in fields.

	4.
	Click Search.


Search for User

Connecting users to Security Groups can be done in one of two ways: search for the user and associate the user to a security group(s), or choose a security group and associate users to a group.  The latter will be shown in the next chapter. 

Please note when searching in Enhanced Security, if HCSIS finds a single match, it will go straight to the page where the user can select security groups.  If there is more than one match, the user will first have to click the link for the individual or user.
The following is an example of the User Search screen.  
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After identifying the appropriate user, the Provider Administrator of Enhanced Security will be given the option to select from a list of active Security Groups.  In the Security Group list, both site addresses and custom groups will appear.  Simply, by putting a check beside a security group and clicking the Save button a user is now associated with that particular address or service.  Only users associated with your agency will be returned in the search results.

The following is an example of the User to Security Group screen. 
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Associate Users to a Security Group

Follow the steps below to associate a user to a Security Group.

	Step
	Action

	5.
	Check the Security Group(s) to associate a user

	6.
	Click Save


The following is an example of how to save an association of a user to a Security Group(s). 

[image: image30.png]¥/ 395 SOUTH ST, PITTSFIELD, MA
™ 4 HOLLOW RD, LANESBORO, MA
™ 41 GROVE ST, PITTSFIELD, MA

™ 44 MAPLEWOOD, PITTSFIELD, MA
™ 45 GOLDEN HILL RD, LENOXDALE,
¥ 490 S.MAIN ST, LANESBORO, MA
¥ 50 OXFORD PLA, W SPRINGFIELD,
I™ 500 HARRISON AVE, BOSTON, MA
™ 65 DEPOT ST, DALTON, MA

™ 69 ONOTA ST, PITTSFIELD, MA
™ 70 SAMPSON PK, PITTSFIELD, MA
™ 76 CHAPEL ST, PITTSFIELD, MA
" 810 N. ST, PITTSFIELD, MA

™ 814 N. ST, PITTSFIELD, MA

™ 9 ROBERT ST, PITTSFIELD, MA

™ 979 DALTON AV, PITTSFIELD, MA
™ 25A w. ST SUITE 200, LENOX, MA
™ FAMILY SUPPORT

I select Al
I All Individuals
™ None

esst] Save]




NOTE:

Choosing “All Individuals” is a recommended option for the Executive Director or for anyone in the agency who needs access to all the individuals’ records.  The user who has “All Individuals” access will not be part of a Security Group.  The benefit of this option is that the user will have access to all individuals regardless of changes to the security groups.  
Remove User Associations from Security Groups 

If a user gets promoted, leaves the agency, gets assigned to other sites, etc., these are examples of when a user needs to be removed from a security group.  Follow the steps below to remove an association of a user to a Security Group.
NOTE:

Users must be removed before a security group can be deactivated.

	Step
	Action

	1.
	Login to HCSIS

	2.
	Navigate to the Enhanced Security screens using the following menu path: 
Admin ( Enhanced Security Management ( User to Security Group ( User Search.

	3.
	Type user’s User ID or name in fields.

	4.
	Click Search.


Search for User

Connecting users to Security Groups can be done in one of two ways: search for the user and associate the user to a security group(s), or choose a security group and associate users to a group.  The latter will be shown in the next chapter. 

The following is an example of the User Search screen.  
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Remove User Associations from Security Groups 

	Step
	Action

	5.
	Uncheck the Security Group(s) to remove the association

	6.
	Click Save


The following is an example of how to save the changes made. 
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The following is an example of a user with no security groups checked.  Hence, all associations are removed from this user— thus, denying the user access to the Security Groups and denying access to all individuals.
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NOTE:

Select All is used as a shortcut if the individual needs to be associated with all the Security Groups listed.  None is used to break all of the associations created in one quick step.

Summary of Steps to Associate/ Disassociate Users to Security Groups
	Step
	Action

	1.
	Login to HCSIS

	2.
	Navigate to the Enhanced Security screens using the following menu path: 
Admin ( Enhanced Security Management ( User to Security Group ( User Search.

	3.
	Type user’s User ID or name in fields.

	4.
	Click Search.

	5.
	Check or Uncheck the Security Group(s) to add or remove the association

	6.
	Click Save


This concludes this step in the process of Enhanced Security: users are associated to Security Groups.  The next chapter covers an alternative method of building the User to Security Group relationship.  

The relationships between Security Groups individuals and users are now complete.  To make sure all users are placed within groups, reports should be run.  See the chapter “Provider Maintains Enhanced Security Through Reports” for information.  Now, Enhanced Security can be applied.
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Chapter 7: Associate Security Groups to Users 
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Learning Objective

At the end of this chapter, Provider Administrators of Enhanced Security will be able to associate Security Groups to users.

Associate Security Groups to Users

The previous chapter discussed how to build relationships between users and Security Groups using the user’s information and then finding a security group to associate to the user. As a reminder, examples of Security Groups are the following: 1 Main Street, Family Support and Transportation.  This chapter has the same outcome (building relationships between the Security Groups and the user); however, it starts with a Security Group and then the administrator finds users to associate to the Security Group.

Follow the steps below to search for the desired Security Group(s).
	Step
	Action

	1.
	Login to HCSIS

	2.
	Navigate to the Enhanced Security screens using the following menu path:
Admin ( Enhanced Security Management ( Security Group to User (Security Group Users

	3.
	Choose the desired Security Group in the drop-down  list

	4.
	Click Search


Search for a User
The following is an example of the Security Group Users’ Search screen.
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Follow the step below to associate users to the Security Group.

	Step
	Action

	5.
	Click Search for Users to Associate

	6.
	Type User’s name or ID

	7.
	Click Search 


The following is an example of the Security Group Users screen with results.
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Associate User to Security Group

Follow the step below to associate users to the Security Group.

	Step
	Action

	8.
	Click Associate to Security Group


The following is an example of the Security Group to Users Relationship screen.
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Remove Users from Security Groups

Follow the steps below to disassociate users from a Security Group.

	Step
	Action

	1.
	Login to HCSIS

	2.
	Navigate to the Enhanced Security screens using the following menu path:
Admin ( Enhanced Security Management ( Security Group to User (Security Group Users

	3.
	Choose the desired Security Group in the drop-down  list

	4.
	Click Search

	5.
	Select the user(s) that should be removed


The following is an example of the Security Group to Users screen.
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Follow the steps below to remove the association from a Security Group.

	Step
	Action

	6.
	Click Remove Association


With this action, a user is removed from the chosen security group— thus, denying the user access to the Security Group.  
Summary of Steps to Associate/ Disassociate Users to Security Groups
	Step
	Action

	1.
	Login to HCSIS

	2.
	Navigate to the Enhanced Security screens using the following menu path:
Admin ( Enhanced Security Management ( Security Group to User (Security Group Users

	3.
	Choose the desired Security Group in the drop-down  list

	4.
	Click Search

	5.
	Click Search for Users to Associate 

	6.
	Type the user’s name or User ID

	7.
	Click Search 

	8.
	Click Associate to Security Group 

	9.
	Or, Choose the desired Security Group in the drop-down  list

	10.
	Click Search

	11.
	Choose the User to remove

	12.
	Click Remove Association


This concludes this step in the process of Enhanced Security: users are associated to Security Groups.  The relationships between Security Groups individuals and users are now complete.  To make sure all users are placed within groups, reports should be run.  See the chapter “Provider Maintains Enhanced Security Through Reports” for information.  It is important to check your Security Groups through reporting.  Once, this is completed; now, Enhanced Security can be applied.  
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Chapter 8: Provider Applies Enhanced Security 
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Learning Objective

At the end of this chapter, Provider Administrators of Enhanced Security will be able to apply Enhanced Security.

Advance Preparation Completed
As referred to earlier, choosing to apply Enhanced Security requires a good deal of advanced planning: by managing site security groups  identifying the services that are not associated to a specific address (site security groups and custom security groups, respectively), building relationships between Individuals and Security Groups and building relationships between Users and Security Groups.  Depending on the size of your organization, it could take more than one week to administer Enhanced Security.  Hence, there must be a commitment by the agency to set-up the security and a commitment to maintain the security.  A suggested start to the process would be to print out the reports (see Chapter 9 for details) available to help with mapping the initial relationships and for managing the relationships going forward.  The Site Security Groups will be listed and then the Administrator of Enhanced Security can designate which individuals and users are associated with that site (security group) and whether custom groups should be created for the services rendered.  The recommendation is to have it all set up before “turning on” Enhanced Security.
NOTE:

It is strongly recommended to turn Enhanced Security on or off after hours, by doing so, the users will have the access desired when they next login. 
Apply Enhanced Security
The groups have been constructed, the relationships have been built, the reports have been run to make sure no individual is missed.  Now Enhanced Security can be applied.
Follow the steps below to navigate to Enhanced Security.

	Step
	Action

	1.
	Login to HCSIS

	2.
	Navigate to the Enhanced Security screens using the following menu path:
Admin ( Enhanced Security Management ( Enhanced Security Settings (Settings


The following is an example of the Enhanced Security Settings screen.
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Follow the step below to apply Enhanced Security.

	Step
	Action

	3.
	Choose “Yes”

	4.
	Click Save


Turn Off Enhanced Security

Turning off Enhanced Security should be done after hours, as well.  By changing the drop-down list in Enhanced Security Settings to “No,” Enhanced Security is no longer applied throughout your agency.
Follow the steps below to turn off Enhanced Security:

	Step
	Action

	1.
	Login to HCSIS

	2.
	Navigate to the Enhanced Security screens using the following menu path:
Admin ( Enhanced Security Management ( Enhanced Security Settings (Settings

	3.
	Choose “No”

	4.
	Click Save


Summary of Steps to Apply Enhanced Security
	Step
	Action

	1.
	Login to HCSIS

	2.
	Navigate to the Enhanced Security screens using the following menu path:
Admin ( Enhanced Security Management ( Enhanced Security Settings (Settings

	3.
	Choose “Yes”

	4.
	Click Save
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Chapter 9: Provider Maintains Enhanced Security through Reports 
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Learning Objective

At the end of this chapter, Provider Administrators of Enhanced Security will be able to maintain Enhanced Security.

Maintaining Enhanced Security is to keep up-to-date with the relationships between the various Security Groups and the users and the individuals.   Fortunately, HCSIS has several ways to keep abreast of the changes occurring with individuals and users.  There are three reports and alerts will inform the Administrators of Enhanced Security about changes in users’ status.

Provider Maintains ES for Individuals

To make sure that individuals are part of Security Groups, the solution is to run a report.  The report “Individual to Security Group Relationship” will show: each of the Security Groups and the members the group, along with a total number of individuals.  
Report: Individual to Security Group
Follow the steps below to navigate to Reports.
	Step
	Action

	1.
	Login to HCSIS

	2.
	Navigate to the Enhanced Security reports using the following menu path:
Tools ( Reports ( Reports Request 

	3.
	Click on Individual to Security Group Relationship report link


The following is an example of the Reports screen.
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Follow the steps below to choose the report criteria. 

	Step
	Action

	4.
	Enter the report criteria including the desired report format

	5.
	Click Save to specify the Security Group 

	6.
	Click View Report


NOTE:

For the report, the only required fields are provider and report format.  This will show all the Security Groups for the Provider and all the individuals.  However, by choosing “Save” the user can specify a particular Security Group.
The following is an example of criteria for a Report screen.
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The following is an example of a report that chooses one Security Group.  By clicking “Save,” the provider criteria are fixed and the drop-down list appears for the Security Groups. 
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The following is an example of an Individual to Security Group Relationship report.  Notice all the Security Groups for the Provider are shown.


[image: image45]
NOTE:

The Security Group “None Assigned” shows which individuals need to be placed within a Security Group.  The example above shows that seven individuals are not associated with any Security Group.
Provider Maintains ES for Users
To make sure that users are part of Security Groups, the solution is to run reports and notice the alerts.  The report “User to Security Group Relationship” will show: each of the Security Groups and the members the group, along with a total number of users.  
Report: User to Security Group
Follow the steps below to navigate to Reports.

	Step
	Action

	1.
	Login to HCSIS

	2.
	Navigate to the Enhanced Security reports using the following menu path:
Tools ( Reports ( Reports Request 

	3.
	Click on User to Security Group Relationship report link


The following is an example of the Reports screen.
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Follow the steps below to choose reports criteria. 

	Step
	Action

	4.
	Enter the report criteria including the desired report format

	5.
	Click View Report


The following is an example of criteria for a Report screen.
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The following is an example of a User to Security Group Relationship report.  Notice one Security Group for the Provider is shown with one user and the remaining is unassigned.
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Alerts

If Enhanced Security is turned on, the Provider Administrator or Enhanced Security will receive an alert for each new user added to the organization. 

Periodically, checking the Alerts screen, the Provider Administrators of Enhanced Security will be informed of new users and changes in a user’s status.

Follow the steps below to navigate to Alerts.

	Step
	Action

	1.
	Login to HCSIS

	2.
	Click the Alerts link ( Click on desired Alert


The following is an example of the Alerts screen.


[image: image50]
Follow the steps below to address the user’s status.

	Step
	Action

	3.
	Click on the hyperlink: Enhanced Security Groups Needed

	4.
	Associate a user to a Security Group as in Chapters 6 and 7 


Keeping Track of Security Groups

Using the “Security Group By Provider” Report, the user can see all the current Security Groups.  The user may filter to show only the active or inactive groups. 
Report: Security Group by Provider 
Follow the steps below to navigate to Reports.

	Step
	Action

	1.
	Login to HCSIS

	2.
	Navigate to the Enhanced Security reports using the following menu path:
Tools ( Reports ( Reports Request 

	3.
	Click on Security Group by Provider report link


The following is an example of the Reports screen.
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Follow the steps below to choose reports criteria. 

	Step
	Action

	4.
	Enter the report criteria including the desired report format

	5.
	Click View Report


The following is an example of criteria for a Report screen.
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The following is an example of Security Group by Provider report.
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NOTE:

If Security Group Status is left blank, it will show both active and inactive Security Groups.
Summary of Steps to Maintain Enhanced Security
	Step
	Action

	1.
	Login to HCSIS

	2.
	Navigate to the Enhanced Security reports using the following menu path:
Tools ( Reports ( Reports Request 

	3.
	Click on the desired report link

	4.
	Enter the report criteria including the desired report format

	5.
	Click View Report


Hence, using Enhanced Security will require periodic maintenance depending on your agency.  Reports and alerts inform the Provider Administrators of Enhanced Security of the changes to Security Groups, individuals and users.
Glossary

Asterisk (*)

Indicates a required field.  HCSIS will not allow the user to continue to the next screen until the user has entered information for all required fields.
Continue
The Continue button is used to bring up the next screen of a multi-screen form.
Custom Security Group
A security group built to represent a service that is not offered at a specific site address, such as Family Supports or Transportation.  

DSS
The Commonwealth of Massachusetts Department of Developmental Services.
DSS Site Address Coordinator

  This role will manage Site information and run the Enhanced Security Reports for all providers.

HCSIS

Home and Community Services Information System (HCSIS) is part of the Department of Developmental Services Information System (DDSIS) used by the DDS Staff and Private and State Operated Providers to help monitor the health and safety of the individuals served.  HCSIS is a web-based information system that includes: User Administration, Incident Management, Medication Occurrence Reporting, Restraint Reporting, Death Reporting, Investigations, Health Care Record, and National Core Indicators.
HCSIS User
An user is an individual who uses HCSIS to perform work functions.  Each user will be given a HCSIS user ID and password based on their work requirements.

Provider

An independent service agency that may or may not be State operated, such as Goodwill Industries, that provides support for the citizens with developmental concerns.
Provider Administrator of Enhanced Security 

This role will manage Enhanced Security settings including the Individual to Security Group and User to Security Group Relationships.  This role will also be able to run the Enhanced Security Reports for the Provider Organization only.

Reset

Clicking the reset button clears the entered data and resets the fields to what was previously saved.
Security Group 
A site address or custom grouping used to associate individuals and users for security purposes
Site Address

A physical location.  Each provider will have one or more site addresses if a provider needs to add a site location contact the DSS help desk.  
Site Security Group
A security group built to represent a specific site address where individuals receive services.  The relationship between the site security group and the site address cannot be changed. 
Virtual Gateway

The Virtual Gateway is a single point of access for Providers and consumers to conduct business with the Executive Offices of Health and Human Services (EOHHS) and learn about EOHHS programs and services.



( 


Associate Users to Site Security Group and to Custom Security Groups


(Ch.7)
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Associate Individuals to Site Security Group and to Custom Security Groups


(Ch.4)
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Run reports to ensure associations are correct (Ch.9)
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HCSIS BA confirms request








6 – Associate Users to Security Groups








1 – Overview





2 – Manage Site Security Groups





3 – Create and Manage Custom Security Groups





Provider Administrator of Enhanced Security User Guide





4 – Associate Individuals to Security Groups





5 – Associate Security Groups to Individuals 








7 – Associate Security Groups to Users





8– Provider Applies Enhanced Security








9 – Provider Maintains Enhanced Security 





In general, fields marked with asterisks are mandatory and must be completed before moving to the next screen





6 – Associate Users to Security Groups
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2 – Manage Site Security Groups





3 – Create and Manage Custom Security Groups
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4 – Associate Individuals to Security Groups





5 – Associate Security Groups to Individuals 








7 – Associate Security Groups to Users





8– Provider Applies Enhanced Security








9 – Provider Maintains Enhanced Security 





In general, fields marked with asterisks are mandatory and must be completed before moving to the next screen





Besides Site Security Groups (site addresses), Custom Security Groups, like Family Support, will display here. 





Inactive sites go to the bottom of the list 





6 – Associate Users to Security Groups








1 – Overview





2 – Manage Site Security Groups





3 – Create and Manage Custom Security Groups
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4 – Associate Individuals to Security Groups





5 – Associate Security Groups to Individuals 








7 – Associate Security Groups to Users





8– Provider Applies Enhanced Security








9 – Provider Maintains Enhanced Security 





Putting a check beside any of these Security Groups, associates the individual to the group.





Here is an example of a Custom Security Group: Family Support





6 – Associate Users to Security Groups








1 – Overview





2 – Manage Site Security Groups





3 – Create and Manage Custom Security Groups
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4 – Associate Individuals to Security Groups





5 – Associate Security Groups to Individuals 








7 – Associate Security Groups to Users





8– Provider Applies Enhanced Security








9 – Provider Maintains Enhanced Security 





Can remove association to security group here, also. 





6 – Associate Users to Security Groups








1 – Overview





2 – Manage Site Security Groups





3 – Create and Manage Custom Security Groups
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4 – Associate Individuals to Security Groups





5 – Associate Security Groups to Individuals 








7 – Associate Security Groups to Users





8– Provider Applies Enhanced Security








9 – Provider Maintains Enhanced Security 





Suggested search by User ID or by name.





Potential Security Groups this user could be associated with.





Recommend for the Executive Director or anyone who needs access to all the individuals in your agency.





Suggested search by User ID or by name.





6 – Associate Users to Security Groups








1 – Overview





2 – Manage Site Security Groups





3 – Create and Manage Custom Security Groups
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4 – Associate Individuals to Security Groups





5 – Associate Security Groups to Individuals 








7 – Associate Security Groups to Users





8– Provider Applies Enhanced Security








9 – Provider Maintains Enhanced Security 





Choose the security groups from the drop-down list. 





Search criteria is name or VG User ID





If this is not the correct Security Group, choose from the drop-down list and click Search.





6 – Associate Users to Security Groups
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2 – Manage Site Security Groups





3 – Create and Manage Custom Security Groups
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4 – Associate Individuals to Security Groups





5 – Associate Security Groups to Individuals 








7 – Associate Security Groups to Users





8– Provider Applies Enhanced Security








9 – Provider Maintains Enhanced Security 





“No” indicates that ES is not turned on.  





6 – Associate Users to Security Groups








1 – Overview





2 – Manage Site Security Groups





3 – Create and Manage Custom Security Groups
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4 – Associate Individuals to Security Groups





5 – Associate Security Groups to Individuals 








7 – Associate Security Groups to Users





8– Provider Applies Enhanced Security








9 – Provider Maintains Enhanced Security 





Three reports are available. 





The asterisks represent the required fields 





The drop-down lists all the security groups created.





Individuals to be placed





Information current as of the run date and time.





Again, by choosing Save after selecting the provider, the administrator can get reports on a particular Security Group.





Users to be placed





User reconfigured Alert





New user Alert








Provider validates Site Security Groups and requests new and / or changes to sites as needed 








DSS Site Security Groups created from Provider Site Address Locations 








Provider Agency applies Enhanced Security (ES)








Provider requests and views reports to manage / maintain relationships








Provider builds relationships by associating users to security groups 








Provider builds relationships by associating individuals to security groups











Provider creates Custom Security Groups 
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View reports of Individual to Security Group and User to Security Group to build relationships (Ch.9)
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Provider validates these Site Security Groups through reports and requests new and / or changes to sites as needed (Ch.9)
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Create Custom Security Groups (Ch.3)
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Manage and maintain security group assignments through reports (Ch.9)
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DSS Site Security Groups are created already from Provider Site Address Locations 
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