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This overview will present information about the forms necessary to enroll and configure funeral home access administrators, funeral directors and staff in the:
· Commonwealth’s Virtual Gateway (VG) portal; and
· Registry of Vital Records and Statistics’ (RVRS) Vitals Information Partnership (VIP) Electronic Death Registration System (EDRS).
By the end of this session, you will have the basic information needed to successfully:
· Complete your organizational and individual VG and VIP enrollment forms
· Submit your VG and VIP enrollment forms to RVRS
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The Five VG/VIP Forms
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Three forms are needed to establish an account in the Commonwealth’s Virtual Gateway, and two forms are needed to customize your access to the VIP EDRS.
If you do not already have the VG/VIP forms, you can download them here:  http://www.mass.gov/eohhs/gov/departments/dph/programs/admin/dmoa/vitals/edrs/vip-edrs-  funeral-homes.html
Three of these forms need to be completed just once for each organization.
· The VIP User Agreement needs to be completed by each user.
· A Sub Org Form needs to be completed for additional funeral homes operating under the VG Services Agreement of a Parent Company. Or, you can fill out all forms for each location
· The URF should be completed for each organization AND each Sub-organization
	Just one per organization:
	One for each individual user:

	1.
Virtual Gateway (VG) Services Agreement
	5.
VIP User Agreement (VIP)

	2.
Designation of Access Administrator Agreement (VG)
	

	3.
User Request Form (VG)
	

	4.
VIP Sub Org Form (VG, VIP)
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VIP Account Enrollment
Virtual Gateway Services Agreement
The three-page VG Services Agreement defines the terms by which your organization will be granted access to the Commonwealth’s Virtual Gateway.
A person authorized to sign legal agreements for your organization should read and sign the Services Agreement.
Submit only one form per organization.
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VG Services Agreement - 2
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This form should be read and completed by the person that has authority to sign on behalf of the funeral home/ organization (“Representative”).
At the top of page 3 (“To Entity”), enter:
· Name of Authorized Representative (usually the owner or president of the company)
· Name of Organization Represented
· Address of Organization
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VG Services Agreement - 3
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Then, in Section 11:
· Enter the legal name of the organization
· Enter the name “doing business as” if different (else enter “same”)
· Enter the FEIN or Tax ID # of the organization
· Original Signature of Representative (not a stamp)
· Printed Name of Representative
· Title of the Representative
· Date signed
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VIP Account Enrollment
Access Administrator Designation
The Access Administrator Designation Form lists (or removes) the primary and secondary individuals that:
· Authorize and request new user accounts
· Request account deactivations when employees leave or transition into non-VIP roles.
· Are in managerial or responsible positions in your organization.
Submit only one form per organization.
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VIP Account Enrollment
Access Administrator Designation Form - 2
Request “Vitals Information Partnership (VIP)” in the VG Business Services line.
Enter the Legal Name, Address, and Phone/Fax numbers for the organization (as they appear on the VG Services Agreement).
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VIP Account Enrollment
Access Administrator Designation Form - 3
Enter the Name, Email, and Work Phone Number for each access administrator designated by the organization representative.
· This form allows for the designation of up to three administrators.
· RVRS recommends at least two to prevent delays during times of emergency or transitions.
· Check “designate” for new access administrators (or “remove” if a previously identified individual will no longer serve in that role).
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VIP Account Enrollment
Access Administrator Designation Form - 4
This form must be reviewed and signed by the Representative that signed the VG Services Agreement as well as by each named access administrator.
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VIP Account Enrollment
Access Administrator Designation Form - 5
After reading the guidelines on page 2, enter information about the organization and authorized representative exactly as it appears on the VG Services Agreement:
· Legal name of the organization
· The “doing business as” name if different (else enter “same”)
· FEIN or Tax ID # of the organization
· Original Signature of Representative (not a stamp)
· Printed Name of Representative
· Title of the Representative
· Date signed
Do not mail to EOHHS. Submission instructions will be presented on slide 29 .
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VIP User Agreement
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Virtual Gateway
EOHHS Virtusl Gateway Services Agreement

To EOHHS:
EOHHS Virtusl Gateway Operations - Deployment

1 Adibuston Place, Room 1109
Boston, Massachuets 02108

To Entity (Legal Organization Name & Address)

Executive Office of Health and Human Services
Virtual Gateway
EOHHS Virtual Gateway Services Agreement

by applicable law; or (3) to waive any rights or remedies that EOHHS possesses in the event of unauthorized
aceess o or use of the EOHHS Virtual Gateway Services.

law to protect the
Virtual Gateway
Executive Office of Health and Human Services

Virtual Gateway
EOHHS Virtual Gateway Services Agreement

‘This AGREEMENT is entered into by and between the Commonwealth of Massachusetts, Executive Office of
Health and Human Services (“EOHHS”) and the undersigned organizational entity (“Entity”) of the
Commonwealth’s EOHHS Virtual Gateway Services (“Virtual Gateway”).

1. This Agreement states certain terms that apply to Entity’s access to the EOHHS Virtual Gateway Services. Entity
agrees to comply with, and be bound by, this Agreement and to use the EOHHS Virtual Gateway Services only
for authorized purposes.

2. Entity agrees to ensure that its employees, contractors, and agents that use the Virtual Gateway are aware of, and
comply with, this Agreement (including any Riders, Attachments, and Amendments) and applicable state and
federal laws concerning the confidentiality and security of information that is created, modified, accessed or
received through the Virtual Gateway. Entity is responsible for ensuring that its employees, contractors, and
agents comply with all instructions and requirements regarding online application forms, tools, and services
available through the EOHHS Virtual Gateway, and use such online application forms, tools, and services only.
for the purposes for which they are intended. EOHHS agrees to provide Entity with timely information and
updates regarding the use of the Virtual Gateway for which the Entity has been authorized, including but not
limited to changes in forms, tools and services.

! des aols),




The VIP user agreement describes the terms and conditions for use of the VIP system.
· Each person who will use the VIP system
must read and sign a user agreement -- including the access administrators.
Users may not share accounts.
· Each user will identify their functional role and agree to the terms and conditions stated on this agreement.
Submit one form for each individual user.
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VIP User Agreement - 2
On page 1, each user will enter the following information:
· Full Name
· Name of Employer
· User’s Title
· Funeral Home Licensee Type
· Please include License # with the License type
· Contact Telephone Number
· Contact Email
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VIP User Agreement - 3
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All funeral home directors and staff members will choose the fourth option:
“An employee, agent or contractor of a Funeral Home whose job responsibilities including completing and filing the death certificate.”
After the form is read, understood and completed, the user must sign and date the agreement.
· The signature must be an original signature, not a stamp.
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User Request Form (URF)
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The User Request Form is an Excel spreadsheet that must be completed electronically and emailed personally by the Access Administrator.
Each new VG user request (or deactivation request) is listed on this one form up to eight users per form.
Form information also assigns specific functionality to each user’s VIP account.
Submit one URF form for each Organization and Sub Organization.
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User Request Form (URF) - 2
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There are three “sections” of this Excel spreadsheet that will be covered individually.
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User Request Form (URF) - 3
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To EOHHS:

'EOHHS Virtual Gateway Operations - Deployment
1 Ashburton Place, Room 1109
‘Boston, Mazzachwett: 02108

To Entty (Legal Organiztion Name & Address):
David Chapman

Chapman, Cole, and Gleason Funeral Home
2599 Cranberry Highway
Wareham, MA 02571

1. This Agreement <hall commence and bl contime in effet uztl terminated by either party by writen notice
given to the other paty thity days pri to the intended tenmination date. EOHHS may discontinue or suspend
the provisions of this Agreement inmaditely without notice if it detervanes that any terma of this Agreement has
been violated

DN WITNESS WHEREOF, the partes have caused their authorized representatives t sign below to indicate their
‘acceptance of the termx:. nd condition: of iz Arement.

‘Entity/Organization (to be completed by an authorized
representative)
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Complete electronically on the Excel spreadsheet (not on paper). Fields will wrap automatically; you do not need to adjust fields to fit your content.
Enter:
1. Name(s) of each user
2. User-selected 4-digit PIN for each user
· (PIN cannot be 0000 or 1234)
3. Month and Day of Birth for each user
· (e.g. May Twenty-fifth = 0525)
4. Work Email for each user
5. Work Phone # for each user
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User Request Form (URF) - 4
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Type an “X” in the appropriate VIP Role column that corresponds with each user row.
Funeral Home Data Entry
· Enters info, assigns/faxes certifiers, but may not release to burial agent.
Funeral Home Director
· Enters info, assigns/faxes certifiers, and releases to burial agent.
Select option to add (or modify/deactivate existing) user account.
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User Request Form (URF) - 5
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The Access Administrator must now:
· Complete the Access Administration Info
· Save the document as shown on the form
· Email the spreadsheet to VIP team email
Leave Org ID blank, unless your organization already has a VG account
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User Request Form (URF) – Sub Org
If you have any Sub Organization the Access Administrator must now:
· Re-Fill out the form changing employees based on location if need be.
· Save the document as shown on the form
· Email the spreadsheet to VIP team email


When filling out for a sub-organization make sure to change the organization name to match the name of the Sub-Org
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Sub Organization Form
The Sub Organization Form is used when a Funeral Home has more than one location all functioning under the parent company.
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Sub Organization Form
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The Sub-Org Form is used for Funeral Home companies that do business under more than one name and/or have other addresses.
1. Fill this out if you have a VG Services Agreement and have other sub organizations that function under the parent company. Anytime you have multiple organizations operating under a master or parent company
· E.g., Betz-Letz Services operates Betz Funeral Home and Letz Funeral Home
· E.g., Retz Funeral Home, Abington; Retz Funeral Home, Arlington
2. Not required for organizations that have their own VG Services Agreement already.
· Instead, send an email to the vip-accounts@state.ma.us with a list of your Type 3 funeral directors and license numbers.
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Sub Organization Form
The following slides will split the Sub Organization Form into three sections to better view the fields
Section 3 is not used in creating a Sub Organization
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Sub Organization Form
Enter the organizational ID and Name that was used when completing the Virtual Gateway Services Agreement (you may not always have your org id yet)
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VIP Sub – Org Request Form
Select Add Organization and list each of the Sub-Organization(s).
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VIP Sub – Org Request Form
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1. Enter the addresses of each individual Sub-Organization
2. Enter the Phone Number of each individual Sub-Organization
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VIP Sub – Org Request Form
[image: image33.png]



This is an example of a completed Sub-Organization Form with 1 Parent Company and 2 Sub-Organizations.
Once complete save the excel spreadsheet with the following naming convention: ParentOrganizationName_Sub-Org_mmddyy
Example1:
BetzLetzFuneralServices_Sub-Org_073114 Example2:
HallFamilyFuneralHome_Sub-Org_072514
Once saved email the excel spreadsheet as an attachment to:
vip-accounts@state.ma.us
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VIP Sub – Org Request Form
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Every Sub-Organization Listed needs a separate User Request Form to identify which users work at each individual Sub Organization
Open this hyperlink to return to the section on URF’s or return to page 15
The access administrator of the parent company has privileges over all the sub organizations and can therefore fill out URF’s for each of the Sub-Org’s
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VIP Account Enrollment
Where to Send Completed Forms
· Three paper forms are to be mailed to RVRS (not VG):
1. Virtual Gateway (VG) Services Agreement
2. Designation of Access Administrator Agreement
3. VIP User Agreement
Registry of Vital Records and Statistics ATTN: VIP Enrollment Forms
150 Mt. Vernon Street, 1st Floor Dorchester, MA  02125-3105
· Two Excel spreadsheets are to be e-mailed to RVRS by the Access Administrator:
Vip-accounts@state.ma.us
4. User Request Form
5. Sub-Organization Form (if you have other locations functioning under a parent location) 5/8/2015
Registry of Vital Records and Statistics, Massachusetts Department of Public Health
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Submission Checklist
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VG Services Agreement (Mail original paper to RVRS)
· Required for each organization accessing VIP and/or the EDRS
· Designation of Access Administrator (Mail original paper to RVRS)
· Required to establish and maintain access to the VIP and/or EDRS
· Select a backup Administrator to ease future transitions and gaps in service
· VIP User Agreement (Mail original paper to RVRS)
· Each individual person who will be accessing the VIP and/or EDRS is required to agree to the terms and conditions of the VIP system.
· SHARING ACCOUNTS IS NOT ALLOWED
· User Request Form (URF) (Access Administrator emails to RVRS)
· Form to be used to request/alter users access to the EDRS and Virtual Gateway
· To be emailed by the Access Administrator from the email account on file with the Virtual Gateway
· Include one form for each Sub Org along with the one for the Parent company
· Sub-Organization Form (Access Administrator emails to RVRS)
· To be filled out when a parent company will have additional locations operate under the same VG Services Agreement. Not necessary if each location fills out all forms
· Sent electronically by Access Administrators email
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Questions?
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Your questions are welcome and appreciated. Please email: Vip-accounts@state.ma.us
Please enroll soon –
account activations may take up to six weeks.
We look forward to your participation in the Vitals Information Partnership (VIP) Electronic Death Registration System (EDRS)
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Termsand Conditions for Access or Use of the Massachusetts Department of Public Health’s Vitals
Information Partnership System and Electronic Vital Records

This VIP User Agreement must be signed by all individuals who seek authorization to use the Vital Information
Partnership System (VIP), which application is owned and controlled by the Massachusetts Department of
Public Health (MDPH) Registry of Vital Records and Statistics (RVRS) and under the supervision of the State
Registrar.

The VIPhas been designed to allow individuals, as authorized by the State Registrar and consistent with his
instructions, to use VIP to perform one or mere of the following functions;

« enter data elements required for and associated with the reporting of birth, fetal death and death
occurrences and associated data elements required by MDPH for administrative, research and statistical
purposes under MG.L c.111 § 245 into an electronic statewide vital records data base owned and
cantralled by RVRS;

o register births and deaths inthe statewide vital records data base;

«  enter data elements required for voluntary acknowledgment of parentage into the statewide vital
records database;

«  record voluntary acknowledgment of parertage in the statewide vital record data base;

«  amendrecords maintained inthe statewide vital records database; and

o issue certified copies of vital records from the statewide vital reccr ds data base.

For purposes of this Agreement, the term Confidential Data means: any individually identifiable data, including
but not limited to medical and demographic datathat: 1) establishes or reveals the identity of the data subject
or s readily identified with the data subject, induding but not limited to, name, address, telephone nurnber,
social security number, health identification nu mber, or date of birth, or 2) provides a reasonable basis to
believe that the data could be used, either alone or in combination with other information, to identify a data
subject, Confidential Data includes any personal datarequired for or associated with birth and death reprting
and registration and voluntary acknowledgerent of parentage under applicable state and federal law. In
addition for purposes of this Agreement, Confidential Data includes any information required to be supplied for
administrative, research and statistical purposes under G.L c.111 §245.

USER NAME
TITLE

EMPLOYER

FUNERAL HOME LICENSEE TYPE
TELEPHONE

EMAIL
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TITLE Funeral Director

EMPLOYER Chapman, Cole, and Gleason

FUNERAL HOME LICENSEETYPE 6 License # 321456
TELEPHONE 508-999-9993

EMAIL

ch@ccg.com
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] An omployoe or contractor of a Massachusatts medical facilty, physician's or medical oxaminer's
offico that is mandated by state kaw t0 roportbiths, fetal deatns, eaths, acknowiedgments of
‘parontage and confidantial data to MDPH RVRS and whoso job responsibitios aro dracty folatad 1o
such roporiing.

01 A ity or town clork or the Boston Registrar, boards of health or other govemmant agencias or an
‘omployee of said agencies whos job responsibiltes includo vita registraton, administration of vial
rocords o the collecion, abulation and roportng of vial statistics to MDPH RVRS.

[3An omployoe, agont or contractor o a Funeral Home whose job responsitiiios includo complating
nl filing tho doath cortiicato.

1 Othor, a5 approved by the Siate Registrar.

1undorstand that | must apply and bo given authorization (o uso tho Virtual Gatoway., as a pro-
requisite to obtaining authorzation and a password to access of use VIP.

As aVIP User, | agro0 that:

1. Iwill accoss andor use VIP only as required to porform my job dutios as spocified above.

2. will not share my VIP Usar ID and/or password with any person or entiy. | will not use
‘another parson's VIP Usor ID and/or password 10 accoss VIP.

3. 1wl not shar any Confidential Data | entar into or receiva from VIP with othars unless such
‘sharing is nocessary to porform my job utios or as pormitiod by law.

4. 1wl only access VIP from my work-issuad computer. | will ot access VIP from any parsonal
‘oquipment or dovice.

5.1 will not access VIP from a computor which is in a pubic aroa. | wil position my scroon so
that Confidontial Data on tho scroon is not visiblo 10 others, and I will log off or lock my
‘computar when stepping away from my workstation.

6. Iwill not put any Confidential Information from VIP on an individual computer hard drive or on
‘any portable media (e.g. CD, thumb drive).

7. will not email or otherwise iransmit any Confidential Information from VIP over the intemat,
axcopt viaVIP.

8. | will immadiately report any privacy or sacurity incidents or breaches, inchuding unauthorzed
ransmissions, t o RVRS VIP Haipdesk.

9. If 1am a Designated VIP Accass Administrator, | will only create, disable or otharwise manage
VIP User IDs as authorized by the State Registrar. | will immediately notify the RVRS VIP
Helpdesk when a VIP User is terminated or his/her job responsibilities otherwise change so
hat 262053 t VIP can ba torminated.

10. | understand that any willful and knowing disclosure of confidontial information to unauthorized
porsons is inviolaion of tho law and may subjoct m o legal ponaly.

1 harsby acknowlodge | haw rad the above terms and conditions and agroe to be bound
theraby as a condition of accoss to and use of VIP.
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1. Allnon-role fields are required.
2. Fillin form, put an “X" in the column with the requested action.

3, Save document as YourOrganizationName_MMODYY.
4. Email completed form to:

sip-accounts@state.ma.us

PLEASE SUBMIT ONE FORM PER EMAIL

Questions? Call the EOHHS Virtual Gateway Customer Service
PHONE  800-421-0338
L B17-847-6578
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[image: image88.png]* Select a 4 digit Personal Identification Number (PIN). The user may be asked to
not easily guessed. 1234 and 0000 ma not be used.

identify himselfiherself when calling Virtual Gateway Customer Service. It must be 4 numbers (0-9) and be something that can be remembered, but

“F a user has CitgfTown Clerk Group privileges they will have Customer Service Group privileges by default

IHEREBY CERTIFY THAT | AM THE DULY AUTHORIZED ACCESS ADMINISTRATOR FOR MY ORGANIZATION OR AGENCY, AND THAT ALL OF THE INFORMATION | AM PROVIDING TO VIRTUAL GATEVAY OPERATIONS IS ACCURATE AND
COMPLETE.

Access

nammsusoriome| David Chapman name’ | Chapman Cole & Gleason
sammawser | chap@ccg.com g

Email Address

Access

agminiswator | 781-999-9999 oeee 8-13-2013

Telephone
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1. All non-role fields are required.
2. Fill in form, put an "X" in the column with the requested action.

3. Save document as YourOrganizationName_MMDDYY.
4. Email completed form to:

vip-accounts@state.ma.us

PLEASE SUBMIT ONE FORM PER EMAIL

Questions? Call the EOHHS Virtual Gateway Customer Service

PHONE 800-421-0938
TTY 617-847-6578
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1. All non-role fields are required.

2. Fill in form, put an "X" in the column with the requested action.
3.Save document as
YourSubOrganizationName_MMDDYY.

4. Email completed form to:

Vip-accounts@state.ma.us

PLEASE SUBMIT ONE FORM PER EMAIL
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[image: image107.png]The Sub Organization Form is used when a Funeral Home has
more than one location all functioning under the parent
company.
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