Cybersecurity Headlines

Official Security Bulletins

Headlines from List of Official Government Sources

CIS Releases Results of 18 Month Study of U.S. Tribal Organization Cybersecurity
www.cisecurity.org

The report includes lessons learned, strategic and tactical recommendations, and expert analysis into today's cyber threat landscape.

NASCIO and EY US Study Reveals Majority of States Lack Data Quality Programs to Support GenAl-Ready Data - NASCIO

Wwww.nascio.org

Lexington, Kentucky, Tuesday, September 10, 2024 —State chief information officers (ClOs) and state chief digital officers (CDOs) recognize the importance of high data quality — especially as a critical determinant of successful artificial intelligen...

) NSA and Allies Issue Advisory about PRC-Linked Actors and Botnet Operations
- WWW.Nsa.gov

" . 7 FORT MEADE, Md. - The National Security Agency (NSA) joins the Federal Bureau of Investigation (FBI), the United States Cyber Command'’s Cyber National Mission Force (CNMF), and international allies in
PEOPLE'S REPUBLIC OF CHINA-LINKED

ACTORS COMPROMISE ROUTERS AND 10T

DEVICES FOR BOTNET OPERATIONS

CYBERSECURITY ADVISORY

Cybercrimes, Scams &incidents Industry News

Headlines related to cybercrimes and scams including international cybersecurity news and high-profile incidents like ransomware and Headlines collected from across the cybersecurity industry related to legislation, business, and big tech

malware attacks

Warning to ServiceNow admins: Block publicly available KB articles
Risk company reports business email cybercrime claim costs have skyrocketed www.csoonline.com

www.repairerdrivennews.com AppOmni finds thousands of articles containing sensitive information are open to the internet.

There is a growing financial burden on small- to medium-sized enterprises (SMEs) when it comes to cybercrime, particularly due to
the surge in Business Email Compromise (BEC) incidents, according t...

Secure by Design Alert: Eliminating Cross-Site Scripting Vulnerabilities
www.cisa.gov

Cross-site scripting (XSS) is a web security vulnerability that allows attackers to inject malicious scripts into a website or web
application. When a user interacts with the compromised page, the script executes in their browser, potentially leading to a number
of negative consequences:

Theft of data: Attackers can steal a user's session cookies or other personal data.
Identity theft: Attacke

Windows vulnerability abused braille “spaces” in zero-day attacks

www.bleepingcomputer.com

A recently fixed "Windows MSHTML spoofing vulnerability" tracked under CVE-2024-43461 is now marked as previously exploited
after it was used in attacks by the Void Banshee APT hacking group.
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Europol Shuts Down Major Phishing Scheme Targeting Mobile Phone Credentials Disney ditching Slack after massive July data breach
thehackernews.com www.bleepingcomputer.com
Global authorities dismantle iServer phishing platform, responsible for unlocking 1.2M stolen phones, impacting 483,000 victims. The Walt Disney Company is reportedly ditching Slack after a July data breach exposed over 1TB of confidential messages and files

posted to the company's internal communication channels.

Healthcare's Diagnosis is Critical: The Cure is Cybersecurity Hygiene

Ukraine bans Telegram on military, govt devices over security risks
thehackernews.com

- . . . . . bl ter.
Rising cyberattacks threaten healthcare systems. Learn how improving cybersecurity hygiene can protect patients and prevent wwwebieepingcomputer.com

ransomware. Ukraine's National Coordination Centre for Cybersecurity (NCCC) has restricted the use of the Telegram messaging app within
government agencies, military units, and critical infrastructure, citing national security concerns.

Please be advised that the following resources and materials are for informational purposes only. The opinions and views expressed in these materials are the opinions of the designated authors and do not reflect the opinions or views of the Commonwealth of Massachusetts, the Executive Office of Technology Services
and Security, and/or the Enterprise Risk Management Office, (the Commonwealth). The information posted on this website includes hypertext links or pointers to information created and maintained by other public and/or private organizations. These links and pointers are provided solely for the information and

convenience of the user. By selecting a link to an outside website, the user is subject to the privacy, copyright, security, and information quality policies of that website. The Commonwealth is not responsible for transmissions users receive from linked websites.
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