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WIRELESS MOBILE DEVICE AGREEMENT
I, ______________________________, agree to the following terms and conditions in connection with the use of my personally-owned wireless mobile device, or a wireless mobile device issued to me by the Commonwealth, while the device is connected to the Commonwealth’s network:

Definitions
All terms used in this agreement shall be defined as set forth in the Enterprise Access Control Security Policies and Standards dated May 14, 2012.
Scope
This agreement applies both to (a) individuals who own wireless mobile devices (tablet, smartphone, etc.) connected to the Commonwealth’s network and (b) individuals who use Commonwealth-issued devices connected to the Commonwealth’s network.  
Agreement

The individual noted on this form acknowledges and understands the following:
1. The Commonwealth retains, and when reasonable and in pursuit of legitimate needs for supervision, control, securing the environment, and criminal investigations will exercise, the right to inspect any user-owned or Commonwealth-owned computer or device (tablet, smartphone, etc.)  that is connected to Commonwealth information technology  resources (ITRS), any data contained therein, and any data sent or received by the device. With respect to user-owned devices, the Commonwealth will exercise this right only insofar as such data is related to the user’s work with respect to the Commonwealth or the security of Commonwealth ITRs.  
2. Use of Commonwealth ITRS (including without limitation the network and systems) constitutes the user’s express consent for the Commonwealth to monitor and/or inspect any data that he or she creates or receives, any messages they send or receive, and any web sites that they access, insofar as such data, messages, or access relate to the user’s work with respect to the Commonwealth or the security of Commonwealth ITRs.

3. Commonwealth-owned devices are authorized for use only by the individual to whom they are issued.  Unauthorized users are not permitted to use Commonwealth-owned devices.
4. Users may not tamper with or alter any security controls configured for a Commonwealth-owned  device including but not limited to:

a. Authentication (Logon)

b. Authorization

c. Cryptographic techniques
d. Back-ups
e. Malware protection
f. Mobile device management

5. Highly sensitive Commonwealth data can only be stored on user-owned or Commonwealth-owned devices connected to the Commonwealth’s network if the data is encrypted and explicitly allowed on the device by the Agency SCIO.
6. Users must report a lost or stolen user- owned or Commonwealth-owned device that was connected to the Commonwealth’s network immediately upon realization that the device is missing, by contacting the helpdesk of the Massachusetts Office of Information Technology (MassIT), CommonHelp, at (866) 888-2808 or  (CommonHelp@state.ma.us). If a user loses such a device, or it is stolen, MassIT reserves the right, at its discretion, to remotely delete (“wipe”) all data contained in the device, in order to secure state data and information technology resources. 
7. Users of personally-owned or Commonwealth-owned devices connected to the Commonwealth’s network are required to comply with the ANF Acceptable Use Policy (www.mass.gov/ITD) (or any alternative acceptable use policy adopted by my employer) at all times. 

The undersigned will be using, to connect to the Commonwealth’s network (please check one):  

a. ___Commonwealth-owned device 

b. ___Personally owned device

c. ___Both Commonwealth-owned and personally owned device. 

User Signature & Date                                                         Secretariat CIO Approval (or designee) & Date

Printed Name & Title





   Printed Name & Title
For Union Members Only: 

I have received, reviewed and understand the above Agreement. 

_____________________________________________________


________________

Signature









Date

Cell:                                                                                    


BB:                                                           


MEID:                                                      


Device:                                                      


                      (iPhone, Android, etc.)
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