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-1INTRODUCTION

The Quincy Housing Authority (QHA), which was established through Section 3 of Chapter 121B of
the Massachusetts General Laws, provides for the construction, acquisition, rehabilitation and
management of rental housing for low-income persons residing in Quincy, Massachusetts. The QHA is
governed by a five-member Board of Directors, one who is appointed by the Governor and four who are
appointed by the Mayor of the City of Quincy, including one tenant representative. The QHA is
comprised of seven departments; administration, finance, maintenance, leased housing, modernization,
support services, and tenant services. The QHA operates from a central office located at 80 Clay Street
in Quincy and manages eight development sites throughout the city. At the time of our audit, the QHA
was staffed by approximately 70 employees.
The QHA’s primary mission is to provide stable, affordable housing for low and moderate-income
persons and create an environment to transform from dependency to economic self-sufficiency. In
addition to providing public housing, the QHA makes affordable housing available through several rental
assistance programs, such as the federal Section 8 voucher program and the state-funded Massachusetts
Rental Voucher Program. Furthermore, through its assistance program, the QHA administers
approximately 1,400 rental assistance vouchers. The QHA is comprised of 1,560 public housing units; of
which 909 are state-owned housing and 651 are federal housing. The QHA state-funded units consist of
family and elderly/disabled housing and housing for special needs. The QHA also administers a program
of certificates and vouchers to assist low-income persons and families in leasing apartments in privately
owned housing. Of the 1,400 vouchers, approximately 945 represent the voucher allocation to the QHA
and the remainder is administered by the QHA for other housing authorities. The QHA is governed by
housing regulations issued by the United States Department of Housing and Urban Development (HUD)
and the Massachusetts Department of Housing and Community Development (DHCD).
For the annual fiscal period ending June 30, 2004, the QHA received $1,304,841 for federal operating
subsidy and grants as well as $6,706,238 for state operating subsidy and grants. In addition, the QHA
reported rental income for both federal and state programs totaling $5,114,295 for that period.
At the time of our audit, the QHA’s computer operations were supported by 65 microcomputer
workstations located at the QHA central office as well as the development sites. The QHA utilizes three
file servers to provide both a local area network (LAN) and a wide area network (WAN). The QHA’s
main primary application system was a vendor-supplied, integrated application known as the
Computerized Housing Authority System (CHAS). The CHAS application provides data processing
functions using a module-based system for accounts payable and accounts receivable. The CHAS
application system does contain a general ledger function which the QHA does not utilize since this
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financial procedure is performed by a fee accountant. In addition, the QHA utilizes Windows-based
applications for its fixed-asset inventory, rental information, and tenant applications.
The Office of the State Auditor’s examination was limited to a review of certain IT general controls
over and within the QHA’s IT environment and selected financial-related controls.
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Audit Scope
From September 23, 2003 through April 5, 2004, we performed an audit of selected information
technology (IT) related controls at the Quincy Housing Authority (QHA) for the period covering July 1,
2002 through April 5, 2004. The scope of our audit included an evaluation of IT-related controls
pertaining to organization and management, physical security, environmental protection, system access
security, inventory control over IT-related assets, disaster recovery and business continuity planning, and
on-site and off-site storage of backup copies of magnetic media. In addition, we examined controls over
the security and disposal of confidential records. Our audit scope also included an examination of
selected financial-related areas pertaining to controls over the maintenance of operating reserve accounts,
procedures for preparing and filling vacant housing units, the maintenance of a waiting list, and payroll
administrative procedures.

Audit Objectives
Our primary objective was to determine whether adequate controls were in place and in effect for
selected functions in the IT processing environment. We sought to determine whether the QHA’s ITrelated internal control framework, including policies, procedures, practices, and organizational structure,
provided reasonable assurance that IT-related control objectives would be achieved to support business
functions. We sought to determine whether adequate physical security and environmental protection
controls were in place and in effect to prevent unauthorized access, damage to, or loss of IT-related assets.
Our objective regarding system access security was to determine whether adequate controls were in place
to ensure that only authorized personnel had access into the QHA’s automated systems. Further, we
sought to determine whether QHA management was actively monitoring password administration.
We sought to determine whether adequate controls were in place and in effect to provide reasonable
assurance that IT-related assets were properly recorded and accounted for and were safeguarded against
unauthorized use, theft, or damage. We also determined whether the QHA had an effective business
continuity plan that would provide reasonable assurance that mission-critical and essential IT-related
operations could be regained within an acceptable period of time should a disaster render the
computerized functions inoperable or inaccessible. In addition, we sought to determine whether the QHA
had adequate procedures for on-site and off-site storage of backup media to support system and data
recovery objectives. A further objective was to determine whether adequate controls over the security
and disposal of confidential records were being exercised at the QHA to meet the regulations promulgated
by the Office of the Secretary of Commonwealth.
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Regarding our examination of financial-related controls, we sought to determine whether QHA
management had adequate controls in place and in effect to ensure compliance with Department of
Housing and Community Development (DHCD) regulations concerning the maintenance of adequate
operating reserve balances, tenant selection, and the preparing and filling of vacant housing units. In
addition, we sought to determine whether QHA management had adequate controls in place over payroll
administration.

Audit Methodology
To determine the audit scope and objectives, we conducted pre-audit work that included obtaining
and recording an understanding of relevant operations, performing a preliminary review and evaluation of
certain IT-related internal controls, and interviewing senior personnel. To obtain an understanding of the
internal control environment, we reviewed the QHA’s organizational structure and primary business
functions. We performed a high-level risk analysis and assessed the strengths and weaknesses of the
internal control system for selected activities, and upon completion of our pre-audit work, we determined
the scope and objectives of the audit.
Regarding our examination of organization and management, we interviewed senior management,
obtained, reviewed, and analyzed existing IT-related policies, standards, procedures, and QHA’s
organizational structure.
To evaluate physical security, we interviewed management and security personnel, conducted walkthroughs, observed security devices, and reviewed procedures to document and address security violations
and/or incidents. Through observation, we determined the adequacy of physical security controls over
areas housing IT equipment. We examined the existence of controls such as office door locks, remote
cameras, and intrusion alarms. We determined whether individuals identified as being authorized to
access areas housing computer equipment were current employees of the QHA and that these areas were
restricted to only authorized personnel.
To determine the adequacy of environmental controls, we conducted walk-throughs and evaluated
controls in selected areas in order to assess the sufficiency of documented control-related policies and
practices. We examined the areas housing IT equipment at the QHA to determine whether IT resources
were subject to adequate environmental protection. Our examination included a review of general
housekeeping; fire prevention, detection, and suppression; heat detection; uninterruptible power supply;
emergency lighting and shutdown procedures; water detection; and humidity control and air conditioning.
Audit evidence was obtained through interviews, observation, and review of relevant documentation.
Our tests of system access security included a review of procedures used to authorize, activate, and
deactivate access privileges to the QHA file servers through the microcomputer workstations located at
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the QHA. To determine whether only authorized employees were accessing the automated systems, we
obtained a system user list from QHA for individuals granted access privileges to the automated systems
and compared it to the current personnel listing. We performed a test of user profiles and access
privileges for all employees versus individual job functions and responsibilities. We reviewed control
practices regarding logon ID and password administration by evaluating the extent of documented
policies and guidance provided to the QHA personnel. We determined whether all employees authorized
to access the automated systems were required to change their passwords periodically and, if so, the
frequency of the changes.
We reviewed inventory control procedures for IT-related items, by determining whether adequate
controls were in place and in effect to properly safeguard and account for IT resources.

We examined

DHCD policies and procedures regarding fixed-asset inventory to determine whether the QHA was in
compliance with all regulations. We conducted a 100% test of the QHA’s inventory listing of 232 ITrelated items and examined the inventory record for identification tag number, location, description, and
historical cost.
To assess the adequacy of business continuity planning, we determined whether any formal planning
had been performed to resume computer operations should the network application systems be inoperable
or inaccessible. In addition, we determined whether the criticality of application systems had been
assessed, and whether risks and exposures to computer operations had been evaluated. Further, to
evaluate the adequacy of controls to protect data files through the backup of on-site and off-site magnetic
media and hardcopy files, we interviewed QHA staff regarding the creation and storage of backup copies
of computer-related media.
To verify whether adequate controls were in place to safeguard and dispose of confidential records,
we examined policies and procedures, conducted interviews with QHA employees, and observed the
areas used to store confidential records.
To determine whether QHA had policies and procedures in place and in effect over the tenant
selection process, we interviewed senior management and reviewed selected tenant files to verify that
tenants were selected in accordance with DHCD guidelines. To assess whether the QHA was adhering to
DHCD procedures for preparing and filling vacant housing units in a timely manner, we performed
selected tests to determine the unit turnaround time for vacancies.
To determine that the QHA was maintaining the minimum and maximum operating reserve account
balances as required by DHCD, we examined a thirty-month period to determine an average monthly
reserve balance. We then compared this average balance to the required minimum balance promulgated
by DHCD for all housing authorities to determine whether the QHA was in compliance.

2004-0762-4T

-6-

To assess whether QHA had policies and procedures in place and in effect over payroll
administration, we examined QHA management procedures regarding employee timesheets and leave
records. In addition, we performed selected tests to determine the validity and integrity of the payroll by
comparing the payroll list to a QHA employee list and reviewing payroll processing controls.
Our audit was conducted in accordance with Generally Accepted Government Auditing Standards
(GAGAS) of the United States and generally accepted industry practices. Audit criteria used in the audit
included management policies and procedures and control guidelines outlined in Control Objectives for
Information and Related Technology (CobiT), as issued by the Information Systems Audit and Control
Association, July 2000.
Subsequent to our formal exit conference, we also met with members of the QHA board of directors
and DHCD officials connected with the Authority.
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Based on the results of our audit, we believe that internal controls in place at QHA provided
reasonable assurance that IT-related activities would be provided in a manner that would meet control
objectives with respect to physical security, environmental protection and the accounting of IT-related
resources. We found that controls over physical security and environmental protection controls were
being exercised over the file server room and in the surrounding offices housing computer equipment. In
addition, our audit revealed that the QHA’s IT-related assets were properly accounted for. However, our
audit revealed that IT organization and management controls needed to be implemented or strengthened
to help ensure that the IT environment will be sufficiently controlled to meet business objectives.
Specifically, we found that formal, documented IT policies and procedures should be enhanced and, in
some cases, developed. In particular, controls pertaining to system access security, disaster recovery and
business continuity planning and off-site storage of computer-related media needed to be strengthened.
Regarding our examination of financial-related controls, we found weaknesses related to the maintenance
of adequate operating reserve account balances and the management of unit vacancies.
Our review of the QHA’s internal control structure indicated that senior management was aware of
the need for internal controls. We determined that there was a defined organizational structure for IT
operations, an established chain of command, clear assignment of responsibilities, and documented job
descriptions. With respect to appropriate use of information technology, we determined that the QHA
had promulgated adequate written policies and procedures regarding e-mail and Internet use. However,
QHA needed to improve documented controls by developing more specific control policies, practices and
operating procedures regarding physical security and environmental protection, logical access security
and password administration, business continuity planning, and off-site storage.
We found that QHA had implemented adequate physical security controls to provide reasonable
assurance that only authorized persons could access the file server room and other areas housing ITrelated equipment.

In addition to the controls noted above, our audit confirmed that other important

physical security controls were in place at the eight development sites. We found that access to the
individual business offices at the various sites were restricted to QHA personnel.
Our audit indicated that adequate environmental protection, such as temperature controls, smoke
detectors, fire alarms, hand-held fire extinguishers, and an uninterruptible power supply (UPS) to prevent
loss of data should power suddenly fail, were in place in the central office to prevent damage to, or loss of
IT-related resources. However, we recommend the QHA management consider posting emergency shut
down and evacuation procedures in the file server room as well as at the development sites. We found
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good housekeeping procedures in place within the file server and other areas housing IT-related
equipment in that they were found to be neat, clean, and in good order.
With respect to system access security, our audit disclosed that the processes for granting and
recording authorization and activating logon IDs and passwords were appropriate. However, control
practices regarding access security policies and procedures, and periodic changes of passwords needed to
be improved. Our audit indicated that passwords were not being changed periodically and there were no
minimum requirements for password composition. We found that some individuals had only a total of
three alpha characters for their password. We recommend that QHA evaluate the required frequency of
password changes and implement appropriate mechanisms to ensure that passwords have a minimum of
eight alpha/numeric characters.
With respect to IT-related fixed asset inventory control, we found that the QHA was adhering to the
policies and procedures promulgated by DHCD. Our test of the QHA’s inventory listing of 232 ITrelated items revealed that the items were locatable, properly accounted for and tagged.

We believe that

the IT-related inventory record could be enhanced by including acquisition dates and historical cost
figures for all equipment and conducting annual reconciliations of physical inventory records. The
Authority is in the process of implementing a new IT inventory control system.
With regard to system availability, we found that the QHA had neither performed a criticality
assessment of its mission critical applications nor developed and documented a comprehensive business
continuity plan. Because a test of the current recovery strategy had not been performed, we recommend
that the QHA test its business continuity plan to assess its viability and establish a process for routinely
updating the plan based on changes to the technology, business processes, or staffing. The QHA should
ensure that all personnel responsible for business continuity tasks and activities be clearly identified and
adequately trained. Further, the plan should detail the assigned tasks and responsibilities to be completed
and by whom. Given the absence of comprehensive recovery plans and the dependence of QHA on the
CHAS application system to perform its mission-critical business functions, a significant disaster
impacting the QHA’s automated systems for an extended period, specifically the file server on which the
CHAS application database resides, would affect the QHA’s ability to regain critical IT operations, such
as processing tenant applications and accounting for rent monies and work orders. We recommend that
QHA aggressively pursue the development of a comprehensive business continuity plan.
We found that although on-site storage was being provided for the QHA’s application systems, the
policies and procedures for off-site storage of backup copies of magnetic media needed to be
strengthened. Our audit disclosed that a QHA employee was taking backup media to their personal
residence for storage. We strongly urge QHA management to find a secure off-site location to store its
backup computer-related media.
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Regarding the disposing of confidential records, we found that QHA was following established
policies and procedures promulgated by the Office of the Secretary of State. Specifically, we found the
QHA was adhering to M.G.L. c. 221, section 27A permitting the destruction of records as well as the
disposal of records policy no.17/76 promulgated by the Secretary of the Commonwealth.
Regarding our examination of financial related areas at the QHA, we found significant problems with
maintenance of minimum and maximum reserve amounts promulgated by DHCD. Specifically, we
found that for a period of thirty months beginning July 2001 until December 2003, QHA operated below
the minimum reserve amount by a monthly average of $505,318. As a result of QHA operating well
below the minimum operating reserve amounts, DHCD has lowered the management rating of the QHA,
hindering the Authority from making major renovations to maintain its existing available housing units.
Our review of the QHA’s vacant unit turnaround time for fiscal year 2003 disclosed that the
Authority lost the opportunity to earn approximately $181,000 in potential rental income by not filling
vacant units on a timely basis. As a result, the Authority has not maximized its rental income and may
have deprived needy citizens of housing.
During our review of policies and procedures in place and in effect over payroll administration,
nothing came to our attention to indicate control weaknesses. Our review of payroll records indicated
that there was adequate accountability, as each employee was required to submit a timesheet, signed by
his/her immediate supervisor, indicating hours worked and vacation, sick or personal time used.
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1. IT Organization and Management
Although our audit revealed that QHA had certain IT-related general controls in place, controls
needed to be strengthened to ensure that the staff has sufficient guidance for performing IT-related
functions. At the time of our audit, the QHA did not have documented and approved policies and
procedures in place to adequately address IT functions and to provide reasonable assurance that control
and business objectives would be achieved for physical security, system access security, environmental
protection, IT-related fixed assets, storage of backup copies of on-site and off-site magnetic media, and
business continuity.
Formal documentation of IT-related policies and procedures provides a good basis for ensuring that
desired actions are taken and that undesired events are prevented or detected and, if detected, that
corrective action is taken in a timely manner. Documented policies and procedures also assist
management in training staff, serve as a good basis for evaluation, and increase communication among
personnel to improve operating efficiency and effectiveness. Clearly, well-trained personnel develop a
better understanding of their duties and improve their levels of competence when documented procedures
are followed. The absence of formal standards and policies leads employees to rely on their individual
interpretations of what is required to be performed or properly control IT-related activities and systems.
In such circumstances, management may not be adequately assured that desired actions will be taken.
The failure of QHA to provide documentation of policies, procedures and IT internal controls, and to
require audit and management trails seriously undermines the auditability of the QHA’s IT environment
and systems.
Recommendation:
We recommend that the Quincy Housing Authority document IT-related policies and procedures in
order to provide sufficient guidance for IT operations and related activities. The development of
documented policies and procedures should be focused on providing a control structure for managing IT
processes and activities throughout the Authority. We further recommend that QHA administrators
develop and document procedures to ensure adequate monitoring and evaluation of the adequacy and
effectiveness of documented IT internal control systems.
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Auditee's Response:
The QHA recognizes that formal documentation of IT-related policies and procedures
provides a good basis for ensuring that desired actions are taken and that undesired
events are prevented or detected, and, if detected, that corrective action is taken in a
timely manner. The QHA does have some formal documentation of IT-related policies
and procedures, including a Schedule of Computer Room Authorized Personnel,
Computer Room Policies and Procedures, and a Computer Use Policy, which are
distributed to appropriate staff. The QHA will work to ensure formal documentation of
other IT-related policies and procedures, such as Server Back-up Procedures, Disaster
Recovery Procedures, and Business Continuity Procedures. These policies and
procedures will focus on providing a control structure for managing IT processes and
activities throughout the Authority.
Auditor’s Reply:
Documented controls, policies, and procedures provide a framework to guide and direct staff in the
discharge of their responsibilities. The nature and extent of the documented control procedures also needs
to accommodate staff experience, competency and knowledge. The development of documented policies
and procedures for the Authority’s IT environment should take into account any changes to QHA’s IT
infrastructure and regulatory requirements.

2. Business Continuity Planning and Off-Site Storage
We determined that the QHA had not developed a formal, comprehensive disaster recovery and
business continuity plan for restoring processing functions in the event that automated systems were
rendered inoperable or inaccessible. We acknowledge that, as of the end of our fieldwork, the QHA was
aware of the need for business continuity planning. However, at the time of our audit, we determined
that a business continuity plan had not been approved or implemented.
A business continuity plan should document the QHA’s recovery strategies with respect to various
disaster scenarios. Without a comprehensive, formal, and tested recovery strategy for the QHA’s various
application systems, the QHA might experience delays in re-establishing the processing of missioncritical functions such as Tenant Files and Accounts Receivable should a disaster occur. The lack of a
detailed, tested plan to address the resumption of processing by the LAN and microcomputer systems
might render data files and software vulnerable should a disaster occur. If the LAN were damaged or
destroyed, the QHA would lose mission-critical, essential, and confidential data, including tenant medical
and financial information.
The objective of business continuity planning is to help ensure timely recovery of mission-critical
functions, should a disaster cause significant disruption to computer operations. Business continuity
planning for information services is part of business continuity planning for the entire organization.
Generally accepted business practices and industry standards for computer operations support the need for
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the QHA to have an ongoing business continuity planning process that assesses the relative criticality of
information systems and develops appropriate contingency and recovery plans. To that end, QHA should
assess the extent to which it is dependent upon the continued availability of information systems for all
required processing or operational needs and develop its recovery plans based on the critical aspects of its
information systems.
Although we found on-site storage of backup media to be adequately controlled, our audit disclosed
that the QHA needed to strengthen controls over off-site computer backup media for its application
systems. Contrary to sound business practices for providing appropriate controls for off-site storage of
backup media, we found that an employee of the QHA was taking backup media for the QHA’s
application systems to the employee’s personal residence. Since we could not validate the security over
the off-site location, there is no assurance that the backup media would assist in recovery efforts. The
QHA should perform a risk analysis of the systems and clearly understand the impact of lost or reduced
processing capabilities.

Recommendation:
We recommend that QHA management establish a framework of procedures to ensure that the
criticality of all automated systems is evaluated and that business continuity planning is assessed for all
system applications.

We recommend that senior management and key users review the information

technology environment and perform a criticality assessment and risk analysis of all automated systems
used by QHA. Based on the results of the assessment, QHA should proceed with the development of a
written business continuity plan for their mission-critical and essential functions.
Once the plan has been developed, it should be tested, then periodically reviewed and updated for any
changing conditions. The QHA should specify the assigned responsibilities for maintaining the plan and
for supervising the implementation of the tasks documented in the plan. Management should specify
who should be trained in the implementation and execution of the plans under all emergency conditions
and who will perform each required task to fully implement the plans. Further, copies of the completed
business continuity and user area plans should be distributed to all appropriate staff members. A copy of
the plan should also be kept in a secure, off-site location.
Regarding the off-site storage of computer media backup, we recommend that QHA management
utilize one of the development sites to serve as the off-site location and to terminate the practice of storing
the backup tapes at an employee’s personal residence.
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Auditee's Response:
The QHA will work to develop, enhance and strengthen its IT policies and procedures
with regard to disaster recovery, business continuity planning, and off-site storage of
computer-related media. Although the QHA does not currently have a written disaster
recovery plan, or business continuity plan, the QHA has considered disaster recovery
and business continuity on an ongoing basis. The QHA does on a daily basis back up
both the CHAS Database Server and the Network Service and requires that the back up
tapes be stored off site. Although the QHA does lack a written recovery plan, a
significant disaster impacting the QHA’s automated systems would not affect the QHA’s
ability to regain critical IT operations, such as processing tenant applicants, accounting
for rent monies and work orders, as the QHA does back up daily and assures that the
back-up tapes are stored off site. The back-up tapes are currently being maintained at
the QHA’s Finance Department located at 95 Martensen Street. Further, the QHA has
adequate resources at eight separate sites to assure continued operations in the event of
a fire or other disaster at one specific location. However, the QHA will assure that the
plans and policies are incorporated into a formal Disaster Recovery, Business Continuity
Plan.
Auditor’s Reply:
We acknowledge that the Authority is aware of the need for business continuity planning for its
mission-critical and essential application systems. However, we urge QHA management to work toward
developing a comprehensive business continuity plan. We recommend that recovery plans and
procedures be established to address business continuity planning, and be periodically reviewed and
updated as necessary. This is especially important in the future as the Authority increases its reliance on
information technology in performing its primary business functions.

3. System Access Security
Our audit revealed that system access security controls over QHA’s local area network needed to be
strengthened to ensure that only authorized users have access to the system. We found that although
QHA management had limited access security policies in place, there were no policies or procedures in
place requiring users to change their passwords on a regular basis. Our audit found that users were not
required to have minimum composition length passwords, and as a result, we found users with three letter
passwords having access to the network. We found that QHA had limited written policies and
procedures in place to address authorization and activation of system users. However, there were no
written IT policies and procedures in place to notify QHA’s IT staff when an individual terminated
employment at the QHA, and no written notification was being given from the QHA’s Personnel
Department of changes in employee status (e.g., terminations, leaves of absences, or transfers). Although
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our audit tests revealed that each user was an authorized employee of QHA, adequate procedures were not
in place for administering and monitoring system access security controls.
The failure to change passwords for user accounts in a timely manner places the QHA at risk of
unauthorized use of established privileges (using another individual’s user account having higher access
privileges) or to unauthorized access. Formal policies and procedures for system access security should
be in place to address password administration, activation and deactivation of access privileges, and
monitoring of user access. The failure to develop comprehensive formal system access security policies
and procedures and implement adequate controls practices places QHA’s automated systems and data at
risk of unauthorized access, modification, or loss.
The Commonwealth of Massachusetts “Internal Control Guide for Departments” promulgated by the
Office of the State Comptroller states, in part, “an employee’s password should be changed or deleted
immediately upon notice of his/her termination, transfer, or change in responsibility.” In addition,
computer industry standards advocate that policies and procedures for system access security be
documented and approved to provide a basis for proper protection of information assets. The policies
and procedures should address authorization for system users, development of user IDs and passwords,
authentication of users, establishment of audit trails, notification of changes in user status, frequency of
password changes, and procedures to be followed in the event of an unauthorized access attempt or
unauthorized access. The policies and procedures should also address emergency access guidelines for
critical applications to ensure that under emergency or disaster recovery situations, only authorized access
is granted.
Recommendation:
QHA should establish written policies and procedures to address password administration, including
the length and composition of passwords (a minimum of eight alpha/numeric characters), frequency of
password changes, guidelines for access security, establishment of audit trails, and procedures to be
followed in event of unauthorized access attempts or unauthorized access. The Authority should develop
an overall security framework restricting access to individuals on a need to know basis as well as a
complete set of policies and procedures including authorization changes to user profiles. We also
recommend that procedures be established requiring written notification from the QHA’s Personnel
Department of changes in personnel status to the IT staff to help ensure timely deactivation of access
privileges.

Auditee's Response:
The QHA will work to enhance and strengthen its IT policies and procedures with regard
to system access security and password administration. The QHA acknowledges the
importance of requiring users to change passwords periodically and ensuring that
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mechanisms are in place that would require that passwords be a minimum of eight
alpha/numeric characters. The QHA has related this audit recommendation to its
software vendor, which is currently in the process of implementing this change.
Although the current informal procedures have been adequate to provide IT system
security, the QHA will adopt the procedure of formal notification to IT staff when an
individual staff member changes employment status. It will also establish written IT
policies and procedures to address password administration, including the length and
composition of passwords, frequency of password changes, guidelines for access
security, establishment of audit trails, and procedures to follow in the event of
unauthorized access attempts or unauthorized access.
The QHA already has an overall security framework restricting access to individuals on
a need-to know basis, however, these policies will be documented in writing.
Auditor’s Reply:
While we agree that the Authority has certain access security controls in place, a comprehensive
security plan requires detailed documentation clearly identifying levels of security and controls for all
staff, application systems, and data.

4. Maintenance of Adequate Operating Reserve Accounts
Our audit revealed the QHA has not maintained adequate operating reserves for the State Project
4001, which provides housing for families, the elderly and handicapped persons. Our audit revealed that
minimum operating reserve amounts as required by DHCD were not being met. Our examination
revealed that for the thirty months between July 2001 and December 2003, the QHA under-funded the
operating reserve account by an average monthly total of $505,318. The operating reserve account has
been under-funded by amounts ranging from a low of $385,389 in July 2003 to a high of $660,454 in
April 2003.
As a result of QHA operating well below the minimum operating reserve amounts, DHCD has
lowered the management rating of the Quincy Housing Authority from an “Acceptable Performance” to a
“No Rating” status effective December 23, 2003. A “no rating” status as defined by DHCD requires the
QHA management to present timetables and work plans to address current deficiencies, changes in
management structure, and assurance of strong leadership in the hiring of a new, qualified director. The
Authority is also hindered in making major capital improvements to maintain its existing available
housing units.
The Department of Housing and Community Development serves as the oversight agency to local
housing authorities in the Commonwealth. The DHCD in the ‘Fiscal Year 2004 Budget Guidelines”

2004-0762-4T

- 16 -

issued September 2003, clearly states that each housing authority is to maintain minimum and maximum
operating reserves as outlined in the calculations delineated in the guidelines.
Our examination of documents from DHCD to QHA management revealed that recent QHA
management decisions might have contributed directly and indirectly to the financial hardship facing
QHA. These decisions were:
•

The QHA’s adoption of an early retirement program and the resulting costs in FY 2003 resulted
in extra costs to the QHA in the form of increased retirement assessments.

•

According to DHCD, the maintenance labor costs are higher than comparable sized local housing
authorities.

•

The QHA’s failed effort to obtain a federal Hope VI grant to demolish and re-build housing units
for the Snug Harbor development. This management decision contributed to delays in much
needed capital improvements and in filling vacancies.

Recommendation:
We recommend that QHA management, in conjunction with DHCD, develop a comprehensive
financial recovery plan to address the problems that have contributed to the under-funding of its operating
reserve accounts.

Auditee's Response:
On April 23, 2004, senior QHA staff met with DHCD staff and presented the Authority’s
written proposal for addressing the issues that are impacting on its operating reserves, a
copy of which is attached hereto. (see appendix A, page 20)
Auditor’s Reply:
We acknowledge that QHA management and DHCD are making efforts to address serious financial
issues at the Authority. We encourage both QHA and DHCD management to continue progress on a
long-term financial recovery plan to stabilize the financial condition and eventually upgrade the QHA
management rating from a “no rating “ to “acceptable.” Based on a meeting that we had with DHCD
officials on June 9, 2004 regarding QHA’s financial condition, actions the Authority and its board of
directors should consider to improve their management rating would be to:
•

Appoint a permanent Executive Director with extensive housing management experience that
would assist in having the Authority function as a cohesive entity, with all divisions working
toward a primary objective.

•

Perform a staff analysis to ensure that both administrative and maintenance needs of the QHA are
being addressed.
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Make any necessary changes to the method of maintaining its waiting list to assist in filling
vacant units in a more timely manner and maximizing rental income.

•

Communicate on a regular basis with DHCD to strengthen the working relationship for the
betterment of the housing stock in the City of Quincy.

We will review this issue during our follow-up audit.

5. Management of Unit Vacancies
Our review of the QHA’s vacant unit turnaround time for fiscal year 2003 disclosed that the
Authority lost the opportunity to earn approximately $181,000 in potential rental income by not filling
vacant units on a timely basis. As a result, the Authority has not maximized its rental income and may
have deprived needy citizens of housing.
The Department of Housing and Community Development’s (DHCD) Management Incentive
Program for Massachusetts Housing Authority, effective July 1, 1992, requires each housing Authority to
take adequate steps to maintain the lowest possible vacancy rate. DHCD guidelines stated that a
reasonable time frame for turning around vacant units is 21 days.
Our audit revealed that QHA management was taking an average of 371 days over the DHCD time
frame guideline to turnaround and fill fifty Chapter 200 units, resulting in the loss of approximately
$176,000 annually in potential rental income. An additional loss of income totaling $5,000 for the
Chapter 667 Elderly program also existed for vacant unit turnaround.
A major financial issue resulting in lost revenue for the QHA was the impact of delays in the
modernization and capital work at the Chapter 200 development, Snug Harbor. The QHA’s effort to
obtain a federal Hope VI grant delayed movement in capital improvements. DHCD had discouraged
these efforts because of the uncertainty of obtaining funding from the grant. Inadequate funding
contributed to lengthening both total construction time and vacancy periods for many of the unoccupied
units.
Another contributing factor to the vacancies at Snug Harbor has been the high cost of shelter for
tenants. Tenants currently pay 27% of their income to rent plus their utilities, while tenants at the federal
development pay 30% of their income, which includes their utilities. Therefore, when a unit becomes
available in a federal development, state development tenants move, thus exacerbating the vacancy
problem. DHCD is looking for the implementation of needed reforms in tenant selection at QHA,
primarily a single federal and state waiting list for all applicants. The QHA is working to consolidate
their waiting lists to a single waiting list in an effort to reduce the vacancy problem and stabilize the
tenant population within Snug Harbor.
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Because of the delays in leasing the units on a timely basis, eligible applicants have been denied, at
least temporarily, subsidized housing. Furthermore, the loss of $181,000 in potential annual income has
an impact on the operating reserves of the Authority, which can be used to improve housing units.
Recommendation:
The Authority should review its policies to ensure that all vacant units are occupied within DHCD’s
21-day turnaround guideline, to monitor vacancies to ensure that units are available for occupancy in a
timely manner, and should continue to work in conjunction with DHCD to develop and implement a
financial recovery plan to ensure that adequate housing is provided to needy citizens on a timely basis.

Auditee's Response:
The QHA addresses the matter of unit vacancies in its April 23, 2004 (see Appendix B),
response to DHCD. It discusses: (1) the mold and mildew problems in its family units
(also see attached QHA’s April 10, 2004, Study on Mold and Mildew in State Family
Housing Units); (2) the fact that the QHA’s state family development is second in size
only to the state-aided family housing development administered by the Boston Housing
Authority; yet the QHA receives the same subsidy per unit as all of the other housing
authorities in the state, excluding Boston; and (3) The QHA has experienced a transfer
of tenants from its Snug Harbor Development, where tenants pay 27 percent of their
income in rent plus the cost of utilities, to its adjacent federal family housing
development, where tenants pay only 30 percent of their income, which includes the cost
of utilities.
The QHA is continuing discussions with DHCD regarding the release of capital funding
to address comprehensively the mold and mildew situation and has adopted a singlefamily waiting list to help alleviate the migration of tenants from state to federal public
housing. In addition, it has contracted with a consultant to perform an assessment of its
maintenance operations.
Auditor’s Reply:
We understand that for several vacant units, the units had developed mold and mildew problems that
prevented QHA from renting these units. The lack of available funds for renovations and routine
maintenance improvements due to a low operating reserve balance has exacerbated this problem.
Subsequent to our formal exit, our discussions with the Authority’s Board of Directors and senior DHCD
officials have indicated that QHA will initiate a strategy that DHCD has outlined as necessary to raise the
Authority’s management rating from “no rating” to “acceptable.” We continue to urge QHA
management to work with DHCD on a financial recovery plan to address these issues.
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Auditee Attachments

The following are attachments that are referenced in the Authority’s responses contained within the text
of our report.
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APPENDIX A

QUINCY HOUSING AUTHORITY
80 Clay Street
Quincy, Massachusetts 02170-2799
August 23, 2002
Mr. Mark Slotnick
Asst. Director of Public Housing and Rental Assistance
Mass. Dept. of Housing and Community Development
One Congress St., 10th floor
Boston, MA 02114
Re:

JOHN G. MATHER
Executive Director
JACQUELYN S. LOUD
Assistant Director

Quincy Housing Authority Pension Assessment – Actuarial Study

Dear Mr. Slotnick:
Mr. Mather has asked that I forward a copy of the above report to you, together with a brief
explanation. He is out of the office today, but did not want to delay getting the enclosed information to
you.
After the Quincy City Hospital was privatized, the Quincy Housing Authority’s pension
assessment increased by more than $200,000. This increase was caused, primarily, by a decrease in the
City’s payroll of approximately 25%. After receiving the increased assessment, the Authority decided to
conduct an actuarial study of the costs of Authority employee pensions. The actuarial study results have
been issued and I am enclosing a copy of the report for your information. Although the privatization of
the City hospital and ensuing increase in the QHA pension bill brought this issue to the forefront, the
report shows that the privatization of the hospital is only a part of a much larger problem.
The Quincy Housing Authority, like other Massachusetts housing authorities, participates in the
M.G.L. c. 32 public retirement system. According to that statute, a housing authority is assigned
membership in the local retirement system which serves its municipality. As the QHA is located in the
City of Quincy, it is assigned membership in the City of Quincy Retirement system, which is governed by
the Quincy Retirement Board. There are two employers in this particular system, the Quincy Housing
Authority and the City of Quincy. The pension costs of each employer are assessed using the “payroll
method”, pursuant to c.32. That method requires that all pension costs be apportioned according to an
employer’s percentage of the total system payroll. As you can see from the enclosed study, the payroll
method of allocating pension costs, in this case, has no relation to the Authority’s actual costs to the
system. This method actually shifts a substantial portion of the costs of City of Quincy employee pensions
onto the Quincy Housing Authority, pensions costs which should not be assigned to the Authority.
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August 23, 2002
Mr. Mark Slotnick
Asst. Director of Public Housing and Rental Assistance
As shown by the enclosed study report, in fiscal 2002, although the actuarial (actual) cost of the
Authority’s employees to the pension system was $333,806, the Authority was assessed $745,060. And in
fiscal 2003, when the Authority’s actuarial costs are $420,459, the Authority’s assessment is $966,516.
When we met with the actuary to discuss his report, he indicated that the Authority has been paying from
25% to 50% more than its actual pension costs since approximately 1988, when there was a change in the
pension law.
The report demonstrates that the payroll cost allocation method results in a gross inequity which
likely affects other Massachusetts public housing authorities, unless they are fortunate enough to be a
participant in one of the nine local retirement systems which use the actuarial (actual) method of pension
cost allocation. When one considers that this payroll cost allocation likely determines the pension bills of
most Massachusetts housing authorities, the financial implications are enormous. It is anticipated that this
problem is only going to get worse as pension costs throughout Massachusetts are expected to rise even
further during the next few years.
The Authority has requested a meeting with the Quincy Retirement Board and the Mayor of
Quincy to discuss these issues. The Quincy Housing Authority has formally requested that the Quincy
Retirement Board change the pension cost allocation method to an actuarial (actual cost) method. The
actuarial method of pension cost allocation assesses the actual costs of employee pensions to each
employer. It would seem that the enclosed report clearly demonstrates the inequity caused by the payroll
allocation method and that fairness would require that the inequity be resolved.
Mr. Mather will be contacting you shortly to discuss this matter after you have had a chance to
digest the enclosed information. In the meantime, if I can help you with any further information, please let
me know.
Very truly yours,

Patricia F. Hunt
General Counsel
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