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Chapter 6, Sections 43 and 44, of the Massachusetts General Laws establishes the powers
and duties of the Alcoholic Beverages Control Commission (ABCC). The ABCC has
general supervision of the conduct of the business of manufacturing, importing, exporting,
storing, transporting, and selling alcoholic beverages in accordance with Chapter 138 of the
General Laws and the quality, purity, and alcoholic content thereof. The ABCC is also
responsible for issuing permits to retail establishments and distributors of alcoholic
beverages; recording licenses for the sale and distribution of alcoholic beverages; and
enforcing, overseeing, and regulating over 22,000 liquor licenses in the Commonwealth. The
ABCC was an agency under the direction of the Office of Consumer Affairs and Business
Regulations (OCABR), which is the state watchdog agency charged with educating,
informing, and protecting consumers, until the passage of Chapter 26, Section 48, of the
Acts of 2003. The language in this section provides the Treasurer of the Commonwealth
with oversight responsibility for the ABCC.
Our audit was conducted with the specific objectives of (1) reviewing the ABCC's internal
control structure; (2) reviewing ABCC activities, including, but not limited to, internal
controls over receipts and expenditures, contract administration, use of consultants, and
administrative costs; (3) reviewing and analyzing ABCC investigations, appeals, and hearing
processes available to licensees and applicants; (4) determining whether the ABCC is
efficiently and effectively managing these activities and are complying with applicable laws,
rules, and regulations; (5) examining financial and program records to determine whether
records are accurate, up-to-date, and maintained in accordance with established criteria; and
(6) reviewing the ABCC’s system for addressing complaints and determining whether they
are handled in a proper and timely manner.
AUDIT RESULTS

4

1. LACK OF AN INTERNAL CONTROL PLAN AND RISK ASSESSMENT

4

Our audit disclosed that, contrary to Chapter 647 of the Acts of 1989, An Act Relative to
Improving Internal Controls Within State Agencies, the ABCC did not document an
internal control plan and a related risk assessment in accordance with the guidelines
issued by the Office of the State Comptroller (OSC). Without a documented internal
control plan and a related risk assessment, management cannot be assured that the
ABCC’s goals and objectives are being met or that resources entrusted to it to carry out
programs are being safeguarded and expended in accordance with applicable laws, rules,
regulations, and program requirements.
2. IMPROVEMENTS
PROCEDURES

NEEDED

OVER

DOCUMENTATION

OF

POLICIES

AND

Our review of the ABCC noted that, contrary to the OSC's Internal Control Guidelines
and Chapter 647 of the Acts of 1989, written policies and procedures for receiving and
processing complaints and investigations had not been documented. As a result, there is
inadequate assurance that the ABCC will achieve its objectives efficiently, effectively, and
i
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in compliance with applicable laws, rules, and regulations; maintain consistency in
operations; and have the appropriate operational guidelines and information to provide
guidance and facilitate training of new staff.
3. IMPROVEMENTS NEEDED OVER DAILY DEPOSITS OF REVENUE

8

Our audit indicated that, contrary to the OSC's Internal Control Guide for
Commonwealth Departments, OCABR's Internal Control Plan, and Chapter 30, Section
27, of the General Laws, the ABCC does not deposit its cash receipts on a daily basis.
During high-volume license renewal periods (November and December), the ABCC
makes deposits on Monday, Wednesday, and Friday. Otherwise deposits are made only
once a week. Receipts ranged from a low of $9,215 for August 2002 to a high of
$479,181 for December 2002. Without adequate controls in place for daily deposits, the
risk of loss, theft, or misuse of funds increases. Further, delays in revenue deposits
inhibit the use of these funds by the Commonwealth.
4. IMPROVEMENTS NEEDED OVER RECONCILIATIONS TO MASSACHUSETTS
MANAGEMENT ACCOUNTING AND REPORTING SYSTEM (MMARS)

9

Our review noted that OCABR's Administrative Services Unit (ASU) (the unit
responsible for reconciling the ABCC's financial activity) did not reconcile bank
statements to the Massachusetts Management Accounting and Reporting System
(MMARS) in a timely manner. Specifically, bank statements were reconciled to the
department’s cash records, but not to MMARS reports to ensure that department records
agreed to those of the Commonwealth's accounting system. In fact, we found that the
ASU was eight months in arrears in reconciling its bank statements to MMARS. Without
timely reconciliations, there is inadequate assurance that funds are properly accounted for
and that the department is receiving proper credit. Additionally, the risk of fraud, theft,
and misuse increases. Further, the ASU was not recording Cash Transfer (CT)
transactions on MMARS in a timely manner. Chapter 647 of the Acts of 1989 requires
that “all transactions and other significant events are to be promptly recorded, clearly
documented and properly classified” and that “documentation of a transaction or event
should include the entire process or life cycle of the transaction or event.” In addition,
the OSC's Internal Control Guide for Commonwealth Departments, Chapter 3,
Collected Revenue, states, in part: “Collected revenue should be reconciled monthly to
the state accounting system records and to the monthly bank statement.”
5. IMPROVEMENTS NEEDED IN CONTROLS OVER NON-RETAIL LICENSES

The ABCC issued 18,400 licenses in fiscal year 2002, of which approximately 10,000
were non-retail licenses. Our audit revealed that the ABCC did not have adequate
internal controls over the inventory, preparation, and distribution of non-retail licenses,
permits, and certificates of compliance. Several types of licenses and permits were
prepared manually, sequentially numbered, and signed by the Commissioner. A manual
system does not have the same tracking mechanisms as a computerized system, and
therefore increases the risk of fraudulent or unauthorized licenses being issued. Our
audit also disclosed that improvements were needed regarding internal controls over
licenses in the areas of segregation of duties, physical security, inventory procedures,
written policies and procedures, and management oversight. Chapter 647 of the Acts of
1989 defines the standards for the minimum level of quality acceptable for internal
ii
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control systems. These standards address documentation of internal controls and
policies and procedures, access to resources and records, and supervision. Also, the
OSC’s Internal Control Guide for Managers, Chapter 4, Internal Control Activities, sets
forth controls relating to segregation of duties, inventories, control access to assets and
resources and documentation of internal controls.
6. NONCOMPLIANCE WITH REPORTING REQUIREMENTS OF CHAPTER 647 OF THE
ACTS OF 1989

14

Subsequent to the completion of our field work, it came to our attention that in August
2000, ABCC experienced the loss/theft of four laptop computers. During our follow-up
interviews with ABCC personnel, they indicated that they located a memorandum
regarding the stolen/missing laptop computers and that a report was filed with an
unidentified party on August 31, 2000. However, the memorandum does not indicate
who the report was filed with. The OSA has no record that the required report was
received, and as a result, an investigation was not conducted to independently determine
the internal control weaknesses that existed at the time of the loss.
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INTRODUCTION
Background

Chapter 6, Sections 43 and 44, of the Massachusetts General Laws establishes and sets forth the
powers and duties of the Alcoholic Beverages Control Commission (ABCC) by stating, in part:
There shall be a commission to be known as the alcoholic beverages control commission, to
consist of a commissioner and two associate commissioners appointed by the governor. Not
more than two members shall be members of the same political party. The commissioner and
one associate commissioner shall serve terms coterminous with that of the governor. One
associate commissioner shall serve a four year term. The commissioner shall serve as chairman
and shall devote his full time during business hours to his official duties. The positions of
commissioner and associate commissioners shall be classified in accordance with section fortyfive of chapter thirty and the salaries shall be determined in accordance with section forty-six C
of said chapter thirty.

In addition, Chapter 26, Section 48, of the Acts of 2003 amends Chapter 10 of the General Laws by
adding sections 70, 71 and 72. These sections transfer the oversight responsibility for the ABCC to
the Office of the State Treasurer (OST) and state that the ABCC Commissioner and two Associate
Commissioners will be appointed by the Treasurer; that the Commissioner’s term will be
coterminous with the Treasurer; and that the two Associate Commissioners serving on the ABCC as
of May 1, 2003 will remain until January 2, 2005 and will thereafter be appointed by the Treasurer
for terms of four years.
The ABCC has general supervision of the conduct of the business of manufacturing, importing,
exporting, storing, transporting, and selling of alcoholic beverages in accordance with Chapter 138
of the General Laws and of the quality, purity, and alcoholic content thereof. Section 44 sets forth
the powers and duties of the ABCC and its reporting responsibilities. The ABCC is the sole agency
in Massachusetts responsible for directly licensing or permitting specific participants in the alcoholic
beverages industry in Massachusetts. All manufacturers of alcoholic beverages, wholesalers and
importers, out-of-state suppliers of alcoholic beverages, brokers, salesmen, warehouses, planes,
trains, ships, ship chandlers, and most every motor vehicle transporting alcoholic beverages in
Massachusetts require direct licensing from the ABCC. Approximately 10,000 such licenses and
permits are issued by the ABCC each year.
The ABCC must also approve the granting of every retail pouring or packaging store license
application allowed by city or town. There are approximately 10,000 annual retail pouring or
1

2003-0011-3S

INTRODUCTION

packaging store licenses in Massachusetts and approximately 2,000 seasonal retail pouring or
packaging store licenses. The members of the ABCC’s licensing division coordinate and process the
annual renewals of these 12,000 retail licenses.
The ABCC is also responsible for issuing permits to retail establishments and distributors of
alcoholic beverages; recording and approving licenses issued by local authorities for the sale and
distribution of alcoholic beverages; and enforcing, overseeing, and regulating over 22,000 liquor
licenses in the Commonwealth. The ABCC was an agency under the direction of the Office of
Consumer Affairs and Business Regulations (OCABR), which is the state entity charged with
educating, informing, and protecting consumers.
The ABCC responds to inquiries from local licensing boards, applicants, and citizens regarding the
status of appeals or the process of obtaining an application for a license or permit. The ABCC
issues non-retail permits and licenses, whereas the individual cities and towns issue retail licenses.
The ABCC’s investigative unit pursues complaints and potential violations relating to an
establishment’s sale and distribution of alcoholic beverages.

In fiscal year 2002, the ABCC’s

appropriation was $1,609,285 and its revenues totaled $1,574,565.

In fiscal year 2003, its

appropriation was $1,618,977 and its revenues totaled $1,859,487.
The ABCC uses the Commonwealth’s Information Technology Division (ITD) to provide thirdparty operational and software maintenance support for the ABCC’s principal application, the
License Tracking System. The License Tracking System allows the ABCC to process new and
renewal retail permit and license applications. Annual renewal applications for retail licenses are
mailed to cities and towns, which approve them and return them to the ABCC. Annual renewals for
permits mailed on a calendar-year basis to brokers, wholesalers, and suppliers must be signed by the
licensee and returned to the ABCC. In addition to using ITD to provide data processing support,
the ABCC has a local area network (LAN) supported by a file server located at the Division of
Banks. Further, the ABCC uses its own computer systems to process non-retail permits and to store
certificate-of-compliance data regarding companies holding a permit to import alcoholic beverages
into Massachusetts.

2
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Audit Scope, Objectives, and Methodology

In accordance with Chapter 11, Section 12, of the General Laws, we conducted an audit of the
ABCC for the period July 1, 2001 through October 31, 2002.

Our audit was conducted in

accordance with applicable generally accepted government auditing standards with specific
objectives of (1) reviewing the ABCC’s internal control structure; (2) reviewing ABCC activities,
including but not limited to internal controls over receipts and expenditures, contract administration,
use of consultants, and administrative costs; (3) reviewing and analyzing ABCC investigations,
appeals, and hearing processes available to licensees and applicants; (4) determining whether the
ABCC was efficiently and effectively managing these activities and was complying with applicable
laws, rules, and regulations; (5) examining financial and program records to determine whether
records are accurate, up-to-date, and maintained in accordance with established criteria; and (6)
reviewing the ABCC’s system for addressing complaints and determining whether they are handled
in a proper and timely manner.
In conducting our audit, we (1) reviewed the ABCC’s internal control procedures for the issuance of
licenses; (2) reviewed license application files and investigation files; (3) reviewed time and
attendance records; (4) reviewed internal controls over fixed assets; (5) reviewed fiscal and
accounting controls and procedures for revenues and expenditures; (6) interviewed ABCC and
OCABR officials; and (7) reviewed the ABCC’s internal control plan and related risk assessment.
As a result of the transfer of the oversight responsibility for the ABCC to the Office of the State
Treasurer, we met with OST officials to discuss our audit results and recommendations. The OST
submitted a written response to our report, which is incorporated as an appendix to this report.
Except as discussed in the Audit Results of the report, our audit indicated that, for the areas tested,
the ABCC has adequate internal controls over its fiscal, administrative, and programmatic operations
and has complied with applicable laws, rules, and regulations.

3
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1. LACK OF AN INTERNAL CONTROL PLAN AND RISK ASSESSMENT

Our audit disclosed that, contrary to Chapter 647 of the Acts of 1989, An Act Relative to
Improving Internal Controls Within State Agencies, the Alcoholic Beverages Control
Commission (ABCC) did not document an internal control plan and a related risk assessment in
accordance with the guidelines issued by the Office of the State Comptroller (OSC). Without a
documented internal control plan and a related risk assessment, management cannot be assured
that the ABCC’s goals and objectives are being met or that resources entrusted to it to carry out
programs are being safeguarded and expended in accordance with program requirements.
Further, when changes in departmental or organization structure and responsibilities occur, the
internal control plan is a vital tool that provides management with current information relative
to the ABCCs’ risks and related controls.
An internal control plan is essential to any financial operation in that it helps to identify areas of
financial and operational risk that should be addressed through financial and operational policies
and procedures. Chapter 647 of the Acts of 1989 (see Appendices I and II), An Act Relative to
Improving the Internal Controls within State Agencies, establishes standards for maintaining
internal controls over activities to provide accountability and prevent the misuse of
Commonwealth funds. The Act establishes standards for internal controls and management’s
corresponding responsibilities, as follows:
Internal control systems of the agency are to be clearly documented and readily available
for examination. Objectives for each of these standards are to be identified or developed
for each agency activity and are to be logical, applicable and complete. Documentation
of the agency’s internal control system should include (1) internal control procedures, (2)
internal control accountability systems and (3), identification of the operating cycles.
Documentation of the agency’s internal control systems should appear in management
directives, administrative policy, and accounting policies, procedures and manuals.

The Act also requires each agency to maintain “written documentation of its internal accounting
and administrative control system” and to “annually, or more often as conditions warrant,
evaluate the effectiveness of the agency’s internal control system and establish and implement
changes necessary to ensure the continued integrity of the system.” In addition, the OSC’s
Internal Control Guide for Departments and Managers provides specific objectives and activities
to assist agencies in complying with the requirements of Chapter 647 of the Acts of 1989.
4
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As part of an adequate internal control plan, the OSC requires all departments to prepare a
department-wide risk assessment. OSC defines this risk assessment as “the identification and
analysis of the high-level risks that could prevent the entire department from attaining its goals
and objectives.” ABCC identification and analysis forms the basis for determining how the risks
should be managed.

A precondition to a risk assessment is the establishment of the

organization’s missions and goals.
During our audit, we requested the ABCC’s internal control plan and department-wide risk
assessment. They provided us with a general plan designed and implemented for the Office of
Consumer Affairs and Business Regulations (OCABR), which oversees the operations of nine
state agencies, including the ABCC, instead of documentation that was specific to the ABCC.
As a result of interviews with senior management, we determined that a separate internal control
plan and related risk assessment had not been prepared for the ABCC.

The agency’s

Commissioner and Executive Secretary, who have held their positions for less than a year, stated
that they were not aware of the aforementioned requirement.
Without a documented internal control plan and related risk assessment, management cannot be
assured that the ABCC’s goals and objectives are being met and that day-to-day operations are
being managed efficiently, effectively, and in accordance with standardized policies and
procedures.
Based on our discussions, the Executive Secretary later prepared and presented us with
documents entitled “Summary of Risk Assessment, and “Internal Control Plan.” While we
recognize and acknowledge this corrective action, both of these documents need improvement.
Specifically, the “Internal Control Plan” provided a description of agency responsibilities, it did
not contain the following elements required by the Office of the State Comptroller:
•

A description of the control environment which sets the tone of an organization relative to
risks and controls

•

A risk assessment that includes an analysis and documentation of department-wide, highlevel risks that may prevent the ABCC from achieving their mission and goals

•

A description of control activities that includes the organizational structure, policies, and
procedures to mitigate the risks as described in the risk assessment

5
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•

Information and communication directives, including informing staff of their duties and
responsibilities, identifying expectations and reporting, and communicating the importance
of the internal control system and conducting training

•

A description of monitoring functions, including performance evaluations, ongoing
supervision, and status reports

Moreover, the “Summary Risk Assessment” was not a high level, department wide summary of
risks that could prevent the department from achieving their goals and missions. Further, the
risks that are identified in the summary were not at a high level and do not match the mission
and goals of the ABCC.
Recommendation

The ABCC should continue to develop and improve its internal control plan in compliance with
Chapter 647 of the Acts of 1989 and the guidelines established by the OSC’s Internal Control
Guide to ensure proper documentation of its internal control structure and related risks. In
addition, when documenting risk and developing the internal control plan, the ABCC must
ensure that changes in structure, reorganizations, and responsibilities are accurately reflected.
Moreover, the ABCC should identify high-level, risk areas and develop an acceptable,
department-wide risk assessment.
2. IMPROVEMENTS NEEDED OVER DOCUMENTATION OF POLICIES AND PROCEDURES

Our review noted that, contrary to the OSC’s Internal Control Guidelines and Chapter 647 of
the Acts of 1989, the ABCC had not developed written policies and procedures for receiving
and processing complaints and handling investigations. Without such documented policies and
procedures in place, there is inadequate assurance that the ABCC will (a) achieve its objectives
efficiently, effectively, and in compliance with applicable laws, rules, and regulations; (b)
maintain consistency in operations; (c) make staff aware of their duties and responsibilities; and
(d) have the appropriate materials to facilitate training of new staff.
The OSC’s Internal Control Guide for Managers, Chapter 4, Section D, indicates that
documenting internal control policies and procedures is important because a written document
informs staff of the specific requirements concerning their duties and responsibilities and the
operational policies and procedures with which they are required to comply. The guide also
states that Chapter 647 of the Acts of 1989 sets forth six standards that departments must
6

2003-0011-3S

AUDIT RESULTS

establish and incorporate in an internal control structure. Regarding the first standard, the guide
states, in part:
Internal control systems of the agency are to be clearly documented and readily available
for examination.

The ABCC’s Investigative and Enforcement Division consisted of 14 special investigators, who
perform a wide variety of functions. Their responsibilities include investigating all license
applications via a computer-based system as well as all “operating under the influence” cases
referred from the state. Furthermore, the ABCC received several hundred complaints in 2002,
all of which had to be documented, assigned to an investigator, and appropriately followed up
on. Finally, investigations sometimes resulted in hearings, which the investigators assigned to
the case are required to attend. During interviews with key personnel, we were informed that
although they performed very diversified and often complicated functions, none of their policies
and procedures were documented since staffing levels were not adequate to do so.
The policies and procedures for the ABCC’s Investigative and Enforcement Division should
include, but not be limited to, the following:
•

Methods and processes for receiving and documenting complaints

•

Timeframes for processing complaints, including performance measures and detailed steps
for performing investigations

•

Processing and following up on complaints and performing investigations, including
compliance requirements

•

The process for hearings and appeals, including applicable laws, rules, and regulations

•

Samples of all required documentation and forms

In March 2003, 11 of the 14 special investigators were laid off due to budget cuts. Without
sufficient staff and adequate policies and procedures to handle complaints and investigations, the
ABCC may not be fulfilling its mandate to ensure that it is conducting its general supervision
over the manufacturing, importing, exporting, storing, transporting, and selling alcoholic
beverages in a consistent and efficient manner.

7
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Recommendation

The ABCC should develop comprehensive written policies and procedures that include
documenting all aspects of the investigative process, including intake, investigation, follow-up
actions, hearings, and any other required procedures. Moreover, the ABCC should ensure that
all appropriate staff are made aware of these policies and procedures. Finally, all new staff
members should also be properly trained to ensure that they are fully aware of and properly
comply with these policies and procedures.
3. IMPROVEMENTS NEEDED OVER DAILY DEPOSITS OF REVENUE

Our review revealed that the ABCC does not deposit its cash receipts on a daily basis. The
ABCC receives checks in the mail each day for licenses, permits, certification of compliance, etc.
After the mail is opened and date-stamped, it is distributed by an Administrative
Secretary/Receptionist. All checks are given to an Administrative Assistant, who prepares them
for deposit by writing the appropriate ABCC revenue code on the check, copying the front and
back, and distributing the copies to the proper department. During high-volume license renewal
periods (November & December), the ABCC makes deposits on Monday, Wednesday, and
Friday of each week. Otherwise, deposits are made only once a week. Our review indicated that
receipts ranged from a low of $9,215 for August 2002 to a high of $479,181 in December 2002.
ABCC personnel stated that inadequate staffing prevents them from making daily deposits and
that the employee who is assigned to recording and depositing their receipts has additional
responsibilities that do not allow the time to prepare daily deposits. In addition, they stated, the
volume of checks received is often too low to deposit each day.
The OSC’s Internal Control Guide for Commonwealth Departments, Volume II, Chapter 3,
Cash Receipts, requires that “all revenue collected on behalf of the Commonwealth must be
recorded and deposited daily into a Commonwealth approved account.” Further, the OCABR’s
Internal Control Plan, Section 7.2, states that “all revenue received should be deposited on a
daily basis and within 24 hours of receipt.” Additionally, Chapter 30, Section 27, of the General
Laws states, in part, “Except as otherwise expressly provided, all fees or other money received
on account of the commonwealth shall be paid daily into the treasury thereof.” Without
adequate controls in place for daily deposits, the risk of fraud, theft, and misuse of funds

8
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increases.

Further, delays of revenue deposits inhibit the use of these funds by the

Commonwealth.
Recommendation

The ABCC should develop and implement policies and procedures to ensure that they deposit
all checks received on a daily basis, in accordance with laws, rules, and regulations, in order to
mitigate the risk of fraud, theft or misuse of funds.
4. IMPROVEMENTS NEEDED OVER RECONCILIATIONS TO MASSACHUSETTS MANAGEMENT
ACCOUNTING AND REPORTING SYSTEM (MMARS)

The OSC’s Internal Control Guide for Commonwealth Departments, Chapter 3, Collected
Revenue, states, in part:
Collected revenue should be reconciled monthly to the state accounting system records
and to the monthly bank statement.

However, our review noted that OCABR’s Administrative Services Unit (ASU) did not reconcile
bank statements to the Massachusetts Management Accounting and Reporting System
(MMARS) 466C Report (“Cash Received by State vs. Cash Reported by Department”) in a
timely manner. Specifically, bank statements were reconciled to the ASU’s cash records, but not
to the MMARS 466C Report to ensure that department records agreed to the Commonwealth’s
accounting system. As of August 2002, the most recent bank statement reconciliation to
MMARS occurred in April 2002, or eight months in arrears. Without timely reconciliations,
there is inadequate assurance that all funds are properly accounted for and that the department is
maintaining correct balances. Additionally, the risk of fraud, theft, and misuse increases.
The ABCC receives revenue in two ways. “Over-the-Counter” revenue is received directly at
the ABCC, almost entirely through the mail. (Occasionally, the licensee pays in person.) This
“Over-the-Counter” money is revenue that is sent to the bank in the form of a standard check
deposit, as the ABCC does not accept cash. The ABCC also receives revenue through a bank
lockbox for licensees who send their payments directly to a post office box at the bank. The
bank transfers the total for each day into the ABCC’s sweep account. Our review noted that
OCABR’s Director of Accounting processes a Cash Transfer (CT) transaction to record revenue
on MMARS twice a month. This practice is not in compliance with Chapter 647 of the Acts of
1989, which requires the prompt recording of transactions, as follows:
9
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All transactions and other significant events are to be promptly recorded, clearly
documented and properly classified. Documentation of a transaction or event should
include the entire process or life cycle of the transaction or event….

Processing CTs to record revenue only twice each month does not accurately or timely reflect
the balances that should be recorded on MMARS.
According to OCABR’s Director of Accounting, the ABCC’s bank statements are reconciled
both informally and formally.

Informally, each month Fleet Bank sends an ABCC bank

statement to OCABR, upon which a staff accountant compares the amount credited to the
account with the amount recorded in that month’s ABCC cash records. This comparison or
review ensures that everything that was received is properly reflected on the bank statement.
The formal bank reconciliation, which is much more comprehensive, includes a review of the
bank statement, the monthly cashbook, and the MMARS Report 466C. OCABR’s Director of
Accounting performs the following four-step reconciliation process.
1. Verify that all credits on the bank statement also appear as debits, which
indicates that all deposits got swept.
2. Ensure that the credits on the statement also match ABCC cash records.
3. Ensure that all debits are properly credited to the ABCC’s sweep account.
4. Compare year-to-date totals on the MMARS Report 466C to the year-to-date
cash record totals by revenue source.
During our audit, OCABR’s Director of Accounting stated that the formal bank reconciliation
could not be performed until three to four weeks after the end of the month, as that is generally
how long it takes the state to produce the MMARS Report 466C. The formal reconciliation is
completed by reconciling the sweep account to zero.
OCABR’s Director of Accounting attributes the delays in performing timely and comprehensive
bank reconciliations to staff and time constraint issues. As a result of OCABR’s untimely
reconciliations, there is inadequate assurance that the bank has properly credited the ABCC for
all of the revenue it receives and that the revenue reported on MMARS report 466C is accurate.
The OCABR Internal Control Plan, Section 7.4, Controls for Revenue Reconciliation, states, in
part:
10
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Revenue reconciliation for all revenues received by OCABR [should be] performed in a
timely manner utilizing MMARS 466C Report….

Moreover, the OSC’s Internal Control Guide for Commonwealth Departments, Chapter 3,
states, in part:
Collected Revenue should be reconciled monthly to the state accounting system records
and to the monthly bank statement.
Recommendation

The OCABR should develop and implement procedures to ensure that monthly bank
statements, MMARS 466C reports, and the ABCC’s cash records are reconciled on a monthly
basis to ensure their accuracy and to mitigate the risk of loss, theft, or misuse of funds.
Additionally, all CTs should be processed in a timely manner to accurately reflect all proceeds to
the Commonwealth’s General Fund.
5. IMPROVEMENTS NEEDED IN CONTROLS OVER NON-RETAIL LICENSES

The ABCC issued 18,400 licenses in fiscal year 2002, of which approximately 10,000 were nonretail licenses. Our audit revealed that the ABCC did not have adequate controls in place over
the inventory, preparation, and distribution of non-retail licenses, permits, and certificates of
compliance. Although licenses are sequentially numbered and signed by the Commissioner,
several types of licenses and permits were prepared manually, which increases the risk of
fraudulent or unauthorized licenses being issued. Additionally, a manual system does not have
the same tracking mechanisms as a computerized system. Further, for certificates of compliance
(a type of license that indicates who the product is being sold to that is issued to out-of-state
suppliers who provide alcoholic products to Massachusetts wholesalers) the ABCC used labels
that were manually generated and affixed to the certificates, which also increases the risk for
fraud. Improvements were also needed in the following areas:
•

Segregation of duties: The same employee is responsible for ordering/receiving blank
forms, maintaining the inventory of blank forms, and issuing completed licenses.

•

Physical security over licenses: There is unrestricted access to unissued licenses.

•

Inventory procedures: An inventory and reconciliation of licenses on hand has never been
performed, and there was inadequate supporting documentation to account for licenses
issued or on hand as of a certain date.
11

2003-0011-3S

AUDIT RESULTS

•

Written policies and procedures: No documentation exists to set forth procedures that
should be followed for the issuance of licenses.

•

Management oversight: There were no supervisory procedures in place to review or monitor
the process for issuing licenses.

The ABCC maintains all license and permit information on a calendar-year basis. During 2002,
the ABCC processed approximately 10,000 annual retail pouring or package store licenses, and
approximately 2,000 seasonal retail licenses. Regarding non-retail licenses, all manufacturers of
alcoholic beverages; wholesalers and importers; out-of-state suppliers; brokers, salesmen, and
warehousers; and owners of trains, planes, boats, and trucks who want to sell or transport
alcohol within Massachusetts require direct licensing from the ABCC. Although the ABCC
receives and processes all retail license applications, the local licensing boards where the pouring
establishment or package store is located is responsible for issuing the license.
Our review of the policies, procedures, and controls for retail licenses revealed no major
weaknesses. However, we noted the following deficiencies in the policies, procedures, and
controls for its 16 types of non-retail licenses:
•

The ABCC lacked proper inventory procedures to account for the number of licenses
issued, the number of licenses on hand, and the location of the licenses. We interviewed key
personnel and requested supporting documentation to determine the types and quantities of
licenses and permits ordered and on hand at the beginning of the year. We also requested
records detailing the quantities and types of licenses and permits issued during the year.
However, the only supporting documentation that the ABCC was able to provide to us was
a typed list that stated the type of license and quantity ordered. Moreover, the ABCC did
not have records to account for the number of licenses issued or the number on hand as of
any specific date. Finally, the ABCC did not conduct a license inventory or perform any
reconciliations between licenses received, issued, and remaining on hand to determine
whether all were properly accounted for.

•

Some non-retail licenses/permits were manually prepared or utilized manually generated
labels affixed to a blank license form, indicating the name and address of the licensee.
Although the licenses are sequentially numbered and signed by the Commissioner, there is
still the risk that fraudulent licenses can be prepared or that licenses can be altered once they
have been signed.

•

Access to licenses was unrestricted, and no individual was designated to monitor the license
inventory. In addition, licenses and permits that had not been issued were kept in an
envelope in an unlocked file cabinet that the entire staff had access to. We also found
unrestricted access to the 2003 licenses and permits, as they were kept on the Administrative
Assistant’s desk in an open manila envelope. However, as a result of our audit, the
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Executive Secretary implemented a policy whereby all blank licenses and permits would be
kept in a locked cabinet allowing for very limited access.
•

There was an inadequate segregation of duties with no supervisory review or management
oversight. The same employee shared in all functions, including ordering/receiving the
blank forms, maintaining the inventory of blank forms, and issuing completed forms to the
licensees.

The lack of inventory controls creates the potential for licenses to be issued fraudulently and to
unauthorized parties. Moreover, the lack of appropriate segregation of duties and oversight
procedures creates the potential for errors to go undetected. Also, preparing licenses manually
rather than through a computerized database increases the risk of fraudulent or altered licenses
going undetected, and the lack of physical security increases the risk of loss, theft, and misuse of
licenses.
Chapter 647 of the Acts of 1989 sets forth standards that departments must establish and
incorporate in an internal control structure regarding documentation, segregation of duties, and
supervision as follows:
•

Documentation – “Departments must clearly document internal control systems and make
those systems easily available for examination.”

•

Segregation of duties – “Departments must establish a system to assign essential duties and
responsibilities to a number of individuals.”

•

Supervision – “Provide qualified and continuous supervision to all staff to ensure that
internal control objectives are achieved.”

Moreover, the OSC’s Internal Control Guide for Managers, Chapter 4, Internal Control
Activities, sets forth controls relating to segregation of duties, inventories, control access to
assets and resources, and documentation of internal controls. In addition, OCABR’s Internal
Control Plan, Section 7.2, states in part:
Agencies should maintain current inventory of all registrations, licenses, etc. … for
reconciliation with revenue receipts.
Recommendation

The ABCC should design and implement an adequate license control system that includes
policies and procedures to prevent potential loss, theft, and misuse of all licensing activities as
follows:
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•

Develop and maintain a computerized database to account for the number of licenses on
hand by type, all future license forms purchased, and all distributions from the license and
permit inventory to facilitate periodic inventories, and supervisory oversight.

•

Collaborate with the Commonwealth’s Information Technology Division to design a system
whereby all licenses/permits are electronically prepared.

•

Provide a secure storage area for all licenses and permits that have not been issued.

•

Establish and document procedures for management to review, approve, and monitor the
licensing process and inventory. These oversight procedures should be evidenced by signoffs.

•

Also, the ABCC should include in its internal control plan a reference to policies and
procedures to be followed for the issuance of all licenses, adequate segregation of duties, and
periodic management oversight.

6. NONCOMPLIANCE WITH REPORTING REQUIREMENTS OF CHAPTER 647 OF THE ACTS OF
1989

Subsequent to the completion of our field work, it came to our attention that in August 2000,
ABCC experienced the loss/theft of four laptop computers. During follow-up interviews,
ABCC personnel indicated that they located a memorandum indicating that the laptops were
stolen/missing and that a report was filed with an unidentified party on August 31, 2000.
Chapter 647 of the Acts of 1989, an Act Relative to Improving the Internal Controls Within
State Agencies, states in part:
“All unaccounted for variances, losses, shortages, or theft of funds or property shall be
immediately reported to the state auditor’s office, who shall review the matter to
determine the amount involved which shall be reported to appropriate management and
law enforcement officials. Said auditor shall also determine the internal control
weaknesses that contributed to or caused the condition. Said auditor shall then make
recommendations to the agency official overseeing the internal control system and other
appropriate management officials.”

The Office of the State Auditor (OSA) has no record of receiving the required report. ABCC
personnel were unable to explain why the required report had not been filed with the OSA.
None of the employees we interviewed worked at the agency when the loss occurred. By not
submitting timely reports to the OSA as required by Chapter 647, the ability of the OSA to
independently determine the internal control weaknesses that existed at the time of the loss and
make recommendations to strengthen weaknesses in the agency’s internal control system.
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Recommendation

We recommend that ABCC establish policies and procedures to immediately file all required
“Report(s) on Unaccounted for Variances, Losses, Shortages, or Thefts of Funds or Property”
with the Office of the State Auditor to ensure that the internal control weaknesses that caused or
contributed to the cited condition are identified in a timely manner and that appropriate
corrective actions are implemented.
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